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s crarTss npu3sHayeHa Uil O3HAHOMJIEHHA 3
HOBOI0 aTako Ha ocHoBi MITM-arakn, anmamiz ii
peasizanii, aJITOPUTM Ta YMOBH aTaKH.

Knrwuosi cnoea — MITM-amaka, HTTPS-npomokon,
OpenSSL

BCTVYII

Hocnigauku 3 INRIA (HanioHaabHUNA JOCHTITHUIBKUN
iHcTUTYT Yy @paHuii, o nparroe B raiay3i KOMIT'IOTEPHUX
HayK, Teopii yNpaBIiHHS Ta NMPUKIAAHOI MAaTeMaTHKH) i
Microsoft mMoOBiqOMIIM PO BHSBIECHHS YPa3IMBOCTI Mix
nomepom CVE-2015-0204, sxa, iMOBIpHO, iCHyBaja
MpOTSToM OULTBIN HiXK 15 pOKIB i sfka POOHTH TEXHIYHO
MoxmBuM TiepexoruteHHs HTTPS-tpadiky, skuit iine
MDX TIEBHAUMH CaWTaMH 1 TPUCTPOSMH I KepyBaHHIM
Apple i0S i MacOS, a takox Google Android.

FREAK - mie abpeBiatypa Big Factoring attack on RSA-
EXPORT Keys. Ataka copaipoBy€, KOJU Bpa3jHBi
MPUCTPOT MIAKITIOYAIOTHCS O CAMTiB, Ha SKUX CTOITh
MOpajJibHO 3acTapijie mnporpamMHe 3a0e3nedyeHHs JUis
mnpyBaHHsl, sKe, K BBaXaJOCs, BKE JaBHO HIKUM He
BUKOPHCTOBYETHCS. 3JIOBMUCHHUK, KU Ma€ MOXJIUBICTH
nepexorunoBaTi Tpadik MK Bpa3jIMBUM HPUCTPOEM i
BPA3JIMBHM CEPBICOM, MOXXE BIIPOBAIUTH B HBOTO CBOL
CHelialb-HUM YHHOM CTBOPEHI NaKeTH, sKi 3MyCsThb
00UIBI CTOPOHH BHKOPHUCTOBYBATH "I CHUTKyBaHHS"
cmabkuit  512-po3psmHuil KoY Uil IIHQpyBaHHS.
3Mmycutn Opay3zep 1 CalT mepedTd Ha OULTBINT HH3BKHUHA
piBeHb mmdpyBaHHs - KitodoBuid MoMeHT FREAK -aTaku.

[Ticnst 1pOrO 3JIOBMHCHUK MOXE BHUKOPHCTOBYBATH
OpEH/IOBaHI Ha, HANPHUKIAaA, Amazon, OOYHCITIOBAJIBHI
MOTYXHOCTI JUIsl TOTO, 100 JIerko aenudpyBaty ciIaOKuii
3a HUHIIIHIMYA MipKaMH¥ KJTIFOY, CXOBaHHUH y MepeXOIUIeHIH
Tpadixy. 3a omiakamu ¢axiBIliB, BAPTICTh MOTYKHOCTEH,
noTpiOHMX JuId Takoi omepauii ckiamae Omm3pko 100
nonapis, mo poouts FREAK npuBaGiuBuM 17151 XakepiB-
amaropiB, a npodecioHasaM JO3BOJISE TOCTABUTH 3JI0M
"Ha TOTIK". PO3KpMBIIM KJIOY, 3JI0BMHCHHK MOXeE
"migHsTH" B JIOKaNMbHINA Mepexi abo, Hanpukiaa, B Wi-Fi-
Mepexi Kade, KO0 TaHOoTOo Horo caity i 30uparty pizHy
iHpopMamito - JOTiHU 1 MapoJi BiA COLiaJbHUX MEPEK,
KJTIOYi BiJl iHTepHET-0aHKIB i Tak Jai.

IToryTHO  BHMAaNbOBYETHCS  KiJibKa  J0JATKOBUX
mpobneM, ski pobimate FREAK nyxe edexkruBHOO
atakoro. [lo-mepme, renepyBatu HOBI RSA-xmoui -
JIopore  3aJ0BOJIGHHS, TOMYy OaraTto BebO-cepBepH,
CTapTyIOUH, TeHEPYIOTh OJIMH €IMHUI KIIIOY, SIKUH MOTIM
BUKOPHCTOBYIOTh JUIsl 3aXUCTy BCiX 3'enHaHb. SIKmio
3JI0BMHCHHK HOTO TIEPEXOIUIIOE - BIiH MOXE HUM
KOPUCTYBaTHCA ""BCIO JOpOry".

[Mo-npyre, HTTPS-nporokon He BuMarae BiA
YYACHHKIB 3'€THAHHS BIIMOBHU BiJl BHUKOPUCTaHHSA 512-
OITHHX KIIIOUiB, B Pe3yJbTaTi YOTr0 OCTAHHIH € IUIKOM

"BayiqHUM" JUIS CIUIKYBaHHSI MIXK CEPBEPOM 1 KITIEHTOM.
HaBiTb, He3Ba)karouM Ha Te, IO Cy4acHi OOYUCIIOBAJIbHI
MOTY)KHOCTI ~ JIO3BOJISIFOTH  MOTO  3JIaMaTH  Xakepam-
JFOOUTEISIM 32 PO3YMHHI Jac.

[MPUYNEB BUHMKHEHHA YA3JIMBOCTI

AnMiHicTpauis npesuaeHta bimna KiintoHa, sika B
1990-x pokax 3aboponmna excropryBatd 3 CIHA
KkpunTorpadidHi  aNrOpUTMH Ta MPUCTPOi  MEBHOI
"moryxHocti". B pesynprari ciaaOkuii 512-po3psmHuii
KIIFOY CTaB CTaHIApTOM Je-(PakTo - 1 3ajMIIaeThCs HUM
HaBITh  CHOTOJHI, KOJU 3a00pOHM Ha  CKCIOPT
KpunrorpaigHNX TEXHOJOTIH BXXE HaBHO HEMae.
CraHzapToM BiH CTaB IPOCTO TOMY, IO CIOYAaTKy BCI
XOTUIH, 00 3 iX caliTaMHM 1 TEXHOJOTIAMH B3a€MOIISIIO
SKOMOra OUIbIlE JIONEH, BKJIIOYAIOYHM 1 1HO3EMILB,
nmo30aBieHnx kpunrorpadignoi momi CIIIA.

YMOBH ATAKH

3'sicyBasiocs, mo B peanizaiii OpenSSL (Bpaysep B
Android) i Apple TLS / SSL (Safari) icHye Oar, sxuit
JIO3BOJISIE  (JIIOAMHI ITOCEpeAnHI» 3MYCHTH KIE€HTa
BukopuctoByBatd EXPORT-mmudpyBanHs, HaBiTh SKIIO
KII€HT He 3asBIIB NpO Horo miaTpumMky. s mporo
MTOBHHHI BUKOHYBATHCS BiIpa3y AeKilbKa yMOB:

Knient BukopucToBye Bpa3nuBy Bepcito OpenSSL abo
Apple TLS/ SSL

Mintpumka EXPORT-mmppyBanHs BriIIOYEHA Ha
cepBepi

HasBHicTp 3akpurtoro wmouya RSA 512 6ir y
3JI0BMHCHHKA

Jst Toro, mio0 eKCIUIOIT CHpaioBaB, Bpa3jivBe
MPUCTPil TOBUHEH ITiJKITIOYATHCS JI0 YPa3IMBOTO cairy. |
"crinkyBaHHA" MK HUIMH TIOBMHHO TIPOXOJUTH B MEPEXi,
JI0 SIKOT y 3TI0BMHUCHUKa € ocTyI. Skimo Bam npucrpiii He
Bpa3NMBHH, abo caliTH He ypas3nuBi, abo HEe MOXKHa
¢bi3MuHO NepexonuTH Tpadik - y 3T0BMHCHHUKA HIYOTO HE
puiige. OgHak, HasBHICTh OJHOYACHO 1 BEJIMKOI KIJIBKOCTI
MIPUCTPOIB, 1 BEIMUYE3HOI KiTbKOCTI CaWTiB (IpHOIN3HO HA
36.7% i3 3aranpHOI Macu caiftiB i Ha 9.7% 3 MijbifoHa
HaOuTbIINX caifTiB) poouts FREAK onHiero 3 Ha#OIbII
HeOe3NMeYHrX aTak 3 ycix, mo Oyiu BUSABJIEHI 32 OCTaHHIN
gac. [lo o mepexoruieHHs Tpadiky - Oarato roaei
KOPHUCTYIOThCS Oe3komToBHUM Wi-Fi 1 TOHATTS He
MaroTh, K IM 3aXHCTHTH CBOI JOMAIIHI MEPEXi.

MOXIJIMBI 3BUTKN

ATaka [03BOJII€ 3JIOBMHCHHUKAM BiJHOCHO JIETKO
OTpUMYBATH JIOTIHH 1 TIApOJIi BiJ CaWTiB, iHpOpMaIliio 3
IaTepHEeT-0aHKIB, 3MICT IMOIITOBUX TOBIIOMJICHb 1 Tak
nami. BoHH MOXYyTh OTpHMAaTH BCe, IO BU BiATpaBISIETE
Ha / gepe3 caiitu, ski 3axumieni HTTPS-3'eqnanssm.

SAK 3AXUCTUTUCA BIJT ATAKHU FREAK



Ha cropoHi kimieHta BpasmmBicTh 3adimae OpenSSL
(sumpasinero B 0.9.8zd, 1.0.0p i 1.0.1k), 6payzep Safari i
pizHOMaHiTHI BOyZOBaHI Ta  MOOUTBHI  CHCTEMH,
Bkirogaroun Google Android i Apple i0S. 1o cTocyeThes
cepBepiB, TO CKaHyBaHHS MepeXi MOKa3ajo, mo Halip
RSA _EXPORT migrpumyeTbes mpubiamsao Ha 36.7% i3
3arajbpHOi MacH caiTiB i Ha 9.7% 3 MinbiioHa HAHOLTBIINX
caiitiB. Jlnsg 3axucty cepBepa Ha 0asi Apache no
napametpiB nupextuBu SSLCipherSuite cuin nogartu "!
EXPORT".

BMCHOBKH

Y WEB — cBiti 6arato Bpa3mmBocTel, sIKi MOXYTb
OyTu cxoBaHi Ha 0arato poOKiB, aje OJHOTO THS BOHH
3agBIISIOTH PO ceOe yChbOMY CBITi Ta 3arpOXKyIOTh Oe3Ierti

MEPCOHANTBHUX JaHUX MIILHOHIB KOPUCTYBAYiB iHTEPHET.
Bynbre obauwnmmBIMH Ta Cepil03HO BITHOCITHCS IO BAIIOH
BipTyaJIbHOI OE3IIeKH.
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