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PE®EPAT

[TosicHIOBaTbHA 3aITUCKA: C., puc., Tabm., MOJATKIB, JDKEpE.

O0’ekT po3poOku: iHpopMariitHo-TenekoMyHikamiitHa cuctema (ITC) TIIT
«TexunoCepaicy.

[IpenMer nmocnmimKeHHs: TOJNITHKAa Oe3neku iHQopmalii o06’ekra iHbOpMaIiiHOT
nisteHOCTI (OI).

Meta poboTH (poekTy): po3pooutu noituky 6esnexku iHGopmartii (I16) B ITC TIIT
«TexunoCepaicy.

MeTtoau po3po0KuU: CIOCTEPEKEHHS, IOPIBHAHHS, aHaJli3, OIIHC.

VY nepuomy po3/iai NpOBEIECHO aHalll3 HOpPMAaTUBHO-TIPAaBOBO1 0a3u y cepi 3axucry
iHdopmali Ta BH3HAUYCHA AaKTyaJlbHICTh mpoOnemu 3axucty iHpopmamii B ITC
KOMEPIIINHUX MiAMPUEMCTB, BCTAHOBJICHI 3a/Jadl Ha PO3POOKY KOMIUIEKCHOI CHUCTEMHU
3axucty iHpopmarii KC3I, na OI]l, ne uupkymoe iHGopmairis.

VY cnemianpHIA 4YacTUHI CKIIQJEHO aKT OOCTEXKEHHs Ha 00’ekTi 1H(opMaIiiHOT
JISTIBHOCTI, PO3IJIIHYTO 3arajbHl BIIOMOCTI MPO MIJNPUEMCTBO, WOTr0 OpraHizaliiHy
CTPYKTYpY, aHaji3 cepeioBuila (yHKIIOHYBaHHA 00’€kTa 1H(pOpMAaIliHOI AiISIIBHOCTI,
knacudikoBana iHdopmarlis, Mo 00pobyseTbes y 1H(QOpMAIIHHO-TEICKOMYHIKAIIHHINA
CUCTEMI Ta HaBEICHO XapaKTEPUCTUKY KOMIIOHEHTIB cUcTeMH. Takox po3po0ieHo Moaeni
3arpo3 Ta MOpylIHWKa Oe3rneku iHdopmarlii, MpoaHaii3oBaHl PU3MUKH Ui 1HMOpMaIi 1
chopMOBaHI OCHOBHI TOJIOKEHHSI TOJITUKA Oe3neku 1H(opmaiii s KOMIUIEKCHOT
CUCTEMHU 3aXUCTy 1H(POpMAIIii.

B TperboMy po3aini BHU3HAYEHO EKOHOMIUHY JOIUIBHICTH BrpoBamxeHHs [Ib.
[IpoBeneHO pO3paxyHKH KalliTadlbHUX BHUTPAT, MOTOYHHUX BHUTPAT, OIIHKH BEIHMYWHU

30UTKy Ta 3aranbHuil edekt Bia BopoBamxeHHs KC3I.

KOMIUIEKCHA CUCTEMA 3AXHCTY IH®OPMALIIL, ITOJITUKA BE3IEKU
THOOPMALIIL, O5’€KT THOOPMALIMHOT JISJIBHOCTI, AHAJII3 PU3UKIB,
MOJEJIb 3AT'PO3, MOJIEJIb [TOPYIIIHUKA, AKT ObCTEXEHH, EKOHOMIUYHA
JOLIJIbHICTD, TIOKA3HUK EKOHOMIUHOI EOEKTUBHOCTI.



PE®EPAT

[TosicuutenpHas 3amuCKa: C., puc., Tabd., TPUIOXK., HCTOUYHUKOB.

OO0bekT pa3paboTku: HH(POpPMAIMOHHO-TEIEKOMMYHUKalMOHHas cuctema YII
«TexnoCepBucy.

[Ipeamer: mnonuThka Oe30macHOCTH HHPOPMALUU OO0BEKTa HHPOPMALUOHHOM
nesitenbHocT (OU ).

[lear paboTer (mpoekTa): pa3paboTaTh MOIUTHKY Oe30macHOCTH HWH(pOpMAIU B
NTC YII «TexnoCepBucy.

Metoapl, uCHIONB3yeMbIe TMPU pa3pabOTKe: HAOIIOJEHHUE, CPaBHEHHE, aHAIIU3,
OTIHCaHueE.

B nepBoMm pazzerne npoBeeH aHaIN3 HOPMATUBHO-TIPABOBOM 0a3bl B chepe 3aluThl
uHDOpMaAIMi M yKa3aHa aKTyaJlbHOCTh BOIIPOCA, IMOCTABJEHBI 3aJa4d Ha BHEIPCHHE
CUCTEMBI 3allUThl WMH(OpManuu Ha OO0BEKTaX HHGPOPMAIMOHHON JEATEIBLHOCTH, TJE
UPKYJIUPYET UH(POPMALIHSL.

B cnenpanbHOM 4acTH COCTaBIIEH akT 00Cie0BaHus Ha 00beKTEe HHPOPMAIMOHHOMN
JeSITEIbHOCTH, PACCMOTPEHBI OOIIUE CBEACHUS O MPEANPUITHH, €ro OpraHu3allOHHAS
CTPYKTYpa, aHaJIN3 Cpebl PYHKITMOHUPOBAHUS 00BhEKTa HH(DOPMAITMOHHON JEATEILHOCTH,
KjaccuduipoBana uHdopmarus, oOpabaTbiBaemast B uH(OPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHON CHCTEME, W TMPHUBEICHO OIKMCAHUE KOMIIOHEHTOB CHCTEMBI.
Taxke pa3paboTaHbl MOJACIM YIpO3 M HapylmuTeas Oe30MacHOCTU HHQOpMAIIUH,
IPOAHATU3UPOBAHBI PUCKU i MHPOpPMAUU U CHOPMHUPOBAHBI OCHOBHBIE TOJIOKECHUS
MOJIMTUKU  Oe30macHOCTH  WHGOpPMAIMU 1T KOMIUIEKCHOW  CHCTEMBI  3aIllUThI
uH(popmanuu.

B Tperhem paznene ompenerneHa SKOHOMHUYECKAs II€I€CO00pa3HOCTh BHEIPECHUS
UH(OPMAITMOHHOW TIOJIMTUKM  Oe3omacHOCTH. [IpoBeneHBI pacdeThl  KaluTalbHBIX
(puKkCHpOBaHHBIX) PACXOJOB, TEKYIMMX (PKCIUTyaTallMOHHBIX) pAaCXOJI0B, OIICHKHU
BEMYMHBI ymiepba u oO0muil 3¢hdEeKT OT BHEAPEHHsS CHUCTEMbl HH(GOPMAIMOHHON
6esomacHoctr. OmpeneiaeHbl W MPOAHATM3UPOBAHBI TOKA3aTeIN SKOHOMHYECKON

3¢ (PEeKTUBHOCTH CUCTEMY UH(POPMAITMOHHOM 3aITUTHI.



[TpakTHueckoe 3HaUYeHUE PAOOTHI COCTOMT B BO3MOXXKHOCTH €€ MCIOJB30BaHUS IS
pa3zpabotku KC3U na peansnom OW/I. Pe3ynpTaThl,0Jy4YE€HHBIE B TUIIJIOMHOM ITPOEKTE,
MOTYT OBITh UCIIOJIb30BaHBI i pa3paboTku u BHeApeHuss KC3U Ha npeanpustuu.

KOMIUIEKCHAA CHUCTEMA 3AIIWUTBI MHO®PMALIUU, ITIOJIMTUKA

BE3OITACHOCTU NHOOPMAILIY, OBBEKT MHOOPMAITMOHHOM
HNEATEJIbBHOCTU, AHAJIM3  PUCKOB, MOJEJIL  VYI'PO3, MOJEJIb
HAPYIIUTEJIA, AKT OBCJIEJOBAHNA, OSKOHOMUMYECKAA

IIEJIECOOBPA3HOCTD, TIOKA3ATEJIb SKOHOMMNYECKON P®DOEKTUBHOCTH.



ABSTRACT

An Explanatory Note: p., fig., tables., add.,  sources.
The object of this study is information and telecommunication system of

TechnoService PE.

The subject of this study: information security policy of information activity object.

The purpose of the study: developing the security policy in information and
telecommunication system.

Methods that were used: observation, comparison, analysis, description.

The first part of the study contains an analysis of regulatory documentation in
information security, set tasks for the implementation of the information security system
for information activity object where the information circulates.

The main part of the study considers the general statements about the enterprise;
organizational structure of the computer system are contained. Information activity
object’s environment for the functioning; risk assessment; threat analysis of information
security; main elements of the information security policy of information and
telecommunication system are analyzed; the main regulations of the security policy are
formulated.

In the economic part defines economic feasibility of implementing an information
security policy. The calculations of capital (fixed) costs, current (operational) costs, a
calculation of loss and the effect of the implementation of information security. Economic
efficiency indicators of information system security are analyzed.

The analyses provide the opportunity to use the developed security policy for
implementation in the information and telecommunication system of the enterprise.

INFORMATION  SECURITY, INFORMATION ACTIVITY  OBJECT,
INFORMATION SECURITY POLICY, RISK ASSESSMENT, THREAT ANALYSIS,
ECONOMIC FEASIBILITY, CAPITAL COSTS, OPERATING COSTS, ECONOMIC
EFFICIENCY INDICATORS.
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CITMCOK YMOBHHMX CKOPOYEHb
[1IT — mpuBaTHE MIAIPUEMCTBO;
3V — 3akoH YkpaiHuy;
AC - aBTOMaTH30BaHa CUCTEMA;
EOT - enexTpoHHO-00UMCITIOBAIbHA TEXHIKA;
Ib - inpopmariiiina Ge3neka;
ITC - indopmariiitHo-TeIeKOMYyHIKalllifHa CUCTEMA,
KC3I - xoMIiekcHa cucteMa 3axucty 1HhopMariii;
HCJ1 — HecanKIlioHOBaHUM JTOCTYTI;
OIJl — 06'exT iH(pOPMAIIHHOI TISUTBHOCTI,
OC — omepariiifHa CUCTEMA;
I1b — momTHKa Oe3neKu;
[13 — nporpamue 3abe3MeUeHHS;
T3I — TexHIuH1 3aco0u 1HpOpMAaILlii;
[TEOM — nepcoHanbHa eJIEKTPOHHO-00UHCIIIOBaIbHA MAIINHA,
CVYIb — cucrtema ynpapiiiHHS 1HPOPMaLIMHOIO 0€3MEKOI0;
MK/] — MarHiTHO-KOHTaKTHUH JaTYHK;

KBI — xananu BuToKy iH(opMaiiii.



BCTYII

CyuacHi MeTou 0OpoOKH, Tiepesadi Ta HaKOMUYEHHS 1H(QOpMAaIlli CIpHUsIN MOsBI
3arpo3, MOB'sI3aHUX 3 MOKJIMBICTIO BTPaTH, HECAHKIIIOHOBAHOI MOIU(IKALli Ta PO3KPUTTS
JTaHUX, SIKI aJpecoBaHl a00 HajeXaTh KIHIIEBUM KOpUCTyBadaMm. ToMy 3a0e3rnedeHHs
1H(pOopMaIiiHOT O€3MeKH KOMI'IOTEPHUX CUCTEM 1 MEpEeX € OAHUM 3 IPOBITHUX HAIPSIMKIB

po3Butky IT.

Komn'torepni iHdopMaliiifHi TeXHOJOrli MBUAKO PO3BHBAIOTHCA Ta BHOCATH
MOMITHI 3MIHM B Hamie >XATTS. [Hdopmallisi crajga TOBapoM, KWW MOXKHA TPHUI0aTH,
npojatu, oomiHATU. [Ipu npomMy BapTicTh 1H(pOpPMAaIlll YacTO B COTHI pa3iB MepeBeplIye

BApTICTh KOMIT'FOTEPHOI CUCTEMHU, B SIKIi BOHA 30€pIra€ThCs.

[npopmariitna Oe3neka KOMMI'IOTEPHUX CHCTEM JOCATAETHCS 3a0€3MEUYECHHAM
KOH(1IEHIIITHOCTI, IUIICHOCTI Ta AOCTYHMHOCTI JaHUX, IO OOpOOJISIIOTBCA, a TaKOX

JOCTYITHOCTI Ta LUIICHOCTI 1H()OpMALIHHUX KOMIIOHEHTIB 1 pECYPCIB CUCTEMHU.

3axuieHicTh 1HQOpPMAIIMHOI CHCTEeMH BiJ] BHUIIQJKOBOIO a00 HAaBMHCHOIO
BTpYYaHHS, 1110 3aBJa€ IIKOAM BJIACHUKAM a00 KOpUCTyBadaM iH(dopmaIlii, 3a1eKUTh, B
OCHOBHOMY, BIJ JAOCTYMHOCTI (MOXJIMBICTh 32 PO3YMHHUN Yac OTPUMATH HEOOXITHY
iH(dOopMaIliHy TIOCHIYTY); HUIICHOCTI (aKTyaJbHICTh 1 HEeCylepeuHicTh 1Hdopmarti, ii
3aXMINEHICTh BiJ] pyHHYBaHHS 1 HECAaHKI[IOHOBAHOTO 3MiHU); KOH(I1ICHIITHOCTI (3aXUCT
B1Jl HECAHKI[IOHOBAHOT'O MPOYUTAHHS). Mailke B KOXKHINA cucTeMi € Taka 1iHpopmarllis ,
sKa TIPU PO3TOJIOMIEHHI MOXKe 3aBAaTH 30MTKH BiacHUKaM. OCOOIMBO aKTyaJIbHUM CTa€
nutaHHa 1HdopmaniiiHoi Oe3neku (Ib) Ha mianmpueMcTBax, Oprasizamisx, B SKHX

00po0IsETHCA 1HPOpMAITis 3 0OMEXEHUM JOCTYTIOM.

OpauMm 13 cucteM 3axucTy iHGOpMAIii € eTam po3poOKH TOJITUKH Oe3meKu
(ITb). Yum kpamie Ta TouHimle 0yae BukoHaHo aHami3 OIJ[, TuM mBumIe Ta npocTime
Oyne aamiHicTpaTopaM Oe3leKd PO3pOOUTH KOMILIEKC 3aXO[iB, L0 CKJIaJe OCHOBY

edextuBHOi 11b 1HpopMmarii.



PO3J1J1 1. CTAH IIMTAHHS. IOCTAHOBKA 3ATIAY

1.1 Cran nutaHHs

VY cydacHOMy CBITi PO3IMTOBCIOJKEHHS KOMIT FOTEPHUX TEXHOJIOTIH 1 KOMI FOTEPHOI
TEXHIKH, TTOBCIOJHE MPOHUKHEHHS TEJICKOMYHIKAIIMHUX MEpPEeX Maibke B yci cdepu
KUTTEMISUTBHOCTI JIIOJIMHA OAHOYACHO 1 TIOJErmmio (HampuKIIan, CTBOPCHHS Ta
HaKOMMYEeHHsS 0a3 JaHWX, aBTOMaTUYHAa 00poOka iHdopMallii, MOKIUBICTh MUTTEBOTO
nepenanHs iHpopMmallii Ha Ay)Ke BeIWKl BIACTaH1 TOIIO), ¥ YCKIIQJHWIO YIIPaBIIiHHS,
BUKOHAHHS BHPOOHMYMX IIPOLECIB Ta OCOOMCTYy KOMYyHIKamifo. Mierbes mpo
HEOOX1THICTh CTBOPEHHS OC3MEUYHMX YMOB BHKOPHCTAHHS BIPTYyaJIbHOTO IIPOCTOPY,
cepesl 1HIIOTO 3aXUCTY BiJl HEOE3MEK, sIKi BUHUKAIOTh 13 OOKY 3JT0YMHIIIB. AHATI3YIOUH
MmaTepianu [6], MOKHA BHIIJTUTH HEWMOBIPHY JMHAMIKY KiOep3imounHHOCTI 3a 2009 —

ciueHb-ceprenb 2018 pp, 1mo HaBeneHa Hux4e Ha puc. 1.1.
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Puc. 1.1 I'paghiune 300pasicenns pieus ma OuHamixu KibepsnouuHHocmi 6 Ykpaiuni 3a
2009 — cepnens 2018 pp.
[lutoma Bara KiOep3OUYMHIB Yy 3arajbHiil KUIBKOCTI 3apeecTpPOBAHUX 3JI0YMHIB
ctanoBuTh 0.05% Bix 3araapHOT KUTBKOCTI 3apeecTpoBanux 310unHiB y 2009 p., 0.04%
-y 2010, 0.03% -y 2011, 0.03% -y 2012, 0.11% -y 2013, 0.08% -y 2014, 0.11% -y
2015, 0.15% - y 2016, 0.49% -y 2017 ta 0.51% Big 3704MHIB, 3apPEECTPOBAHUX 3a

ciueHb-ceprienb 2018 p. Jlns Oimpmmoro po3yMiHHS CHTYyallli HIKYE HaBEIACHO



rpadiuyHe 300pake€HHS TMHMTOMOI Barv KiOEp3JIOYMHIB y 3arajbHIii KIJBKOCTI

3apeectpoBanmx 3m0unHIB y 2009 — cepniens 2018 pp.
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Puc.1.2 I'pagiune 306pasicents numomoi 6azu Kibep3104uHis y 3a2aibHill KilbKOCmi
sapeecmposanux 3104unie y 2009 — cepnens 2018 pp.

CratucTUyHUM aHami3 MOMTUPEHHS KIOEep3JI0UrHIB B YKpaiHi 3a JaHH1 POKU BUSBUB,
0 HaWBUIUKA pIBEHBb 3JIOYMHIB OyJi0 3apeectpoBaHo y 2017 porli, 1€ MOB’sI3aHO 3
TAM, 10 OyJI0 BIPOBAKCHHS Mepexki TpeThoro mokojinHa (3G) omeparopamwu
MOOUIBHOTO 3B’S13KY,0CBOIOBAHHS KIOEPTEXHOJIOTIH SK 3ac00y 3JI0YMHHOI AiSUTBHOCTI,
00’€KTUBHE BIJCTaBaHHS TEXHIYHOI CKJIAJIOBOI MPABOOXOPOHHOI CHCTEMH (AKTHUBHE
pedbopmyBanHss opraniB HarmionanpHO1 mogiiii YkpaiHu, BIACYTHICTH JOCTaTHBOT
KUIBKOCTI (paxiBIliB Ta HEAOCTATHE (DIHAHCYBAHHS) TOIIO.

B nam uvac xonHa mroauHa, opraHizaiis a0o MIANPUEMCTBO HE pealizye CBOIO
JUSTBHICTh 0€3 BUKOPHUCTaHHS Mepexi Internet, tomy mpoaHasizyBaBIId PiaHHMA 3BIT 3
iHpopmamiiinoi 6e3neku Cisco 2018 [7] MokHa akIEHTyBaTH yBary Ha CIIOCO0ax
MpOBEICHHs BeO-aTak 3a mepiof xoBTeHb 2014 — sxoBTenb 2017 pp. Hwkye HaBenena
nmiarpama 1, g€ MOXXKHAa TOOAYUTH, MO MPOTITOM IIHOTO TMEPIOAY 3JIO0BMUCHUKH
MOCTIMHO BIPOBAKYBAIW T1I03pUIT BUKOHABYI (Dailiiv, B OCHOBHOMY ISl JIOCTaBKU
pexnamHoro a6o mmuryHcbkoro [13. Taki Tumu mOTEHIIHHO HeOaXKaHUX MPOTrpam

MOXYTh SIBJIATH CO0OI0 30UIbIIEHHS 3apaxkeHb ImKigauBoro IIO 1 kpamaikka



iHpopmMmarlii mpo KopucTyBauiB abo kommaHii. JlaHi giarpamMu TakoXX MOKa3ylOTh, IO
o0CAT MIKIJJIMBOTO BEO-KOHTEHTY, IO KOJHMBAETbCA B 4Yaci B Mipy TOro, Sk
3JIOBMUCHHMKHM 3allyCKalOTh 1 3aBEpUIYIOTh aTakd 1 3MIHIOIOTh CBOi TaKTUKH,

MEPCIIKOIKat0OU1 BUABJIICHHIO.
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Puc 1.3 Axmusnicms 610xi6 Ha 6a3i wkioausoeo 113 3a munom Koumenmy,
arcoemenv 2014-ocoemens 2017 pp.

1.2 AmHani3z HOpMaTUBHO-TIPABOBOI 0a3n

HopMmaTtuBHO-TIpaBOBe 3a0e3MedeHHs MIOAO0 3aXHUCTy iHopMallii - CYKYIMHICTh
3aKOHIB, HOPMAaTHBHUX akKTiB Ta IHIIMX JOKYMEHTIB, IO PErJaMEHTYIOTh 3arajbHy
Oprasizaifito poOiT, CTBOpeHHA 1 (YHKIIOHYBAaHHS KOHKPETHHUX CHCTEM 3aXHCTy

iH(dOopMmarrii.

HaiiBaxIMBIIIOIO  CKJIaJOBOKO TPaBOBOrO 3a0e3meueHHss y cdepl  3axucry

iH(opMarlii € cTangapTU3aIlis, 110 Ma€ Ha METI:

- CTBOPEHHS OCHOBHHX CTaHJapTiB Oprasi3aifHo-MeTOIUYHOTO 1

TEPMIHOJIOTIYHOTO 3a0€3MeYeHHs] CHCTEMU 3aXUCTy 1H(hOopMaIlii;



- CTAJIICTh BUMOT IO 3aXHUCTy iH(dopMalii B 3aco0ax OOYHMCIIOBAIBHOI TEXHIKH, B

1H(popMaIitHO-TEIEKOMYHIKAIIHHUX CUCTEMax.

To6T0, HOpMaTUBHO-TIPAaBOBE 3a0€3MEUYCHHSI PErJIaMEHTY€e€ Ta BHU3HAYa€ MOPSIOK
3aXKMCTy BU3HAUYCHUX TMOJITUKOIO Oe3MeKH BiIacTUBOCTEH iHGopmarllii (KoH(IISHIIIHOCTI,
ITICHOCTI Ta JOCTYITHOCTI) Mijl Yac CTBOPEHHS Ta eKCIuTyaTalii iHpopMaIiitHoi Mepexi;
periiaMeHTye MOpsSAOK €(PEeKTUBHOTO 3HEHIKOKEHHS 1 MONEpeKeHHS 3arpo3 s
pecypciB  IUISIXOM TIOOYJOBH KOMIUIEKCHOI CHCTEMU 3aXUCTy iHdoOpMalii; craryc
iHboOpMaIiiHOI CHUCTEeMH 3 TOYKHM 30py 1HopMariifiHoi Oe3meku; mpaBa, OOOB'SI3KH i
BIJIMOBIATIBHICTh MEPCOHATY POOOTH SIKUX IMOB’s13aH1 3 1H(GOPMaIiHOI O€3MeK0r0; eTaru
nooynoBu KC3I. Ilim yac cTBOpeHHS KOMIUIEKCHOI CHUCTEMH 3aXUCTy 1H(popmarii, sk
CYKYIMHOCTI OpraHi3alliHuX 1 IHKEHEPHHUX 3aXO0/1B, IPOrPAMHO-AMAPATHUX 3aC001B, CIIIJT

KEepyBaTUCA HU3KOI0 HOPMATHUBHO-TIPABOBUX JIOKYMEHTIB Ta AKTIB.

3akoHM YKpaiHu, 1HIII HOPMATHUBHO-TIPABOBI aKTU YKpaiHW, JAEp:KaBHI CTaHIAPTH,
HOPMAaTHBHO-TIPABOBI AKTH 1 HOPMAaTUBHI JOKYMEHTH CHCTEMH TEXHIYHOIO 3aXHUCTY
iHdopmalii B YkpaiHi (HopMyIOTh Ta BIPOBA/KYIOTh €IUHHM B JIepKaBl MOPSIOK

3abe3nedenHs 3axucty iHdopmariii B [TC.

OpranizaliiHO-poO3MOpsiAYl, ~ HOPMAaTHBHI ~ Ta  1HOI  JOKYMEHTH, 10
BUKOPHUCTOBYIOTHCS Y MEKax 0AHOI oprasizauli ado ITC, BpaxoByroTh yc1 0COOIUBOCTI Ta

yMoBHM 00poOKkH 1H(popMallii B AaHiil opranizauii ado ITC.

B ycix Hmkue3azHaueHUX HOPMATUBHHUX JOKYMEHTax, a TaKOX Yy poOOTI B LLJIOMY,
BUKOPUCTOBYIOTHCSI TE€pPMIHM 1 BHU3HAUEHHS, W10 BIJMOBIIAIOTh BCTAHOBJICHUM
HopMatuBHUM JNoKyMeHTOM T3I 1.1-003-99 «Tepminosnoris B ramy3i 3axucTy iHpopmarrii
B KOMIT'FOTEPHUX CUCTEMaX BiJl HECAHKI[IOHOBAHOTO JIOCTYIY», a00 B IHIIUX HOPMATUBHUX

JOKYMEHTaX 3 TEXHIYHOTO 3aXHUCTY 1H(OpMaIlli, 1o BKazaHi y po3auti «BusHaueHHs.

B Vkpaini € pgocuth mupoka mpaBoBa 0aza 100 3abe3nedyeHHs Oe3neku

1H(opMarlii, ajne BUAIIUTH MOXKHA JEsK1 3 HUX:
- Koncturynisa Ykpainu;

- 3akoH Ykpainu (nam 3Y) «IIpo iHbopmartiiron;



- 3akoH Ykpainu «IIpo 3aXUCT nepcoHaNbHUX JaHUX);

- 3akon  Ykpainu  «IIpo  3axucr iHdopmaumii B iHdOpmaIliiiiHo-

TEJICKOMYHIKallIfHUX CUCTEMaxX;
- 3akoH Ykpainu «IIpo enekTpoHHUN uPOBUI TIAIUCY;

- [TocranoBa KabGinery wminicTpiB Ykpainu «Ilpo 3arBepmxenns IIpaBun
3a0e3MeueHHs 3axucTy 1HQopmarii B 1HQOpPMaLIMHUX, TEJICKOMYHIKAIIHHUX Ta

1H(popMariitHo-TeeKOMyHIKaIIHHNX cuctemMax» Big 29.03.2006 Ne 373;

- [lonoxeHHss mpo TEeXHIYHUI 3axucT iHpopmalii B YKpaiHl, 3aTBEpIKEHE

VYkazom Ilpe3unenta Ykpainu Big 27.09.99 p. Ne1229.
Hwuxye HaBegeHa OUTbII AeTalibHA 1HPOpPMALIIS PO BUALICHI ITyHKTH.

3abe3neueHHss Oesneku 1HQoOpMalli TPYHTYETbCA Ha CHUCTEMHOMY MIAXOIl Ta

BpaxoBYy€ BUMOT'H Ta PEKOMEHAIlli CTaHapTiB!

- JACTY ISO/IEC 27001:2015 - Indopmariiiai TexHosorii. MeTtoau 3axucry.
Cucremu ymnpasiiHHsa iHbopmarliiiiHow 6Oe3nexkoro. Bumorn (ISO/IEC 27001:2013; Cor
1:2014, IDT)- Ha 3aminy JACTY ISO/IEC 27001:2010 — 1e#t cTtanmapT CTBOPEHUE is
BU3HAYEHHS BUMOT ISl PO3pOOJIEHHS,BIPOBAKEHHS, (DYHKI[IOHYBaHHS, MOHITOPHUHTY,
neperyisly, MiATPUMYBaHHS Ta TOCTIHHOTO BJOCKOHAJEHHS CHUCTEMHU YIPaBIiHHS

iHdopmarriiinoto 6e3nekoro (CYIB).

- JACTY ISO/IEC 27002:2015 - IndopmariifHi TexHoJsoT1i. MeToau 3axucry.
3BiJ MpakKTUK 11010 3ax0/iB iH(opmariiiHoi O0e3nexku (ISO/IEC 27002:2013; Cor 1:2014,
IDT) — 1e#t Mi>KHApOIHHUM CTAaHAAPT PO3POOIICHO IS OpraHi3aiiil JJisi BUKOPUCTAHHS SIK
JOBIJIKOBOI 1H(OpMaIllii mo/10 BUOOpy 3axoaiB Oe3neku mia yac BrpoBamxkeHHs CYIb Ha
0azi ISO/IEC 27001 abGo sk HacTaHOBY JJisl OpraHisaimiif, sKi BIPOBaKYIOTh
3araJIbHONPUMHATI 3axoau 1H(opmarlliiiHoi Oe3rneku. Lleit craHmapT TakoX MpU3HAYECHO
JUIsl  BUKOPUCTaHHS B  poO3pOOJIEHHI HACTaHOBHUX JOKYMEHTIB 3  YIpaBJiHHSA
iHdopmariiiiHoto Oe3nekoro, crenu@iuHuX Ui TPOMHCIOBOCTI Ta oOpraHizamiii, 3

ypaxyBaHHSAM cTelU(pIYHUX PU3UKIB 1HPOPMAITIHHOT OE3MEeKH X CepeOBHIIA.



- JNCTY ISO/IEC 27005:2015 - Indopmariitai TexHosorii. MeTonu 3axucry.
VYnpasninasa pusukamu iH(opmamiitnoi 6e3nexku (ISO/IEC 27005:2011, IDT) — ueit
CTaHJapT HaJa€ HACTAHOBH IS YIIPABIIIHHS pU3MKaMU 1HQOpMaIliiHOT OE3IMEeKH, a TaKOXK
miaTpuMye OcHOBHI Koumeruii, Bu3HaueHi B ISO/IEC 27001, i po3poOnenHuit s
CIPUSHHA 33J0BUIBHOMY BIIPOBAKEHHIO 1H(pOpMAaIiiHOI Oe3MeKkn Ha OCHOBI MiIXOIy 3

YIOPaBIiHHS PUSHKAMHU.

Konctutymiss YkpaiHu - OCHOBHUM 3aKOH YKpaiHM, KM BHU3Haya€e IpaBa Ta
000B s13kM (PI3UYHUX Ta IOPUANYHUX OCI0 YKpaiHuW Ta OCHOBHHI 3aKOH SKUM 3abe3mneuye

MIPaBOB1 OCHOBH AISTTLHOCTI MIINPUEMCTBA.

3akoH Ykpainu «IIpo iHpopmailito» - BUCBITIIOE OCHOBHI CIIOCOOHM OJEepKaHHS,
BUKOPUCTAaHHA, TNOIIMPEHHA 1 30epexeHHs 1Hdopmamii. Bin BimoOpaxae mpaBo
0COOUCTOCTI Ha 1IHPOPMAIIiIO Y BCIX cpepax CyCHIBLHOTO 1 IEPKABHOTO KUTTA Y KpaiHu, a
TaKOX CHUCTeMy 1H(opMalii, ii JpKepena, BU3HAYA€ CTaTyC YYACHHUKIB 1H(POpPMAaIIMHUX
BIIHOIIICHb, PEryJIo€ MaocTynl A0 1Hdopmalii 1 3abe3neuye i1 OXOpOHY, 3axuIlae
OCOOUCTICTh 1 TOBAPUCTBO BiJl MOMIJIKOBOI iH(OpMaIlii. Y CTaTTIX 3aKOHY BU3HAYAIOTHCS

Kareropii iHpopMallii 1 pexuM JOCTYIy 10 Hel.

3akoH Ykpainu «lIpo enexTpoHHM LUPPOBUN MIANUC» - LEH 3aKOH BU3HAYAE
MPaBOBUM CTAaTyC EJIEKTPOHHOIO LU(PPOBOrO MIJANUCY Ta PEryjiro€ BITHOCUHH, IO
BUHUKAIOTh TIPY BUKOPUCTAHHI €JIEKTPOHHOTO I poBoro mianucy. Jis mporo 3aKoHy He
MOIIUPIOETHCSI HA BIJHOCUHU, 10 BUHUKAIOTH MiJ Yac BUKOPUCTAHHS I1HIIUX BHJIIB
€JIEKTPOHHOTO TIAMUCY, B TOMY YHCII TEPEeBEACHOro y Hu(poBy GopMmy 300parkeHHs

BJIACHOPYYHOTIO MIJIHUCY.

3akoH Ykpaini «[Ipo 3aXucT nepcoHaNbHUX JaHUX» - LEeH 3aKOH PEryJstoe MpaBoBi
BIJIHOCUHHU, TOB’sA3aH1 13 3aXMCTOM 1 0OpOOKOI0 MEPCOHANBHUX JTaHUX, 1 CIPSIMOBAHUI Ha
3aXHUCT OCHOBOTIOJIOKHHMX TMPaB 1 CBOOON JIFOJAWHHM 1 TPOMaJsSHHHA, 30KpeMa IpaBa Ha

HEBTPYYaHHs B OCOOMCTE JKUTTS, Y 3B 3Ky 3 00OpOOKOIO MEPCOHATBbHUX JaHHX.

3akoH Ykpainu «lIpo 3axuct iHdopmallii B iHGOpMAIIHHO-TEICKOMYHIKAIIHHUX

CUCTEMax» - PETyII0€ BIMHOCMHU Yy cdepl 3axucty iH}opmali B iHGOpMAIIHHUX,



TEJEKOMYHIKaIIMHUX Ta 1HQOpMAIliHHO-TEJIEKOMYHIKAIlIMHUX CHUCTeMaX, BHU3HA4Yae
00'€kTH Ta Cy0 €KTH 3aXHCTy B CHCTEMi, BCTAHOBIIIOE€ BITHOCHMHH MK BJIACHUKOM

CUCTEMH, KOPUCTYBa4aMHM Ta BOJOAUIBIEM 1HPOpMAILii.

HJI T3I 1.1-002-99 Bu3Hayae KOHIEMIIIIO BUPIMICHHS 3aBAaHb 3aXUCTY 1H(QopMarlii
B KOMITIOTEPHUX CHCTEMax Ta JIa€ 3MOTY BHUPIIMIATH MUTAHHS 3 BU3HAYCHHS BUMOT OO
3aXHCTy KOMITHOTEPHUX CHCTEM BiJi HECAHKI[IOHOBAHOTO JIOCTYMY, 31 CTBOPCHHSI
3aXHIIEHUX KOMITFOTEPHHX CHCTEM 1 3aC00iB 1X 3aXHMCTY BiJl HECAHKI[IOHOBAHOTO JOCTYITY
Ta 3 OIIHKMA 3aXMINEHOCTI KOMM'IOTEPHUX CHUCTEM 1 iX MPHUIATHOCTI JJi BUPILICHHS

3aBJaHb CIIOKHMBa4da.

HJI T31 1.1-005-07 Bu3Havyae oCHOBU OpraHizallii Ta eTanyd BUKOHAHHS POOIT 11010
cTBOpeHHs KoMIuiekcy Ha OIJ] mignpueMcTBa, sike Mae 3a0e3MeuyBaTH 3aXHUCT BiJl BUTOKY
1H(opMmailii 3 0OMEXEHUM JOCTYHOM. 3MICT IOTO JOKYMEHTY MOXXHAa BUKOPHUCTOBYBATH
i yac OOTpyHTYBaHHS, OpraHizailli po3po0JieHHs, BOPOBAKEHHS 3aX0/11B 3axucTy [30/]

B1JI 3arpo3.

HJI T3I 1.4-001-2000 i3 3minamu 3rigHO Hakasy AaMiHicTparii Jlepkcrmen3s's3ky
Bixm 28.12.2012 Ne 806, BCTaHOBIIOE BUMOTH JO 3MICTY Ta CTPYKTYPH HOPMATHBHOTO
JOKYMEHTY, KOTpUH pEerjaMeHTye MAisUIbHICTh CHyXO0M 3axucty 1Hopmalii B
aBTOMaTU30BaHIK cuctemi. JlokymeHT npusHadeHuil 1ist BiaacHukiB [TC ta kopuctyBauis,
SAKUX JISIBHICTh TIOB’si3aHa 3 00poOKo0 iH(opMallii B aBTOMaTU30BAHUX CHCTEMax, IO
MIJJISITA€ 3aXUCTY 3TIJTHO 3 HOPMATUBHO-TIPABOBUMH AKTaMH, a TAKOX JUJIsi pO3pOOHMKIB

KOMILJIEKCHUX CUCTEM 3aXUCTy 1H(POpMAaIlil B aBTOMAaTU30BaHUX CUCTEMAX.

B nmoxymenTi Bu3HaueHi (yHKIIT ciyxOum 3axucty iHbopmarii 3 opranizaiii
HABYaHHS MEPCOHANy 3 MUTaHb 3a0€3MEYEeHHsS 3aXUCTy 1H(POpMalii; MiJ 4yac CTBOPEHHS
KOMILIEKCHOI CUCTEMHM 3aXUCTy 1HGOpMallii; mijJ yac eKCcIulyarallii KOMIUIEKCHOI CHCTeMHU
3axucty iH(opMmarii. [Ipomucani mpaBa, 000B 3K Ta BiANOBIAAIBHICTH IMPAIliBHUKIB

CITy)0u 3aXuCTy 1H(OpMaIii.

HJ{ T3I 1.6-005-2013 Bu3Hauae 3arajibHi BUMOTH 3 KaTErOpPiIOBaHHS, O3HAKY, 3a

SKOIO  3/IIMCHIOETHCS KATETOPIFOBAHHS, a TaKOX TMOPSAO0K KaTeropitoBaHHS 00’ €KTIB



1H(popMariiiHOT AISIBLHOCTI, J€ HUPKYIII0E 1HOpMalls 3 0OMEKEHUM JIOCTYIIOM, IO He

CTAHOBUTH JICP)KaBHOT TAEMHHUIII.

[TonoxxeHHs1 € 00OB’SI3KOBUM JIJIsI MIIPUEMCTB HE3AJIEKHO BiF (HOpMU BIACHOCTI,
Ha 00’ €KTax KUX 00pOOJISIETHCS TEXHIYHUMH 3ac00aMH Ta/ab0 03ByuyeThes 1H(popMaIlis 3

0OMEKECHUM AOCTYIIOM, IO HC CTAHOBUTDH I[ep}KaBHO.I. TaGMHI/IHi.

HZ T3I 3.1-001-07 Bu3Hayae OCHOBHI TIOJOXKEHHS IIOJI0  IPOBEICHHS
NepPeANPOCKTHUX POOIT TMpU CTBOPEHHI Ha 00'ekTi 1HGOPMAIIMHOI  ISUIBHOCTI
nignpuemctBa T31, sikuii Mae 3a0e3nedyBaTu 3aXKCT Bijl BUTOKY 1HQOpMaIlli 3 0OMexeHUM

AOCTYIIOM TEXHIYHUMH KaHaJIaMH.

Hum HJ[ BCTaHOBIIOIOTHCA MOPSAIOK Ta 3MICT MPOBEAEHHS MEPEANPOESKTHUX POOIT HA
OII, sixi Bxke (YHKIIOHYIOTH a00 MOJEPHI3YIOThCSA, BUMOTHU 110 OGOpPMIICHHS aKTa
oOcrexxenHs Ha OIJ[, a TakoX BUMOTM 10 MOPSAKY PO3pOOJIEHHS Ta OQPOPMIICHHS

TEXHIYHOI'O 3aBJaHHS Ha CTBOpEHHs Komruiekcy T3I.

HJ T3I 3.3-001-07 Bu3Ha4a€e mOpsA0K MPOBEACHHS POOIT HA 00’ €KTI 1HGOPMAIIIITHOT
JISITBHOCTI MANPUEMCTBA Ha €Tari po3pOo0ICHHS Ta BIPOBAIHKEHHS 3aXO0/IIB 13 3aXHUCTY BiJ
BUTOKY 1H(popMallii 3 0OMEKEHUM AOCTYNOM TEXHIYHUMH KaHAJIaMH 1] 4ac CTBOPEHHS

komruiekcy T31.

HJ T3I 3.7-001-99 BcraHOBIIOE MOPSIOK PO3POOKU, CKIATY 1 3MICTY TEXHIYHOTO
3aBJaHHS Ha CTBOPEHHSI KOMIUJIEKCHOI CHCTEMM 3aXUCTy 1H(OpMalli B aBTOMAaTH30BaHIN
CUCTEMI, MPU3HAYCHIN I 00poOIeHHs, 30epiranHs 1 nepeaadi iHGopmariii 3 oOMeKeHUM
noctynoM abo iH@opmMarllii, 3aXUCT SIKOT TapaHTyeThCs AeprkaBoro. [lojokeHHsS LbOTro
JOKYMEHTa PO3IMOBCIOJIKYIOThCA Ha JepXaBHI opraHu, 30poiHi Cuiu, iHII BiMCHKOBI
dopmyBanns, MBC 1 opranu MicIIeBOrO CaMOBPSAYBaHHS, a TaKOX IANPUEMCTBA,
YCTAaHOBM 1 oOpradizamii BCiX (OpPM BIACHOCTI, $KI BOJIOAIIOTh, KOPUCTYIOTHCA 1
pO3MOPSAIKAIOTECSA  1HQOpMaIIi€o, SKa HAJIEKUTh 10 JIepKaBHUX 1HPOpMAIiHHUX
pecypciB, abo iHQopMalli€0, BHUMOTra IIOAO 3aXUCTy SKOI BCTAHOBJICHA 3aKOHOM.

BrnacHuku 1Hmoi iHgopmailii, MOJOXKEHHS IbOT0 JOKYMEHTa 3aCTOCOBYIOTh Ha CBIU

pO3CyI.



HJI T3I 3.7-003 -2005 Bu3HaYae OCHOBU OpTraHizailii Ta MopsI0K BUKOHAHHS POOIT 13
3axucTy 1HQopMaIii B 1HPOPMAIINHO-TEICKOMYHIKAIMHAX CHUCTEeMaxX - MOPSIOK
OPUAHATTA pIlIeHb OIOJ0 CKIaJy KOMIUIEKCHOI CHCTEeMH 3axucTy iH(opmarii B
3anexxHocTi Big yMoB (¢yHKuioHyBaHHA ITC 1 BumiB 00poOmioBaHoi i1HopMaIii,
BHU3HAUEHHS OOCATY 1 3MICTy pOOIT, €TamHOCTI POOIT, OCHOBHHUX 3aBIaHb Ta MOPSIKY

BHUKOHAHHS POOIT KOXKHOTO eTaty.

Hiss noxkymeHTy nomuproerbesi TUbkM Ha ITC, B sxux 3aiHcHIOETBCS 0OpoOKa
iH(pOopMaIrii aBTOMaTH30BaHUM crtocoOoM. Moro moOymoBaHO y BUTIIA/I KEPIBHUIITBA, SKE
MICTUTH TMIEpENTiK POOIT 1 MOCUIIaHHA Ha JI1I04l HOPMATUBHI JJOKYMEHTH, Y BIJMIOBITHOCTI J10

SKUX 111 poOOTH HEOOX1JHO BUKOHYBATH.

HopmaTuBHUI JOKYMEHT NpHU3HAYEHHI s Cy0’€KTiB 1H(OpPMALIHHUX BIJHOCHH,
JISUTIBHICTD SIKMX TOB’si3aHa 3 00poOKor0 1H(GOpMAaIii, IO MIJJISATaE 3aXUCTy; pO3pOOHUKIB
KOMIUIEKCHUX cucTeM 3axucty iHpopmarii B ITC; ang nocravanbaukiB komnoHeHTiB [TC,
a TakoX s (PI3MYHMX Ta IOPUIUYHUX OCIO, Kl 3M1MCHIOIOTH OI[IHKY 3aXMIIEHOCTI

00po6roBaHoi iH(GOpMallii Ha BIAMOBIIHICTE BUuMoram T31.

Bceranosnenuii mum HJ[ T31 mopsgok € 000B’I3KOBUM JJIsI BCIX CYO’€KTIB CHCTEMH
T3] B VYkpaiHi He3aleXHO BiJ I1XHBOI OpraHizaliiiHO-paBoBoOi (GopMu Ta QGopMu
BrnacHocTi, B ITC skux oOpoOnseTscs 1H(poOpMalis, SKa HaIEKUTh A0 Aep>KaBHHUX
iHpopMaitHUX pecypciB, HAJCKUTh JO0 JIEPXKABHOI YW 1HIIOI TAEMHUINI a00 OKPEeMHX
BUJIB 1HQOpMaLi, HEOOXITHICTh 3aXUCTY SIKOT BU3HAUYEHO 3akoHOAaBCTBOM. Skiio B ITC
o0poOMstOThCS 1HIN BUAM 1H(OpMAIli, TO BUMOTH [BOTO HOPMATHUBHOTO JOKYMEHTA

cy0’extu cucreMu T3] MOXKYTh BUKOPUCTOBYBATH SIK PEKOMEHAALIII.

JACTY 3396.1-96 ycTaHOBIIO€ BUMOTH J10 IOPAJKY MIPOBEACHHS POOIT 3 TEXHIYHOTO
3axucty 1H(popmalli, mo € 000B A3KOBUMHU ISl MIANPUEMCTB Ta YCTAHOB YCIX (opMm

BJIACHOCTI M MiAMOPSIAKYBAHHS.

HeoOximHicTh BOPOBAKEHHS Ha PEATbHOMY MiANPUEMCTBI KOMIUJIEKCHOT CUCTEMH
3aXMCTy 1H(oOpMalii MPOJUKTOBAaHA BUMOTaMU CTaHAAPTIB  YKpaiHU 3 YNpaBIIHHI

iH(popMaIiiHOIO OEe3MEKOI0.



[ndopmariist — Oyap-siKi BIIOMOCTI Ta/abo JaHi, sIKI MOXYTh OyTH 30€pekeHi Ha

MaTepiaIbHUX HOCISX a00 BiIOOpaKeH1 B €JIEKTPOHHOMY BUTJISI1

[Tin indopmamiero 3akon Ykpainu «IIpo iHpopmarmito» [1] po3ymie CyKymHICTb
JOKYMEHTOBaHHMX a00 MPUBCEIIOIHO OTOJIONIYBAHUX BiJOMOCTEH Ipo Moil abo sSBuUINa, 1110

B110YBaIOTHCS Y CYCIUJIBCTBI, JA€prKaBl i HABKOJIHUIITHBOMY CEPEIOBHIIIL.

3akon Ykpaiau «lIpo 3axuct iHdopmamii B iH(pOpMaLIHHO-TENIEKOMYHIKAIIHHIX
cuctemax» [3] TpakTye iHbopMaIlil0 SK CYKYIHICTh BCIX JaHHX 1 Iporpam,
BUKOPHCTOBYBAaHMX B aBTOMAaTHM30BaHIA CHUCTEMi, HE3aJIEKHO BiJ CHOCO0Yy iXHBOTO

IIOJaHH:1.

3rigHo 3akoHy Ykpainu «IIpo iHpopmamio» 3a MOPSAKOM JOOCTymy 1H(opmanisa

NOJUIAETHCA HA BIAKPUTY 1H(OpMaIio Ta IHPOpMaLIiIO 3 00MEKEHUM JOCTYIIOM.

[ndopmaitisi 3 oOMeXeHUM JOCTyrnoM — 1H(opmalis, NpaBo AOCTYyMy A0 SIKOi

00MEKEeHO BCTAHOBJICHUMU MTPABOBUMHU HOPMAMH 1 (UHM) MPaBUIIAMHU.

TaemHa iHdopmaiiist — iHdopMaliis 3 0OMEKEHUM JOCTYIIOM, SIKa MICTUTh BIJJOMOCTI,

10 CTAHOBJIATH JAepKaBHY a00 1HIITY TepeadayeHy 3aKOHOM TAEMHUITIO.

Kondinenmiitna indopmaiiss — iHQopmalis 3 OOMEKEHUM JIOCTYIIOM, SIKOIO
BOJIOJIIOTh, KOPUCTYIOTHCSI YU PO3NOPAIKAIOTHCS OKpeMi (Pi3UUHI UM IOpUIMYHI 0coOu abo

JieprKaBa 1 MOPS0K JOCTYIY J0 SIKOT BCTAHOBIIOETHCS HUMU.

BignoBimno no 3akony VYkpainu «IIpo 3axuct iHdopmaiii B iHpopmaliiiiHo-
TEJCKOMYHIKAIIMHUX CHUCTEMax»  3aXHCTy MiJJIsarae: BiAKpuTa iHGopMmarlis, ska €
BJIACHICTIO JIep>KaBU 1 y BU3HaueHHI 3akoHy Ykpainu «lIpo iHpopmanito» Haaexutb 10
CTaTUCTHYHOI, MpaBOBOi,  comiojoriuaoi  iHdopmMarii, iHdopmalii  JTOBIIKOBO-
CHIMKJIONEANYHOTO XapaKTepy Ta BHUKOPHUCTOBYETHCS I 3a0e3MedeHHs TisIbHOCTI
JIep’KaBHUX OpraHiB ad0 OpraHiB MICIIEBOTO CaMOBPSIIYBaHHS, a TaKOX 1H(opmalis mpo
JUSTBHICTD 3a3HAYEHUX OPTaHiB, SKa OMPIIIOAHIOETHCS B [HTEpHET, 1HIUX TIIOOATBHHUX
1H(pOpMaIITHUX Mepekax 1 cucTeMax ado MepeNaeThCsl TEIEKOMYHIKALIMHIMHU MepeKaMu
(Bimkputa iH(Dopmariis). byns-ska iHboOpMarllis € BIAKPUTOI, KpiM Ti€i, MO0 BiJHECEHA

3aKOHOM J10 1H(hopMaIlii 3 00MEXEHUM JOCTYIIOM.



[adopmarriitnuii pecypc — CyKymHICTh TOKYMEHTIB Yy 1HGOpMaIIHHUX CUCTEMAX.

Hoxymentom 3akoH VYkpainu «IIpo iHdopmaiiro» mnependadeHo  mMarepiajbHy
dbopmy onepkaHHs, 30epiraHHs, TONIUPEHHS W BHUKOPUCTAHHS iH(OpMAIll NUIIXOM
«IOKyMEHTa» Ba)JIMBO, OCKUIbKM JOKYMEHTH € YacTUHOIO iH(opMamiifHuX pecypciB i

MarOTb OPpUIUYIHY 3HAYMMICTb.

[Hdopmartiist 3 0OMEXKEHUM JOCTYIOM (SIKa MIIJIATaE 3aXUCTy) MOXKE OOpoOATHCH,
nepeaaBaTUCs Ta 30epiraTucs 3a JomoMorow obuucioBaibHUX pecypciB ITC, a came:

cepBepiB, poOOUYUX CTaHIIIH, 3a11aM’ ITOBYIOUUX IIPUCTPOIB,

nepudepiitHux TpUCTPOiB (IPUHTEPIB, HAKOMMYYBAYiB Ha 3MIHHMX MAarHiTHUX HOCISIX
1H(dopMarrii), MepekeBOro 00siafHaHHsA, CUCTeMHOro Ta (pyHkiionansHoro [13, 3aco0iB, 110

3a0e3meuyroTh B3aemo i 00’ extiB ITC.
1.3 Ilocra"HoBka 3ama4i

Y HOpMaTMBHHMX JOKYMEHTax 3a3HaueHa HEOOXIJHICTh BIPOBAKEHHS CHUCTEMHU
3axucty 1H(popmarlii, Ha 00 e€kTax 1HQOPMAIIHHOI JISITBHOCTI, /1€ MUPKYIOE 1HPOpMAITis
BIJIKpUTA, 10 MOTpeOye 3aXUCTy Ta 1HPOpMALlis 3 0OMEKEHUM JoCcTynoM. B iHIomy pasi
BJacHUK mignpueMmctBa Bu3Havyae notpedy B KC3I. Ilix yac obcrexxenns ITC motpioHO
PO3IIIS/IaTH SIK OpraHi3aliifHO-TeXHIYHA CUCTEMA, KA MOEAHY€E O0UNCIIOBAIbHY CUCTEMY,
bi3uyHe CcepeloBUIle, CEpPeOBUILEC KOPUCTyBadiB, 00poOioBaHy iHdopMaliio i

TEXHOJIOT110 11 00pOOKHU.
[ToTpiOHO MpoaHai3yBaTH i OMUCATH:

- 3arajbHy Xapakrepuctuky OI/L;

- 3arajbHy CTPYKTYpHY CXeMa 1 CKJIaJ OOJaJHaHHS, TEXHIYHUX 1 MpOrpaMHUX
3ac00i1B, iXHI 3B'A3KHU, OCOOJUBOCTI KOH(]Iryparlii, apXiTeKTypu ¥ TOMOJIOTIi, MPOTPaMHI 1
MporpamMHoO-anapaTHi 3ac00H 3aXUCTy iHpopMallii, B3a€MHE PO3MIIIICHHS 3aC001B TOIIIO;

- ymoBH ¢yHkiionyBanHs OIJ], oco0auBoCTe# po3TanryBaHHs MOr0 Ha MiICIIEBOCTI

TOLILIO.



MeToro Takoro aHajgizy € HaJaHHSA 3arajbHOrO YSBJICHHS IIPO HASBHICTH
MOTEHUIWHUX MOXJIMBOCTEH MO0 3abe3MeueHHsl 3axucTy 1HQopMmalii, BHUSBICHHS
komnoHeHTiB ITC, ski BUMararoTh MIABUIICHHX BHUMOT JI0 3axXHCTy I1HQopmarii i

BITPOBA/I’KCHH: JOJATKOBHUX BaXOI[iB 3aXHUCTy.

BucuoBku 10 po3ainy 1

B po3naini 1 BUKOHAHO OTJIAIOBUI aHaJi3 OCHOBHOI HOPMATHBHO-TIPABOBOI 0a3H, 1110
CTOCY€ThCsl Oes3rneku iHdopMallii, 3a3HaA4eHO OCHOBHI IIOJOXKEHHS Ta MpoOiIeMaTHuKa

3axucTy iHpopmarlii B YKpaiHi.

Takox HaBeneHl oOrpyHTyBaHHS 1040 notpedu ctBopeHHs KC3I Ha nmignpuemMcTsi
s 3ano6irandss HCJI[ no BakiuBoi iHdopmamii. [{o eramiB ctBopennss KC3I, mio
BUKOpPUCTaHI B poOOTI BIAHECEHI, BIJIMOBIIHO JO HOPMATHUBHOI JOKYMEHTAIII:
OOTpyHTYBaHHSI HEOOXIJTHOCTI CTBOpeHHs, oOcTexkeHHs Ha OI]l, anam3 Ta oIlHKa
1H(MOpMAIIHHUX PU3UKIB Ta pO3po0Ka MOJITUKHU OE3IEKH, 1110 BpaXoBy€e HAHOUIbII CYTTEBI

3arposu.



PO3A1JI 2. CHEHIAJIBHA YACTHUHA
2.1 3aranbhi Bimomocti npo ITIT «TexnoCepsicy.

O6’extom iHGopmariitHoi misutbHOCTI (OIJl) €  1HbOopMamiitHO-KOMYHIKAIIHHAX CUCTEMA

nignpuemctBa « TexnoCepBicy.

«TexnoCepBic» - mMpuBaTHE MIANPUEMCTBO 3 MEPEANPOJAKHOI MIATOTOBKA Ta MPOJAXKY

KOMIT FOTEpHOT TEXHIKU Ta nepudepii.
dopma BIIACHOCTI: MPUBATHA BIACHICTb.

B Vkpaini po3ranryBaBcsi MOKM IO €IMHMM MarasuH. [IpuminieHHs, 1€ po3TanioBaHUMN
Mara3uH — OJHOIMIOBEPXOBE, PO3TALIOBAHE Ha TOJIOBHIN JiHil, Mae miomry 65 M2 . IllogenHo

MarasuH o0cityroBye 01u3bko 50-60 KII€HTIB.
AcoptumenT marazuny «TexnoCepBic» Mae MHUPOKY HOMEHKIIATYPY, a caMe:

- IUIaHIIETH (IJIAHIIETHI KOMIT IOTEPH);
- MOHITOpHU;

- MOHOOJIOKH;

- HOYTOYKH,yJIbTPaOYyKHU;

- aKkcecyapu JJI1 HOyTOyKa,IIJIaHIIeTa Ta iH.;
- TIPOIIECOPH;

- MAaTepPUHCHKI TUIaTH;

- BIJICOKapTH;

- YIIH 1am’ ATl

- BIHYECTEpH;

- KOpIyCH;

- OJIOKM KUBJICHHS,

- cTablI13aTOPH JKUBJICHHS,

- 3BYKOBI MIPWIIA]IN;



- TporpamMHe 3a0e3NeyYeHHs;
- oOjamHaHHS AJIS CEPBEPIB;
- o0JylagHaHHS AJIS BiI€OCTIOCTEPEKEHHS;

- 1HIa nepudepis 1yl KOMIT I0Tepa.

2.2 O6rpynTyBanHst HeoOx1qHOCTI cTBOpeHHs KC3I

3rinno 3Y «IIpo 3axuct i1Hdopmalii B iH(POpMalIMHO-TEIEKOMYHIKAIIHUX
CUCTEMax» Ta IHIIUX HOPMATUBHO-TIPABOBUX JOKYMEHTIB pO3rIsiHyTUX B Po3num 1 ymoBu
0o0poOkM 1H@OpMaLii B CHUCTEMI BU3HAYAIOTHCS BIIACHUKOM CHCTEMH BIAIOBIAHO 0
JIOTOBOPY 3 BJIACHUKOM 1H(oOpMaIlli, SKIIO iHIIE HE MepeadadyeHO 3aKOHOJIaBCTBOM.
[Topsimok noctymy 10 iHGOpMAIlii, MepeTiKk KOPUCTYBaviB Ta iX MOBHOBAKEHHS CTOCOBHO

1i€i iHGopmallli BU3HAYar0ThCA BIIACHUKOM 1H(pOpMAIIii.

BianosinaneHicTh 3a 3a0e3ne4eHHs 3aXUCTy 1H(OpMAIli B CUCTEM] MOKIATAETHCS

Ha BJIACHHUKAa CUCTCMHU.

3rimno HJI T3I 1.6-005-2013 «3axuct iHdopmaliii Ha 00’ektax iHPOpMaIIHOT
nismbHOCTI. [lonmokeHHsT MpO KaTeropitoBaHHsA OO0’ €KTIB, J1€ LMPKYIOe iHdopMalis 3
OOMEXEHUM JIOCTYNOM, III0 HE CTAHOBUTH JEPKABHOI TAEMHUIID» 00 €KTH, Ha SKHX
3M1MCHIOBATUMEThCSI O00poOKa TEXHIYHMMHM 3aco0aMu  Ta/abo  03ByUyBaTUMEThCS
iH(opMallist 3 00MEKEHUM JIOCTYIIOM, 110 HE CTAHOBUTH JIEPKABHOI TAEMHHUIII, M1AJISITaI0Th

000B’SI3KOBOMY KaTErOp1tOBaHHIO.
KareropitoBanHst MOXxe OyTH IEPBUHHUM, YEPIrOBUM ab0 M03aYEPrOBUM.

KareropiroBanHs 371iCHIOETbCS JI1 BU3HAYCHHS HEOOXITHOTO (31 BCTAHOBIICHUX
HOPMATHBHO-TIPABOBUMH aKTaMW Ta HOPMATHBHUMHU JOKYMEHTAMHU CHUCTEMH TEXHIYHOTO
3axucTy iH(popMaIlii piBHIB) piBHS 3axXUCTy iHOpMaIlii, Mo 00poOII€ThCS TEXHIYHUMU

3acobamu Ta/abo 03BYyUy€EThCS Ha 00 €KTI.



BianoBimanpHICTP 3@ CBO€YACHICTh  KaTEropitOBaHHS Ta  IPaBUIBHICTh
BCTAQHOBJICHHSI KaTeropii oO0’€KTa TMOKIANa€ThC Ha KEpIBHUKA YCTaHOBH-BIACHHKA

(po3nopsiIHUKA, KOPUCTYBaua) 00’ €KTA.

O06’ekTamMu KaTeropitoBaHHs € 00’€KTH 1H(OpMAIIHHOT TISIBHOCTI, B TOMY YHCII

00’extn EOT.
KareropiroBaHHsI 3iiICHIOETBCS 32 03HAKOIO:

—  CTymiHb OOMEXEHHsS JOCTYIy A0 iHpopMarlii, mo oOpoOIseThCS TEXHIYHUMHU

3acobamu Ta/abo 03ByuyeTbest Ha OI/];

—  00’ekTam, Ha SIKUX OOPOOJISETHCS TEXHIYHUMHU 3aco0amMu Ta/abo 03BYUYETHCS
iHpopMmalliss 3 OOMEXKEHMM JOCTYNOM, III0 HE CTAaHOBUTH JIEP>KaBHOI TaEMHMIII,

BCTaHOBIIOEThCA ueTBepTa (IV) kareropis.

3a pilIEeHHAM pO3MOPSAHMKIB (KOpUCTyBadiB) 1H(popmamii abo 3a pilICHHIM
BJIACHUKIB (PO3MOPSAIHUKIB, KOPUCTYBaUiB) 00 €KTIB, HA KX OOPOOJISIETHCS TEXHIYHUMU
3aco0amu Ta/ab0 03ByuyeThes 1H(oOpMaIliss 3 0OMEXKEHUM JOCTYIIOM, IO HE CTAaHOBUTH

JIep’KaBHOI TaeEMHHULI1, 00’ €KTaM Moke BcTaHoBioBaTHcs 111 kareropis.

OO0’exkTH, SIKUM BCTAHOBJICHO BIJIMOBITHY KaTeropito, BHOCATbCs 10 I[lepemiky
KaTeropiioBaHnX 00’€KTIB, SIKUW BEAETHCS BJIACHUKOM (PO3MOPSAHUKOM, KOPUCTYBAUYEM)

00’€ekxTiB 1HGOPMAIIIITHOT TISITHEHOCTI.

[Ipocrota 1 KepoBaHICTh 1H(OPMAIIAHOI CHUCTEMH: MPUHUUI MPOCTOTH 1
KEpOBAaHOCTI 1H(POPMAIIIHOI CUCTEMHU B IIJIOMY BHU3HAYA€ MOXJIHMBICTH (DOPMAILHOTO YU
HeopMaJIbHO J10Ka3y KOPEKTHOCTI peaiizailii MexaHi3MiB 3aXUCTy. TUIbKH B TPOCTIH 1
KEepOBaHii CHCTeM1 MOYKHA TIEPEBIPUTH TOTO/KEHICTh KOHGITypallii pi3HUX KOMIOHEHTIB 1

3MIMCHUTH [IEHTPATI30BaHe aIMiHICTpYBaHHSI.

3abe3reueHHs] 3arajibHOI MIATPUMKHM 3axO/A1B O€3MeKH: MPUHIMI 3arajbHOi

MIITPUMKH 3aX0J11B O€3MeKH — HOCUTh HETEXHIUHUM XapakTep. PEeKoMeHIyeThCs 13 caMoro



IMO4YaTKy Hep€ﬂ6a‘H/ITI/I KOMIIJIEKC SaXOIIiB, CHp}IMOBaHI/Iﬁ Ha 3a0e3neUeHHs JIOSILHOCTI

IICpCoOHAIly, HA TIOCTIHHE HaBYaHHs, TCOPCTUYIHC i, T'OJIOBHC, IIPAKTHYHC.

Biamosimao no HJI T3I 1.6-005-2013 «3axwuct indopmairii Ha 00'ekTax iHHOpMaIiiHOT
nismbHOCTI. [loMoXKeHHS TMpo KareropiroBaHHsS OO0'€KTIB, A€ LMPKYIOe 1HbopMalis 3
0OMEKEHUM JOCTYIIOM, IO HE CTAaHOBUTH JEpKaBHOI TaeMHUIl», OIJ], mo posrmsimaerbes
BCTAHOBIIOEThCA Kareropis [V (uerBepra) amxe Ha 00'€KTI TEXHIYHUMHU 3aco0amu

00poOmsieThes iHpOpMaITisS 3 00MEKEHUM JOCTYIIOM, IO HE CTAHOBUTH JIEP’KABHOI TAEMHHIII.

Ha migcTaBi mpoBeieHOTo aHai3y BIACHUKOM 1HQOpMAIIii, SKUM BUCTYMA€E TUPEKTOP,
npuitHaTe pimeHHs wmoao crBopeHHs KC3I ta Buaano Haka3 «IIpo Bu3HaueHHA
BIJINOBIJIAJILHOTO 3a 3a0€3MeUeHHs] TeXHIYHOro 3axucty iHdopmarrii ta ctBopenHs KC3I na

[IIT «TexnoCepsic»» (omgatok B).

2.3 Ooctexenns Ha OlJ]

[Tin yac obcrexxeHHs po3riiAHyTO cepenoBuile (yHkuionyBanHs [TC: obuucaroBaHa
cuctema, (i3UYHE CEpeOBUIIE, CEPEOBUIIEC KOPUCTYBauiB Ta 00poOIroBaHa iH(oOpMaIIis.

[TpuBOIUTHCS OomHMC KOXKHOTO cepenoBuina GpynkionyBanus [TC.

2.3.1 O6¢cTexeHHS 00UYNCITIOBAIIBHOT CUCTEMU

OGuucmoBaibHa cuctema € jokaiabHol (JIOM) 3 Buxogom B Internet— 3’enHyroThCs
mpucTpoi, mo po3ramonBani B Mexax OIJ]. JlokanpHa Mepeka cTBOpeHa I 3a0e3eueHHS

BHYTPIIIHIX MOTPeO MiIPUEMCTBA.

ITC OI/] mpencraBmnsic coO0I0 MEPEKY TUITY «3ipKay, 3 OKPEMO MIIKIIOUEHUM CEPBEPOM Ta 3
BUKOPHUCTAHHAM OJHOTO KomyTaTopy. CTpyKTypHa cXeMma MpeJCcTaBieHa Ha pUCYHKY 2.1, a
TakoXX HUK4Ye B Tabmui 1.1 ta tTabmumi 1.2 HaBeneH1 IHBEHTapU3aIliiiHI BiTOMOCTI €JIEMEHTIB

ITC Ta nomaTKOBHX TEXHIYHHUX 3aCO01B.



ITC saBnse coboro0 KOMILIEKC, IO 00poOJsie pi3HI KaTeropii KOH(IAEHIIMHOCTI, a

TaKOXX Mae€ JOCTYI 10 Mepexi [HTepHeT, skuit 3a0e3neuye BAT «Vegay.

OOumciroBaIbHA CHCTEMA BKITFOYAE:

YOTUPU TEPCOHAIBHI eJIeKTpOHHO-o0uncoBanbHl Mamman ([TEOM), Ha skxux
BCTaHOBJICHA ormepaiiiina cucrema Microsoft Windows 7  MakcumanbHa, 110
00’eTHaH1 MK COO0I0 BUTOIO TAPOIO 5-01 KATEropii sl BHYTPIMIHBOT MPOKIAIKH ;

- aktuBHe MepexeBe o0naananus (Wi-Fi poyrep (komyrtaTop) Ha 10 mopTiB);

- npukimagae 13 (Microsoft Office, Total Commander, Google Chrome, WIinRAR,
Adobe Reader, Avast Pro, 1C mignpuemctBo 8.3, CCleaner, Winamp, Adobe
Photoshop Elements 132.0.9.);

- nepudepiiini npuctpoi BBoay \ BuBoAy aanux HP LJ 1536, HP ScanJet 200.
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Puc.2.1 Cmpyxkmypuna cxema « TexnoCepsgicy



Tabauya 1.1 Ineenmapusayitina sioomicme anapamuoeo 3aoeznevents ITC I111 « TexnoCepsicy

Ne Ha3ga Xapakrepuctuka | Im's B | Cepiitauii | IP —agpeca/ | Kinbkicts | BiamoBinaabHa
BIJITOB1THO ITC HOMEP MAC - oco0a
70 TUTaHY ajpeca
1 Cuctemuuii 6ok | Ilpomecop Intel | PC1 | KS105UB | DHCP/ F1-
ASUS PN40- Celeron N4000/ 7B-8F-EC-
BB013M O3Y 8GB/ 97-2E
Bineoxapra Intel | 505 | \/cx888 | DHCP/ 28-
HD Graphics 61-0D-99-
600/ D4-FF
MarepuHchbKa 4 Cucremnuit
miata ASUS PC3 | DE74L98 | DHCP/ 24- aZMIiHICTpaTOp
Mini PC PN40 9C-02-DE-
FE-BA
PC4 | YTR759E | DHCP/ 58-
5A-B5-47-

EA-D5



https://comfy.ua/sistemnyj-blok-asus-pn40-bb013m.html
https://comfy.ua/sistemnyj-blok-asus-pn40-bb013m.html

IIpoooeoicennn mabnuyi 1.1 Ineenmapuszayiiina eioomicmo anapamnozo 3avesnevenusn ITC I1I1 « TexnoCepsgicy

No Hasga Xapakrepuctuka | IM's B | Cepiitauii | IP —anpeca/ | KinbkicTs | BimmoinaibpHa
BIJITOB1THO ITC HOMEP MAC - oco0a
A0 IUIaHy azapeca
2 Wi-Fi poytep [aTepdeiic : R1 | PIOD89S | DHCP/ FC- 1
(komyTartop) 1 x WAN DC-9F-3F-
: Mourt/c
D-Link DSR-250N 8 x LAN A3-00
Mo6ut/c
1 mopt USB 2.0
Konconp RJ-45/

Yacrora .
po6oru: 2.4 I'Ty Cucremumii
| Cxkopocth Wi- aJIMiHICTpaTOP

Fi: 150 Moit/c
3 CepBep Dell PowerEdge | S1 IF7TE2Q1 | 174.82.184.81 1
R720XD/ 2 X / F1-7B-8F-
EC-97-2E
XEON



https://rozetka.com.ua/routers/c80193/28052=28061/
https://rozetka.com.ua/routers/c80193/28050=28055/

IIpoooeoicenns madbnuyi 1.1 Ineenmapuszayiiina eioomicmo anapamnozo 3avesnevenusn ITC I1I1 « TexnoCepegicy

No Hasga Xapakrtepuctuka | Im'st B | Cepiiinuii | IP —agpeca / | Kinbkicts | BinmoinaibpHa
BIJITOB1THO ITC HOMEP MAC - oco0a
A0 IUIaHy azapeca
4 MowniTop 21.5"LG PC 1- | SFE852G - 4 4
22M38A-B 4
5 Knagiatypa Sven Comfort OL473PD
3535 PC 1- PIH976 ] 4
4 FUOT54
OLPT96
6 Murira ASUS ROG BI4588C
: Cucremuuii
Sica USB Black | PC 1- | GTR74L
- 4 azMiHICTpaToOp
4 WER987
KOTGES
7 [TpunTep Canon PIXMA c AW963K
PC 1-
G1411 A XQ96L5 - 3

ERTO012



https://hard.rozetka.com.ua/lg_22m38a_b/p7909681/
https://hard.rozetka.com.ua/lg_22m38a_b/p7909681/
https://www.moyo.ua/printer-struynyy-canon-pixma-g1411-2314c025/434476.html
https://www.moyo.ua/printer-struynyy-canon-pixma-g1411-2314c025/434476.html

IIpoooeoicenns mabnuyi 1.1 Ineenmapuszayiiina eioomicmes anapamnozo 3avesnevenus ITC I1I1 « TexnoCepegicy

No Hasga Xapakrtepuctuka | Im'st B | Cepiiinuii | IP —agpeca / | Kinbkicts | BinmoinaibpHa
BIJITOB1THO ITC HOMED MAC - ocoba
710 TUTaHY aapeca
8 Kamepu Green Vision Cam | QT5C4S3 | 172.16.2.1/
. GV-047-GHD- 4E-17-2F-
B1J€OCITOCTEPEIKEHHS 1
G-COAZ20-20 BE-DA-6C
108op CucreMHuit
Cam | PBMH43Z | 172.16.2.2/ 2
5 4A-21-EE- aJMIHICTPATOP

05-22-7F




Tabauysa 1.2 Ineenmapusayitina gioomicms dodamxosux mexuiunux 3acodis 1111 « TexnoCepsicy

No

Hassa

Monenb

Cepiiinuii HOMep

KinekicTe

BinnoBigansHui

[Tacusui [Y gatunku

pyxy

DSC LC-100PI

YT85E90

Ol174UY1

IU967R0

EDRI9FG

RFVD6G

SKIUY75

JlaTunku Ha pO3OUTTS

CKJlIa

PATROL-USR

7S5F8T0

9H5J4Q6

7K6GOF1

Q9WSE71

3HHUIIyBayd JJOKYMEHTIB

[Ipenep Agent 007 S

ASAW5Y7

CucreMHuui

aIMIHICTPATOP



https://my.prom.ua/remote/context_ads/click_ad_v2?token=v2%3AJcuGeUfDMDUHl5ZyABcwjKvWOc8kh7dhF9uLnVm-KhcFwp7wD9AXyDiGyx-hNQtEcAbPuyrAYC7-8Wxb1bLY&campaign_id=285952&product_id=378684308&source=prom%3Asearch%3Atag%3Aserp&variant=&locale=ru&prices_param=&pow=2390109512

Ha pobGounx craHIlisIX BCTaHOBJIEHI aBTOMAaTH30BaH1 poboui micisg (APM) 3 pizHuM

HAOOPOM MPOTPAMHOTO 3a0€3MEUCHHS.
[30/] B ITC 00pobiisieThes 32 TONOMOTOI0 HACTYITHUX MPUKIIAAHUX MIPOrpam:
- APM «KepiBauk» (BcranoieHe Ha PC 2 qupekropa);
- APM «AnmMinictpatopy» (BcTaHoBiieHe Ha PC 1 cuctemMHOro0 ajiMiHicTpaTopa);

- APM «Koncynbrant» (BcranoBiene Ha PC 3 Ta PC 4 KOHCYJIbTaHTIB-

CHCIIAITICTIB).

I[GTEUIBHO IIporpaMHe 33663H€‘I€HHSI, 10 BCTaAaHOBJICHC B CHCTEMI 3a3Ha4YeHO y Ta6J'II/ILIi

2.1.

Tabauysa 2.1 Ineenmapusayitina sioomicms 113 I111 « TexnoCepgicy

Ne HaitmenyBanns Kowmrm’rotep Tun miensii Jlinen3iiianii
Ha IKOMY HOMEP
BCTaHOBJICHO
1 | OC Windows 7 BincyTtus -
MakcumanbHa x64 (64-
6ir) PC1,
PC 2,
PC 3,
PC 4
2 | Microsoft Office 2010 Bincytas -

14.0.6023.1000




IIpoooeoicenna madbauyi 2.1 Ineenmapuszayiiina eioomicmo 113 1111 « TexnoCepsicy

No HaiimenyBanHs Komm’rorep Tun miensii Jlinen3iitauii
Ha IKOMY HOMEp
BCTaHOBJICHO
3 | Google Chrome Bigkpura -
74.0.03729.169
4 | Total Commander 8.01 Pel Binkputa -
5 | Avast Pro 19.5.4444 1132 i BincyThs -
6 | Adobe Reader pC 4 Binkpura -
2019.008.20071
7 | WIinRAR 4.20 Binkpura -
8 | 1C miampuemctso 8.3 PC 2, Komepmiiina C3-252DMN-
PC3,PC4 HPR3F.
9 | CCleaner 5.31.6105 PC1,PC2 | Binkpura -
10 | Winamp 2.0 PC 1,PC2, |Binkpura -
PC3,PC4
11 | Adobe Photoshop PC2 Binkpura -
Elements 132.0.9
2.3.2 Indopmartiitne cepenonute OIJ]
B 1mpoMy TmyHKTI BHMKOHAaHO aHali3 1HQOPMAIIHHOIO CEpPElOBUINA Ta IPOBEACHO

Kiacudikaiiro iHpopMmailii BiIMOBIAHO 10 3arajJbHUX BUMOT.

Bces iHpopmartis, mo uupkynoe Ha OI] Bkazana Hux4ve B Tabiui 2.2.



Tabauysa 2.2: Ingpopmayis,axa yupxynoe na Ol ma ix pieni kongioenyiunocmi, yinichocmi ma 00CmynHoCmi.

[ndopmariis Pexxum noctyny | IlpaBoBuii pexum | Ocobu, 1o PiBenn PiBenn PiBenn
MaroTh KOHQIASHIIIH- | IMUIICHO- | JOCTY-
JOCTYTI OCTI CTI ITHOCTI
OO6JTIK BHYTPIIIHIX 3 oOMeKEeHUM Koudinenmiitna Hupektop K2 14 114
JOKYMEHTIB (HaKa3u,cl1y>k00B1 | JOCTYyIIOM
3aMucH, IHCTPYKITIT 1 T.J.)
[ndopmariis npo HagaHHS Biakpura s s Hupekrtop, | Kl 14 13
MOCIIYT,Tapu(hU,KOHTaKTHA MpaIiBHUKIB,TaK 1 KOHCYJIbTAHT
iH(pOopMaIliss Mara3uHy JUTSI KITIEHTIB u-
CHeniagicTu
[ndopmatiis npo poOITHUKIB | 3 0OMEKEHUM Konpinenmiitna Hupekrop, | K4 I3 13
(30epiraeThecs Ha cepBepi Ta B | JOCTYIIOM oyxranrep

KaO1HEeT1 y AUPEKTOpa

MarnepoBoMy HOCIT)




IIpooosoicenns mabauyi 2.2: Ingpopmayis,axa yupxynroe na OL[ ma ix pieni konghioenyivinocmi, yinicnocmi ma

00CMYNHOCHI.
[ndopmarris Pexxum noctyny | IlpaBoBuii pexxum | Ocobu, mio PiBenn Pienr | PiBeHb

MAaroTh KOH(QIeHII- | IUTICHO- | JOCTY-
JOCTYII HOCTI CT1 MTHOCTI

CraryTHi NOKYMEHTH | Bimkputa  auid Bci K1 114 13

IIMPUEMCTBA IpaIliBHUKIB, IpaIiBHUKH

(30epiraeTbca Ha cepBepl Ta B | KIIIEHTIB Ta

kaOlHeTI y  JHUpEeKTopa  Ha | MEePEBIPAIOYUX

MarepoBoOMYy HOCIT)

OO6mik 1 peectpauist BXigHuX Ta |3  oOomexeHuM | Kondinenuiiina Jupektop K4 113 15

BUX1IHAX JIOKYMEHTIB

opranizamii (30epiraeTecs Ha
cepBepi Ta B KaOiHeTI Yy
JTUPEKTOpa Ha  MAarnepoBOMY

HOCI1)

JOCTYTIOM




IIpooosoicenns mabauyi 2.2: Inghopmayia,sika yupkynroe na O] ma ix pisni konghioenyitinocmi, yirichocmi ma

00CMYnHOCHI.
[ndopmarris Pexxum noctyny | IlpaBoBuii pexxum | Ocobu, mio PiBenn Pienr | PiBeHb

MAaroTh KOH(QIeHII- | IUTICHO- | JOCTY-
JOCTYII HOCTI CT1 MTHOCTI

TpynoBi poroBopu poOiTHUKIB | Binkpura st Bcei K4 114 J14

(30epiraeThcs Ha cepBepl Ta B | IpalliBHUKIB IpaIiBHUKH

KaOlHeTI y  JAUpEeKTopa Ha

MarnepoBoOMy HOCIT)

BinomocTi po ¢inancu | 3 obmexenuM | Komepiiiina Hupextop,0y | K4 114 15

MIAIpUEMCTBA (30€piraeTbCcsi Ha | JOCTYIIOM XTajurep

cepBepi Ta B KaOiHeTI y

JUPEKTOpa MarnepoBoMy HOCI1)

BigomocTti mpo moctradanbHuKiB |3 oOMexxeHuMm | KomepiiitHa [upexrop, K4 113 14

(30epiraeThcss a cepBepl Ta B | JOCTYIIOM KOHCYJIbTaHT-

KaO1HeTI y JTUpEeKTOopa CIIeLIaTICT,

MarnepoBoMy HOCIT) Oyxranrep




IIpooosoicenns mabauyi 2.2: Inghopmayia,sika yupkynroe na O] ma ix pisni konghioenyitinocmi, yirichocmi ma

00CMYnHOCHI.
Indopmanis Pexxum nocryny | IlpaBoBuii pe:xkum | Ocodm, 1o PiBennb PiBenr | PiBeHb

MAaIOTh KOH(igeHii- | mijIicHO- | T0CTYy-
A0CTYI HOCTI CTi MMHOCTI

Bigomocti mpo  peamzamito |3 obOmexenuM | Komepiriiina Hupextop,0y | K3 113 13

nponykiii  (30epiraerbcsi  Ha | JOCTYIIOM XTalTep

cepBepi Ta B KaOiHeTI Yy

JTUPEKTOpa MarepoBoMy HOCIT)

3MICT Ta XapakTep JAOroBopiB, |3  oOmexeHuM | Komepiiiina Jupexrop, K2 114 15

KOHTPAKTIB, OJIHIEI0 13 CTOPIH | JOCTYIIOM KOHCYJIbTAHT-

SAKUX BUCTYINAE TMIIMPUEMCTBO CHeIaicT

(30epiraeTbcs Ha cepBepl Ta B
Ka0iHeTi y JIMpEKTOpa

MarnepoBoMy HOCIT)




IIpooosoicenns mabauyi 2.2: Inghopmayia,sika yupkynroe na O] ma ix pisni konghioenyitinocmi, yirichocmi ma

00CMYnHOCHI.
[ndopmarris Pexum noctyny | IlpaBosuii pexkxum | Ocobwu, 1o PiBenn Pienr | PiBeHb
MAaroTh KOH(IIEHIIHH- | IUIICHO- | JOCTY-
JOCTYII OCTI CT1 MTHOCTI
Bigomocti momo ob6namHaHHs |3 oOMexxenuM | Komepiriitna CucreMHui K4 113 5
MPUMIIICHHS MIPUEMCTBA | TOCTYTIOM aJMIHICTPaTO
OXOPOHHOIO CHUTHaNI3alIe€0 Ta P,JAUPEKTOP
MICIIE il BCTaHOBJICHHSA
(30epiraeTbcs Ha cepBepl Ta B
KaO1HeTI y JTAPEKTOpa
MarnepoBOMYy HOCIT)
BigomocTi OO HajmaHoi | 3 oOmexenum | Komepiiiina CucreMuuit K3 113 114
rapanrii (36epiraeThes Ha | TOCTYyIIOM aJMIHICTPaTO
cepBepi Ta B KaOiHETI Yy P,AUPEKTOP,
JUPEKTOpa MarnepoBOMy HOCIT) KOHCYJIbTaHT-
CHEIiaicT
Komii TOBapHUX yekiB | 3 obmexxenuM | Komepiriiina JupexTop, K2 113 13
(30epiraeThcss B KablHETI Y | IOCTYIIOM KOHCYJIbTaHT-
JTUPEKTOpa MarepoBOMY HOCIT) CHEITIaIicT




Pisni konghioenuiiinocmi:

e KI- piBeHb koHbIIEHIINHOCTI 1HMOpMaILii, TPU SIKOMY MOXKHA 3HEXTYBaTH 30MTKaMH Y
pasi po3kpuTTs iH(POpMaIlii ocobaMm, MO HE MAOTh JIOMYCKy M0 Hei, abo MpH SIKOMY
iHpOpMallisa He € KOH(DIIEHIIIHHO1O;

e K2 — piBenb koH(pigeHIIHHOCTI 1HGOPMAIli, TP SKOMY KOMIIAHIs 3a3Ha€ HE3HAUYHMX
30UTKIB y pa3l po3KpUTTs iHPopMaIlii ocodam, 110 HE MAIOTh JIOMYCKY 10 HET;

e K3 — piBeHb KOH(]iAEHUIIHHOCTI iH(OpMAIIil, IPH SKOMY OpTaHi3allisl 3a3HA€ BIAUYTHHUX
30UTKIB y pa3i po3KpUTTs iHpopMallii ocodam, 110 He MArOTh JAOIMYCKY J0 HEf;

e K4 — piBenp koH(igeHIIHOCTI i1H(OpMaIi, 10 MOXE IPHU3BECTH JO 3HAYHUX
MarepiaabHUX BTPAT y pasi po3KpUTTA iHPopMalli ocodaM, 10 HE MAOTh JAOIYCKY /10 HEl;

o K5 — xputnuHMii piBeHb KOH(IACHIIHOCTI iH(OPMAIIii, IO MOXKE MPU3BECTU JI0 Kpaxy

KOMIIaHii y pa3l BTpaTu KOH()I1IEHIIMHOCTI 1H()OpMaIii.

Pigni yinicnocmi:

e [[1- piBenp miicHOCTI 1HpOpPMAIIii, TPH SKOMY MOXHA 3HEXTYBAaTH BTPATOIO IILITICHOCTI
1H(popMmaii;

e [[2 — piBeHb HMiCcHOCTI 1H(pOpPMAILil, TPU SKOMY KOMIIaHisl 3a3HA€ HE3HAYHHUX 30WUTKIB Y
pasi BTpaTu MIITICHOCTI 1HpOpMAIIii;

e [[3 — piBeHp HUIICHOCTI 1HpOpPMALLii, TPU AKOMY OpraHizailis 3a3Ha€ BIAUYTHUX 30UTKIB Yy
pa3i BTpaTu UIITICHOCTI iHpOpMAaIIii;

e [[4 — piBens muTicHOCTI iHOpPMAIIii, IO MOXKE MPHU3BECTH JO 3HAYHUX MaTepialbHUX
BTpaT y pa3l BTpaTH IUTICHOCTI iH(OopMaIlii,

e [[5 — kpuTHUHUI piBEeHb LUIICHOCTI 1H(pOpPMAILIii, III0 MOXKE MPU3BECTH 0 Kpaxy KOMIaHIi

y pasi BTpaTH MUTICHOCTI iH(OopMaIrii.



Pisni 0ocmynnocmi:

e J[1- piBeHb JocTymHOCTI IiHGoOpMaIi, MpPH SKOMY MOXKHa 3HEXTYBaTH BTPATOIO
JOCTYMHOCTI 1H(pOpMaIlii;

e JI2 — piBeHb AOCTYIMHOCTI 1H(pOpMAIlii, MPU SKOMY KOMITaHisl 3a3HA€ HE3HAYHUX 30UTKIB Yy
pasi BTpaTu JOCTYMHOCTI iH(OpMaIlii;

e JI3 — piBeHb JOCTYIHOCTI iH(pOpMaIllii, TPU AKOMY OpraHi3ailis 3a3Ha€ BIAUyTHUX 30UTKIB
y pa3i BTpaTH JIOCTYITHOCTI 1H(pOpMaIIii;

e Jl4 — piBeHb JOCTYIMHOCTI 1H(OpMaIIii, III0 MOXKE MPU3BECTU 10 3HAYHUX MaTepiaIbHUX
BTpaT y pa3l BTpaTu JOCTYIHOCTI iHpopMaIlii;

e JI5 — KpuUTHYHHUH piBEHb JOCTYMHOCTI i1H(OpMAaIli, 110 MOXE MPHU3BECTH JO Kpaxy

KOMIIaHii y pasi BTpaTH JOCTYIMHOCTI 1H(OpMaIii.

OcHOBHI 1HDOpPMAITIiHI TIOTOKH:

Ob6nix 6HympiwHix OOKyMeHmi8 - 3aBaHTAXYETbCA Ha CEPBEP,JI€ NPALIBHUKH MOXKYTh
O3HAHOMUTHUCH, Ta OJHOYACHO JPYKYETHCS AMPEKTOPOM, MO0 30epiraTé B CHEIIaIbHO

BIJABEICHIN Hamiil.

Ingpopmayis  npo madanus  nocinye,mapuu,KoHmakmua iH@opmayis MazasuHy -
BUKOPUCTOBYEThCSI KOHCYJIBTAHTAMHM, 1100 Hajath iHoOpMalis KIieHTaM abo K KIIEHTH
MOXYTh O3HAMOMHUTHUCH 3 1i€l0 1H(OPMAIlIEI0, TOMY IO BOHA 3HAXOIUTHCS y BUIBHOMY

JOCTYIII.

Ingpopmayisn npo pobimHUKIE - BAKOPUCTOBYETHCS AUPEKTOPOM B pa3i 3MIHU MPAIiBHUKIB a00

y hopc-MaKOpHHUX CUTYaIlIsX (3aXBOPiB, HE MPUIILIOB HA POOOTY Ta iH.).

Cmamymni  O0okymenmu  nionpuemcmea  (npaeuna  OisibHocmi — opeauizayii) -

BHUKOPHCTOBYETHCS KJIIEHTaMH \ MpaliBHUKaMU \ IEPEeBIPSIOUMMH B pa3i MOTPeOH.



Obunix i peecmpayisi 6XiOHUX Ma BUXIOHUX OOKYMEeHMI opeanizayii (0aui npo npooyKkyii,axKa
npuixana Ha cKiaod, Oaui Npo npooaxc Npooykyii) - BUKOPHUCTOBYETHCS KOHCYJIbTAHTAMH,
SAKIIO KJIIEHTY TMOTpiOHA KOHCYJIbTAIllS MIOJAO0 3aMOBJICHHS TOI YW 1HIIOI TPOYKIIII,

BUKOPUCTOBYIOTHCS JUPEKTOPOM JJIsI KOHTPOJIIO BUTPAT Ta MPUOYTKY.

Tpyoosi 0ocosopu pobOimHuKkié — BUKOPUCTOBYETHCS \ 3MIHIOETHCS JHUPEKTOPOM B pasi

3BUIbHEHHS, TPUUHATTS 200 MABUILEHHS CIIBPOOITHHUKA.

Bioomocmi npo ¢inancu nionpuemcmea-BUKOPUCTOBYETHCS OyXTalITepoM MPHU CKJIaJaHHI

3BITY Ta JUPEKTOPOM JJIsI KOHTPOJIIO (piHAHCAMHU.

Bioomocmi npo nocmauanbHukié - BUKOPUCTOBYETHCS KOHCYJIBTAHTOM KOJU TOW POOUTH
3aMOBJICHHSI MPOAYKIIii, BUKOPUCTOBYETbCS OyXraaTepoM Jjisi o(pOpMIIEHHSI KOLITOPUCY Ta

BUKOPUCTOBYETHCS TUPEKTOPOM JIJIsl KOHTPOJIIO Ta aHANI3y MOCTa4yalbHUKIB.

Bioomocmi npo peanizayito npodykyii - BUKOPUCTOBYEThCS OyXTraiaTepoM MpU CKIadaHHI

3BITY Ta JUPEKTOPOM JJIsi KOHTPOJIIO MPOAAKIB MarazuHy.

3micm ma Xxapakmep 002080pi8, KOHMPAKMIB, OOHIEK (3 CMOPIH SAKUX BUCYNAE
nIONPUEMCMB0 - BAKOPUCTOBYETHCS KOHCYJIBTAHTOM JIJIsl HaJaHHs 1H(OpMAITii KIIEHTY, SKOTO
LIKaBUTh 3 AKUM MIANPUEMCTBOM MH CHIBOPALIOEMO (3BICHO SIKIIO HE HIE MOBa Mpo
MOCTa4YaJbHUKIB) T4 BUKOPUCTOBYETHCS JUPCKTOPOM TPH CKIAJaHHI \ MMiAMHCAHHI IHX

JIOTOBOPIB JIJIs1 OIIYKY BUTIAHOT CITIBIPALIL.

Bioomocmi wooo obnaonanms npumiujenHsi niOonpueMcmea OXOPOHHOK CUSHANI3AYIE0 ma
Micye ii 6cmano8enHs - BAKOPUCTOBYETHCS CUCTEMHHUM aIMIHICTPATOPOM JIJIsi KOHTPOJTIO 32
CTaHOM\MpAIIE3AaTHICTIO ~ OOJaJHAHHS Ta  BHUKOPHUCTOBYETHCSA  JUPEKTOPOM  IPH

3aKymiBIi\OHOBJICHHI TOTO YH 1HIIOTO 0018 THAHHSI.

Bioomocmi wooo naoanoi eapanmii - BAKOPUCTOBYIOTHCS CUCTEMHUM aJMIHICTPATOPOM JJIS
KOHTPOJIIO 3a CTaHOM\MpaIle3AaTHICTIO o0JagHaHHS (0OMiHOM\ITOBEPHEHHIO\PEMOHTY 3a

JI0YOI0 TapaHTIEIO,AKIIO BOHA MPUCYTHS ), BUKOPUCTOBYETHCS KOHCYJIBTAHTOM JIJIsl HAJIAHHS



rapanTii Ha TPOAYKIIO YW TOCIYTM Mara3uHy Ta BUKOPHCTOBYETHCA AUPEKTOPOM st

KOHTPOJTIO.

Konii mosaprux uexié - BAKOPUCTOBYETHCS KOHCYIBTAHTOM JUIS BiTHOBIICHHS B)K€ HAaJaHOTO
TOBApHOTO YeKy (uepe3 BTpaTy KII€EHTa, 3BICHO TUIBKM Micas iAeHTUdikamii Ta

HiI[TBGpI[)KGHHiI) Ta BUKOPHUCTOBYETHCA TUPCKTOPOM IJIAA KOHTPOJIIO 3a UM ITPOICCOM.

SacanvHuul inhopMmMauiniHux NOMOKIE:

1) o0tk BHYTPINIHIX Ta CTATYyTHUX JOKYMEHTIB;

2) o6k iH(opMaIlil po HaJAaHHS TOCIyT, Tapru(u,KOHTAKTHA 1H(GOpPMAITlis MarasuHy;

3) o6k iHdopMartii Ipo poOITHHKIB,;

4) 001K 1 peecTpallisi BXiIHUX Ta BUXIAHUX JOKYMEHTIB OpraHi3ailii;

5) 00K TPYJOBUX JTIOTOBOPIB POOITHHKIB;

6) oOuik BimoMocCTel po GiHAHCH MiAMPUEMCTBA Ta BiIOMOCTEH MPO MOCTavYa IbHUKIB,

7) 0o0JIiK BiIOMOCTEH PO peatizaiiro MPOoayKIIii;

8) 00k TOTOBOPIB, KOHTPAKTIB, OJHIEIO 13 CTOPIH SKUX BUCTYIIAE i IPUEMCTBO;

9) oOyik BiOMOCTEH MO0 OOJAJHAHHS TMPUMIIICHHS MiANPHEMCTBA OXOPOHHOI
CHTHaJ13alli 1 Miciie il BCTaHOBJICHHS;

10) o0tik BiIOMOCTI IIOJI0 HAJAHOI TApaHTIT;

11) o6uik KOl TOBAPHHUX YEKIB.



Internet

Puc 2.2.: Cxema inghopmayitinux nomokie Ha nionpuemcmai

Hwxuae, B Ta01.2.3, HaBeAeHa MaTpUIS JOCTYITY 10 iH(OpMaIlii, TOOTO M0 came T03BOJICHO

poOUTH 3 TOBIpEHOIO 1HGOPMAIIIEIO (TI0 CITUCKY):

e (C — CTBOpEHHS

e Y — yuraHHA

e 3 —30epiraHus

e K — xomiroBaHHS
o M — moaudikairis
o J{-npyx

e B — BumajgeHHA/3HUILEHHS



Tabauys 2.3: Mampuys docmyny 00 inghopmayii

Kopucrysaui [ndopmaris
1,4,6 - 4,3,M,/1
CucreMHuii
o 2-4
aZMIHICTpaTOp
11-4,K.M,/1,B

KoHcynbTantd | 124810, 12,13 -
Y,C,3,B

1-4
2-4,C,3,K.M,/1,.B
byxrantep 3-4,C,3,/1,B
6-4,C,3,K.M,/],.B

9,10,22 - 4,C,JI,M,3

Jloctynn 10 pecypciB perjaMeHTYeTbCs MOCaJOBUMH OOOB’SI3KaMU Ta HakKa3amu

JTUPEKTOPA, ajie IBHUX 3a00pOH HAa BUKOPUCTAHHS PECYPCiB HE BUSIBJICHO.

2.3.3 O6cTexeHHs (Pi3MYHOTO CepeIoBUIIA
OII — «TexnoCepBic» € ogqHONIOBEpXOBa OYA1BIIS.

Criam Oynim, B sikiii 3HaxomuThes OIJl 3poOsieHi 3 BOTHECTIMKOI  CHUIIKATHOI IIETJIH

(25x12x6,5 cm). DyHAAaMEHT — CTPIYKOBUH, nax — TOKpUTHl pybOepolmom 3



rpy003epHUCTUM MOCHIIAHHAM 3 JIMIOBOTO OOKY 1 MOJIIMEPHOIO IJIIBKOIO 3 HAILJIABISIEMOTO
OOKy TOJIOTHA, TEPUTOPIS HABKOJIO OyAiBJl MOkpuTa achasbTroM. BHYTpIlIHI Ta 30BHIIIHI
cTinu oicy — nerssHi. ToBmuHA 30BHIMHIX cTiH — 380MM (3 1mapu Heriu i3 eMEeHTOM Ta
BHYTPIIIHBOIO IITYKaTYpPKOIO), BHYTPIIIHIX Hecydyux cTiH — 250mm (3 mapu uernu i3
IIEMEHTOM Ta IITYKaTypKO), BHYTPIIIHIX MEPEropojok — 65MM (METaJIOKOHCTPYKIIS Ta
rincokapToH). BikHa — wmetamomnactukoBi, monsiiHi, 2100 x 1500mMm. Bximai aBepi —
METaJIOIUIACTUKOBIIBYCTYJIKOBl 3 MOABIMHMM apMoBaHuUM ckiioM — 2000MM MIMPUHOIO 1
BucoToro 2500MM. 3aMOK - BpPI3HHMM 31 CTaii, 3aKpUBAETHCA BOYJAOBAaHUM IMJIIHAPOM IIif
K04 3 nepdopaiiero. MixkkiMHaTHI ABepl — Metanormiactukosi 90 x 2100 x 100 mMm. Odic
Mae BUCOTY 3M (BiA MIJUIOTH 1O CTeNdi), CTeNid — HAaTsKHA, 3 METaJeBUM KOpPOOOM IO

nepumetpy credni. [liamora Ha miAIPUEMCTBI — JITHOJNEYM.

2.3.4 O6cTeeHHS Cepe/IoBUIIAa KOPUCTYBAUiB

[IITaTt npariBHUKIB:

1. dupexTop

2. Cuctemnuii anmiicTparop — 1 qour.
3. KoncynpranT-cremianict — 2 4oIl.
4. Tlpubupanbuauist — 1 4om.
5.Bbyxrantep — 1 vom.

Cepen mepcoHaldy OCHOBHUMH KOPUCTYBauaMH MEpEXl € — CUCTEMHUH aAMIHICTpaTop,
JTUPEKTOP Ta KOHCYJIbTaHTH-CHEIANICTH. byxranTep mpaioe Ha OZHOMY KOMITIOTEpi 3

nupexTopoM. Hikde B Tabnuill HaBeieH1 Cy0’€KTH JOCTyIy 110 iHhOopMariii.



Tabnuys 2.4 Cy6 exmu oocmyny oo ingpopmayii 1111 « TexnoCepgicy

YMmoBHe Ponb B
No ®I0 NO3HA4YeHHA | iIHhOpPMaLiNHIN Mocapa KOHTaKTHI gaHi
NPUCTPOIO cucTemi
1 poc Biktop | PC1 agmiHictpatop | CuctemHun | v.gros@gmail.com
BikTopoBuy aamiHictpat | +380967280146
op
5 | KoBanb PC2 KOpUCTyBay AnpeKTop r.koval@gmail.com
PomaH +380734829542
MeTpoBuy
3 MNeTpyweHko | PC 2 KOPUCTYBaY byxrantep petrushenko@
Onbra gmail.com
BacunisHa +380502475942
4 | /mcak Mapk | PC3 KOpUCTyBay KoHcynbTaHT | m.lusyak@gmail.co
PomaHoBuMyY -cneuianict | m
+380730249632
5 JInTBIH PC4 KOpPUCTyBaY KoHcynbTaHT | m.lutvin@gmail.co
MapuHa -cneujanict | m
OnekciiBHa +380639173865

OCHOBHI TOCAI0B1 OOOB'SI3KH MPAIIBHUKIB:

CucTeMHUI aJIMIHICTPATOD:

1) 3a0e3neyeHHs POOOTH KOMIT FOTEPHOI TEXHIKH, KOMIT FOTEPHOI MEPEXi i POrpaMHOTO

3a0e3nedeHHs B OpraHizaliii;

2) miarotoBka 1 30epeXeHHsS pE3EPBHUX KOMIM [JaHHMX, IX MepioguyHa MepeBipka i

3HUIICHHS;



mailto:v.gros@gmail.com
mailto:r.koval@gmail.com
mailto:m.lusyak@gmail.com
mailto:m.lusyak@gmail.com
mailto:m.lutvin@gmail.com
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3) BCTaHOBJIECHHS 1 KOH(DIrypyBaHHS OHOBJICHb OIEPAIiiHOI CHCTEMH, MPHUKIATHOTO
IPOrpaMHOro 3abe3MeyeHHs, HOBOTO MPOrPaMHOI0 Ta anapaTHOro 3a0e3neYeHHS;

4) OHOBIICHHS Ta MiATPUMAaHHS iH(GOPMAIIHHOT O€3EKH MiANPUEMCTBA,

5) cBoedacHUi 3BIT Ipaili,

6) yCyHEHHs HEMoJIaJ0K y KOMIT FOTePHIM CHCTEMI Mara3uHy,

7) HacTpolKa KOONepaTUBHOTO BUXOAY B [HTEpHET;

8) miaTpuMyBaTH TEXHIKY B poOOYOMY CTaHi;

9) macTpoiika BiJIaJeHOro JOCTYIY A0 MEPEXKI MiAIPUEMCTBA,;

10) BcTaHOBJICHHS Ta HAMamMTYBaHHS Windows Ta iHIIMX TporpaMm;

11) BCTAaHOBJICHHS Ta HANAIITYBaHHS yCiX epupepiiHUX MPUCTPOIB;

12) 36ip I1K;

13) miaTpuMKa mpare3aTHOCTI Mepexi Ta cepBepy;

14) 3HUIIIEHHS KOMIT IOTEPHUX BIPYCIiB Ta MIKIITUBUX (HhaiiiB;

15) BimHOBICHHS iH(OpPMAIIIT 3 )KOPCTOKOTO JTUCKY.

byxranrep

1) Bu3Hauae, GOpPMYJIIOE, TUIAHYE, 3AIHCHIOE 1 KOOPIWHYE OPraHi3aiiio OyXraaTepchKoro
00JIIKy TOCTO1apChKO-(hIHAHCOBOI ISUIBHOCTI MMIANMPUEMCTBA, 3A1HCHIOE KOHTPOJb 3a
e(eKTUBHUM BUKOPUCTAHHSM MaTepialibHUX, TPYAOBHX 1 (DIHAHCOBHUX PECYPCIB;

2) ckiagae GanaHe MiAIpUEMCTBRA,;

3) oprani3oBy€ Ta KOHTPOJIOE CKIIAJaHHSI PO3PAXyHKIB II0/I0 BUKOPHCTAHHS MPHOYTKIB,

3aTpaTr Ha BUPOOHHUIITBO, IJIATEXKIB 10 OKOJIKETY, CBOEYACHICTH 1 MPABWIbHICTh CKJIa/IaHHS

3BITHOCTI;

4) 3miCHIOE KOHTPOJb 3a JOJCPKAHHAM MOPSAAKY OGOPMIICHHS TMEPBUHHHX Ta

OyXTaJlITepChKUX JOKYMEHTIB, PO3paxyHKIB 1 IJIATIKHUX 3000B’d3aHb, BHUTpAYaHHSIM

doHmy oOmIaTH mpaii, BCTAHOBJCHHSIM IIOCAJOBUX OKJIAMdIB, 3a MPOBEACHHIM

IHBEHTapHU3alliil OCHOBHUX 3ac00iB, HeMaTepiaJibHUX aKTHUBIB, TOBapHO-MaTepialbHUX



I[IHHOCTEW, KOIITIB, IOKyMEHTIB, pO3paxyHKiB, MEPEBIPOK opraHizaiii OyXraarepcbKoro
00JIIKY 1 3BITHOCTI, IOKYMEHTAJILHUX PEBI31{ HA IMiAMPUEMCTBI;

5) opranizye ckiIagaHHs IMIOMICSYHOIO OyXraJTepchKOro 00JIiKy, KBapTaJbHUX Ta PIYHUX
OyXTanTepChKHX 3BITIB (32 pe3ynbTaTaMy IHBEHTAPHU3AIIIi)

6) BUsABISE HECTauy, HE3aKOHHE BUTPAYaHHS KOIITIB 1 TOBAPHO-MaTepialbHUX IIHHOCTEH,
nopyuieHHs (IHaHCOBOTO Ta TOCHOIAPCHKOTO 3aKOHOJaBCTBA;

7) 3a0e3nedye Ha OCHOBI JaHUX TCPBUHHHUX JIOKYMEHTIB 1 OyXTraiaTepChbKUX 3aluCiB
CBO€YACHE CKJaJaHHA OyXrajJTepchbKOi Ta TIOJATKOBOi 3BITHOCTI, IOAAaHHA 11 3a

BCTAaHOBJICHUM MOPSIKOM BIJMOBITHUM OpTraHaM.

KoHCcynbpTaHT-CIIEIIATICT

1) HamaHHS KOHCYJBTAIIl KIIIEHTaM II0/I0 TOBApiB Mara3uHy;

2) HaJaHHS KOHCYJBTALIH 00 MPOrPaMHOI0 3a0e3ICYCHHS,

3) 00cayroByBaHHS KIII€HTIB 1100 BcTaHOBJICHHs [13 Ta yCyHEHHS HETIOJIA I0K;

4) mamanus nociyr 3 peMoHty [1K ta iHmmx nepudepiitHuX MpUCTPOiB;

5) cBoeyacHui 3BIT CBOET Mparti;

6) mpoaaxx ToBapy MarasuHy;

7) mepeBipATH pPOOOYMI CTaH KOMIT'FOTEPHOI TEXHIKM, y pa3i MOTpeOH MPOBOIAMTH
npodiTaKTHYHI ii.

8) opranizallisi €JIEKTPOHHOTO JOKYMEHTOOOJIIKY.

2.4 Anamni3 Ta omiHka iHGOpMAaIIHHUX PU3HKIB

AHani3 pu3uKiB 1HPOpMaILiitHOI Oe3Meku po3podsieHnit Ha ocHOBI AoKyMeHTy JICTY

ISO/IEC 27005:2015 - Indopmartiiini TexHosorii. Metoan 3axucty. YIpaBiIiHHSI PU3UKAMH

iHpopmariitnoi 6e3nexku (ISO/IEC 27005:2011, IDT) 3 ypaxyBaHHAM OCOOJIMBOCTEH

TISITBHOCTI I ANPUEMCTBA.

[IpencraBnenuii anasni3 BKIo4Yae B ceode:
- MOJIETTb TIOPYIITHUKA;

- MOJIEJIb 3arpo3;



- i1eHTH(IKaLlIS HACTIAKIB peati3allii 3arpo3;

- OLIIHKY PU3UKIB Ta UMOBIPHOCTI iX TMOSIBH.

2.4.1 Mojenb MopyIiHuKa

[TopyIIHUKOM BBa)KA€THCS 0c00a, KA 3/IHCHIOE CIIPOOY HECAHKIIIOHOBAHOTO JOCTYITY
10 00’ekTiB 3axucTy (O3HalOMJIEHHS, Moau(ikallis, 3HUIICHHSA, 3MIHA pPEXKUMIB

BUKOPHUCTAHHA Y (PYHKIIIOHYBaHHS TOIIIO).

Axmo BpaxoByBatu yMoBH ¢yHKIioHYBaHHA [TC, To mopymHUKaMu MOXYTh OyTH B
nepury uepry mnepcoHan ta kopuctyBaui AC, ski HanmpsMy IOB’si3aHi 13 3a0€3MEUCHHSIM

¢dynkuionyBanusa [TC, a Takox 3 00poOkoro iHhopMallii, Mo MiAJIIrae 3aXucrTy.
Kateropii oci0, 10 K01 MOKe HajeKaTH MOPYITHHUK:

- BHYTpilIHI NOpyIIHUKM (aBTopu3oBaHl KopuctyBadl ITC, skumM HamaHO MpaBo
noctymy a0 130/1);

- TEXHIYHUH MepcoHal, o 00CIyroBye OY/IBIIIO Ta CHIBPOOITHUKH CIIYXKOU O€3MeKu
(ocobu, sxkum He mepembaueHo moctym g0 I30Jl, ame ski MalTh JOCTYII 0
IpHUMIIIEHb, e po3mimeHo ITC i moTeHIiiHo MOXYTh oTpuMaTH goctyi 1o 130/1);

- 30BHIIIHI TOPYIIHUKK (0coOHM, siki 3HaxXoAAThcsi 3a Mexamu [TC, wmaroTh
MOXJIMBICTH (DI3UYHOTO IMTIKIIOUCHHS 0 KaHAIB 3B’ 53Ky Ta MOXKYTh 3M1HCHUTH il

11010 nopymeHus Airo4oi B I'TC momituku 0e3mexn).

MeToro mopyuiHuka € OoTpuMaHHS HeoOx1AHOi iHdopmallii, OTPUMaHHS MOKIUBOCTI
BHOCHUTH 3MiHH B 1H(OpPMAIIiiiHI TIOTOKH Yy BIJIMOBITHOCTI 31 CBOIMU HaMipaMu Ta HaHECCHHS

30UTKIB IUISIXOM 3HUILEHHS MaTepiajdbHUX Ta IHPOPMALIMHUX LIHHOCTEH.

Bci 3a3HadyeHi ocoOuM  MawTh MOMXKIIMBICTE TOMHJIKOBO a00 IUJIECIIPSIMOBAHO,
BUKOPUCTOBYIOUM PI3HI MOXJIMBOCTI, METOAM Ta 3aco0M 3HIMCHUTH CcrnpoOy BUKOHATH

omepariii, SIKI MOXYThb NPU3BECTH 1O TOPYIICHHS KOHQIAEHIIIHHOCTI, IIJIICHOCTI Ta



JOCTYMHOCTI 1H(opMailii, sika 06podserbes B [TC.

VY xonoHi «PiBeHb 3arpo3» 3a3HaueHUX TaOIHUIhL HABEJEHO PEHTHUHTOBY OIIIHKY 3arpo3
NopymiHuKa (MOXJIMBUX 30MTKIB). PiBeHb 3arpo3ud XapaKTepU3YEThCSA HACTYIMHUMH

KaTeropisiMu:
1 - He3HAYHMUIA,
2 - HU3bKUH,
3 - cepeHii,
4 - BUCOKUH,

S - HEMPUITYCTUMO BUCOKH.

Tabnuys 2.5 Kameeopii nopywnuxis

[lo3nauenns | Kareropis [loTenuiiinui P1BEHb

3arpo3u

IT1 BHyTpilH1 NOpYIIHUKA 5

- TexHIYHUN TIepCOHa, 0 00CIYTOBY€E OYIIBIIO 5
Ta CIIBPOOITHUKY CITyKOU Oe3neKu

I13 30BHIILIHI TOPYUTHUKA 4




Tabauys 2.6 - Cneyugikayis mooeni nopyuHuka 3a micyem oii

[To3HaueHHs XapakTepucTuKa MICI Aii MOPYIIHUKA PiBens
3arpo3u
g Ycepeauni npuMillieHHs, aje 0e3 I0CTyIy A0 1
TexHiuHuX 3ac00iB ITC
3 pobouux Micub KoprucTyBadiB Ta nepconainy ITC, a
A2 5

TaKOoX Micilb po3mimiennsa oonagnanus [TC, ne

00po0IIsIETRCA 1HPOpMAITis, KA MIJISATAE 3aXUCTY

be3 noctyny 10 npuMmiiieHb, B TOMY YUCI1 3 30BHIIMIHIX

A3 2

KaHaJIB 3B,5I3Ky, 3 MOJKJIMBICTIO 3aCTOCYBAHHA

TEXHIYHUX 3ac001B 3400yTTs iHPOpMAaLlli ONTUYHUMH,

Tabauysa 2.7 - Cneyugpixayis mooeni NOpYWHUKA 3a NOKAZHUKOM MONCIUBOCE

suxopucmaunns 3acodis ITC onsa peanizayii 3a2po3

[To3HauenHs XapakTepuCTUKa MOKIIMBOCTEN IMOPYIIHUKA PiBens 3arpo3u

31 Mae ¢13uunumii foctyn q0 komnoneHTis [TC, ane He € 1

aBTOpu30BaHUM KopuctyBadem [TC

3 Mae MOKJTMBICTb 3aIlyCKY MPOTpaM, IO Peali3yroTh

bysk1ii 00pooku 1Hpopmarrii

3 Mae MoxuBICTbh KepyBaHHs QyHKIIOHYBaHHM [TC,

T00TO KOH(Irypye nmporpamue 3ade3nederns [TC.




Tabnuysa 2.8 - Cneyugbixayia mooeni nopywHUKa 3a MOMUBAMU 30iLCHEHHS NOPYUIEHD

[To3naueHHs MoTuB nopyueHHs PiBenb 3arposu
M1 besBinmnoBiganpHICTh (Hex0amiCTh, HCHABMUCHE 3
MOPYIIESHHS )
M2 KopucnuBa minecnpsaMoBaHICTh (3TOBMHCHE 5
NOPYIICHHS)
Tabauysa 2.9 - Cneyugpixayis mooeni NOpyWHUKA 3a 4acom Oii
[lo3HaueHHs XapaxkTepucTUKa MOKIIMBOCTEN OPYLIHUKA Pisenb
Ui ITig gac 6e311sIpHOCTI KOMIOHEHTIB CUCTEMU (ITi1 Yac 4
IUTAHOBUX TIEPEPB Y POOOTI, HEPOOOUMit Hac)
2 [Tix gac ¢pynkiionysanus [TC 5
3 [Tix gac mepepB y poOOTI /u1st 0OCITYyTrOBYBaHHS Ta 3

PEMOHTY




Tabnuys 2.10 - Ilpogini moociusocmeti nopyuHUKI8

XapaKTep A4 NopyLWHMKa

[Mo3HayeHHA
KaTeropisa
PiBeHb
3arpos

MoTtus
Moxnun
BOCTI
Yac aji
Micue
Aii

BHYTPILLHI

=
[EN

M1, M2 32 Y1, 42,43 2 4
NOPYLUHMKHK

TEXHIYHHH
MIepPCOHAJ, 1110
o0cITyroBye
n2 OyJIBJIIO Ta M2 31 43 a1, a2 2
CHiBPOOITHUKHU
CITYKOu

Oe3mnexku

30BHIIIHI
n3 M2 31 Y2 a3 3
MOPYITHUKA

2.4.2 Monenb 3arpo3

3arpo3u MOTEHLIMHO MOXYTh 3aBAATH IWIKOAW 1H(OpMaIlii, MepcoHaly, KIlEHTaM,

00J1aTHaHHIO, TTPOIIEcaM 1 MPOTPAMHO-TEXHIYHUM KOMILIEKCaM.

OCKUJIBKM HEMOXJIMBO OJIEpKATH JOCTaTHHO OO €KTHUBHI JaHl TMpO HMOBIPHICTh
peanizauii OUTBIIOCTI 3 HAaBEAEHUX 3arpo3, MMOBIPHICTH peajizallli 3arpo3 BU3HAYEHO 32

METOJIOM, IT[0 ONUCAaHUHN HUKYE, Ha OCHOBI aHAJTI3y CTATUCTUYHUX JIAaHUX.
[IIxana oIiHKM 3arpo3:
K1 — Bu3Hauae cTymiHb JOCTYMHOCTI A0 00’ €KTa

1 — B 1HIIM KpaiHi (7151 TEXHOT€HHUX ) / HEMAE AOCTYIY 0 00’ €KTa (JIJ1s1 aHTPOIOT€HHHUX );



2 — B Till camiii KpaiHi ()11 TEXHOTEHHUX ) / BiAAAIEHU AOCTYN 10 00’ €KTa (115

AHTPOITOT€HHHX );

3 — mo6nm3y OyaiBm, e 3Haxoautbess OI1, abo B Tiit camiii OyaiBil (11 TEXHOTEHHHUX ) /
(bh13UYHUN HECAHKIIIOHOBAHUM JOCTYM J10 00’ €KTa, HECAHKI[IOHOBAHE MPOHUKHEHHS B

IPUMIILIECHHS (1711 aHTPOIIOTCHHUX );

4 — B TOMY X IPUMIIICHHI (711 TEXHOTCHHUX ) / IOCTYT Y IPUMIIIEHHS, ¢ 3HAXOIUTHCS

00’€eKT (AJ11 aHTPOIIOT€HHUX );

5 — cam 00’eKT (1711 TeXHOTEeHHUX ) / (PI3UYHUN JO3BOJICHHUN JOCTYII 10 00’ €KTa (1151

aHTpOHOFGHHI/IX) .

K2 — npucyTHicTh HEOOX1THUX YMOB, CTYIIHb KBaJIl(piKallli BAKOHABLA Ta CTYMIHb HOT0

OakaHHS peasizyBaTH 3arpo3y

1 — BUKOHaBEIIb MOCTPAXK/IAE IPU peaizallii 3arpo3u; BiH HE Ma€ HISIKUX BIIMOBITHUX
MOKJIMBOCTEH; TexHika Ta [13 mocTiitHO OHOBIIIOIOTHCS, BCTAHOBIIOETHCS HAJICKHUM YHHOM

Ta IMOCTAYa€ThCs HAAIHHUM BUPOOHHUKOM;

2 — BUKOHABEIIb HE TTOCTPAXKIa€ uepes3 3arpo3y, aje ii BAKOHAHHS HE € BUT1IHUM IS
BHKOHABIIS; BIH Ma€ HEJOCTaTHINM PiBEeHb 3HAHB I peaiizallii 3arpo3u; I13 Ta TexHika

OHOBJIIOETHCS HE ITOCTINHO;

3 — BUKOHABIIIO BUT1/IHA peaizallis 3arpo3u; BiH MOKe HABUUTHUCS METOAAM, IO PEalli3yIoTh

3arpo3u; [13 Ta TexHika Bpa3nuBi A1 JESIKUX aTakK;

4 — BUKOHABITIO y>K€ BHTIJIHA Pealti3allis 3arpo3u; BiH BOJIOJII€ METOAaMH, 110 Peali3yloTh
3arpo3u; BIJICYTHICTh OHOBJICHB 113 a00 3acTapiii eleMeHTH TeXHIKM, HeHaA1iH1 iX

BUPOOHMKH, HESIKICHA TEXHIKA;

5 — MeTa BUKOHABIIS; BUKOHABEI[h € EKCIIEPTOM y METOJIaX, [0 Peati3yloTh 3arpo3y
(HampuKIIa, BiH MPAIioe y BIAMOBIAHIN cdepi); cTapa abo 3mamana TexHika; miparcbke 13,

TOIIO.



K3 — daranpHIicTh HaCHIIKIB

1 — OI/] Hiyoro He BTpaTUTh, A00 HACTIAKU OYyTh MO3UTUBHUMU;
2 — HacnmigkamMu MOXHA 3HEXTYBATH;

3 — Hacninku BiiuyTHI, aje HECYTTEBI;

4 — Hacnigky MOKYTh IPU3BECTH A0 IPOOIIEM, BUPIIIEHHS SKUX NOTpeOyBaTUMeE 3HAUHY

KUTBKICTh MaTepiaJIbHUX BUTPAT Ta 3HAYHY KUIBKICTh 4acy;

5 — Hacniaku MOKyTh IPU3BECTH JI0 BTPATH pEMyTallii KOMMaHii, HeJI0BIpU KIIIEHTIB Ta
30UTKIB, III0 MOKYTb MTPU3BECTH JI0 3aKPUTTS OpraHizailii.
K 3aranbHe 1151 3arpo3 po3paxoBYeEThCs 32 (POPMYIIOO:

K1+xK2xK3
125

K 3arasibHe =

B Tabauii He po3riasAatThCs 3arpo3u, 1110 BUKOPUCTOBYIOTh TEXHIUHI KAHAIH BUTOKY
iH(dopMaIlii (mIepexoruIeHHs MOOIYHUX eJIEKTPOMArHiTHUX BUIIPOMIHIOBaHb 1 HABEJICHb,

aKyCTO-CJICKTPUYHUX MEPETBOPEHB 1HPOPMAaLIHHUX cUrHaNiB, onTnaHux KBI).



Tabauysa 2.11 Pe3ynomamu aunanizy 3a2pos ma epasiugocmeti ingpopmayii 6 ITC

Ne | 3arposu Bpa3znuBocTi, 1110 Npu3BEayTh 10 Jxepeno K1 | K2 | K3 | Kiramne
peasizariii 3arpo3
1 | HecaukiioHoBaHMi - HeperyJsipHa 3MiHa MapoJiiB Ha | 30BHIIIHE 3 |3 |3 |0,22
noctyn a0 inpopmartii Wi-Fi.
yepe3 Wi-Fi
2 | HecankiionoBaHwmit - HEHaJie)xHe 30epiranHs BuyTpinHe 3 |5 |4 |048
nepexsaTt 1Hpopmallii Ha JOKYMEHTIB Ta IPUCTPOIB 3
narnepoBux ado 1H(pOpMAITI€IO MITPUEMCTBA.
€JIEKTPOHHUX HOCIAX
3 | llponukHeHHS B - HeedeKTHBHA CUCTEMA 30BHIIIHE 3 |3 |5 |036
MPUMIIIICHHS OXOPOHU;
- HEJOCTaTHIN KOHTPOJIb 3a
OPUMILICHHSIM.
4 | 3miicuenud atak Ha OC - BIICYTHICTB 200 BryTpimse, 5 14 |3 (048
Hee(PEKTUBHICTD 30BHIIIHE

anTuBipycHoro I13;
HAsIBHICTH HE3AXUIIIEHOTO

3’ ¢ THAHHS.




IIpoooeoicenns madbnuyi 2.11 Pezynomamu ananizy 3aepo3z ma epaziusocmetl inghopmayii 6 ITC

Ne | 3arposu Bpa3znuBocTi, 1110 Npu3BEayTh 10 Jxepeno K1 | K2 | K3 | Kiramne
peasizariii 3arpo3
5 | CowiasibHa 1HXEHEPIs - HeNpaBUJIBLHUU MIAOIp Baytpinine 4 14 |3 |0,38
(1ma"TaXx, MAKYI TOIIIO) MEpCOHAIY.
3 KOPUCIIMBOIO METOIO
6 | Onepxxanus Ta - IepeaaBaHHs MapoJiiB y 30BHIIIHE 4 |5 |1 |06
BUKOPHUCTaHHS BIJIKDUTOMY BUTJISIL;
aTpuOyTIB JOCTYIY - HE0OI13HaHICTh MEPCOHAITY 3
CUCTEMHU CTOPOHHIMU nuTaHb 1H(OpMaLIiHOT
0oco0aMu BHACIIIZIOK Oe3IeKH.
HEOOEPEIKHOTO
MOBOIKCHHSI
KOPHUCTYBaYiB
7/ | HecankiiioHoBaHe - BIJICYTHICTb XKYpHAaITy MO1i. BuyTpimne 4 |3 |3 |0,28

KOIIFOBaHHA 1HpOpMalii




IIpooosocenns maoauyi 2.11 Pezynomamu ananizy 3a2po3z ma epasnusocmeii ingpopmayii ¢ ITC

Ne | 3arpo3su BpaznuBocTi, 1110 Npu3BeayTh 110 Jlxepeno K1 | K2 |K3 | Kijramne
peasizariii 3arpo3
8 | HenaBmuche - HEJOCBITYEHICTh MepcoHany. | BayrpimHe 4 12 |3 |019
MOIITKO/[KEHHS HOCIiB
iHbopMarlii uu
iH(dopMarri, sika
30epiraeTbCs Ha IUX
HOCISIX
9 | BunagkoBe 3apaxxeHHS - HEJOCBITYEHICTb nmepcoHany; | BHyTpimiHe 5 |2 |4 10,32

MpOTpaMHUX 3aC001B
KOMII FOTEpHUMH

Bipycamu

- BUIBHMM JIOCTYII IO MEpPEXK1
Internet;

- HeskicHe aHTuBipycHe [13.




0,6

0.5 0,48 0,48

0,32

Homep 3arposu BignosigHo o tabauui 2.5.7

Bl m2 m3 w4 m5 m6 m7 m8 =9

Puc 2.3 Pesynomamu ananizy 3aepo3 ma epaznusocmeti inghopmayii ¢ ITC

HaiiGinpim aktyansaumu 3arpo3zamu Jiist OIJ] BBaxkaroTbes:

HECAaHKIIIOHOBaHUH MOCTym A0 iH(opmalii yepe3 0e3apoToBy Mepexy (3mam Wi-
Fi);

- HECaHKI[IOHOBaHMI mepexBar iH(opmallii Ha manepoBux ado eNIeKTPOHHUX HOCIAX;

- TMPOHWKHEHHS B MPUMIIIECHHS;

- 3miiicHeHHd aTtak Ha OC;

- coulajgbHa 1HXeHepis (IIaHTaX, MAKYI TOIIO0) 3 KOPUCIUBOK METOIO;

- HECaHKI[IOHOBaHE KOMitoBaHHA iH(opmarii,

- HEHaBMUCHE TOIIKO/KEHHS HOCIiB iHdopmartii uu iHdopmariii, sika 30epiracTbcs Ha

[IUX HOCIAX.

Sxmo iaeHTHdiKoBaH1 3arpo3u OyayTh BUKOPHCTOBYBATH BIJIMOBIIHI BPa3IMBOCTI 1
Opu3BEAyTh N0 IHUMACHTY 1HQOpMaIliiiHOi Oe3neKu, HEeraTUBHUMH HaCIiAKaMHu JJis
MIIITPUEMCTBA MOXKE CTaTW MOBHA ab0 YacTKoBa BTpaTa iH(OpMAIlii, MONIKOIKEHHS a0o
3amiHa 1HpopMallii, CKOMIIPOMETOBaHICTh iH(popMarlii. L{i 1HIIUAEHTH BIUIMHYTHh Ha pECypcH

MIANPUEMCTBA. TakuM YMHOM, TIAITPUEMCTBO MOXKE OTpUMAaTH (DiHAHCOBI BTPATH.



BpaxoByroun xapakrepuctuku icHyrodoi ITC Ta BuMor mo BiactuBoctei iH(opmarii,
BignoBigHo a0 HJI T3I 2.5-005 -99, obpano crangaptHuii (GyHKIIOHATBHUN TPOPLIb

3aXUIIEHOCTI] I CHCTEMMU:
3.KI.1={K/1-2, KB-1, II/I-1, II1B-1, HP-2, HHU-2, HK-1, HO-1, HII-1, HB-1 }

[lepenik mocnmyr, MO BXOASATH B OOpaHUN MPOQIIb 3aXHUIIEHOCTI MPUBEICHO
nocwinarounck Ha HJ[ T3I 2.5-004-99 [8] 31 3mimamm 3rigHO Haka3dy AmiHicTparii
Hepxcners’szky Big 28.12.2012 Ne 806 «Knacudikariss aBTOMaTM30BaHMX CHCTEM 1
CTaHJapTHI  (YHKIIOHAIBHI MPOQUIl  3aXUILEHOCTI  00poOmtoBaHOl  iHGOpMalii  BiA

HECaHKI[IOHOBAHOI'O TOCTYITY):

KJI-2 ba3oBa  jgoBipua  KOH(QIIEHLIMHICT,  BIZHOCUTBCI 10  Kpurepii

KOH(1eHLIHOCTI - JloBipua KOH(1ICHIIIITHICTb.

Lls nmocimyra 103BOJIsi€E KOPUCTYBady KepyBaTH MOTOKaMU 1HQOpMaIli Bl 3aXUILIEHUX
00'eKTiB, 1[0 HaJeXkaTh HOT0 JOMEHY, OO0 IHIIMX KopucTyBadyiB. PiBHI JaHOi mociyru

PaHXUPYIOTHCS HA MiICTaBl HOBHOTH 3aXUCTY 1 BUOIPKOBOCTI KEPYBaHHS.

KB-1 MinimaneHa KOHOMIICHIIHHICTE TpuU 0OMIiHI, BigHOCHUThCAS 10 Kpurepii

koH(piaeHmiitHoCTI — KoH(i1eHiiHICTh Tpy 0OMiHI.

I[Iss mocmyra n03BoJis€ 3a0€3MEYUTH 3aXHCT OO'€KTIB BiJI HECAHKI[IOHOBAHOTO
03HaMOMJICHHS 3 1H(OpMAIII€r0, 110 MICTUTBHCS B HUX, ITJI Yac iX EKCIOPTY/IMIIOPTY depes

HC3aXHIICHC CCPCAOBUIIIC.

3abe3rneuye 3axUCT BijJ HECAHKI[IOHOBAHOTO O3HAMOMIICHHSI 32 PaxyHOK IMAaCUBHOTO
CIIOCTEPEXKEHHSI 3a JIHIIMU 3B'A3Ky a00 po3KpajgaHHsa HociiB iHopmarii. [lpukiagom
peanizaliii MoXke CIYXXUTH MporpaMHe mm@pyBaHHs (aIIiB Iepen X mepeaadeto KaHajJaMu

3B's13Ky a00 mpo3ope mudpyBaHHs GailniB nepes ixX 3aMCyBaHHIM Ha JTUCK.

L/1-1 MinimanbHa 10oBipYa HUTICHICTh,BITHOCUThCSA 10 KpuTtepii minicHocti — JloBipua

IJTICHICTE.



[l mocmyra n03BOJIIE KOPHUCTYyBady KepyBaTH MOTOKaMHU i1HQoOpMAIi Bif IHIIUX
KOPUCTYBayiB 70 3aXHUIIEHUX 00'€KTIB, IO HajJekaTh WOro JoMeHy. PiBHI gaHoi mociayru

PaHKHUPYIOTHCS Ha TM1JCTaBl HOBHOTH 3aXMCTY 1 BHOIPKOBOCTI KEpyBaHHSI.

Ha nmanoMy piBHI KOpHCTyBad, JOMEHY SIKOTO HAJEXKHUTh O0'€KT, MOXKE HaKIagaTH
OOMeXEeHHsI Ha JIOCTYM 10 00'eKTiB 3 OOKy 1HIIMX KOpUCTyBauiB. KepyBaHHS mpaBamu Mae

rpyOy BUOIPKOBICTb.

[IB-1 MiniMasibHa IUTICHICTh MpH OOMIHI,BITHOCUTBCS 10 Kpurepii mumcHocTi —

[inmicHicTh npu 0OMiHi

g mocayra 3a0e3nedye MiHIMaIbHUN 3axucT. Ha BKJIIOYEHHS AAHOTO pIBHS B CBIi
PEUTHHI MOKE€ NPETEeHAYBaTH CHCTEMaA, IO JI03BOJIMTH HAa MiAcCTaBl LU(POBOrO MHIAMHCY
nepeBipsATH HUTICHICTh PyHKITIoHYI0ouoro Ha EOM 113, aGo cucreMa enekTpoHHOI MOIITH, 1110

3abe3rneuye Mu@POBUMA MAMUC TTOBIIOMJICHb.
HP-2 3axumienuit xxypHain, BimHocuThes 10 Kpurepii crioctepeskeHocTi — PeecTpariis

s nocnyra no3Boiisgie koHTpodtoBatu HedesneuHi st KC nii.Bubip ¢i3uunoro Hocis,
[0 BUKOPUCTOBYETHCS IS 30€piraHHs JaHUX peecTpallii, MOBHHEH BIiJMOBIIATH CIIOCOOY
BUKOPHUCTaHHA 1 00cATy naHux. Bbyab-sike mepeMimeHHs TakuX JaHUX Ma€ BHUKOHYBAaTHCH

CIoco0O0OM, 1[0 TapaAHTYE X OE3MEKYy.

HU-2 Opunouna inentudikamis 1 aBTeHTHdIKaIs, BigHOCHUThCS 10 Kpurepii

crioctepexxeHocTi — [nenTudikarris 1 aBTeHTUDIKAITSA

Inentudikamis 1 aBTeHTU(IKaUis 103BOJsAIOTh K33 BU3HAUMTH 1 TEpeBIPUTH
OCOOMCTICTh KOpUCTyBaua, SIKUHA Hamaraetbes oaepxkaru goctyn a0 KC. Xod moHATTS
imeHTrdIKaris 1 aBTeHTU(dIKAIlS BIAPI3HAIOTHCS, HAa MPAKTHUINl OOWABA III MPOIECH BAXKKO
OyBae nomunuT. BaxnBo, o0 B KIHIEBOMY MIJACYMKY OyJM MiACTaBU CTBEPAXKYBaTH, L0

CUCTEMA MA€ CIPABY 3 KOHKPETHUM BIJOMHUM 1l KOPUCTYBAYEM.



HK-1 OpnonanpaBnenwii  JTOCTOBIpHUI  KaHal, BIMHOCUThCA 10  Kputepii

crioctepeskeHocTi — JocToBipHUI KaHa

Jlara mocmyra TO3BOJISIE TApAaHTYBATH, IO KOPUCTYBad B3aeMOJi€e Oe3MocepeHbo 3
K33 1 Hisikuii iHIMM KOpUcTyBay abo Mpollec HE MOXKE BTPYUYATUCh Y B3a€EMOJiIO0 (MICTyXaTH
ab6o momudikyBaTu iHpOpMaIlito, O MepeaacThcs). PiBHI JaHOI MOCTYTH PaHXKUPYIOTHCS B
3aJIEKHOCTI B1J Toro, 4 Mae K33 MOKIMBICTH IHIIIFOBATH 3aXHIIEHUH OOMIH, YU IIE €

IPEepOraTUBOI0 KOPUCTYyBaya.

HO-1 BunineHnHs aaMiHiCTpaTopa, BiAHOCHUTbCS 10 Kpurepii crnocTepekeHocTi —

Po3moain 000B'A3K1B

Jlana mociyra J03BOJISIE 3HU3UTH MMOBIPHICTP HAaBMHCHMX a00 MOMHJIKOBHUX
HEABTOPU30BaHUX [IIi KOpHUCTyBaua abo aJMIHICTpaTopa 1 BEIUMYMHY MOTEHIIMHUX 30UTKIB
B1Jl Takux Aiil. PiBHI JaHOI MOCIYrM paHXUPYIOThCS Ha MiJCTaBl BUOIPKOBOCTI KEPYyBaHHS

MO>KJIMBOCTSMH KOPUCTYBAYiB 1 aIMIHICTPATOPIB.

HII-1 K33 3 xoHTposieMm MHuIICHOCTI, BigHOCUThCs 10 Kpurtepii crocrepexeHoCTi —

[{iicHICTh KOMIUIEKCY 3aCO0IB 3aXUCTY

Jlana nociyra Bu3Hayae Mipy cnpoMoxHocTi K33 3axumiatu cede 1 rapaHTyBaTH CBOIO

CIIPOMOKHICTh KEPYBAaTH 3aXUIIEHUMH 00'€KTaMHU.

Komna KC He Moke BBakKaTUCS 3aXHUIIEHOIO, SKIO caMi 3aCO0M 3aXHUCTY € 00'€KTOM
JUIsl HECAHKIIIOHOBAHOTO BIUIMBY. Y 3B'sI3Ky 3 uuM piBeHb HI[-1 nanoi mocmyru e

HEOOX1THOIO YMOBOIO JiJisi a0COJIFOTHO BCIX PIBHIB YCIX 1HIIIMX TOCIYT.

Hust piBast HII-1 nanoi mocimyru HeoOxigHO, 100 K33 MaB MOXIMBICTH MEPEBIPSITH
CBOIO LIUTICHICTh 1 B pa3i BUSABIEHHS ii MOPYIIEHHS MEPEBOAUTH CUCTEMY B CTaH, 3 SKOIO il

MO€ BHBECTH TUIBKH aJMiHICTpaTOP.

HB-1 Asrtentudikamis By3na,BigHOcUTbes 110 Kputepii crmocrepexeHocTi —

Inentudikaiis i aBTeHTUIKALISA TPU OOMIHI



[Is mocmyra po3Bossie omHomy K33 imentudikysatu inmmit K33 (BcraHoButh 1
NEPEeBIPUTH MOro 1IEHTUYHICTH) 1 3a0e3neuntu iHImOMY K33 MOXIMBICTH 1A€HTHU(IKYBATH
NEepIIni, Tepil HiXK MoYaTh B3aeMOJIII0. PiBHI JaHOT MOCIYTH PaHXUPYIOTHCA Ha IMiACTaBl

MOBHOTH peatizallii.

2.5 Po3po6ka mosituku 6e3nexu iHdopmartii

Cnupatounicb Ha HasBHICTH [30/], sxa o0pobnserscs B ITC, ¢inancoBux Ha
MarepialbHUX PECcypciB, OOpaHO MPHUHIUII PO3POOKH TMONITHKK O€3MeKd, MPU SIKOMY
BIPOBAKCHHS 1HPOPMAIIHHOTO 3aXUCTy Oy/e AOLIIBHUM — JOCSITHEHHSI HEOOX1HOTO PI1BHS
3aXUIIEHOCT] 1H(pOpMaIli 3a MIHIMAIBHUX 3aTpaT 1 JOMYCTUMOIO pIBHS OOMEXEHb Ha

TexHoJjorio 1i 00pooku B ITC.

VYci 3axo11u, 10 MPEACTABIECH] B OJITULI O€3MEKH, HAIIPAaBJICH] HA 3HUKEHHS PU3UKIB
peanizaii 3arpo3u yepe3 BpaznuBocTi ITC, cnuparoduch Ha ICHYIOUMM aHalli3 PU3UKIB

(Tabmmms 2.11).

[lepmioueproBo HEOOXITHO BBECTH 3aXOIW [JIl 3HWKEHHS PHU3UKIB 1O Mapi
3arpo3a/BpasiiMBIiCTh, [0 MAalwTh KpUTHYHHMIA piBeHb pu3uky 0,48. Jlo uiei kareropii
BIJIHOCUTHCA HECAHKIIIOHOBaHMI TepexBaT 1HQopMallli Ha manepoBux ab0 EIEeKTPOHHUX

HOCIAX Ta 3aiiicHeHHd atak Ha OC.

JUist 3HWKEHHS PIBHA PHU3MKY HECAHKI[IOHOBAHOTO TMepexBary iHdopmalii Ha
nanepoBux a00 E€JIEKTPOHHUX HOCIAX PO3pOOJIAETHCS MOMITHKA O€3MEKH «UUCTOTO CTOJIYY,
10 BKJIFOYA€E OpraHi3alliifHi METOAW Ta BIPOBAKCHHS CIICIIaIbHOTO MICIS JuIs 30epiraHHs
MarnepoBUX Ta EJNEeKTPOHHUX HOCIIB iHGopmarlii. TakoXX aJis 3HMKEHHS PIBHA PHU3UKY
3niicHeHHst atak Ha OC, po3poOJise€ThCs MONITHKA aHTHBIPYCHOTO 3aXHCTy, IO BKIIIOYAE
OpraHizaiiifHi Ta TEeXHIYHI METOJIM Ta MOJITUKA (PiIbTpallii BAKOPUCTaHHS Mepexi [HTepHeT

KOpUCTYBa4YaMH CUCTCMHU, 10 TAKOK BIVIMBA€ HA I.[Gfl PHU3HK.



[TomiTHKa «YUCTOTO CTOJTY»
1.0muc

[Tonituka BKIOYae B cebe 1HCTPYKIIIT i kopucTyBauiB [TC, 110 BUKOPUCTOBYIOTH Ha

00poOIIsItOTHCS 1HGOPMAITiIO HA TTATIEPOBUX Ta €ICKTPOHHUX HOCISX.

2.MeTo10 i€l MOJTITUKU € 3aXUCT 1HPOopMaIlli Ha MarepoBUX Ta €ICKTPOHHUX HOCIAX

BiJl HECAaHKIIIOHOBAHOTO JIOCTYIY.
3.I'any3b 3aCTOCYBaHHS
L{st moyiTHKA BITHOCUTHCS IO BCIX POOITHHKIB MiAIIPHUEMCTBA.
4. THCTPYKITIS MOJTITUKA

[IpoananmizyBaBImIM CcTaH pPoOOYMX MICHb POOITHUKIB MIANPUEMCTBA, BBECTH PETYISPHE

MpUOMpPAHHA CTONY, CBOEYACHE CKIIAJJaHHS JJOKYMEHTIB B CIIELIAJILHO BIBEICHI MICIIS.

Pexomenpamii 111 YHUKHEHHS MpoOjeM 3 BTpaTolo abo MOIIKOHKEHHSIM HOCIIB

iH(dOopMaIi:

Ha MOYaTKy poOOTH NpUOpaTH BCl JIMILHI TPEAMETH 3 pOOOUYOTo MicCls, TPOTEPTH CTLII;

- mig yac poOodoro nHS He 3anumiaiite Hocii iH(opmariii 0e3 Harisay, HaBiTh SKIIO
30mupaerech Ha 001THIO TIEPEPBY, TO MPUOEPITH YC1 HOCIT B CIEliaIbHO BigBeaeHE MicIIe (B
celi(), HaBITh SAKILIO BOHU NOTIM OyAyTh NOTPIOHI ISl pOOOTH;

- SAKII0O THUMYacoOBO HE Ma€ JOCTymy 10 ceidy, To Hamaraitech mpuOpaTd HOCIi B
HEJIOCTYIHE Miclle (Hampukiaz, B mady pododoro cronia);

- B KIHIIl po0OYOro Mjis 3aBXKIW 3aJIUIIANTe poOoue MiCIle B YUCTOTI Ta BCl JOKYMEHTH

BIJIMOBIAHO MPUOEPITh Y BiJIBEACHE MICIIE.
5.BianoBiganbHICTE

BiamoBinaneHiCTh HECE MpAIiBHUK, IO MOPYIIUB TOJITAKY Ta MOXKe OyTH TiIgaHui

CTATHCHHIO.



6.JIuct peectpariii 3miH.

7.YepBenb 2019 - momiTuka BOpoOBaKEHA JUPEKTOPOM I ITPUEMCTBA.



[ToniTHKa aHTUBIPYCHOTO 3aXUCTY
1.Onuc

[TomTrka BKIFOUa€E B ceOe IHCTPYKINIT JJIT KOPUCTYBAUiB 13 3aCTOCYBAHHSM aHTHUBIPYCHOTO

I13.
2.Meroro 11i€i MOMITUKH € 3aXUCT CUCTEMH Bl KOMIT IOTEPHHUX BIPYCIB.
3.I'a;my3p 3aCTOCYBaHHS

[ls momiTHKa BIJHOCUTBHCS JIO BCIX POOITHHKIB IMiJMPUEMCTBA, XTO € KOPUCTyBauaMH

CUCTEMH.
4. THCTPYKITIS MOJTITUKA

[IpoanamizyBaBmm  antuBipycHe [I3, oOpatu cepeg AocTynHuUX Hale(EeKTUBHILIE.
AntuBipycHe [I3 Mae OyTH BCTaHOBJIEHE Ha BCIX POOOYMX CTaHIIAX MIANPUEMCTBA Ta
MOCTITHO OHOBIIIOBAaTUCh. BapTo ciiaKyBaTH 3a TEPMIHOM il JILEH31] Ta MPOJOBXKYBATH il

3a3/1aJIeriab.
PexoMenarii 1j1s1 yHUKHEHHS TIPOOJIEM 3 3apaKEHHSM BIPYCiB:

- Ha Mo4aTKy poOOTH 3 CHCTEMOIO, IEPEKOHANTECH, 1110 aHTUBIpycHe [13 yBIMKHEHO;

- HE BIIKpHUBaANTE CalTH COLIAIIBHUX MEpek ad0 1HIII HEeB1AOMI CalTH;

- HIKOJIM HE BIJIKpUBaiiTe Qailnu, MpUKpIIJIeH] 10 €JIeKTPOHHOIO JUCTA B1J HEBIIOMOTO a00
HEHaIMHOTO JKepena. Bumansiite oapasy Taki JIMCTI, HABITh OYHIINANTE KOIIUKH;

- 3aBXAM MpU MIAKIOYEHHI HEBIAOMOTrO HOCIA 1H(OpMalii CKaHyHTe MOro Ha HasBHICTb
BIPYCIB;

- He BCTaHOBIIOWTE noaaTkoBe [13 3 HeBimomoro Hocis 1HMOpMAITT HIJITXOM BiIKITFOYCHHS
anTuBipycHoro [13;

5.BianoBiganbHICTE

BiamoBimaneHICTh HECE KOPUCTYBay, IO MOPYIIMB TOJITHUKY Ta MOXe OYyTH MijaiaHun

CTATHCHHIO.



6.JIuct peectpariii 3miH

7. Uepsenb 2019 — nmomiTika BIpOBaHKeHA JUPEKTOPOM MiAITPUEMCTBA.



[TomiTHKa KOHTPOJIO BUKOPUCTAHHS Mepexi [HTepHeT
KOPUCTYBa4aMH CUCTEMHU

1.0muc

KonTponb 3a BUKOpUCTaHHSIM Mepexi [HTepHeT KopucTyBauaMu CUCTEMHU MPOBOJIUTHCS AJIS

3MCHIIICHHSI IHITUACHTIB 3apaXECHHS CHCTEMH Bipycamu.
2.Meroro 11i€1 MOMITUKH € YACTKOBE OOMEKEHHS TOCTYITY 10 Mepexi [HTepHeT.
3.I'amy3p 3acTOCYBaHHS

I{s1 momiTHKA 3aCTOCOBYETHCS J0 BCIX KOPHUCTYBadiB Ta pOOOUYMX CTAHINAX, IO I1IKIFOYCHI

10 Mepexi [HTepHeT.
4. THCTPYKITIS MOJTITUKA

CucreMHMII aAMIHICTPaTOp Mae€ 3A1MCHIOBATH KOHTPOJIb 32 BUKOPHCTAHHSIM MEPEXKI1
[HTEepHeT Ha BCIX KOMIT'IOTEpax, 10 € CKJIAJOBUMH CUCTEMHU. {151 bOrO MOBUHEH BECTHCH
KypHau, sikui ¢dikcye nmani: [P-agpeca mxepena, aaTy, yac Ta miciie. Ta mpu MOXKIJIMBOCTI
¢dikcyBaTH 11eHTU(DIKATOp KOPUCTYyBaya. 3amuCU MPO BHUKOPUCTAHHA [HTEpHETY MaroTh

30epiratucs npotsarom 180 mi6.

HeoOximno mpoBoauTu OJOKYBaHHS JOCTYmy A0 [HTEpHET-CaiTiB, sIKi BBaXKAIOTHCS
HEHAIIHUMHU, A0 HUX BIJHOCATHCS CaAWTU: 3 a3apTHUMM IrpaMu, CaWTH, IO MICTITh
1H(pOpMaIlito PO 371aMyBaHHS, COLIAJIbHI MEPEXi, YaTU Ta MUTTEBI MOBIIOMJICHHS, CAUTH, 11O
MICTITh MOpHOrpadi0 Ta HAcWiIbCTBO. llepenik LMX calTIB NMOBMHEH NeperjsgaTucs,

3MIHIOBATHUCS Ta JOIIOBHIOBATHUCH.
5.BiamoBigainbHICTh

BiamoBinaneHICTh HECE CUCTEMHHM aIMIHICTPATOP Ta KOPUCTYBAY, 110 TOPYIIUB MOJITUKY Ta

MOXe OyTH MiAAaHuN CTATHEHHIO.

6. JIuct peectparlii 3MiH.



7. Uepsenb 2019 — nmoiTika BIpoBaKeHA JUPEKTOPOM MIAITPUEMCTBA.



2.6 Anani3 iHpopMaliiHUX PU3UKIB MICIISI BIPOBAKEHHS MOJITHKN OC3IEeKH

[ToBTOpHMIT aHAII3 PO3POOIAETHCS BIAMOBIAHO MO METOIWK Ta IIKAJI, 3a3HAYECHUX B

TabIusAx po3ainy 2.4 AHami3 Ta oliHKa iHPOPMAIITHUX PU3HKIB.
Meroto 1poro aHamizy € nepeBipka e(EeKTHUBHOCTI BIPOBAIKEHHS MMOJITHK
1H(popMaIliiiHOi Oe3MeKH.

B tabaumi 2.12 — PiBeHb pu3MKy MiCisl BOPOBAPKEHHS MOMITUKU O€3MEKH 3a3HAveHI
napu 3arpo3a/Bpa3iMBICTh, IO TiAAAIOTHCS TOBTOPHOMY aHaNi3y, pPE3YJNbTaTH SKOTO

MIPEICTABIICHI Ha Jiarpami 2.2.
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Puc 2.4. Pisenv puzuky niciis 6npo8aodiceHHs noaimuxu besnexu

AHaJi3 pU3UKIB MICIs BIPOBAHKEHHS pOo3p0o0sieHUX 1H()OpMAaIIITHUX TOMITHK Oe3MeKH BKa3ye
Ha i1X e(eKTuBHICTb. AJKe, PIBEHb PHU3UKY, IO PO3PAXOBAHHMM 3a KOXKHOK Iaporo

3arpo3a/BpasiiuBICTh, CTaB MEHIIIUM.



Tabauysa 2.12 PiseHb pusuxy niciisi 6npo8ao’cenHs NOJimuKy 6e3neku

Ne

3arposa/Bpas3numBicTb

K1

K2

K3

Ksaranbﬂe

HecaHKUiOHOBaHWIA AOCTYyN A0
iHbopMmaLii yepes 6e3apoToBy
mepexy (3nam Wi-Fi)/ HeperynsapHa

3miHa naponis Ha Wi-Fi

0,19

HecankiionoBaHmi mepexsat
1H(popmalii Ha marnepoBux abo
EJIEKTPOHHUX HOCIsIX/ HeHaNIe)KHE
30epiraHHs TOKyMEHTIB Ta
IPUCTPOIB 3 iH(OPMALII€IO

i IPUEMCTBA

0,14

[TpoHUKHEHHS B TpUMiIeHHs/
Hee(eKTUBHA CHCTEMa OXOPOHH,
HEJIOCTaTHIN KOHTPOJIb 3a

NPUMIIICHHSAM

0,28




IIpooosowcenns madauyi 2.12 Pigenb pusuky nicis 6npo8aoicenHs NoaAimuKy 0e3nexu

Ne 3arpo3a/BpasnmBicTb K1 K2 K3

Ksaranbﬂe

3niticaenns arak Ha OC/ 3 2 3 0,14
BIJICYTHICTh a00 HEe(DEKTUBHICTh
anTuBipycHoro I13, HasgBHICTB

HE3aXUIIEHOT0 3’ ¢ JHAHHS

5 | ComianbHa iHKeHepis (MIaHTaxX, 4 3 3 0,28
HIKYIT TOIIO) 3 KOPUCIUBOIO METOH0/

HEMpaBUJIbHUMN M1101p IEPCOHATY

6 | Oxep:kaHHS Ta BUKOPHCTAHHS 4 4 1 0,13
aTpuOYyTIB TOCTYIy CUCTEMHU
CTOPOHHIMH 0COO0aMH BHACIIIIOK
HE0OEPEKHOTO MTOBOKCHHS
KOpHUCTYyBauiB/ mepeaBaHHs MapoIiB
y BIZKPUTOMY BUTJISI/I1, HEOO13HAHICTh
HepcoHaly 3 MUTaHb iH(pOpMaIliifHOT

0esrneKu




IIpooosocennn mabauyi 2.12 PieeHb pusuky nicjisi 6npo8adNceH s NoNmuKy be3nexu

No 3arposa/Bpas3numBicTb K1 K2 K3 K. aranmme
7 | HecankuioHoBaHe KOmNirOBaHHS 3 3 3 0,22
iHpopMartii/ BiICYyTHICTD KypHAITY
OI1H
8 | HeHaBMUCHE MOIIKOIKEHHS HOCIIB 3 2 3 0,14

1H(popmarii yu iHpopMalii, sKa
30epira€Thes Ha MUX HOCisX/

HEIOCBITYCHICTH ITEPCOHATTY

9 | BunaakoBe 3apa)keHHS POTpaMHUX | 4 2 3 0,19
3ac00iB KOMII FOTEpPHUMH Bipycamu/
HEJOCBITYCHICTH MIEPCOHAITY, BUTBHUN
nocTyn 1o Mepexi Internet, nesikicae

anTuBipycHe I13




BucHoBku 10 po3ainy 2

Y apyromy posmini Oyno BukoHaHo obctexxenns OIJI, a came po3rasHYTO
o0UHCIIOBaNIbHY CcHCTeMy, 1H(opwMariiiine cepefoBule, (i3UdHEe CEpeoBHUINE Ta
cepefoBulle KopucTyBadiB. [IpoaHanizoBaHo Ta OIiHEHO PU3UKH 1HPOpMAIIHOT Oe3neKH

1 BUJIVICHO HAWOLIBII 3HAYYIII 3aTPO3H.

3rifHO 3 MPOBEACHUM aHANI30M, 3alpPONOHOBaHI 1O BIPOBAPKCHHSA MOJIITHKU
iHpopmMmariiinoi Oe3reku B cdepl 1HPOpMAIIHHOTO 3aXHCTy BiJ HECAHKIIIOHOBAHOTO

JOCTyIy JiJist 3a0e3nedeHHs epeKTUBHOI pOOOTH BCIX CKIIAJOBUX CUCTEMHU.

AHani3 pU3MKIB 3aIPONOHOBAHUX MOJITUK O€3MEKM BKAa3y€e Ha 3HUKEHHS PIBHSA

PU3HKIB Ha CUCTEMY Y€pe3 BUSBJIEHI pU3UKHU.



PO3A1JI 3. EKOHOMIYHA YACTUHA
3.1 HeoOxigHicTh OOIpYHTYBaHHS BUTpAT Ha peali3allifo MOITHKHA O0e3MeKH

MeTor0 1aHOT0 pO3alTY € BU3HAYEHHS BUTPAT HA BIPOBAKEHHS MOJITUKU O€3MeKn

iHpopMariiHo-komyHikauiHoi cuctemu I1I1 « TexnoCepBicy.
J171d BU3HAUEHHS BUTPAT MPOBEJCHO HACTYIIHI PO3PAXYHKH:

- KaliTaJbHUX BUTPAT, 110 MOTPEOYE MOTITHKA OC3MEKH;
- eKCIUTyaTallliHUX BUTpAT;
- PpIYHOrO E€KOHOMIYHOro €(eKTy Bl BIPOBAIKEHHA 1HPOPMALINHOI MOJITUKH

Oe3meKu.

3anporioHOBaHa TOJITHKA Oe3meku mependadae HEOOXINHICTH BUTpAT Ha

peanizaiito. Jlo 3axomiB, 1110 NOTpeOyIOTh BUTPAT BITHOCUTHCS:

BITPOBA/I’KCHHSA IIPaBHJId «YHUCTOI'O CTOIIY»,

OHOBJICHHS JIiIeH31i aHnTuBipycHoro [13;

HABYaHHS [IEPCOHAITY 3 TUTaHb 1H(QOpMaLIHOT O€3MEKH;

BUTPATH Ha KEPYBAHHS JOCTYIIOM JI0 Mepexi [HTepHeT.
3.2 Po3paxyHKH BUTpAT Ha BIPOBAHKEHHS MOJITUKHU O€3MeKU
Po3paxyHok BUTpaT Ha pO3pOOKY MOTITUKY O€3MeKH MiAIPUEMCTBA

TpuBanicTh CTBOPEHHS MOJITUKUA O0€3MEKH BUZHAYAETHCS 32 (OPMYJIIOIO:
=tms tte tta ttes ttoss t tosp t 10 roqum (3.1)
1€ t;;s — TPUBAIICTH CKIIAJAHHSA TEXHIYHOTO 3aBJAaHHS HAa PO3POOKY TOJITHKU OE3MeKu
iHdopMmarrii;
tg — TPUBATICTH PO3POOKH KOHIIEMIT Oe3reku iHhopMaIlii y opraHizarii;
tq — TPUBAIICTH MPOILECY aHATI3Y PU3HUKIB;
tgz — TPMBAIICTh BU3HAYEHHS BUMOT JI0 3aXO0/I1B, METO/IB Ta 3aC001B 3aXHCTY;

tos — TPHMBAICTh BUOOPY OCHOBHMX PILIEHD 3 3a0€3MeueHHs Oe3neku indopmarlii;



tosp — TPUBAJIICTh OpraHizailii BUKOHAHHS BIJHOBIIOBAJLHUX POOIT 1 3a0€3MeUeHHS

HeTepepBHOro (GyHKIIIOHYBaHHS OpraHi3allii;

to — TPUBAIICTH IOKYMEHTAJILHOTO OQOPMIICHHS MOJITUKHU O€3MEKH.

t = 7+9+11+6+10+12+5 = 60 (rox.)

Cepennsa 3apo6iTHa miaTa creuiaiicTa 3 MUTaHb 3aXHUCTy 1H(pOpMalii 3 HapaxyBaHHIM

MOJIaTKIB HA JJAHOMY IAIPHEMCTBI CKIIaJIa€:
3.nr = 70 rpH/TOA

Omxe, BUTpaTu 3apoOiTHA IUlaTa CIEMiadicTa 3 IMUTaHb 3aXHCTy i1HdopMalii 3a Bech
nepio po3pOOKHU MOJITUKH OE3MEKH CTAaHOBUT:

3.p = t*3,, =60x*70=4200,rpH. (3.2)
Butpatu Ha po3poOKy MOIITHKH Oe3MeKr 1HpopMaIlii po3paxoBYHOTHCA 3a (POpMYIIOL0:

Kpn =3+ 3. (3-3)

A BapTiCTh MalIMHHOTO Yacy JJsi po3poOku moiiTuku Oe3nexku iH@opmanii Ha IIK

BHU3HAYA€THCS 32 POpMYIIOLO:
3Mq:t'CMq , I'PH. (34)

net — TpyaoMICTKICTh po3poOku nomiTuku 0e3neku indopmaiii Ha [1K, rogun;
C,.. — BapticTh 1 roguuu mammaHOoro yacy [1K, rpH./ronuHa.

Bapricts 1 rogunu mammnasoro yacy [TK Bu3zHauaeTbes 3a popmysioro:

®3aﬂ'Ha+KJm3’Han3 rpi,  (3.5)

Cmu=P tygr Cet
Fp Fp

ne P — Bcranosnena notyxHicth [1K, kBT;
C, — Tapu( Ha eneKTpUYHY eHepriio, TpH/KBT TOMHA;
D,,,— 3anuiikoBa BapTicTh [IK Ha moTouHUH ik, IpH.;
H, — piuna Hopma amopru3aiii Ha 1K, yacTku oguHMIIL;

H,,, — pluna HOpMa aMmopTH3allii Ha JIEH31iHE MporpamMHe 3a0e3MeUeHHs, YaCTKH
OJIMHMUII];



K,,; — BapTICTh JIIIEH31HHOTO MPOTPaMHOTO 3a0€31eUeHHS, TPH.;
F,— piunuii pona pobodoro yacy (3a 40-rogunHoro podouoro tixHs F,= 1920).
OCKUTbKM Ha JaHOMY TMIAIMPUEMCTBI BCTaHOBJIEHa MOTyxkHicTh P=0,6, a Tapud Ha

ENEKTPUYHY eHeprito cTaHoBUTH 1.90 rpa/kBT roamnHa TO:

36000%0,8 6000+0,8
7680 7680

Chy =190%0,6 x4 + = 8,91 rpH.

OTxe, BapTiCTh MAIIMHHOTO Yacy Al po3poOku moiiTuku 6e3neku iHpopmariii Ha [TK

CTaHOBUTH:
3y = 60 % 8,91 = 534,6 rpH.
Tomy, BUTpaTH Ha po3poOKy MOMITHKU O€3MeKH 1HPOpPMAIlill CTAHOBIIATH:

Ky = 4200 + 534,6 = 4734,6 rpH.

BusHaueHa TakuM YMHOM BapTICTh PO3pOOKHM moiiTuku Oesneku K, € gactunoro

OJIHOPAa30BUX KallITAJbHUX BUTPAT pa3oM 3 BUTpaTaMu Ha NPUAOAaHHSA 1 HAJIArOJKEHHS

amapatrypu cuctemMu iHbopMaIliitHoi 6e3nexu.

Takum uuHOM, KamiTadbHi ((ikcoBaH1) BUTpPaTH HA TNPOEKTYBAHHS Ta
BIIPOBAKEHHSI MPOEKTHOTO BaplaHTa CUCTEMU 1H(POpMaIIiHOT O€3MeKH CKIaIat0Th:

K = Knp + K3rl3 + Knp + Ka3 + KHaB‘{ + KH l (3'6)

ne K, — BapTicTh po3pOOKHM IpPOEKTy 1H(GOPMAaIiHOI Oe3NeKH Ta 3aIydeHHs Ul [IOTO
30BHIIIIHIX KOHCYJIbTAHTIB, THC. TPH;

Ksns — BapTICTh 3aKyITiBesNb JIIEH31THOTO OCHOBHOTO ¥ goaaTkoBoro 13, tuc. rpH.;
Kpn — BapTicTh po3po0Oku nosiTuKu Oe3neku iHdopmariii, TUC. TpH.;
Kas — BapTicTh 3aKymiBii anapaTHOTO 3a0€3MeYeHHs Ta IOMOMIKHUX MaTepiajiB, TUC. TPH.;

Kuass — BUTpaTH Ha HaBYAHHS TEXHIYHUX (PaxiBIiB 1 0OCTYyroBYIOYOTO MEPCOHATY, THUC.

IPH.;

K« - BUTpaTn Ha BCTaHOBJICHHS OOJaIHAHHS Ta HAJIArOJPKCHHS CHCTEMH 1H(OpPMAIHO1

0e3IeKu, TUC. TPH..

OcCKinbKH, MIANPUEMCTBO HE 3aKyINOBYe amapaTHe 3a0e3ledyeHHs JUis 3a0e3MedYeHHs



iHdopmaniiinoi 6e3neku, To Kaz Ta Ki He BpaxoByrOTbCS, a TaKOXK BPaxOBYHOUYl Te, IO
po3poOKa TPOoeKTy 1HGOPMAIIMHOI Oe3MeKH BXOAUTh Y BapTICTh PO3POOKH MOJITHKU

Oesneku, ToMy K, He BpaxoByeThCs.

Ockinbku 1 jineH3iiiHe oHOBJeHHda kowmTye 1500 rpH, To pguasa 4 1K

Ksns=4%*1500=6000 rpH.

Otxe, K=6000+4734,6 = 10734,6 rpH.

Po3paxyHOK MOTOYHUX (EKCILTyaTalliifHIX ) BUTPAT

JI71s1 faHOTO MIANPUEMCTBA PO3PAXYHOK EKCILTyaTallliHUX BUTPAT CKIAAAETHCS 3!

- HABYaHHs CUCTEMHOTO aJIMIHICTPATOpA;
- BUTpPAaTH HA PO3MEKYBAHHS JOCTYIY O CUCTEMH;

- BUTPATU HA KEPYBaHHS CUCTEMOIO 1HPOPMAIIIHHOT OE3MEKH.
Po3paxyHok ekcrutyaTaliifHiuX BUTpAT 3a pik 3a popMmyioro 3.7:
C = Co+Cnpn+C3+Ce+ Croc pH., 3.7

ne Co — BUTpaTd Ha HaBYaHHS CHUCTEMHOro ajaMiHicTparopa, Crpa — BUTpaTh Ha
PO3MEXKYBaHHS JOCTYIy JO0 CHCTeMH mianpueMcTtBa, C3 — momaTkoBa 3apo0OiTHA IIaTa
CHUCTEMHOTr0 aJMIHICTpaTopa 3a MPOBEJCHHS NEPEBIPKM 3HAHb Ta HABUYOK IEPCOHATY
mo0 mpaBwi pernameHToBanux [Ib Ta mogaTKoOBY BiANOBINAIBHICTH 32 BUKOHAHHS
nesikux posauniB [1b inpopmanii, Ce — BapTiCThb €IEKTPOEHEPrii, 110 CHOKUBAETHCA
amapaTypor cucrteMmor iHdopmariitHoi Oe3nexku mpotarom poky, CTtoc - BUTpaTH Ha

TEXHIYHE i opraHizaliiiHe aAMIHICTpYBaHHS Ta cepBiC CUCTeMH 1H(OpMaIIiHOT O€3NEKH.

Po3mip momaTtkoBoi 3apo0iTHOT MJIaTH CHCTEMHOIO aaMiHicTpaTopa ckiagae 250 rpa/mic.,

TOOTO pivHa J0/MaTKOBa 3apobiTHA Tiata ckianae 3 000 rpa. OTxe,

C3 =3 000 rpH.OCKITbKM HaBYaHHS CUCTEMHOTO aMIHICTpAaTOpa MPOBOAUTHCS 2 pa3u Ha
pik, a BapTicTh | HaBuaHHs ckiamae 500 rpH, TO BUTpAaTH HA HABYAHHS CUCTEMHOTO

aamiHicTpaTtopa ckiamaroTs 1000 rpH. Ha pik, oTxe, Co = 1 000 rpH.



3apraTHs HapaxoByeThes 3a Tapudom 70 rpa/roxa. Poboua craHIlis Ta MOHITOP
Butrpavaroth 0,6 kBt. Tapud Ha enektpoeneprio craHoButh 1,9 rpH 3a 1 kBt/rom.

Bnposamxenns [1P/] 3aiimae 2 Tox pa3 Ha MiBPOKY.
Copn = 2*2(0,6*1,9*70*0,22+70) =350,22 rpH.

BapricTh enekTpoeHeprii, 10 CIOXHBAETHCA anapaTypol0 CHCTEMOIO 1H(OpMaLiiHOT

oe3nexu npoTsarom poky (C.,), BUZBHAYAETHCS 32 POPMYJIOIO:
Cei=P-F, 1, rps, (3.8)

ne P — BcTaHOBIIEHA OTYXHICTh anapaTtypu iHdopmailiiiHoi 0e3neku, kBT;

Fp — piunuiéi goun pobGodoro yacy cucteMu iHQOpMaIliiHOI Oe3neku (BU3HAYAETHCA
BUXOJISIYU 3 PEXKUMY poOOTH cucTeMH 1H(POpMaALIHOT OE3MEKH );

Lle - rapud Ha enextpoeHeprito, rpH/KBT roauH.
OcCkUIbKY Ha JJaHOMY MIANPUEMCTBI BCTaHOBJIEHA MOTYKHIcTh P=0,6 kBT ,a Fp = 12 mic *
20 pobGouux ni6/mic * 8 pobouux roaud * 4 xomm’rotepa = 7680 rog — piuHuil GoH.

po0oYoro yacy cucteMu iHpOpMaIiitHOI Oe3MeKu, To

Cer = 0,6%7680 * 1,9 = 8755,2 rpH.
Butpatu Ha TexHIYHE W Oprafi3aliiHe aJMIHICTPYBaHHS Ta CEpBIC CHCTEMH
iH(popmarniinoi 6e3nexku (CToc) BU3HAUYAIOTHCS Y BIICOTKAX BiJl BapTOCTI KamiTaJbHUX

BUuTpar (2%).

Ccroc = K*0,02 = 10734,6*0,02 = 214,69 rpH.

Otxe, piyHI MOTOYHI (EKCIUTyaTalliiiHl) BUTpaTH Ha (YHKIIIOHYBAaHHS CHUCTEMU

iH(MOopMaIliiHOT O€3MEKH CKIIaIal0Th:

C = Co+Cnpn +C3+Ce + Croc = 1000+350,22+3000+8755,2+214,69 = 13320,11 rpn

Orinka BeJIMYNUHU 30UTY

Btpatn Big 3HWXKEHHS NPOAYKTHBHOCTI CHIBPOOITHUKIB AaTaKOBAaHOI CHUCTEMHU
Mepexi SIBISIIOTH COO0K0 BTpaTH iXHBOI 3apOOITHOI TUTATH 3a Yac MPOCTOIO BHACIIJIOK
ataxu (I1,) .



Ockibku 3apo0iTHA MJIaTa CHCTEMHOIO aJaMIHICTpaTopa pa3oM 3 JI0AATKOBOIO
3apo0iTHOIO 1iatoro ckiangae 9000 rpH., To 3. = 9000 rpH.

VYnymena BUroia BiJl MPOCTOI aTaKOBAHOTO By3Jia a00 CErMeHTa KOpPIMOpPaTUBHOI
Mepeki CTAHOBUTH:

U=TII,+ 11, + V (3.9)

ne Ilnm — ommadyBaHi BTpaTH poOOYOro yacy Ta IMPOCTOI CIIBPOOITHUKIB aTaKOBaHOTO
By3Jla a00 cerMeHTa KOPIOPaTUBHOI MEPEXi, TPH;

[I8 — BapTiCTh BIAHOBIEHHS Mpale3laTHOCTI By3Ja ab0 CEerMeHTa KOpHOpaTHBHOI
Mepexi (MepeycTaHOBICHHS CUCTEMHU, 3MiHa KOH(Irypaitlii Ta iH.), TpH;

V — BTpaTH Bij 3HUKEHHS 00CATY MPOJaXKiB 3a Yac MPOCTOK aTaKOBAaHOTO By3ja abo
CEerMEeHTa KOPIIOPATHBHOI MEPEXKi, TPH.

Micsuamii o podouoro yacy ckiamgae 176 roaus. Piununit — 2 112 rogun. Yac
IPOCTOIO BHACIIZOK aTaku 4 rOIMHU:

I, =(3./ F)*t,, rpu., (3.10)

ne 3. — 3arajbHa KUIBKICTh BUTPAT HA 3apoOITHY IJIaTy CHIBPOOITHUKIB 3a Micsllb, F —
MicsuHui (HoH poboyoro vacy, t, —9ac MpOCTOIO BHACTIIOK aTak.

Orxe, [T, =(9000/176)*4 = 204,5 rpH.

ButpaTtu Ha BiTHOBJICHHS MPaIle3AaTHOCTI CUCTEMHU BKJIIOYAIOTh KiJIbKa CKIIaJ0BHX:
[1;, — BUTpaTH Ha MOBTOPHE YBeEeHHA 1H(QOpMaIlii, TPH;

[1,; — BUTpaTH Ha BIAHOBJICHHS CUCTEMH, I'PH;

I1,, — BapTICTh 3aMIHU YACTUH CHCTEMHU, TPH.

Burtpatu Ha noBTOpHE BBEJEHHS 1H(GOPMALIl PO3PAXOBYIOTHCA BUXOASIUU 3 PO3MIPY
3apo0ITHOI TIIATH CHIBPOOITHUKIB CHCTEMH 3., SKI 3alHATI TOBTOPHUM BBEICHHSIM

BTpaveHoi iH(opmMarlii, 3 ypaxyBaHHIM HEOOX1THOTO IS IIOTO Yacy t,, = 15 rox:
M., =(3. F)* ty, rpH., (3.11)
Omxe, I1,, =(9000/176)*15 = 767,04 rpH.

BI/ITpaTI/I Ha BiJIHOBJ'IeHHSI CHUCTEMHU BH3HAYAIOTHCA 94aCOM Bi,Z[HOBJ'ICHHSI ITICJIS aTaKH

tz = 8 TOM. 1 pO3MIPOM CEPETHBOTOIMHHOT 3apO0ITHOI TUIATH aJIMIHICTPATOPA:



My = (Bca/F) * ty, rpH., (3.12)

ne 3., — po3Mip CepeIHBOr0 AMHHOI 3apo0ITHOI IUIaTH ajJMiHICTparopa, t, — 4ac

BITHOBJICHHS TICIIS aTaku,F — micssuauit GoHa poOOoYoro yacy.
Omxe, 1, =(4 500/176)*8 = 204,5 rpH.
A BapTiCTh 3aMiHHM YaCTHH CUCTEMU B cepeaHbOMY cTaHOBUTH [1,,= 2000 rpH.
3BijcH, BUTPATU HA BIJHOBIEHHS Mpale31aTHOCTI CUCTEMH:
I1, = I, + I, + [1,,= 767,04+204,5+2000=2971,54 rpH.
Butpatu BiJl 3HHKEHHSI PALIE31aTHOCT] aTAKOBAHO1 CUCTEMMU:

V=O/F,*(t, + t, + t,), (3.13)

Jie ti — yac MpOCTO0 By3jia a00 CerMeHTa KOPIOPaTUBHOT MEPEXK1 BHACIIIOK aTaKu,
tB — yac BIJIHOBJICHHS IICJISl aTaK MEPCOHAIOM, 1[0 0OCITYrOBY€e KOPIIOPATUBHY MEPEKY,
tBM — Yac MOBTOPHOTO BBEJEHHS 3ary0sieHoi iHdopmarlii criBpoOITHUKAMH aTaKOBAHOTO
By3J1a 200 CErMeHTa KOPIopaTUBHOI Mepexi, O — o0cAr yucToro mpuOyTKy MiAMPUEMCTBA
3a pik, F, - piunmii ¢oux yacy podoru opranizaimii (F,=2080 rom.). O0car 4ucToro
npuOyTKy mianpuemctsa 3a pik ctaHoBuTh 180 000 rpH., oTxe O= 180 000 rpH., a t,=4

ron., t;=8 rox., t,,=15 rox
Omxe, V=180 000/2080*(4+8+15) = 2336,53 rpH.

Takum YMHOM, yNyIlleHa BUTOJA BiJ MPOCTOK aTAaKOBAHOTO BYy3/lMa abo0 cerMeHTa

KOPIIOPaTUBHOI MEPEKi CTAHOBUTB:
U = 204,5+2971,54+2336,53 = 5512,57 rpH.

OcCKUJIbKYM KUIBKICTh aTaK Ha pIK CKiagae 4 pas3u, a KUIbKICTb KOMII FOTEPIB cKiajiae 4 mr.,

TO 3araJibHuii 30uTOK Bia araku Ha [TC mianmpueMcTBa mpu peaizarlii 3arpo3u CKIaae:

B=Y;>nU (3.14)

B =4%4*5512,57 = 88201,12 rpH.



3aranpHuit eeKT Bl BOPOBAIKEHHS CUCTEMHU 1H(POPMAILIfHOT Oe31eKu

3aranpHuii e(heKT BiJ] BIPOBAKEHHS MOMITHKN OC3MEKH PO3PAaXOBYETHCS 3a

dbopmyroro 3.13:
E= B-R-Crpn., (3.15)

ne, B — 3aranbHuil 30uTOK Big aTaku; R — odikyBaHa WMOBIPHOCTh aTaku Ha cucrtemy; C —

IIOPIYHI BUTPATH Ha €KCIUTyaTaIlilo CUCTEMH 1HQOpMaIliiiHOT OE3MEeKH.

BianosinHo A0 aHani3y 1H(OpMaIIiHUX pU3HKIB, peani3alis 3arpo3

HaiiimoBipHima 1 pa3 Ha 3 micsi, Tooto R= 0,25
Omxe, E = 88201,12*0,25 — 13320,11 =8730,17 rpH.

BusznaueHHs Ta aHai3 MOKa3HUKIB €KOHOMIYHOT €()eKTUBHOCTI CUCTEMH 1H(POPMAIIIIHOT

oe3neku

OniHKa €KOHOMIYHOI €()eKTHBHOCTI CHUCTEMH 3aXHUCTy 1H(pOopmallii, po3rJIsIHYTOl Y
CHeLlaJIbHIA YaCTUHI JUIJIOMHOTO TPOEKTY, 3I1MCHIOETHCS HAa OCHOBI BHU3HAYEHHS Ta

aHaJ13y HACTYMMHUX MOKa3HUKIB!
a) cykymnHa BapTicTh BosiofiHHS (TCO);

0) xoedimient noepHenns iHBectuiii (ROI). ¥V cdepi indopmariiinoi Oe3nexu

romy Bianosinae mokasHuk ROSI (Return on Investment for Security);
B) TEPMiH OKYITHOCTI KamTaJlbHUX 1HBeCTHUIIH To.

Koedimient noBepuenns inBectuiiii ROSI mokasye, CKUJIbKYA TPUBEHB J10JJATKOBOTO
MpUOYTKY MPUHOCUTH OJIHA TPUBHS KaMiTAIBHUX 1HBECTHUIIIA HA BIPOBAKEHHS CUCTEMU

iH(pOopMaItiitHoi 6e3neKy.

Moo mo iHpopMaliiiHOi Oe3MeKN TOBOPATh HE MPO MPUOYTOK, a MPO 3aro0iraHHs

MOXKJIMBUX BTPAT BiJl aTaKW HAa CETMEHT a00 BY30J1 KOPIIOPATUBHOI MEPEXKI.



Koedimient ROSI po3paxoByt0Th 3a JOMIOMOTOI0 MOKa3HUKIB:
E —3aranpHuii edekT Bijl BIPOBAHKEHHS CUCTEMH 1H(GOPMAITIMHOT OS3MEeKH  THUC. TPH;
K — kanitaibH1 1HBECTHIIIT 3a BaplaHTaMH, 1110 3a0€3MeUII 11eH eheKT, THC. TPH.

ROSI = E/K=8730,17/10734,6 = 0,81

TepMiH OKYIMHOCTI KamiTaJIbHUX 1HBECTHUIIN MOKA3ye, 3a CKUIBKH POKIB 1HBECTHIII1

OKYTUIATHCS 32 PaXyHOK 3arajibHoro edekrty Bin BrpoBamkenas KC3I.
T,=1/ROSI = 1/0,81 = 1,2 pokiB
BucnoBok 110 po3ainy 3

B pozaini  mpoaHamizoBaHa JAOUUIBHOCTI BIPOBAJKEHHS TOJITUKA OE3IMEKH
iHhpopmamii g iHdopmaniiiHo-komyHikauiiHoi  cuctemu [T «TexnoCepsicy.
BusHaueHo €KOHOMIUHY €(EKTUBHICTb BUKOPHUCTAHHS OCHOBHHMX pe3yJbTaTiB, IO

OTpYMaHI B XO/1l BAKOHAHHS POOOTH.

[Ticns BCiX po3paxyHKIB BHUHMILIO, IO KamiTalbHI BUTPAaTH Ha BIPOBAIHKCHHS
iHpopMaIiiHOT oMiTHKY Oe3neku ctaHoBiATh 10 734,6 TpH., eKCIuTyaTaiifHi BATpAaTH Ha
BIIPOBAKEHHSI 1H(MOpMaIliitHOi oiTuku 6e3neku ctaHoBiATh 13320,11 rpH.,a 3aranpHuii

36mToK Bix ataku Ha ITC mianpuemcTBa cknagae 5512,57 rpH.

["onoBHe, 110 eeKT Bijg BIPOBAHKEHHS CUCTEMU 1H(OpMaIliiiHOT Oe3neKu

cranoButh 8730,17 TpH., a TEpMiH OKYITHOCTI KamiTAIbHUX 1HBECTHIIIH ckiagae 1,2 pokis.

Tomy MokHa 3pOOMTH BHUCHOBOK, IO BIPOBAKEHHS TOJITUKH O€3MEKu €

JOLUTBHHUM.



BUCHOBKUA
[1ix yac BUKOHAHHS JUTUIOMHOTO MIPOEKTY OYJI0:

- BUKOHAHO OTJISIOBHIA aHANi3 OCHOBHOI HOPMaTHBHO-TIPaBOBO1 0a3u;

- HaBeJleHI 00TpyHTyBaHHS 110,10 moTpedu crBopenHs KC3I,

Jlo eraniB ctBopennss KC3I, mo BukopucTani B poOOTI BIJIHECEHI, BIJAMOBIIHO 0
HOPMAaTUBHOI TOKYMEHTallli: OOIpyHTYBaHHsI HEOOX1THOCTI CTBOPEHHS, OOCTEKEHHS Ha
OIJl, anami3z Ta omiHka iHGOpMaIIHHUX PHU3UKIB Ta PO3pOOKa MOJITHKU OE3MEKH, II0

BpaxoBYy€ HAaHOUIBII CYTTEBI 3arpO3H.

- BUKOHAHO OOCTEXEHHs 00’€KTa 1H()OPMAIIHHOT AIsUTbHOCTI;

- BU3HA4yeHO 1H(POpMaLIIo, IO [UPKYIIOE B IHPOPMALIITHO-KOMYHIKAILIIHINA cCUCTEMI
[IIT «TexuoCeppic» Ta sika MiJJISTAE 3aXUCTY;

- [pOaHaJII30BaHO 3arpo3u 1H(opMallli Ta MOPYIIHHKIB;

- OLIHEHO ICHYIOYMH CTaH 3aXWIUEHOCTI MIAIpHUEMCTBA Ta o0OpaHO mpodiib
3aXMIIEHOCTI;

- po3po0JIEHO MOJIOKEHHS MOJITUKH Oe3NeKku s 1HGOopMaliiHOT CUCTEMH 00’ €KTa
1HpopMariiiHOT JISTEHOCTI;

AHami3 pU3MKIB 3aIPONOHOBAHUX TMOJITUK OE3MEeKHM BKa3ye Ha 3HUIKEHHS PIBHA

PU3HKIB Ha CUCTEMY Yepe3 BUSIBJICHI PU3UKHU.

- BUKOHAaHO €KOHOMIYHE OyJI0 pO3paxOBaHO BHUTPATH HA BIPOBAKEHHS MOJITUKU
Oe3MeKH.
[pyHTYIOYHCh HAa OTPMMaHi pe3yJbTaTH PO3PaxyHKiB, MOKHA 3POOMTH BHCHOBOK,

10 BIPOBAKEHHS MOJITUKU OE3MEKHU € JOIITHLHUM.

Ha Bumory nupekropa mianpueMcTBa iHpOpMAIIis, 0 BUKOPUCTOBYBAIACH B XO/I1

poboTu Oyna 3MiHEHa.
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. HJ T3I 1.1-002-9913 3minamu 3rimHO Haka3zy AnmiHicTparii JlepKcnenss's3Ky Bija
28.12.2012 No 806 - 3aranbHl NOJIOXKEHHS IIOAO 3axXUCTy 1HQopMauii B

KOMIT'FOTEPHUX CUCTEMAaX B1J] HECAHKI[IOHOBAHOTO JJOCTYIIY;

10. HJI T3I 1.1-003-99 - Tepminosoris B rairy3i 3aXUCTy 1HGOpMAIIii B KOMIT FOTEPHUX

CUCTEMAax BiJ] HECAaHKI[IOHOBAHOT'O JIOCTYIY;

11. HJI T3I 1.1-005-07 - 3axuct iHbopmarii Ha 00’ekTax iHGOPMAIIHHOT AISUTBHOCTI.

CTBOpEHHSI KOMILIEKCY TEXHIYHOTO 3axXucTy iHpopmarlii. OCHOBHI NOJIOKEHHS;


http://dspace.univd.edu.ua/xmlui/bitstream/handle/123456789/3848/Suchasnyi%20stan%20i%20napriamy%20protydii%20kiberzlochynnosti%20v%20Ukraini%20_Kravtsova_2018.pdf?sequence=1&isAllowed=y
http://dspace.univd.edu.ua/xmlui/bitstream/handle/123456789/3848/Suchasnyi%20stan%20i%20napriamy%20protydii%20kiberzlochynnosti%20v%20Ukraini%20_Kravtsova_2018.pdf?sequence=1&isAllowed=y
http://dspace.univd.edu.ua/xmlui/bitstream/handle/123456789/3848/Suchasnyi%20stan%20i%20napriamy%20protydii%20kiberzlochynnosti%20v%20Ukraini%20_Kravtsova_2018.pdf?sequence=1&isAllowed=y
https://www.cisco.com/c/ru_ru/about/press/press-releases/2018/03-12.html

12. HJI T3I 1.4-001-2000 13 3minamu 3rigHO Haka3zy AamiHicTparii Jlepkcmen3s's3ky
Bi 28.12.2012 No 806 - TumoBe mosioxeHHs Mpo CIy>KO0y 3axucTy iHdopmarlii B
AC;

13. HJI T3I 1.6-005-2013 - IlomoxeHHsI MpO KAaTETOPIOBAaHHS 00’ €KTIB, J€ MUPKYIIOE

iH(pOopMaIris 3 00MEKEHUM JOCTYTIOM, IO HE CTAHOBUTH JIEP’KaBHOI TAEMHHITI

14. HJI T3I 2.5-005-99 - Knacudikariss aBTOMaTU30BaHUX CHCTEM 1 CTaHIApTHI
¢yHKIiOHaTBHI  TpoQial  3axXUIIEHOCTI  00pobOmoBaHoi  iH(oOpMamii  Bif

HECaHKI[I0HOBAHOT'O JIOCTYIY;

15. HJI T3I 3.1-001-07 - 3axuct indopmartiii Ha 00’ ekTax 1HOOPMAIIHHOT AISUTBHOCTI.
CTBOpEeHHs KOMILIEKCY TEXHIYHOTO 3axucty iHpopmartii. [lepennpoextHi podoTy;
16. HJI T3I 3.3-001-07 - 3axuct iHpopmalii Ha 00’ e€kTax 1HPOPMAIIHHOI TiSITBHOCTI.
CTBOpEHHS KOMIUIEKCY TEXHIYHOTOo 3axucTy iHdopmarti. [lopsmok po3pobneHHs Ta

BIIPOBAKEHHS 3aX0/IIB 13 3aXUCTY 1H(pOpMaIlii;

17. HJ1 T3I 3.7-001-99 i3 3sminamu 3rigHo Haka3y AamiHicTparii Jlepkcren3s's3Ky Bi
28.12.2012 Ne 806 — MeTonnuH1 BKa31BKH 100 PO3POOKU TEXHIYHOTO 3aB/IaHHS HA
CTBOPEHHSI KOMIUIEKCHOT CUCTEMH 3aXUCTY 1HPOpMallii B ABTOMATHU30BaH1{ CUCTEMI;

18. HJI T3I 3.7-003 -2005 13 3MiHamu 3rigHO Hakazy AamiHicTparii Jlepkcrnen3B's3Ky
Bix 28.12.2012 Ne 806 - Tlopsimox mpoBenennst po06it 13 ctBopenns KC3I B ITC;

19.1loctanoBa KabGinery winicTpiB VYkpainu «lIpo 3atBepmxenHs I[lpaBun
3a0e3nedeHHsT 3axucTy iH@opMalii B 1HGOpMAIIHUX, TEIEKOMYHIKAIIMHUX Ta
iH(opMaIliiiHo-TeTleKOMyHIKariitHuX cucremax» [Enexkrponnuit pecypc]. — 2006. —
Pexum JOCTYTY: https://xn--80aagahqwyibe8an.com/kabineta-ministriv-
postanovi/postanova-vid-bereznya-2006-373-pro152313.html

20. IIpoext Konuemniii inpopmariiiinoi 6e3nexu Ykpainu| Enexrponnuii pecypc]. —

2015. — Pesxum goctymy: http://mip.gov.ua/ru/documents/30.htmi


https://законодавство.com/kabineta-ministriv-postanovi/postanova-vid-bereznya-2006-373-pro152313.html
https://законодавство.com/kabineta-ministriv-postanovi/postanova-vid-bereznya-2006-373-pro152313.html
http://mip.gov.ua/ru/documents/30.html

JNOIAATOK A. Ilepenik maTepiajiB Ha €JIGKTPOHHOMY HOCI{

1. Jumutomua po6ota — Tapan Karepuna, Ybit-15-1.docx

2. Ilpesenranis — Tapan Karepuna, YbiT-15-1.ppt



JIOJIATOK B

IMPUBATHE HIAITPUEMCTBO «TEXHOCEPBIC»

HAKA3

JHinpo Ne

[Ipo BU3HAYCHHS BiIIOBITaIHFHOIO 32 3a0€3MCUCHHST TEXHIYHOTO

3axucTy iH(popMarii Ta CTBOPEHHS

KC3I na IIT «TexuoCepgic»

3 MeTOI0 BUKOHAHHS BUMOT 3akoHIB Ykpainu «[Ipo 3axuct iHdopmariii B iHdopmaIliitHo
— TEJIIEKOMYHIKaliiHUX cucremax», «lIpo 3axucr mnepconHanbHUX AaHux», IlpaBui
3a0e3nedyeHHs] 3axucTy 1Hpopmamii B  IHQOpMaUIMHHUX, TEJIEKOMYHIKAlIMHUX  Ta
iH(OpMAIIHHO — TEJIEeKOMYHIKAIIMHUX CHUCTEeMax, 3aTBep/UKEHUX MocTaHoBow Kalinery
MinictpiB Ykpainu Big 29.03.2006 Ne 373, ITosnoxeHHs PO TEXHIYHUM 3aXUCT 1HPOpMaLli B

VYxkpaiHi, 3aTBeppkeHuit Big 27.09.1999 Ne 1229/99,

HAKA3VIO:

1. BignoBimanpHICTh 3a  3a0e3leueHHs  TEXHIYHOro 3axucty  iHdopmamii B
1H(pOpMaLIHO — TEIEKOMYHIKaLIiHIM CHCTeMI MiANPUEMCTBA 3AJIUIIUTH 32 COOO0IO.
2. CTBOpUTH KOMIUIEKCHY cUCTeMy 3axucTy iHpopmartii (zami — KC31) Ha mianpueMcTsi.
3. 3aTBepauTH:
3.1. Tlomituky Oe3MeKH JOKAITBHO — O0YMCITIOBAIBLHOT MEPEXKI i ATPUEMCTBA.
3.2. llepenix indopmariii, o migIsarac TEXHIYHOMY 3aXUCTY Ha IMiMPUEMCTBI.
4. BuecTH BIANOBIIHI 3MIHU JI0 TTOCAOBUX THCTPYKIIIHA BIAMOBIIHUX (DAXiBIIIB.
5. IlpoBecTu kareropitoBanHs 1 o0cTexxkeHHs ckianoBux [TC mignpuemcTsa.

6. KoHTposb 3a BUKOHaHHSIM Haka3y MOKJIajaro Ha cede.

Jupexrop



JNOJATOK B. CuryaniitHu#i maH miamnpueMcTBa

Puc.3 Cumyayitinuu nian nionpuemcmea « TexrnoCepsgicy
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JNOAATOK I'. I'enepanbHuii M1aH mianpueEMCTBA
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niokntouennsi IKII 0o wumxa cuenanizayii (vacmuna 2))



Ymoesni noznauenns 0o puc.4 i puc.5
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