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ABSTRACT

Executive: ____ pages., __ fig., __ table, __ annexes, __ sources.
Object of development: information and telecommunication system of
individual entrepreneur Mironov O.V.

Subject of research: security policy information object.

The purpose of the diploma project: development of a security policy for the
individual entrepreneur Mironov O.V.

In this work, data on the company is collected, an OIE survey is carried out, a
survey of the information environment and a computer system examination.

Based on the collected data an offender model and a model of threats were
developed, and a risk analysis was carried out.

The threats with the highest risk are identified:

-theft of information or information carriers.

-disclosure of information, modification, destruction by employees allowed for
its processing;

After that, the security profile was selected, and a security policy was
developed. After the implementation of the security policy, the level of risk was once
again analyzed, and it has been determined that it has decreased.
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BCTVII

B VkpaiHi, y 3B'43Ky 3 BXO/DKEHHSIM Y CBITOBUM 1H(GOPMALIIHHUI TpOCTIp
MIBUJAKUMH TeMIIAMH BIPOBAHKYIOTHCS KOMITIOTEpPHI 1 TeNIEKOMYHIKAI[IITHI TEXHO-
jorii. CTBOPIOIOTHCA JIOKAIBHI 1 perioHanbHi OOYHCIIOBAIbHI MEpEXKi, BEIUKI Te-
PHUTOPII OXOILTIOIOTHCS MEPE)AMU MOOLTFHOTO 3B'A3Ky. CUCTEMH TeIeKOMYHIKaIii
aKTHBHO BIIPOBAKYIOThCS Y (P1IHAHCOB1, TPOMUCIIOB1, TOPTOBI 1 COITIAJIbHI ChepH.

3axuct iHGOpMaMii — CYKYNHICTh METOIIB 1 3aco0iB, m0 3a0e3medyroTh
IUJTICHICTh, KOH(IICHIIIHHICTh 1 JOCTYMHICTh 1H(oOpMaIii 3a yMOB BIUIMBY Ha Hel
3arpo3 MPUPOJHOTO ab0 IITYYHOTO XapakTepy, peaii3alis sIKuX MOKe MPU3BECTH 10
3aBJIaHHS [IKOJM BJIACHUKAM 1 KOPHCTyBadaM 1H(pOpMaIIii.

['octpora mpobneM 3axucTy 1HQOpMAIlll y CydaCHUX yMOBax BHU3HAYAETHCS

HAaCTYIITHUMH YHMHHUKaAMU:

- BaJlydeHHAM B Mpolec 1HPOpMaIliiHOI B3aeMOJIl Bce OUIBIIOrO Yucia
J0JIeH 1 opraHizailiii, pi3KuM 3pOCTaHHIM iX 1HGOpMAIITHUX OTPEO;
CTaBJEHHSM J0 iHdopMmallii, K 10 TOBapy, NEPEXOAOM 10 PUHKOBUX
BIJTHOCHUH, 3 BJACTUBOIO iM KOHKYPEHUIEIO 1 MPOMHUCIOBUM IIIUTYHCTBOM;
KOHIIEHTPAIIIEI0 BEIMKUX OOCATIB 1H(OpMaIlii pi3HOTO TMpPU3HAYEHHS Ha

€JIEKTPOHHUX HOCISIX;

- BHCOKMMH TE€MIaMHM 3POCTaHHS KIJIbKOCTI 3aC001B 00UYHCIIOBAIHLHOI TEXHIKH
1 3B'13KY, pO3IIUPEHHsIM oOnacted BukopuctaHHss EOM, pi3HOMaHITTSM 1 IIUPOKUM

PO3MOBCIOKEHHSIM 1H(POPMAIIHHO-KEPYIOUNX CUCTEM, IO MiIJISTaI0Th 3aXUCTY;

- KUIbKICHUM 1 IKICHUM BJIOCKOHAJICHHSIM CIIOCO01B IOCTYIy KOPUCTYBayiB 0
1HpopMaIIHUX PeCcypcCiB.

3BHUaiiHO, B Takid cuUTyallll BUHHMKAE MOTpeda B 3aXUCTI OOYUCIIOBAIBHUX
cucteM Ta 1H(opmailii BiJ HECAHKI[IOHOBAHOTO JOCTYIY, KPaJ>KKH, 3HHUIICHHS 1

IHIIUX 3JIOYMHHUX 1 HeOaKaHUX TiH.

3abe3neueHHs 3axucTy 1HGoOpMalii HEOoOXiJTHO 3AIMCHIOBATH y TaKUX

HarnpsMax:
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1 3axuct indopmalii BiJ pyilHYBaHHS 1 BTpaTH y 3B 53Ky 3 TEXHOJIOTYHUM
HEIOJIaIKaMH B KOMIT IOTEPHUX CHCTEMaXx.

2 3axuct iHpopMaIlii , IKy HayKOBIlI BUKOPUCTOBYIOTh Y TIPOLIEC] JOCITIIKEHb,
a TAaKOXK 3aXUCT Pe3yJIbTATIB JOCIIKEHb Y BUTJISII 1IHTEIEKTYaIbHIi BJACHOCTI.

3 3axucT iH(popMaIii, sKa CTOCYEThCS JKUTTEMISIILHOCTI OCOOMCTOCTI, TPy
Jrojie abo CycHiibcTBa 3arajioM 1 € KOH(IACHIIHHOI, TOOTO TaKOK, IO MOXKE
MIPUHECTH 1M IIKOJTY, KOJIA CTaHE JIETKOIOCTYITHOIO JIJIS 3araiy.

4 3axuct 1H(popmalrlii,ika € Aep>KaBHOI TAEMHHIICIO.

S 3axuct iHpopMallii, o BUCBITIIOE BiIKPUTTS 200 € KOMEPIiHOI0, TEXHi-
YHOIO UM TEXHOJIOTTYHOIO TAEMHUIIEIO.

TpuBanmuit yac MeTtoau 3axucTy 1HGOpMAIi PO3POOIAIUCA  TUIBKH
Nep)KaBHUMHU OpraHaMH, a iXHE BIPOBA/KCHHS PO3IIISAIATIOCS SK BUKIIOYHE IMPaBO
Ti€i abo 1HIIOI AepxkaBu. [Ipore B OCTaHHI POKM 3 PO3BUTKOM KOMEPLIMHOL 1
MIIPUEMHUIIBKOL  TISUTBHOCTI 30UIBIIMIIACH KUIBKICTh CIPOO HECAHKI[IOHOBAHOTO
nocTyny 1o KoHbimeHIi#HOT iHdopmarlii, a mnpoOieMu 3axucty iHdpopmaiii
BUSIBWINMCS B LEHTpl yBarw 0araThOX CHELIATICTIB 13 PI3HOMAHITHUX KpaiH.
Bnacnigok 1mp0oro mpoiiecy 3Ha4HO 3pociia moTpeda y ¢axiBISX 13 3aXHUCTY
1Hpopmarrii.

O06’exT po3poOKH: iHPOpMaIIIfHO — TenekoMyHikaiiiHa cuctema OOIT Mipo-
HoB O.B.

[Ipeamer  gocnipkeHHs:  MOJITHKa  Oe3nmeku  iHQopmanii  o0’ekra
1H(}OpMaIIHHOT AISUTBHOCTI.

Mera pobotu: po3pobka mosituku 6e3neku nis mignpuemcta OOIT Mipo-

goB O.B.
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PO3AUI 1. CTAH ITMTAHHA. IIOCTAHOBKA 3AJTAUI

1.1 3axuct iHpOopMAaIlii KOMEPIIIHHUX MiAMTPUEMCTB

BinMiTHOIO O3HaKo10 y cdepl MpoAaxy € MOPIBHIHHS BUTPAT 1 pe3yJbTaTiB
po0OOTH, IparHeHHs 10 OTPUMAHHSI MaKCUMaJIbHOTO MpuOyTKy. KpiM TOro, o/iHi€I0 3
ocobmmBoOCTeH y cdepi Mpoaaxy € Te, MO KOMEPIHA TiSIbHICTh 3MIHCHIOETHCS B
yMOBaX >KOPCTKO1 KOHKYpPEHIIli, CyIepHUIITBA, OOPOTHOU MIANPUEMCTB 332 OTPUMAHHS
BUTO/] Ta MepeBar y MOpiBHIHHI 3 iHLUMMM TT1ITPHEMCTBAMHU.

KonkypentHa OopoThba - 1€ CymyTHHUK KOMEPIIIMHOI HISJIBHOCTI, a
TaKOK YMOBa BM)KMBAaHHSA KOMEPUIMHUX MIJIPUEMCTB. 3B1ICH 1 MParHeHHs 30epertu
B CEKpeTl BiJi KOHKYpPEHTa MNPUMOMH 1 OCOOJMBOCTI CBO€I MISIBHOCTI, $IK1
3a0e3MeuyloTh IepeBary HaJl KOHKYpeHTOM. TyT1 MparHeHHsS KOHKYPEHTIB
BUSIBUTH 111 CEKPETH, 1100 BUKOPHUCTOBYBATU iX y CBOIX 1HTEpecax Jisi OTPUMaHHS
nepeBaru B KOHKYpeHTHIN O0opoThOi. HecankiiioHoBaHE oJiepKaHHS, BUKOPUCTAHHS
a00 PO3roJIOIIECHHS TAKUX CEKPETIB 0€3 3ro/iv iX BIACHUKIB BIJHECEHI 10 OJHIET 3
(dbopM HeTOOPOCOBICHOT KOHKYPEHIIi1, 3BaHOT TPOMHCIOBUM LIIITUTYHCTBOM.

3rimno 31 crarrero 505 ImBimpHOro Kopmekcy VYkpaiHu, KOMEpIIHHOO
TaEMHUILICIO € 1H(pOpMaIllis, siIKa € CEKPETHOI0 B TOMY PO3YMIHHI, 110 BOHA Yy HIJIOMY
Yyl y meBHIA @opMi 1 CYKYMHOCTI 11 CKIAJOBHUX € HEBIJOMOI Ta HE €
JIETKOJIOCTYIHO JIJIsi 0¢i0, skl 3BUYailHO MaloTh CIIpaBy 3 BUIOM iH(opmarlii, 10
SKOTO BOHA HAJIGKUTh, Yy 3B'SI3KYy 3 IIMM Ma€ KOMEPIIHHY I[IHHICTh 1 OyJa
MpeAMETOM aJICKBaTHUX ICHYIOYMM OOCTaBMHAM 3axO0JiB IOJAO0 30epeKeHHS il
CEKPETHOCTI, BXKUTHX 0CO00F0, SIKa 3aKOHHO KOHTPOJIOE ITt0 iH(popmariro [1].

[Tiz KOMepIiHOI TAEMHUIICIO MIAMPUEMCTBA PO3YMIFOTHCS B1IOMOCTI, SIK1 HE
CTAHOBJISATh JIEPKABHY TAEMHHMI[IO, TIOB'SI3aHI 3 BUPOOHUIITBOM, TEXHOJOTIUHOIO
iH(dopmartiiero, ympaBiliHHIM, (piHAHCAMHA Ta IHIIOK ISUTBHICTIO MIAMPUEMCTBA,
po3roJoieHHs (Tepeaaya, BUTIK), SKUX MOXKE 3aBJaTH IKOU HOTO 1HTEpecaMm.

30epexeHHs 1 3aXHINEHICTh 1H(OpMAITi Bl CTOPOHHHOTO BTPYYAHHS 1CTOTHO
BIJIMBA€ Ha poOOTYy KOoMMaHii. 3 KOXHUM POKOM BcCe OLblle 3pOCTa€ KUIbKICTh

BIpyCiB, MEpPEKEBHX aTaKk 3JOBMUCHUKIB, BHHHKAIOTh 3arpo3d IMOPYIIEHHS
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KoH(DimeHIHOCTI iH(OpMAaIIil BCepeanHI KOMITaHii, 10 MPU3BOAUTE 10 (piHAHCOBUX
BTpAT, 1 4aCTO - BEJIbMU 3HAYHUX.

[Topymienns cratycy Oyab-skoi iHGoOpMallii mojisrae y mopyueHHi ii JIorigyHo1
CTPYKTYpU Ta 3MicTy, Gi3uuHoro 30epekeHHs 11 HOCIS, JOCTYMHOCTI JJist
MPaBOMOYHUX KopucTyBauiB. [lopymeHHs cratycy KoHGiAeHIiHOI 1HpopMmaIlil
JOJTATKOBO BKJIFOYAE MOPYIICHHS 11 KOH(IAEHIIIHHOCTI 400 3aKPUTOCTI JJIs1 CTOPOHHIX
oci0.

3rinno 3 3akoHoMm Ykpainu «lIpo nmoctynm no myOmiyHOi iHQOpMaIii»,
KOoH(D11eHiiHa 1HpopMallis — iHPOpMALisl, TOCTYII JI0 IKOi 00MEKEeHO (HI3UUHOI0 a00
IOPUIUYHOIO 0CO000I0, KpiM CyO'€KTIB BIAJHUX TMOBHOBAKEHb, Ta fAKa MOXKE
NOIIMPIOBATUCS Y BU3HAYEHOMY HUMH HOPSJIKY 32 iXHIM Oa)KaHHSIM BIJIOBIJIHO 1O
nepeadaueHuX HUMHU YMOB [2].

Otrxe, TWIACYMOBYIOUM  BUIECKa3aHe, HEOOXITHO  MIAKPECIUTH, IO
NPIOPUTETHUM HANPSMKOM B Mpoueci 3abe3nedyeHHs 1HGoOpMaliiiHoi Oe3neKku
MIIPUEMCTBA € 3a0€3MEUYEeHHS] KOMEPLIMHOI TAaEMHHUIl, IO JO3BOJISIE YCIIIIHO

KOHKYPYBaTH Ha PUHKY TOBApIB 1 MOCIIYT.

1.1.1 OcHoBHI 3arpo3u iHGopMaIliiiHiil Oe3mnell KOMEePIIHHOro MiAMPUEMCTBA

3arpo3u 3axucty 1HQopmaiii 3 OOMEXKEHUM JOCTYNOM MOXYTh OYyTH
30BHIIMIHIMA 1 BHYTPIIIHIMU. 3HA4Hy HEOE3MeKy CTaHOBJATh [ii  1HIIMX
rocrofaprooyux cyo0'ektiB. B maHoMy BuUNaaKy pu3uK 3a0e3nedeHHs Oe3neku
1H(pOopMaIlli Hece HE3I0pOBa KOHKYPEHLIS, KA BITHOCUTHCS 0 30BHIIIHIX .

3oBHIIIHI i MOXYTh OYTH CIHpsSIMOBaHI Ha MAacWBHI HOCIT 1H(opmari i
BUPAXATHUCS, HATIPUKIIA]I, B HACTYITHOMY:

- cmpoOu BUKpaJCHHS JOKYMEHTIB a00 3HSTTS KOIIN 3 JOKYMEHTIB, 3HIMHHIX
HOCI1B ((aeni-kaptn);

- 3HUIICHHSA 1H(pOopMaIlii a0 MOIIKOHKEHHS 11 HOCIIB;

- 3HATTA iHdOpMaIIii, 0 BUHUKAE B MPOIIEC] Mepeaayi;

- BUNAAKOBE a00 HaBMHCHE JIOBEACHHS O BiJJOMa KOHKYPEHTIB JOKYMCHTIB

abo MaTepiaiiB, 10 MICTATh KOMEPIIMHY TAEMHUITIO.
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30BHIMHI Al MOXYTh OyTH TakoXX CIPSMOBaHI Ha IEpPCOHAN KOMIIaHIi Ta
BUpaxkaTucs B (popmi MiAKYIy, MOTpO3, IIaHTaXy, BUBIAYyBaHHS iH(poOpMaIllii, 0
CTAaHOBUTH KOMEPILIMHY TA€EMHUIIO, a00 MPUITYCKATH NEPEMaHIOBAHHS MPOBIIHUX

CIICIIIaIiCTIB Ha KOHKYpYIOUYy (ipMy Ta 1HIIIE.

Cucrema 0e3neKku MOTEHIIMHUX 1 peaibHUX 3arpo3 HEMOCTiiMHA, OCKUIbKH Ti
MOXYTb 3'SBJIATHCS, 3HUKATH, 3MEHIIyBaTucs abo HapoctaTtu. Ha mizmcraBi 1boro
cucTema 3abe3nedeHHs iHpopMaIiitHoi 0e3MeKn opraHi3aiii po3riasAaeTbes K MUTHN
KOMIUJIEKC NPUUHSATHX YIPABIIHCHKUX pIllIeHb, CHPSIMOBAHMX Ha BUSBJICHHS 1
3ano0iraHHs 30BHINIHIM Ta BHYTPIIIHIM 3arpo3am.

BuyTpimmHi  3arpo3u  CTaHOBISTH HaWOUIbILy HeEOE3NmeKy i 3HOBY
chopMOBaHUX KOJEKTUBIB, JIe HE BCTUTIU CKJIACTUCS TPATUIi MIATPUMKHA BHUCOKOI
penytauii mignpueMcTBa. He BuUKIIOYeHAa WMOBIPHICTH TOrO, IO OKpeMi
CIIBPOOITHUKY 3 BUCOKMM PIBHEM CaMOOIIIHKH Yepe3 HEe3aJJ0BOJICHHSI CBOIX aMOIIin
(HeBIOBOJICHHSI PIBHEM 3apOO0ITHOI MJIaTH, BITHOCMHAMH 3 KEPIBHUIITBOM, KOJETraMu
Ta 1HIIE) MOXYTh PO3TOJIOCUTH KOMEPIIAHY TAEMHHII0O KOHKYPEHTaM, a TaKOX
crpoOyBaTH 3HULIUTH BAXKIUBY 1H(POpMaIi0 a00 MacuBHI HOCI1 (HANpUKJIad, BHECTU

KOMIT'FOTEpHUM BIpyC).

Cucrema iHpopMaIiiifHoi 6e3MeKkn MiAIPUEMCTBA IIOBUHHA BKJIIOYATH:

- KOoMM'toTepHY Oe3mneky, sika 3a0e3NneunTh SIKICHY poOOTy BCIX amapaTHUX
KOMIT'FOTEPHUX CUCTEM 1 CTBOPUTH €IUHUMN LITICHUHN, KOHPIAEHUIHHANA 1 JOCTYITHUN
pecype,

- 0Oe3MeKky KOMyHIKallii;

- OesreuHe mporpaMHe 3a0€3IMEUCHHs, K€ BKIIOYAE KOMIUIEKC Iporpam,
CIpSIMOBaHUX SIK Ha Oe3neuHy oOpoOKy BCiX JaHUX Tak 1 Ha Oe3neuHy poOoTy BCiX
CUCTEM;

- Oe3meky JaHMX, SKa 3aXMCTUTHh 1H(OPMAIlI0 BiJ BHMIAAKOBHUX, HEAOATHUX,
HEAaBTOPU30BAHUX 1 YMUCHHUX PO3TOJIOLIEHb 200 37I0MY CUCTEMHU.

bazoro nns 3abesnedeHHs iHQopMaliiiiHOi Oe3MeKku OpraHizailii CIyXUTh
B)KMBAHHS HACTYIHUX 3aXOJIB: aHAJI3 peabHUX 1 MOTEHIIHHO MOKIMBUX CUTYallli,

[0 CTAHOBJIATH 3arpo3y Oesmeri iHdopmarrli, oIliHKa XapakTepy 3arpo3, MPUHHATTS
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KOMIUIEKCY 3aXOIB JIJIsl BU3HAUEHHS 3arpo3u 1 peasizaiisi IpUHHATUX 3aXO0/1B 1010
3ano0iraHHs 3arpo3u.

BenpbMu BaXIMBUM € TakoX BiOOpaKeHHS MUTaHb 3aXHUCTy KOMEPIIHHOI
TAEMHHII B KOHTPAKTi, IO YKIAJAE€THCA 3 KEPIBHUKOM MiANPUEMCTBA MPHU HOTO

MPU3HAYEHH] Ha TIOCATy.

1.1.2 IamuaenTtr iHGOpMaIIIHHOT O€3IIeKH Ha i IIPHUEMCTBI

KinbkicTh MOTEHIIWHUX KaHAMIB BUTOKY 1HQOpMAIi JOCTaTHHO BEJIMKA.
Haii6inpm momumpeHi 3 HUX BITHOCATBCS JO KaTeropii HEHAaBMHCHOTO PO3KPUTTS
iH(opMallii cmiBpoOITHUKAMHU OpTraHizaiii 3 MNpUYUH HENnoiH()OPMOBAHOCTI abo
HEIUCIUIIIIIHOBAHOCTI. BigcyTHiCT,  ySBIGHH IOAO IIpaBHI  POOOTH 3
KOH(PIJEHIIMHUMUA JOKYMEHTaMH, HEBMIHHS BU3HAYUTH, SKI JOKYMEHTU €
KOH(D1IeHIIHUMY, Ta 3BUYaiiHa HEYBaXXHICTh MpU POOOTI 3 iHGOpMAILIiEI0 — BCE 11e
MO>K€ MPU3BECTH 10 BUHUKHEHHS MO/11i a00 1HIUACHTY 1H()OpMaiiHOT OE3EKH.

PosrnsHemo nekinpka BU3HAYEHb MOHATH MO Ta IHIOUACHTY 1H(OpMaIiitHOT
Oe3MeKu:

1 3rigao 3 ISO/IEC TR 18044:2004 mig moxiero iH(poOpMaIiiHOI Oe3meKu
(ITIB)

PO3YMIETHCS CTaH CUCTEMH, CEPBICY UM MEPEXkKI, KOTPUA CBIJUUTH MPO MOMKIMBE
MOPYIICHHS TOJITUKH Oe3neku, ado Mpo HEBIJOMY CHUTYaIllo, SKa MOXE MaTu
BIJIHOIICHHS /10 Oe3MeKu, To/Al K HIuIeHT iHpopmaltiiinoi 6e3neku (I1b) — e oqna
yu cepis noAid iHdopMmaliiHoi Oe3meKku, siIKi MOXYTh MPHU3BECTH JO 30UTKIB 1
BTpaT nJisi opradizamii. BTpatu MoxyTth OyTH, SK MaTeplalbHUMH (BapTiCTh
iH(dopmarrii, ekcruryaTariiHi BUTpaTd 1 T.J.) TaK 1 HeMarepialbHUMHU (pemyTarlis
Oprasizaiiii, 3MiHa MOPaJIbHO-TICHXOJIOTIYHOTO KJIIMaTy 4H iHie [3].

2 3rigno 3 ISO/IEC 27001 momist iHdopmariifinoi Oe3neku — 1€
11eHTU(IKOBAHUI BUNAJOK CTaHy CUCTEMHU ab0 Mepexi, KU BKa3ye Ha MOXKIIMBE
MOPYIICHHS TOJMITUKK 1H(GOpMarliitHoi Oe3neku abo BIAMOBY 3aco0iB 3axHUCTy, abo
paHillle HEBIIOMY CHUTYyallilo, fika MOK€ OyTH CYTTEBOIO ISl TOJITUKH O€3IMeKH.

[HumaenT iHdopMarliiiiHOl Oe3meku — 1€ OJWHHMYHA Mojis abo psana HeOakaHMX Ta
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HernependaueHux Mo iHdopmarliiiHoi Oe3neku, 13-3a SKUX BeIUKa WMOBIPHICTH
PO3KPHUTTS KOH(iIeHITiiHOT Oi3Hec-iHdopmaii [4].

VYrpaBiaiHHS 1HUUMJAEHTAMU — 1€ BaKJIMBUKA TIpoliec, SKUil 3abe3nedye
Oprasizaiii MOXJHBICTh CHOYAaTKy BHSBUTH IHIMJEHT, a TMOTIM 3a JOMOMOTOI0
KOPEKTHO 00paHuX 3ac001B MIATPUMKH SIKOMOTa IIIBUIIIE HOTO BUPIIIUTH.

OcHoBHa 3ajjaya YMpaBJIiHHSA IHIIMICHTAMH — SKOMOTA INBHJIIE BiTHOBUTH
HOpPMaJIbHY pOOOTY CIIYXkO 1 3BECTH J10 MIHIMyMYy HEraTUBHHI BIUIMB 1HIUJICHTY Ha
poOOTy opranizamii Ijs TIATPUMKH SIKOCTI 1 JOCTYITHOCTI CIIy’)kO Ha MaKCHMaJIbHO
MOJIMBOMY piBHI. HopMmasibHOIO BBa)KaeThCsi poOOTa CIIyx 0, 110 HE BUXOAHUTH 3a
pPaMKH yroJy IIpo piBEHb 0OCITYrOBYBaHHS.

i1 yrpaBiIiHHS 1HIWJICHTaAMHU:

1 BigHOBIIEHHS HOPMaAIBHOI pOOOTH CIYKO B HAUKOPOTILI TEPMIHHU.

2 3BeJIeHHA JJO MiHIMyMY BIUTMBY 1HIIMJICHTIB Ha pOOOTY opraHizaiiii.

3 3abe3medeHHs 37aropKeHoi  OOpOoOKM BCIX IHIMACHTIB 1 3alMTIB
00CITyroByBaHHS.

4 3ocepemKeHHs pecypciB MATPUMKH Ha HAMOUIBIN BaXKIIUBIIINX HAMPAMAX.

5 Haganus BiIOMOCTEH, K1 JTO3BOJISIIOTh ONTHUMI3YBaTH MPOIECH MiITPUMKH,
3MEHIIUTH KUTbKICTh 1HIIMJICHTIB 1 CTUIAHYBATH yIPABIIIHHSI.

Jlyist 3a0e3meyueHHsT yIpaBIiHHS 1HIIMJACHTAMH CHCTeMa MOBHUHHA BUKOHYBATH
HACTYMHI (YHKITIT:

1 MOHITOPUHT areHTIB 1 iX 3aXHMCT, 30KpeMa MOXJIMBICTh B pexumi online
KOHTPOJIIOBAaTH KJIEHTCHKI KOMIT IOT€PH, KOHTPOJL POOOTH areHtra, KOHTPOJIb
MOJIITUK areHTa, MOKJIUBICTh HANAIITYBAHHS pearyBaHHs Ha MOJii, 3aXUCT areHTa Bij
BHAAJICHHS 200 BUKJIIOUYCHHS, KOHTPOJIb IIJIICHOCTI.

2 KoHTposb 30BHIIIHIX TPUCTPOIB, IO MIAKIIOYAIOTHC, 30KpeMa MOKIIUBICTh
B pexxumi 0nline KOHTPOJIIOBATH KIIEHTCHKI KOMIT FOTEPH, KOHTPOJIb pOOOTH arcHTa,
KOHTPOJIb MOJIITUK areHTa, MOKJIMBICTh HAJNAIITYBAHHS pPearyBaHHS Ha IMOJIii, 3aXUCT

arcHTa BiJl BUAAJICHHS a00 BUKJIIOUCHHS, HASBHICTH 3aC001B KOHTPOJIIO IIIJIICHOCTI.

3 YmpaBiiHHS CUCTEMOIO Ta 0OpOOKa 1HIIUJICHTIB, 30KpeMa HassBHICTh BJIACHOL

KOHCOJT, PO3MOAUT POJIEH aJMIHICTpaTopa 1 CHEIiaicCTiB 3 O€3MeKu, HalallTyBaHHS
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CTOBIIICHb, MOXJIMBOCTI pearyBaHHS Ha IHIMACHTH, aHa3 MOMiH, 3a(iKCOBaHHMX
CUCTEMOI0, 30€peKEeHHS 1CTOpii IHIMACHTIB NI HACTYITHOTO aHami3y, 3a00poHa Ha
IIPOIYCK 3aTPHMAHOTO ITOBIJOMIICHHS a00 JI03BLJ 13 3aIIMCOM IIPO 1HIIHJICHT.

4 dopmyBaHHS CHCTEMH 3BITHOCTI MpO poOOTYy CHCTEMH YIIPaBIIHHS
IHIIUJICHTaMH, 30KpeMa MOXJIMBICTh MOOYIOBH 3BITIB MPO MOPYIICHHS, HAsSBHICTb
BapiaHTIB OTPUMAHHS 3BITIB MPO MOPYIIESHHS, THAMYACOBUM 3aIlUC 3BITY B JOKAJIbHE
CXOBHIIIE Y pa3i HEJOCTYMHOCTI CepBEPa, EKCIIOPT 3BITIB, 3aIKC B KypHAJ peecTparii
T aAMIHICTPaTOPiB CHCTEMHU.

O0G’€eKTU CUCTEMU MOHITOPUHTY 1HIIUEHTIB!

- amapatrHi 3aco0u (kKoMmyTratopu, Mapuipytuzatopu, ckaHepu, UTM
MIPUCTPOI);

- NporpaMHi KOMIUIEKCH (OmepamiiiHi CHCTEMH, aHTUBIPYCHI IIUIIO3H,
MEePCOHANIbHI AHTUBIPYCHI CHUCTEMHU, MIJICUCTEMU OOPOOKH JaHUX, TOCTYIIHI CIIyKOU
Ta CepBICH);

- 1H(popmauiiiHi pecypcu (0a3u maHux, (ailii KOPUCTYBadiB JOCTYIIHI B
Mepexi TOIIO);

- i1 KOPUCTYBauiB KOPIOPATUBHOT MEPEXKI.

OcHOBHI eranu (PYHKIIOHYBaHHS CHUCTEMM YIPABIIHHSA 1HIMACHTAMHU
1H(popMalIiitHOT Oe3MeKH.

1 IlmanyBaHHS 1 MIATOTOBKH. 3IMCHIOETHCS PO3pOOKAa CXEMU YIIPaBIIIHHSI
IHIIUJIEHTAMHU, PO3pOOKa 1 3aTBEP/UKEHHS PsIy OpraHizamiiiHO-perIaMeHTYIunX
JIOKYMEHTIB, BUIUICHHS JIIOJCHKUX 1 MarepiaJbHUX PECypcCiB, TPOBEICHHS
HEOOX1THOTO HaBYaHHS Ta arpoOarlis oOpaHOi cxemH yIpaBiiHHSA. BiamoBigHO 110
ISO/IEC TR 18044 HeoOXigHO CTBOPUTH TPYITY IIOI0 PO3CIigyBaHHs iHIKAEHTIB Ib.

2 Excmyararmii. 3milicHIOEThCS BUsBICHHS 1HIMACHTY Ib, imentudikaris
iHuuaeHTy Ib, pearyBanHss, po3ciaiayBaHHs il aHai3.

3 Amamizy. I'pyma 3 pearyBaHHS Ha IHIMACHTH MPOBOAUTH IOTIHOICHUM
aHalli3 1HIMJEHTY, Ha OCHOBI pE3yJbTaTiB aHali3y poOJATbCA BHCHOBKH 1

CKJIQJAIOThCA PEKOMEHMAIlli MIoA0 MOJIMIIEHHS Mpolecy 3abe3neueHds Ib Ta
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pearyBaHHs Ha iHIUAECHTU. DopMyeThbest 3BIT Mpo 1HIUACHT. OCHOBHUM MPOIECOM
eTaIly € MOorJIuOJICHUI aHasli3 1HIUICHTY.

4 TlonimmeHHs. 3AIMCHIOETHCS peaiizallis peKOMEHAAIlIM I0J0 IMOJIMIICHHS
nporeciB  3a0esmeuenHss Ib  Ta pearyBaHHA Ha  IHIMIEHT. 3aTBEpaXKEH1
YIOBHOBA)XCHOIO OCOOOI0 OpraHizarii peKoMeHIallii MepeaaroTbcss Ha BUKOHAHHS
BIJITOBITAJIbHUM 0CO0aM.

Sx mpuknazn, iHmUAeHTaMu 1H(OpMaIiiHOT Oe3meku, IO CTaNIHWCS 3 BUHU

CIIBPOOITHHUKIB MOXYTh OyTH:

3HMILEHHA 1HPOpMalii;

HE3aKOHHHUI MOHITOPUHT 1HPOPMALIITHUX CUCTEM;

3MOPYIICHHS KOH(DIACHIIIHHOCTI 1 IIIJIICHOCTI IIIHHOT iH(opMaIii;

KoMmpoMeTarisi iHopMaliitHoT cucTeMu (HAmpHUKIIA[A, PO3TOJIOIMICHHS

IapoJjisi KOPUCTyBaya);

- BiAIMOBa B OOCIyroByBaHI CepBiciB, 3aco0iB 00poOku iH(OpMaIii,
o0J1aTHaHHS; TTOIIKOKEHHS SISKTPHUYHUX MEPEK;

- HEaBTOPH30BaHE BUKOPHUCTAHHS CHUCTEMH JJIsl 30epiraHHs 0COOMCTUX JaHUX;

Ta 1HII TOPYIIEHHS BUMOT 710 1HPOpMaIliifHOT 0e3MeKu, MPUUHITHX B KOMMaHi1
(mopymieHHs nmpaBui 00poOku 1HDopMaiiii);

Jlns migBuiieHHs e(eKTUBHOCTI PO3CHITYyBaHHS 1HIUMACHTIB 1H(OpMaIiitHoT
Oe3reky B oprasizarii moBuHeH Oyau daxiBelnpb 3 iHhopMaliiHoi 6e31eku, 1o oy e:

- pO3pO0dATH TMOCAAOBlI IHCTPYKINi, IIpaBWia, perjjaMeHTH 3 YITKO

BU3HAYCHUMH TpPaBaMU Ta 0OOB’SI3KaMH TMEPCOHAY, TOB’sI3aHl 3 TEKy4YMMHU Oi3HEcC-
MPOLIECAMH, 1110 JO3BOJISIIOTH J100pe MPOrHO3YBAaTH HACIIAKK Ta po3poOUTH HAliHI
MIPEBEHTUBHI i1 A1 3amo0iraHHs MOBTOPEHHS TaKUX 1HIMICHTIB.

- po3pobnsatu momituku Oesmeku  ([IB) 3 gertanbHO  omparbOBaHUMU

JTOKYMEHTaMH, SIKI pPErjJaMeHTYIOTh [ISUIbHICTh IEpPCOHANTY BCIX PIBHIB 3 YITKO

BKa3aHOIO BIIITOBIJIAJIBLHICTIO B MEXKaxX MOKJIaJeHUX 000B’SI3KIB;

B opranizarii nmoBuHeH OyTH poO3pOOJICHUI BIAMOBIAHUN TUCIUTITIHAPHUMA
Ipolec, 0 MPOBOAMUTHCS Yy BIJHONIEHHI J0 MOPYUIHUKIB Oe3Meku 1 nependavae

PO3CIIiTyBaHHSI HACIIJIKIB 1HIIUEHTIB Ta IPUIHATTS aJ€KBATHUX Mip BIUTUBY HAa HHX.
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[Ipu Bu3HaueHi Mipu 3amoOiraHHs BHUHUKHEHHIO 1HIUAEHTIB Ib, daxiBuio 3
iHpopMarliiiHoi Oe3neku, HEOOXiHO OpIEHTYBATHUCA HA TOJOXKEHHS AIMCHOTO
3aKOHO/MABCTBa YKpaiHu. BigHocmHM MiX pOOITHUKOM Ta poOOTONaBlEM Ta
BIIMOBIAANBHICTD 3a MOPYIICHHS 1H(QOopMaIliitHOT 6€3MeKn opraHi3allii peryatorThes
Kpuminansaum Kogexcom, AnminictparuBanM Kogexkcom Ta Kogexkcom 3akoHiB mpo
[parrro:

1 3rigno 3 Kpuminaneaum Konexkcom Ykpainu, cr. 231 3a mkoay, 3amojisHy
MIJNPUEMCTBY,  YCTAHOBI, OpraHizaiii NMpu BUKOHAHHI TPYJIOBHX OOOB'A3KIB,
NpaliBHUKK, 3 BUHU SKUX 3aIOMAISTHO IIKOJY, HECYTh  MarepialibHy
BIIMOBIJANBHICT Yy  PO3MIpI  MOPsIMOi JIMCHOI IIKOJAW, ajie HEe OUIbIIE CBOIO
CepeaHbOr0 MiCSIYHOTO 3apO0ITKY [5].

2 3rimio 3 Kpuminameaum Kogekcom VYkpainm, cr. 232 yMucHI ii,
CIpsIMOBaHI Ha OTPUMAHHS BIJOMOCTEH, 110 CTAHOBISATH KOMEPIIHHY TA€MHUIIIO, 3
METOI0 PO3TOJIONICHHS YK 1HIIOTO BHKOPHUCTAHHS IMX BIJOMOCTEH, a TaKOX
HE3aKOHHE BUKOPHCTAHHS TAKWUX BIJIOMOCTEH, SIKIIO 11¢ CIPUYUHUIIO iICTOTHY IITKOTY
Cy0’€KTy rOCIOJIaPCHKOI JISTILHOCTI, — KapatoThes mTpadoM Bif IBOXCOT JO THUCAUL
HEOMOJIATKOBAHUX MIHIMYMIB JIOXO/IIB TPOMaIsiH a00 0OMEKEHHSM BOJII Ha CTPOK JI0
11’ SITH POKIB, a00 1030aBJICHHSAM BOJIi Ha CTPOK 10 TPHOX POKIB [6].

3 3rigno 3 Kpuminaneaum Kopexcom VYkpainu, cT. 232 yMHCHE
PO3rOJIONIEHHSI KOMEPI[iHOT a00 OaHKIBChKOI Ta€EMHUIlI Oe€3 3roau 1ii BJacHUKA
0c0o0010, SIKIA I TAEMHHUIIS BiJJoMa y 3B'SI3Ky 3 mpodeciitHoro abo  ciy»k00BOIO
JISUTTBHICTIO, SKIO BOHO BYMHEHE 3 KOPHUCIMBUX YHM I1HIIMX OCOOHMCTHX MOTHBIB 1
3aBJAJI0 1CTOTHOI MIKOAM CYy0'€KTY TOCMOAAPCHKOI AISTIBHOCTI, - KapaeThes mTpadom
Bil JBOXCOT JO M'SITUCOT HEOMOJATKOBYBAaHWX MIHIMYMIB JIOXOJiB TPOMAJsH 3
1Mo30aBJICHHSIM TpaBa OO0IMMATH TEBHI MOCAIN YU 3alMaTHCS MEBHOIO JISUTHHICTIO
Ha CTPOK JI0 TPHOX POKiB, a00 BUIIPABHUMH POOOTAMH Ha CTPOK JIO IBOX POKiB, abo
11030aBIIEHHSAM BOJII HA TOW caMHii cTpok [6].

4 3rigao 3 Kpuminaneaum Kopexkcom VYkpainum, cr. 362 HecaHKIIIOHOBaHi
MepexoruieHHs: abo KoritoBaHHS 1HQoOpMaIli, sika 0OpOOIOEThCS B E€IEKTPOHHO-

O0YHMCITIOBATEHUX MallrHaxX(KOMI I0Tepax), ABTOMAaTHU30BAHUX CUCTEMAX,



19

KOMIT FOTEpPHUX Mepexax, abo 30epiraeTbCsi Ha HOCISIX Takol 1HQoOpMaIlii, AKIIO 1€
MpU3BENIO 70 1 BHUTOKY, BUMHEHI OCO00I0, fKa Ma€ MpaBO JOCTYIy 10 TaKoi
iHpopMmarllii, - KaparoThCsi TMO30aBJICHHSIM BOJI Ha CTPOK 10 TPHOX POKIB 3
1030aBJICHHSM IpaBa 001iMaTH TIeBHI Tocaau ado 3aiMaTHCs MIEBHOO JiSJIbHICTIO Ha
TOM caMmuii CTPOK Ta 3 KOH(QICKAII€I0 MPOTPaMHUX YH TEXHIYHMX 3aco0iB, 3a
JIOTIOMOTOI0 SIKUX OYyJIO 371HCHEHO HEeCaHKI[IOHOBaHI MEePeXOIUIeHHs a00 KOIIIOBaHHS
iH(popMaIlii, SIKi € BIaCHICTIO BUHHHOT ocoou [7].

5 3rigno 3 ApminictpatuBHUM Komekcom VYkpaiam, c¢1.212 3miiicHeHHS
HE3aKOHHOT'O0 JOCTYyIy 10 1HQopMmarli, sKa 30epiracrbcsi, O0OpOOISETHCS YU
MIepPEeIa€ThCS B aBTOMATH30BAaHUX CHUCTEMax, - TATHE 3a COO00 HaKJIaJaHHs mTpady
Bil IM’ATH 10 JIE€CSITH HEOMOJaTKOBYBAHUX MIHIMYMIB JIOXOJlIB TPOMAJIsiH 3
KoH(DicKali€r 3aco0iB, 0 BUKOPUCTOBYBAJIMCS JJII HE3aKOHHOTO JIOCTYIy, a0o 0e3

takoi [8].
1.1.3 TlomiTuka Ge3nexu

[Tin momitukoro Oe3neku 1HGOpPMAIIl CiI PO3yMITH HaOIp 3aKOHIB, MPaBUII,
OOMEXeHb, PEKOMEHJAIN , sKI PErJaMeHTYIOTh TMOPSJAOK OOpOOKH
iHdopmarii Ta copsMoBaHi Ha 3axucT 1H(opMaIli Bi TEBHUX 3arpo3. TepmiH
"momiTuka Oe3neku" Moxke OyTH 3acTocoBaHO o0 opranizaiii, AC, OC, nociyry,
110 peaTi3yeThCss CUCTEMOIO (Habopy QyHKIii), ua iHiie. [9]

[Tin yac po3poOku MOMTHKKA O€3MeKH MOBUHHI OyTH BpaxoBaHI TEXHOJIOTIS
00poOku 1H(opMallii, MOJEIl MOPYIIHUKIB Ta 3arpo3, ocobmuBocti OC, (izudHOro
cepenoBuia i iHmI yuHHUKA. B ITC Moxe OyTtu peanizoBaHO JEKUIbKA PI3HUX
MOJIITUK O€3MeKH, sIK1 ICTOTHO BiJPI3HSIOTHCS.

SIk cknazoBi yacTUHM 3arayibHOl moJituku Oesneku B ITC maroTh icHyBatu
MOJIITUKY 3a0e3MeueHHs] KOH(1ACHIIHOCTI, IUIICHOCTI, TOCTYITHOCTI 00p00IIFOBaHOT
iH(popMmarii.

[TomiTuka Oe3meKy MOBHHHA CTOCYBaTHCh: 1H(Gopmarii (piBHA KPUTUYHOCTI

pecypciB ITC), Bzaemoii 00’ €kTiB (IpaBuiI, BIAMIOBIAAIBHOCTI 3a 3aXUCT iH(popmarrii,
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rapalTii 3axucry), oOJacTi 3acTOCyBaHHs (SKMX CKiIaaoBux KommoHeHTIB [TC
MOJTITUKA O€3IMEeKH CTOCYEThCS, a IKMX — Hi).

[TonmiTuka Oe3mexku Mae OyTH po3poOJIeHAa TakKMM YHHOM, 110 O BOHaA HE
noTpeOyBana dactoi momudikarii (morpeba dYacTtoi 3MiHM BKa3ye Ha HaJIMIpHY
KOHKPETH3aIlil0, HAMPUKIIAA, HE 3aBXKIW JOIUIPHO BKa3yBaTH KOHKPETHY Ha3By YH
BEPCIIO IIPOTPAMHOTO IIPOIYKTY).

[TomiTrka OGe3mekn MoBMHHA 0a3yBaTHCS HA HACTYITHUX OCHOBHHX MPUHITUTIAX:

HETIePEePBHOCTI 3aXUCTY;

CHCTEMHOCTI;

KOMHHCKCHOCTi;

JIOCTaTHOCTI MEXaHI3MIB 1 3aXOJIB 3aXHCTy Ta IXHBOI aJeKBAaTHOCTI
3arpo3am;

- THYYKOCTI KEpyBaHHS CHCTEMOIO 3aXHUCTy, NPOCTOTH 1 3PY4YHOCTI ii
BUKOPHUCTAHHS;

- BIJIKpPUTOCTI QJITOPUTMIB 1 MEXaHI3MIB 3aXHUCTy, SKIIO 1HIIE He
nepeadavyeHo OKpeMo.

IToniTrka Ge3reKy MOBMHHA JI0KA30BO JIJaBaTH TapaHTii TOTO, I10:

- B ITC (y KOXHIH OKpeMid CKJIQJOBIii YacTHHI, B KOXHOMY
(GyHKIIIOHAILHOMY 3aBJIaHHI Ta iHIIE) 3a0€3MeUy€eThCs aICKBATHICTh PIBHS 3aXHCTY
1H(popMarrii piBHIO 11 KpUTUIHOCTI;

- peamizallis 3aX0/liB 3aXUCTy 1HPopMaIlii € peHTa0EeIBHOIO;

- B Oyaeb-sikomy cepenoBuili (QyHkmionyBaHHs [TC 3a0e3nedyerbes
OLIIHIOBAHICTH 1 MEPEBIPSIEMICTD 3aXHILEHOCTI 1H()OpMaIi;

- 3abesneuyeTbesl MepCcoHidiKaIlis MOJ0KEHb MOMITUKU O€3MeKH (CTOCOBHO
cy0’extiB ITC), 3BiTHICTD (peecTpallis, ayauT) ISl BCIX KPUTHYHUX 3 TOYKH 30Dy
O€3MeKU PECypCiB, A0 AKUX 3IIMCHIOETHCS HOCTYII B mpoiieci pyHkiionyBanus [TC;

- TepcoHall 1 KOPHCTyBadl 3a0e3leueHl JOCTaTHhO MOBHHM KOMIIJIEKTOM

JIOKyMEHTAIlli CTOCOBHO MOPSIIKY 3a0€3MeYeHHs 3aXUCTy 1H(pOopMaIlii;
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- BCI KpUTUYHI 3 TOYKH 30py Oe3rneku indopmarii Texnomorii (¢pynkirii) [TC
MaloTh BIJMOBIAHI IJIaHU 3a0€3MEUYCHHs HEeMepepBHOI PoOOTH Ta i TMOHOBJICHHA Y
pa3i BUHUKHECHHS Helepea0aueHUX CUTYaIlli;

- BpaxoBaHI BUMOTH BCIX JOKYMEHTIB, SIKi PETJIaMEHTYIOTh MOPSIAOK 3aXUCTy
iHpopwmartii B ITC, Ta 3a0e3neuyeTbest IXHE CyBOpE TIOTPUMAaHHS.

Mertonosoris po3poOJieHHsT TOJITUKK O€3MeKd BKIOYAe B ce0e HACTYIHI
poboTH:

- po3pobOka koHuemniii 6e3neku iHpopmarii B [TC;

- aHalli3 PU3HUKIB;

- BU3HAYEHHS BUMOT JI0 3aX0/1iB, METOIB Ta 3aCO01B 3aXUCTY;

- BUOIp OCHOBHHUX DillIeHb 3 3a0e31eueHHs 0e3nexku iHdopmarii;

- oprauizailisi BUKOHAHHS BIJHOBIIOBAJLHUX poOIT 1 3abe3medyeHHs
HerepepBHoro ¢yukiionyBanus ITC;

- JIOKyMEHTajbHE O(QOPMIICHHS MOMITUKH OC3MEKH.
1.2 Amanis HopMaTHBHO-TIpaBOBOi 0a3u y cdepi 3axucry indopmarii

HopmatuBHo-nipaBoBe 3a0e3IeueHHs opraHizalli 1 IpoBeJACHHS 3aXO0/IIB 111010
3axXUCTy iH(pOpMaIlii sIBJIsiE COO0I0 CYKYMHICTh 3aKOHIB, HOPMAaTUBHUX aKTIB 1 IPaBuUI,
0 pErIaMeHTYIOTh $K 3arajlHy OpraHizamilo poOiT, Tak 1 CTBOpPEHHS 1
GyHKIIIOHYBaHHS KOHKPETHUX CUCTEM 3axHcTy iHdopmarlii. B nanuii yvac B Ykpaini,
ak 1 B 1HmMX kpaiHax CHJI, HopmaTuBHO-mpaBoBa 0a3za 3axucTy 1HQpOpMAaLii
3HAXOJUTHCS B CTafAll (hOpMyBaHHS.

[Ipu noOynosi mpaBoBoi 0a3m cucremu Oe3neku 1H(opmanii B VYkpaiHa
PO3B’sI3y€ Takl 3aj1aui:

- po3poOka B SKOCTI NIPaBOBOi OCHOBH CHCTEMH 3a0e3ledeHHs Oe3meKu
iH(popmarrii 6a30BOro 3aKoHy, 10 PErIAMEHTYE BIIHOMIECHHS 1 PO3MEXyBaHHS cepu
MOBHOBAXEHb BCIX YYaCHUKIB 1H(OpMAIIHHUX BIJHOIIECHb, & TAKOX BHU3HAYaJbHI
Jiep’KaBHI OpraHy, 10 3a0e3nedyroTh 1HQopMalliiiHy 6e3neky 1 3aco0u KOHTPOJIIO 3

OOKy JIep>KaBH 3a pO3MEXKYBaHHSM JOCTYIy A0 1H(pOopMaIlii;
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- periiaMeHrarlis piBHIB Oe3meku iH(opmallii ¥ agekBaTHHX iM METOMIB 1
3ac00iB 3axucTy. OpHi€el 3 HaOLIbIIEe BAXKIUBUX CKJIAJOBUX YaCTUH IPABOBOTO

3a0e3IMeueHHs cucTeMu Oe3neku 1H(opMmarlii € cranaapTusalis 1 ceptudikariis, 1o

MOBWHHI BUPIITyBaTH TaKi 3a7adi;

- po3poOKa 3aKOHOJABYMX aKTIB 1 TPAaBOBUX HOPM, IO YCECTOPOHHE
OXOIUTIOIOTH BCl MpoOJieMHu 3axucTy iHGopmarii 1 MAXOAIB, IO BH3HAYAIOTH
cnenudiky 3ade3nedyeHHs Oe3neku iHdopmallli B pi3SHOMAaHITHUX cepax MIsIIBHOCTI
JIep’KaBH 1 TOBApUCTBA;

- CTBOPEHHS IAKeTa OCHOBHMUX CTaHJApTIB OpraHi3alliHO-METOJUYHOIO 1
TEPMIHOJIOTTYHOTO 3a0€3MEeYEHHS] CUCTEMU 3aXUCTY 1H(POpMallii;

- CTaHJapTH3allis BUMOT I10 3axXHCTy 1HGOpMAIlii B 3aco0ax 009YMCIIOBaIbHOL
TEXHIKM, B aBTOMAaTHU30BaHUX CHUCTEMaX, IHQOpMAIlIHHUX Mepexkax 1 3acobax
TEJIEKOMYHIKallli;

- HOpPMaTHBHE 1 METpOJOTiuHe 3abe3mnedeHHs ceprudikamii ¥ arecramii

TEXHIYHUX 3ac001B 3aXUCTY 1H(POpMAIIii 1 KOHTPOIIO IXHBOI €(PEKTUBHOCTI.
1.2.1 3akoHomaBue peryitoBaHHs 1H(popmaniiiHoi chepu B YKpaiHi

[Tonoxennss Koncruryuii YkpaiHu pO3BUBAIOTHCS Ta KOHKPETHU3YIOTHCSA Y
nonay 200 gokyMeHTax, sKi BCTaHOBJIIOIOTh IIPaBOBI HOPMH B iHQoOpMaIiitHii chepi.
Cepen nux 6a3oBi 3akonu Ykpainu «[Ipo indopmariro», «IIpo apykoBani 3acobu
MacoBoi iH(popmartii (pecy) B Ykpaini», «[Ipo tenebaueHHs Ta pagiOMOBICHHS,
«IIpo 1Hpopmarriiini arenTcTBay, «lIpo aepxaBHy TaeMuuiro», «IIpo 3B'130k», «IIpo
JIepKaBHY TIATPUMKY 3aco0iB  MacoBoi iHdopmallli Ta COIIaJIbHUA 3aXHUCT
KypHaimicTiBy, «IlIpo peknamy», «IIpo Konmenmiro HaiioHaapHOi MOporpamMu
iHdopmaTuzamii»n, «[Ipo Hamionansny mporpamy iHdopmatusamii», «IIpo HaykoBo-
TexHIYHY 1Hpopmarlito», «IIpo 3axuct iHGoOpMallii B aBTOMATU30BAaHUX CHUCTEMAX,
«IIpo enexkTpoHHUN TOKYMEHTOOOIr» Ta 1HIII.

3akon Ykpainu "lIpo iHdopmarlito" ycTaHOBIIOE 3arajibHI MPaBOBI OCHOBU

OJIep>KaHHs, BUKOPUCTAHHS, IOMMUPEHHS 1 30epekeHHs iHdopMmaitii.
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3aKOH 3aKkpiIUTIIOE TPaBO OCOOMCTOCTI Ha 1HQOpMalil y BCIiX cdepax
CYCIIIJIBHOTO 1 JEepXaBHOTO KHUTTSA YKpaiHM, a TakoX cuUcTeMy iHQopmarii, ii
JDKepena, BU3HAYa€e CTaTyC yYacHUKIB 1H()OpPMALIHUX BIAHOLICHB, PETYIIIOE AOCTYII
1o iHdopmarlili 1 3abe3nedye ii OXOPOHY, 3aXHUIA€ OCOOMCTICTh 1 TOBAPUCTBO BiJ
noMHJIKOBOI 1HGopMarii. YUWHHICTP 3aKOHY TMOUIMPIOEThCA Ha 1H(OpMaIiiiHi
BITHOILIEHHS, [0 BUHUKAIOTH y BCiX cdepax >XKUTTA 1 JISUTBHOCTI TOBapHCTBa 1
JepKaBU TP OJICpKaHHI, BHUKOPUCTAHHI, IMOIIMPEHH1 1 30epexeHHi 1H(opmaIii.
Cy0'extamu iHQOpMaIIHHUX BIIHOIIEHb € TPOMAASHU YKpaiHu, IOpUANYHI 0COOH,
JepkaBa YKpaiHa, a TaKOXX 1HINI JIep>KaBH, IXHI TPOMAASHU 1 IOPUIUYHI 0COoOH,
MDKHApPOJHI OpraHizaiiii i ocoou 0e3 rpoMaJisiHCTBA. 3 METO 3a/I0BOJICHHSI TTOTPEOU
B 1H(QOpMALIIHIIA JiSUIBHOCTI CTBOPIOIOTBHCS 1H(OpPMALIKHI CIIyKOH, CHCTEMH,
Mepexi, 0a3u 1 0aHKu JaHUX. 3aKOH mependayae CTBOPEHHS 3arajibHOi CUCTEMHU
OXOPOHHM 1H(hOpMaIlii.

3akon  Ykpaimm  "[Ipo  3axuct  iHdopmamii B iH(opmarliiiHo-
TEJICKOMYHIKAIIMHNX cHucTeMax"  perymioe BigHOCMHM y  cdepi  3axuCTy
iHbopmalli B iHQOpMalIMHMX, TENEKOMYHIKAIiiHUX Ta  iHpOpMAaIliitHO-
TEJIEKOMYHIKalIHHUX cucTeMax (mani - cucrema) [10].

MeTor0 1BOTO 3aKOHY € BCTAHOBJICHHS OCHOB pETryJIIOBaHHsS IPaBOBHUX
BIJIHOIICHh IO 3axHUCTl 1H(pOpMaIli B aBTOMAaTH30BaHUX CHCTEMax 3a YMOBU
JOTPUMAaHHS MpaBa BIACHOCTI TPOMAJIIH YKpaiHu 1 OpUINYHUX 0C10 Ha 1H(QOpMaIio
1 mpaBa AOCTyny 10 Hei, mpaBa BiacHUKa IHQoOpMalli Ha ii 3aXHUCT, a TaKOX
YCTAHOBJICHOT'O YNHHHMM 3aKOHOJ/IaBCTBOM OOMEKEHHS Ha JOCTYII JI0 iH(popMarii.

3akoH Ykpainu «IIpo npepkaBHY TaeEMHHUIIO» peryitoe CYCIIBbHI
BIJTHOCHHH, MOB'sI3aH1 3 BigHECEHHSAM 1H(oOpMaIi 10 ACpKaBHOI TaeMHHUIII,
3aCEKpPEUyBaHHSM, PO3CEKpPEUyBaHHSIM ii  MarepiaJbHUX HOCIIB Ta OXOPOHOIO
JIep>KaBHOI TAEMHHIII 3 METOIO 3aXUCTY HalllOHANBHOI Oe3nekn Ykpainu [11].

3akoH VYkpainn «IIpo 3axucT mNepCcOHAIBHUX JAHMX» PETYyJI0€ TPABOBI
BIJIHOCHHH, TIOB’S3aHI 13 3aXUCTOM 1 OOpPOOKOIO IIepCOHAIbHHUX JIaHHMX, 1

CIPSIMOBAHHI Ha 3aXHCT OCHOBOIIOJIOXKHHMX TIPaB 1 CBOOOJI JIFOAUMHU 1 TPOMAJISTHUHA,
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30KpeMa MpaBa Ha HEBTPYyYaHHS B OCOOMCTE KHUTTA, y 3B’SI3Ky 3 OOpOOKOIO
MEepCOHANBHUX AaHux|12].

3HayHa KUIBKICTh MHUTaHb (PYHKIIOHYBaHHS iHoOpMarliitHoi cdepu AOHUHI
HEBperyJibOBaHAa Ha 3aKkoHOJaBYoMy piBHI. Lle crocyeTbcsi sk mpobiieMm
1H(GPacTPYKTYpH, Tak 1 AisuibHOCTI 3MI, iHpOpMaILiitHO-aHATITHYHUX YCTAHOB TOLIO.

3HayHy npoOIeMy CTaHOBUTH (PAKTUYHA BIJCYTHICTH MPABOBOTO PETrYIIOBAHHS
GyHKIIOHYBaHHS B YKpaiHi MIKHAPOJHUX 1HPOPMALIMHUX CUCTEM, HAMSCKpaBIIIUM
npukiagoM sikux € IatepHeT. 30Kkpema, BiACYTHICTh BIANOBITHUX HOPMATHUBHO-
IPAaBOBUX akTiB CTBOpIO€ NeBHI mpobinemu nans Iarepuer 3MI Ta chpusie ix

BUKOPHUCTaHHIO 1H(OpMaIlii y 1eCTPYKTUBHUX IILISX.

1.2.2 HopmaTuBHI TOKYMEHTH B TaTy31 TEXHIYHOTO 3aXHCTy 1H(hOpMaIlii

Ha cphoronni B Ykpaini YuHHUMH € psig HopMmaTuBHUX HokymeHTiB (HAT3I),
IO PETYJIIOI0Th TEXHIYHUN 3aXUCT 1HDOpMAILi.

[lepenik HOpMATUBHUX JOKYMEHTIB B Taily3l TEXHIYHOTO 3aXUCTy 1H(popmaii
(HX T3I) ta nepxaBni crangaptu Ykpainn (JCTY) cTOCOBHO CTBOpeHHS 1
¢dbyukmionyBanus KC3I:

- HA T3I 3.7-003-05 TIlopsgok mpoBeaeHHsS pPOOIT 13 CTBOPEHHS
KOMITJIEKCHOI CHCTeMH 3axucTy iHdopmalli B iHpOpMaIliitHO-TeIeKOMYHIKaIiiHI!
CUCTEMI.

- HepxaBHuil ctangapT Ykpainu. 3axuct iHopmarii. TexHIYHUN 3aXHUCT
iHdopmartii. [Mopsinox nmpoeaenus poo6it. JJCTY 3396.1-96.

- HJ T3I 1.4-001-2000 TwumoBe mMOJOXKEHHS TIPO CIOYKOy 3axucTy
1H(popMaIlli B aBTOMaTU30BaHIM cHUCTEMI.

- HA T3I 2.5-004-99 Kpurepii oIiHKM 3axuieHocTi 1HGopmarii B
KOMIT IOTEPHUX CHCTeMaX BiJ HECAHKI[IOHOBAHOTO JIOCTYITY.

- HJA T3I 2.5-005-99 Knacudikariiss aBTOMaTU30BAHUX CUCTEM 1 CTaHIAPTHI
dbyHKuioHaIbHI  OpoduTl  3axuiieHocTi  00poOmroBaHOi  1HQoOpMamii  Bix

HECaHKI[IOHOBAHOTO JIOCTYITY.
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- HJI T3I 1.1-002-99 3arampHi NOJOXKEHHS OO 3aXHCTy iHGopMali B

KOMH'IOTCpHI/IX CHUCTCMaAx BiI[ HecaHKHiOHOBaHOFO JOCTVIIY.

1.2.3 MixnHapoaHi craHmapTth 3a0e3mnedeHHs iH(opMariiHol  Oe3mexu

IIIPUEMCTBA

ISO/IEC 27001 — w™ibkHApOAHWM CcTaHAApT MO 1HGOPMAIHHOI Oe3meKn
po3poOieHuii cniibHo MikHaponHoro Opranizamiero mo Cranpaptusanii (ISO) i
Mixnapoanoi enekrporexHiunoi kowmiciero (IEC). IligroroBiieHo 10 BHUIYCKY
nigkomiteToM SC27 O6’eaqnanoro texuiunoro komitery JTC 1.

CraHgapT MICTUTh BUMOTH B 00J1aCTl 1HPOpPMALIIHOI O€3MEKH JJIsi CTBOPEHHS,
PO3BUTKY 1 MATPUMKU CUCTEMHU MEHEIKMEHTY 1H(OpMaiiiHOT O€3MEKH.

Kpaii cBiTOBI NMpakTUKU B Taly3l YIpaBiiHHSA 1HGOpPMAIIHOI Oe3MeKor0
OMKCaHI B MIXHAPOJHOMY CTAaHAAPTI HA CUCTEMHU MEHEIKMEHTY 1H(POpMaIiifHOi
oesmexu ISO / IEC 27001 (ISO 27001). 1ISO 27001 BcTaHOBIIIOE BUMOTH 10 CUCTEMU
MeHeKMEeHTY 1H(opMmariitnoi Oe3neku (CMIb) nans gemoHcTpali 31aTHOCTI
oprasizaiiii 3aXHIaTy cBoi iIHPOpMaIliiiHi pECypCH.

[TonsiTTst 3axucty iH(OpMaIi TPaKTYeThCS MIKHAPOAHUM CTaHAAPTOM SIK
3a0e3nedeHHs] KOH(PIAEHIIHHOCTI, IIUTICHOCTI Ta JOCTYIHOCTI 1H(hopMarlii.

Ocnoga crangapty ISO 27001 — cuctema ynpaBiiiHHS pU3UKaMU, OB’ I3aHUMHU
3 iH(opMaitieto. Cucrema ynpaBIiHHI PU3UKAMU J03BOJIsIE OTPUMYBATH BIMOBII Ha
HACTYIHI MUTAHHS:

- HampsMKH 1H(POPMAIIMHOT O€3MeKH Ha SKUX TOTPIOHO 30CEPEIUTH yBary;
- dYacy 1 KOIITH, SIKI MOXHa BHUTPATUTH Ha JaHE TEXHIUYHE PIIMICHHS IS
3axXuCTy iH(pOopMaIii.

Crangapt ISO/IEC 15408 «3BarampHi  KpuTepii  OIIHKKH  Oe3MmeKu
iHpopmariitnux Texuonoriiy (anri. Common Criteria for Information Technology
Security Evaluation) onwmcye indpactpykrypy (Framework) B sikiii kopucTyBaui
KOMIT FOTEPHOT CUCTEMHU MOXKYTh OTICAaTH BUMOTH, PO3POOHUKHA MOXKYTh 3aBUTH PO
BJIACTUBOCTI O€3MEKH MPOYKTIB, & €KCIEPTH 3 OE3MEKU BU3HAUNUTH, YU 3aJ0BOJIHHSIE

MPOJIYKT 3asgBaM. [aKuM UYMHOM IIed CTaHAApPT JI03BOJIsi€ OyTH BIIEBHEHHM, IO
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IPOLIEC OIMHUCY, PO3POOKU Ta TEPEBIPKU MPOAYKTY OYB MPOBEIACHHA B CTPOTOMY

nopsinky. IIpooGpa3zom maHoro mokymeHTa mochykuin «Kputepii OmiHKU Oe3IMeKu

iHpopMariiaux Texnosorii» (anrir. Evaluation Criteria for IT Security, ECITS),
poboTta Hax skuMu Todanacs B 1990 porri.

CrangapT MICTUThH JIBAa OCHOBHUX BHIM BHUMOT O€3IeKku: (PYHKIIIOHAJIbHI, IO

BHUCYBAIOThCS 710 (PYHKIIIM OE3MEeKH 1 peami3ye iX MeXaHi3MiB, 1 BUMOTH JIOBIpH, SIKi

pe’ IBISIOTHCS JI0 TEXHOJIOTIT Ta IMPOIECY PO3POOKH Ta EKCILTyaTallii.

1.3 ITocranoBka 3agaui

Ha migcraBi aHanizy HOpMaTUBHO-IIPABOBOi 0a3u, MOKHA 3pOOUTH BUCHOBOK
PO HEOOXIAHICTh 3aXHCTy 1H(POpMalli Ha KOMEPLUIMHUX mianpueMcTBax. OTxe, Ha
®OII Miponos O.B. He00X11HO BUKOHATH HACTYITHI 3aBIaHHS:

- 310paTu JaHi Npo MiANPUEMCTBO, BUKOHATH obOctexxeHHs1 OlJ], oO6cTexxeHHs
1H(popMaIifHOTO cepeIOBUINA Ta OOCTEKEHHS 00UMCITIOBAIBHOT CUCTEMH;

- Ha mijacTaBl 310paHUX MaHUX IPO O00’€KT PO3POOMTH MOJENIb 3arpo3 Ta

MOJIENIb IOPYIITHUKA;

PO3pOOUTH TOJIITUKY Oe3meKku (1HCTPYKIIii, peKOMEH/Iallii);

MIPOBECTH aHAJII3 PU3UKIB MICJISI BIPOBAKEHHS MOJITHKU OE3MEKH.

- TIPOBECTH aHAJII3 PU3HUKIB,;

BUOpaTH MpodUTb 3aXUIIEHOCTI,;
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PO31JI 2. CIIELIIAJIBHA YACTHUHA

2.1 3arasipHi BiJIOMOCTI PO OpraHizaIiio

Y poboti posrngHyTto mpuBatHe mianpueMmctBo GOII Miponos O.B. ske
3aiiMa€EThCS MPOAAKEM CTPAB ,aJTKOTOJIIO Ta O€3aTKOTOIFHUX HAIIO1B.
UYepes [HTEpHET MOKHO 3aMOBHUTH JIOCTABKY 1K1 10I0MY,
MPOJIYKITIT IO BCii TepuTOopii YKpaiHu.

[ToBHa Ha3Ba mignpuemcta: DOII Miponos O.B.

Anpeca: M. /lainpo,HabepexxHa MNepemorun 376.

dopma BIACHOCTI: MPUBATHA BJIACHICTb.

2.1.1 Oprani3zaniifHa CTpYKTypa MiIPHEMCTBA

[TizmpuemcTBO mparoe koxkeH aexb 3 11.00 — 00.00.
['padik poboTH CIIBpOOITHHKIB:
Hupektop, OyxraiaTep, CUCTEMHHI aaMIHICTpaTop —

11.00 —19.00 y 6yani aui. I[lepepsa 3 12.00 — 13.00.

Oxoponi (4 Ha 3miHi) - 08.00-16.00, 16.00-24.00, 24.00-08.00.
[TpubupanHss TPUMIIICHHS MPOBOAUTHCS KOXKHOTO Oymuboro aHs 3 9.30 mo
0.00.
3aBigyrounii  CkiIaaoM, oiiaHTH, KyXapi, aAMIHICTPaTOPH, TOCYTOMHUIKH -
3 11.00 — 00.00. Buxoasts yci 3rigHO Tpadiky,akuii poOssiTh agMiHicTpaTopu!
[lepepBa BCTaHOBIIOETHCS 32 IHAUBIAYaTLHUM TPa(iKoM.
[IItaTHa YMCENBHICTH CIIBPOOITHUKIB:
- aupekTop — 1 mroanHa;
- aaMiHicTpaTopH — 3 JIIOJIUHA,
- Oyxranrtep — 3 MIOIMHA;
- odimiaaTu — 25 YOIIOBIK;
- OXOpOHIIl — 6 YOJIOBIK;
- CUCTEeMHHMM aamiHicTpaTop — 1 iroauHa;

- TOCYJIOMHUUKH 5 KIHOK.
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- Kyxapi— 18 monei;
- TpuOHpalbHUIll — 4 )KIHKH,

Bcroro — 66 40J10BIK;

2.2 O6cTexeHHs 00’ ekta 1HPpOpMaIINHOI JISITBHOCTI

OO0'exT 3HAXOAUTHCS B JIBOITOBEPXOBiM OyAiBIi, PO3TAlIOBaHIN Ha BYJUIN i3

BUCOKHMM PIBHEM pPyXy TPAaHCHOPTHHX 3acO0IB B CHAJIBHOMY paioHi.

Ha mepmiomy moBepci 3HaXOJSATHCS OCHOBHHM 3al, SKHUU MPAIIOE KOXKEH
JIeHb JJI4 yCIX BIABIAyBauiB pectopaHy. Ha apyromy moBepci 3HaXOAUTHCS IIe

OJIVH 3aJ1,KUI BIIKPUBAETHCS Y BUX1/IHI.

KontponboBana 3ona (K3) Bu3HaueHa Haka3oM KepiBHHKa miarnpuemMctBa Nel

Big 18.05.2014 p 1 oOMexeHa

- 3 3aXiJIHOT CTOPOHM 3HAXOJIUTHCS aKBaIlapkK.

- 3 MIBHIYHOI CTOPOHU 3HaXoAuThCs Byauus Habepexna Ilepemornu.

- 3 TIBJACHHOI CTOPOHU piuka JIHimpo.

- Ha curyaniitnomy miani mianpueMcTBa (IuUB. nojaTtok J[) mokazaHo Micle
Ha reHepaibHOMY ILIaH1 HiANpUEMCTBA (PUCYHOK 2.1) TOKa3aHEe PO3MIIICHHS

OCHOBHUX BHUPOOHHMYMX, JOIOMDKHHMX, CKJIQJICBKUX OO'€KTIB MIANMPUEMCTBA. Y MOBHI

[MO3HAYEHHs HaBeaeHl B Tadaui 2.1



Pucynok 2.1- I'enepansauii mian @OII Miponos O.B.

Taomuis 2.1 — YMOBHI HO3HAYEHHS

No
1

2 Tlo3Hauka Ha MIaHi

3HaueHHS

3

HoyTtOyx

Komm’rotep

Cepsep

KomyTtatop

29
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[IpongoBxxenus Tabmmi 2.1

1 2 3

5 MOV mepexeBun
6 [IpuHTEp JOKaTBHUIMA
7 Poserka

8 Bumukau

9 Enexrpuunuii mmrox

di3uyHa XapakTepucTuka 00’ ekTa 1H(GOpMaIiitHOT JISITBHOCTI:

- TOBIIHMHA HECy4HX CTiH - 0,4 Mm;

- ToBIIMHA meperopoaku - 0,25 m;

- CKJIAJ CTIH - 3a11300€TOHHI KOHCTPYKIIii, BUCOTAa MEPEKPUTTIB 2,6 M;

- CKJIJ IEPEeropoIOK - LIeTJIa, YTEIUICHUH T1ICOKapTOHOM;

- cTeld - 3a11300€eTOHHA MOHOJIITHA 3aJiBHA TOBINUHOIO 150 MM;

- Iijjiora - MOHOJIITHA OeTOHHA CTsKKa TOBIMUHOK 100 MM;

- TOKPUTTS mijyioru — jgiHojeym 10 mm;

- BiKHA — 5 mTyK, 3po0JeHi 3 METaJoIUIaCTUKYy, po3MipamMu
1400MM*1250MM, 3 2-KaMEPHUM CKJIOTTIAKETOM;

- BHYTpIIIHI ABepi — / MITyK, 3pobisieHi 3 namidoBanoro MJI®, po3mipom
1200 MM * 2000MmM;

- 30BHIIHI ABepi — 1 mryku, 3poOieHi 31 3BapeHoi JHMCTOBOI CTall,

0310011eH1 3aMKOM, po3mipom 1200 mMm * 2000mm;
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- €NEeKTPOIOCTaYaHHS 3MIUCHIOETHCS yepes T TKITFOUEHHS 10
TpaHc(OpMaTOPHOI ITiICTAHIIII, BUXOIUTH 3a MEKI KOHTPOJIFOBAHOT 30HH, PO3ETKH 1
BuMuKaui - 220 B;

- CcHCTeMa ONaJeHHS MIAKIIOUeHa JO MICBKOT Mepexi ONaJICHHS,
3HaXoAUThCcs 32 Mexamu K3 (rutactukoBi  TpyOu, OAHOTpYOHA BepTHKaJIbHA
CHCTEMa OIaJICHH);

- Ha 00’ekTi € [HTEepHET 1 TenedOHHUN 3B'I30K;

- TIAOPUEMCTBO 00JaAHAHO CUCTEMOIO KOHTPOJIIO A0CTyNy. Pexxum noctymy
3MIMCHIOETHCSL 4Y€pe3 KOHTPOJIBHO-MPOMYCKHUNA NYHKT (TOOTO BXiA B OYyIiBIIO

3IIMCHIOETHCS 32 MPOITYCKAMU Ta YEPE3 OXOPOHY).

2.2.1 O6crexenns obuncmoBaibHoi cuctemu POIT Miponos O.B.

Ha tepurtopii 00’€kTy 3HaAXOAUTHCS 2 KOMIT I0TEPa,ll0 OJHOMY Y AUPEKTOPA,
3aCTyIIHUKAa JUPEKTOpa, CHCTEMHOIO aJMIiHICTpaTopa 1y OyranrepiB.Takox y
odici € npuHTepr, MOV ,cTarionapuuii Ta Moo1IbHMI Tenedonu.Ha ycix mpucTosx

Ha MIiIPUEMCTBI BCTAHOBJIEHO JIIIIEH30BaHE NPOrpaMHe 3a0e3MeYeHHSI.

Mepexy moaijieHo Ha MepexeBi (poboul) Tpynmud — AUPEKTOP, 3aCTYITHUK
JTUPEKTOpa, CUCTEMHUHN aaMIHICTpaTOop, Oyxranrep, iHII KopuctyBadi. KoxkHa 3 1iux
MEpEXEBUX IPYI Ma€ JOCTYI JMIIE 0 MEBHOI 1HpopMalii Ta mporpam. Y KOKHOTO
mparfiBHUKA MIIIPUEMCTBA € CBil OOJIKOBUH 3amuUC, JOCTYI JI0 SKOTO MA€ JIUIIE BiH.
3abe3neyeHHsIM POOOTH  KOMIT IOTEPHOI TEXHIKM, KOMITI' FOTEPHOI MEpexi 1
MPOrpaMHOTo 3a0€3MeUeHHs B OpraHizallii 3aiiMaeThCsi CACTEMHHI aJMIHICTPATOP.

BukopucToByBaTH 30BHIIIHI HOCII MalOTh MPaBO JHIIE AUPEKTOP, 3aCTYIMHUK
JTUPEKTOpa Ta CHUCTEeMHHH aiMiHICTpaTop. YCl CIHIBpOOITHUKMA MarOTh JOCTYI [0
[nTepHery, ane 3 0OMEXKEHHSIM JOCTYIY /10 COI[laIbHUX MEpek. YCl CHIBpOOITHUKU
MAaloTh AOCTYI 70 (pakcy Ta MpUHTEPY.

Buxin xomm’roTepiB 10 Mepexi [HTepHeT 3a0e3neuyerbest yepe3 kadenb. Ha
PUCYHKY 2.2 300pakeHa cxema Mepexi iHhOopMaIliitHO-TeIeKOMYHIKAIIITHOT CUCTEMU

®OII Miponos O.B.
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Pucynok 2.2 — CTpykTypHa cxema Mepexi iHpOopMaIliifHO-TEICKOMYHIKaIlIHHOT

cucrtemu OOIT Miponor O.B.

3rimno 3 HJI T3I 2.5-005-99 «Knacudikaiiis aBTOMaTH30BaHMX CHCTEM 1
CTaHJApTHI (PYHKIIOHAIBHI TPOd1Il 3aXUIIEHOCTI 00poOItoBaHO1 1H(OpMAIlli Bif
HecaHKIioHOBaHOrO jAoctyny» y @DOII Miponos O.B. BukopuctoByerbecs AC
TPETHOI0 KJAcy, OCKUIBKH IPEJCTaBIIIE COOOI0 PO3MOALICHUN OaraToMaIlIMHHUN
0araToKOpHCTYBauE€BU KOMIUIEKC, SKUW 00poOIise iHPOpMAIliIo PI3HUX KaTeropii
koH(pigenmiHocTi [13].

VY tabmunax 2.2 1 2.3 mpelncTaBleHUN TEPEeNiK amapaTHOTO 1 MPOTPaMHOTO

3abe3mneueHHs mepexi @OIT Miponos O.B.

Tabaums 2.2 — AnapaTHe 3a0€31eUCHHS CHCTEMH

No HaitmenyBaHHs XapakTepuCTHUKa KinbkicTh
1 2 3 4

1 Po6oua crantis Mogens: ASUS M52AD 5

2 Komyrarop Mopens: D-Link DES-1016C 1

3 ITpunTep Mopens: HP LaserJet M127fw 2



IIpomoBxxenus Tad. 2.2

1
4

10

2
Cepsep

Wi-Fi poytep

MomiTop

HoytOyk

Kiagiatypa

Mumka

Moy

with Wi-Fi (CZ183A)

3
Patriot Tower E3-1220V3: Intel
Xeon Quad-Core E3-1220 v3
(3.1 I'Tm)/ 8 I'b/ 2 x Seagate
ST500NMO0011 500 I'b, 64 MBb,
Constellation ES, Serial ATA 6
I'6it/c
Mopens: TP-LINK TL-
WR940N
Monuenn: 23.8" LG
24MP58VQ-P
Mopnenb: Acer Aspire ES1-533-
P2WF

Monens: Roccat Isku USB
(ROC-12-731)

Mogaenb: Asus Strix Claw
(90YHOOC1-BAUAOQO)

Mopens: Canon I-SENSYS
MF4410

Tabmuns 2.3 — [Iporpamae 3a0e3MeueHHsT CUCTEMHU

No

Tun nporpamMHoro 3abe3neyeHHs

HarnimenyBanus

33
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1 2 3

1 Onmnepartiitna cuctema Windows 7

[TpomoBxenus Tabnwmi 2.3

1 2 3

2 [Tpuknanue 113 Microsoft Office 2010

3 Opera

4 Avast Internet Security (aHTiBIpycC)

5 WinRaR (apxiBatop)

6 Bbyxranrepis 1C: ITigmpuemctso 7.7, 8.0

(ympaBiiHHS MIIITPUEMCTBOM,
O0yx00.TiK)

7 Cxknag 1C: [Ipeanpusrtue 7.7 Pabota c
TOPTOBBIM 000pPYAOBaHUEM

8 I13 nyst poGoTu Skype

9 WebPhone

10 Omneparriiina cuctema (cepsic) Microsoft Windows Server 2003

SP1 R2 Standard Edition Rus VLC

2.2.2 O6cTexenns indopmariiitnoro cepenosuiia @OIT Miponos O.B.

3rimno 3 HJI T3I  1.6-005-2013: 06’ekT iHbOpMaIiitHOI MisSUTBHOCTI —
1HKEHEpPHO-TEXHIYHA  crnopyna  (MIpUMILIEHHS), TPaHCHOPTHUM  3acid, 1e
3MIIACHIOETBCS O3BYUYEHHsI Ta/abo 00poOka TexHIYHUMHU 3acobamu iHdopmarii 3
oOMexeHuM goctynom [14].

Ha nignpuemctsi @OII Miponos O.B. uupkymtoe iHdopmanis 3 BIAKPUTUM
JOCTYTIOM Ta 3 OOMEXEHUM JIOCTYNoM (KOH(}ifeHIiliHa). 3riHO 3aKOHY YKpaiHu
«IIpo 1HpopMalioy: KoHbIAeHIIHHA 1H(OPMAITIS — 1€ BIZOMOCTI, K1 3HaXOIAThCA Y

BOJIOJIIHHI, KOPUCTYBaHHI a00 PO3MOPSIKEHHI OKpeMHX (DI3UYHUX YU FOPUIAIHUX
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0ci0 | TOIMPIOIOTECSA 3a 1X Oa)kaHHSAM BIIIOBIIHO 10 IMepeadaYeHUX HUMH YMOB
[15].

3rigao 3 HJI T3I 1.1-003-99: xoudiaeHmiiiHicT, 1H(pOpMaIli — BIACTHBICTH
iHpopMmarllii, sika MoniArae B TOMYy, LI0 i1H(pOpMallis HE MOXXe OyTH OTpuMaHa
HEaBTOPU30BaHUM KopucTyBadeM [16].

Ha dipmi He mae iHpopmariii, 1o CTaHOBUTH JIepKaBHY TAEMHHUIIIO.

[Tepenik iHdopmarii, ska mupkyaoe Ha ganomy OIJl, HaBeneHmid y TaOimIi
2.4

Tabmui 2.4 - Iepenik indopmariii, mo mupkyiatoe Ha OI/I.

. ITpaBoBui
No [Hdopmaris Pexum nocryny Bumoru
pexuM
1 2 3 4 5
Opranizaiiiiino -
paBoOBi  JTOKYMEHTH
H1IPUEMCTBA
(cratyT, [npopmariss 3 imicHicth 1
1 3aCHOBHUIILKUN 00OMEXEHUM - KOH(1IESHIIIITH
JIOTOBIp, CTPYKTypa 1 JOCTYIIOM 1CTh
IITaTHA YKCEJIBHICTD,
IITAaTHUN pO3IHuC,
MOCaJI0B1 IHCTPYKIIiT)
Iadopmarisg po :
$op P [adopmamiss 3 : :
h  HajlaHHA IOCIIyr, [Ty6miuna  JloCTymHICTS,
BIJIKDUTUM . . Ll
Tapudu, KOHTaKTHa iH(popMmairis LUIICHICTh
: : JOCTYTIOM
iH(bopMmarris
JlokyMeHTH 1o
0COOOBOMY  CKJIaay
MpaliBHUKIB
MAIPUEMCTBA . ) ) C )
P , ’ [adopmamiss 3 Kondigenmi [imicHicts 1
3 TPYHNOBi  KOHTPaKTH . . .
. OOMEeXeHUM iHa KOH(D1ICHIIHH
(morosopu), 0COOHMCTI : .
. 1OCTYIIOM iH(opMmarliss  1CTh
CIIpaBH, ocobucri
kaptkn ¢. T- 2,
0COOOBI pPaxXyHKH IO
3apIUiaTHI, TPYHOBI



KHHUKKH )

[IponmoBxxenus Tabmmin 2.4

2
diHaHCOBO-
OyXxraiarepchki
TIOKyMEHTH
HIPUEMCTBA
(ronoBHa KHUTA, PIYHI
3BITH, OyXraaTepchki

OanaHcw, paxyHKHU
NpUOYTKIB 1 30UTKIB,
aKTH pEeBi3ii,
IHBEHTapHU3aIlil,
TJIaHH, 3BITH,
KOIIITOPHUCH,
paxyHKH, KacoBI
KHUTH Ta 1H.)
[Hdopmaris po

[MOCTAYAJIbHUKIB  Ta
KJIIEHTIB

BigomocTi npo mianu
MiANpUEMCTBA (TUTaHU
3aKyIiBeNb, MOTOYHI 1
MEPCHEKTUBHI TUJIaHU
po6oTH)
[adopmarris po
KIJIBKICTh 1 HAasBHICTh
MPOAYKIIIT Ha CKJIaIl

[Hpopmartis
3
00MEeKEHUM
JIOCTYIIOM

[adopmarris
3
0OMEKESHUM
JOCTYIIOM

[adopmarris
3
00MeKEeHUM
JOCTYTIOM
[adopmarris
3
00OMEKEeHUM
JOCTYTIOM

Kondigenmiiina
1H(popMmaris

Kondinenmiitna
1H(hopmanis

Kondinenmiitna
1H(opMmaris

36

HimcHicTs 1
KOH(1ISHIIIITH
1CTh

HimicHicTs 1
KOH(D11eHIIIiH
1CTh

HimicHicTs 1
KOH(D11eH1I1iH
1CTh

JIOCTYyTHICTb,
LTICHICTD

3rigro 3 HJ T3I 1.1-003-99: marpurst goctymy (access matrix) — n-mipHa

TaONUILIS, B3IOBXK KOXKHOTO BUMIPY sKOi BiJkiajeH1 ineHTudikatopu o6’ektiB KC
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ofHOTO TUMY (00’ €KTIB-KOPUCTYBauiB, 00’ €KTIB-MIPOLECIB YU MACUBHUX OO €KTIB), 1

MICTHUTH SIK €JIEMEHTH TpaBa JOCTYIY 3a KOXKHHUM 13 THITIB 10CTymy [16].

Marpuus

JOCTYITY

CHIBPOOITHHUKIB

MiITPUEMCTBA

0OMEKEHUM JOCTYIIOM HaBeJIeH1 y Ta0IuIl 2.5

Tabmu 2.5 — Matpung goctyny 10 iHpopmarii.

Oxo
AnmimicT pora
No patop
1 R,W.D R,W R,W R,W R
2 R,W.,D R,W R,W R,W R
3 R,W.D R,W R,W R,W R
4 R,W,D R,W R,W.,D R,W R
5 R,W.D R,W R R,W R
6 R,W.D R,W R R,W R
7 RW,D| R,W,DD R R,W R,W,D

no iHdopmarii 3

R — Mae nmpaBo Tuibku yutat, W — Mae npaBo pegaryBatd, D — Mae mpaBo

BUAAIIATH.

2.2.3 AHnai3 3arpo3 inpopmarrii

3arpo3a iHdopmalli — Oyab-aKi 0OCTaBUHM ab0 MOAli, M0 MOXYTh OyTH

IPUYUHOI0 TIOPYIICHHS MOMITHUKK Oe3neku iHopmaiii abo HaHeceHHs 30UTKIB

aBTOMATHU30BaHI CUCTEMI.

J11st BUSIBIIEHHSI IOPYITHUKIB Ta 3arpo3, sIKi BOHU MOXYTh Peai30ByBaTH 1010

iH(opMailii, 0co0IMBO 3 OOMEKEHUM JOCTYIIOM, Ha MIANPUEMCTBAX POOJISITH aHa13

3arpo3 Ta MoJiejIb OPYITHUKA.

3arpo3sa indopmariii, 110 MUPKYIIOE B iHGOPMAIIiiTHIN cCUCTEMI, 3aJICKUTD BiJ il

CTPYKTYypH Ta KOH(Irypaiiii, TexHoJiorii oO0poOjeHHs iH(opMallii B Hii, CTaHy
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HABKOJIMIITHLOTO (PI3UYHOTO CEPEOBUINA, a TAKOXK il IEPCOHATy. 3a3BUYail 3arpo3a
€ HACHIIKOM HAasBHOCTI BPa3JMBHX MICIb Yy 3aXHUCTI 1H(QOPMALIMHUX CHCTEM.
Hocissmu 3arpo3 6e3nerti indopmMariii € mrepena 3arpo3. Bei mkepena 3arpo3 6esmerri
iHopMallii, 0 IUPKYIIOE B KOPIOPATUBHIN MepeXi MOXHA PO3ILIUTH Ha TPH
OCHOBHI TPYIIH:

- 3arpo3u, 0OyMOBJIEHI JIisIMHU Cy0'ekTa (AaHTPOIIOTEHHI 3arpo3u);

- 3arpo3u, 0OyMOBJICHI TEXHIYHUMHU 3ac00aMU (TEXHOTEHHI 3arpo3n);

- 3arpo3u, 0OyMOBJIEHI CTUXIHHUMU JIXKEpeaMu.

1 AHTpPONOTreHHHMH JDKEpEIaMu 3arpo3 BHUCTYNAalOTh CYO'€KTH, i AKUX
MOXYTh OyTH KBami(hiKOBaHI SIK HABMHCHI a00 BHUMAJKOB1 3JIOYMHU. AHTPOMNOTEHHI
3arpo3u TaKOX MOJIIJISIOTH Ha 30BHIIIHI 1 BHYTPIIIIHI.

30BHIIIHI JKEpesla MOXYTh OyTH BUIAJKOBUMH a00 HAaBMHCHUMHU 1 MaTu
pi3HMil piBeHb KBamidikaiii. Jlo HUX BIAHOCATBCS i KPUMIHAJIBHUX CTPYKTYD;
PELUUAMBICTIB 1 NOTEHIINHUX 3JIOYMHI[IB; MapTHEPIB; KOHKYPEHTIB; MOJITUYHUX
CYIPOTHUBHUKIB.

BaytpimHi cy0'ektu (jpkeperna), SK TpaBUiIo, TPENCTaBISIOTH COOOIO
BUCOKOKBaTI(IKOBAaHUX CHELIAJICTIB 'y Taily3l po3poOKM Ta eKcIulyaTauli
MPOTPaMHOr0 3a0€3MEUEeHHS Ta TEXHIYHUX 3aco0iB, Kl 3HaoMi 31 crnerudikoro
3aBJlaHb, [0 BUPIIIYIOTHCS, CTPYKTYPOIO Ta OCHOBHUMH (DYHKIIISIMU Ta MPUHIIMIIAMUA
poOOTH TporpaMHO-amapaTHUX 3aco0iB 3axucTy 1H(opmarii, Ta sKi MaroTh
MO>KJIMBICTh BUKOPUCTAHHS IITATHOTO OOJIaIHAHHA Ta TEXHIYHMX 3ac001B Mepexk. Jo
HHUX BIJHOCITHCS:

- OCHOBHMHM  mepcoHan  (KOpUCTyBaul, CHUCTEMHUH  aJMIHICTPATOD,
KEPIBHUKH );

- JIOTIOMDKHUH mepcoHalt (MpuOUpaibHUKH, 0XOPOHA,0(illiaHTH).

2 TexHOTeHHI 3arpo3u BU3HAYAIOTHCS TEXHOKPATUYHOIO MISUTBHICTIO JIFOJMHU
Ta PO3BUTKOM IHMBUTI3AIIl. 3arpo3u, IMOB’s3aHi 3 BTpPaTol0 alb0 TICyBaHHIM
iH(popMalLlli BHACTIIOK BUXOAY 3 Jiady OOJagHaHHS, SKI BaXKO CHPOTHO3YBaTH U
Maike HEMOXJIUBO mnonepeauTH. Jlo 1i€i rpynu BXOIATh SK 30BHINIHI TaK 1

BHYTPIIIHI JIKEpena.
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3 CruxiiiHl Kepena NOTCHIIWHMX 3arpo3 i1H(opmariiHii Oe3mery, K
MPaBUIIO, € 30BHIIIHIMH IO BITHOIIEHHIO 0 00'ekTa 3axucTy. [1ig HUMH PO3yMIIOTb,
Hacamrepe, MpUpoaHi KaTakiaizMu. Taki Jpkepena 3arpo3 adbCoMOTHO HE MiIal0ThCS
IIPOTHO3YBaHHIO, 1 TOMY 3aXO/H 3aXUCTY BiJl HUX MOBUHHI 3aCTOCOBYBATHUCS 3aBXKIH.

B sikoCTi KpuTEpiiB OIMIHKA CTYNEHIO HEOE3MEKH BUOEPEMO:

MoxnuBicTh BUHUKHEHHS JKepena (K1) - Bu3Hauae cTymiHb JOCTYMHOCTI J10
o0’exkTa 3axWCTy (IS aHTPOIMOTCHHHMX JKEpEeN), BIAJAICHICTh BiJ 00'€KTa, IO
3aXUIIAETBCS (11 TEXHOTEHHUX JDKepeln) abo o0coOJMBOCTI OOCTAaHOBKH (IS
BUITAJIKOBUX JIXKEPEIT).

I'oroBHicTh mxepena (K2) - Bu3Hayae cTymiHb KBasi(ikamli 1 MpuBaOIUBICTb
3MIMCHEHHS JisiHb 3 OOKY JiKepesia 3arpo3u (i aHTPOMOTEHHUX JIKepen), ado
HASIBHICTh HEOOX1THUX YMOB (JIJIs1 TEXHOT€HHHUX 1 CTUXIHHUX JIKEpen).

®aranpHicTs (K3) i - BU3Ha4ae cTymiHp HEMepeOOPHOCTI HACTIAKIB peaizaii
3arpo3u.

Koxuuit moka3Huk ormiHweTbess Bix 1 mo 5. Ilpuyomy, 1 BignoBigae
MIHIMQJIBHOMY 00C#31 BIUIMBY OI[IHIOBAHOTO MOKa3HUKA Ha HEOE3MeKy BUKOPUCTAHHS
JUKepena, a 5 - MaKCUMallbHOMY.

3aranpHy OINIHKY it okpemoro smxepena (K) MokHa BU3HAUUTH SIK

BIJJHOILICHHS BUIIIEHABEICHUX IMOKA3HMKIB 10 MaKCHMMalbHOro 3HaueHHs (125).

KKKKKKKKKK

KKK & 2.1)



TBa

110 Yy)KUX JIUCIUIET

poOOUYHX MICIIb

CIIBpOOITHUKAMH,
K1 HEe JOMYIICHI J0
00poOku iH(DOopMartii
3 00MEKEHUM
JIOCTYTIOM

40



[IponoBxeHHs TabmuIl 2.6

2

[Iepconan

I AIPHEMCTBA

[Tepconan
MIJIPUEMCTBA
(cucTeMHMIT

aaMIHICTPATOP)

BayTpimini
(mepconamn);
30BHIIIHI
(KOHKYpEHTH,
KpUMIiHAJIbHI
CTPYKTYpH,
B1JIBiTyBadi

TOIIIO)

ITepconan

MIMPUEMCTBA

[Iepconan

MIIPUEMCTBA

3

BiacytHicts
3000B'13aHH
po
HEPO3TOJIONICHH

s iH(popmarrii

HecBoeuache
OHOBJICHHS
CHCTEMH
AHTUBIPYCHOTO

3aXHUCTY

BiacyTHicTb

cur”aizami

Heo0Oi3HaHICTE B
[MUTAHHSAX

Oe3IreKu

BiacytHictb
MOJIITUKU

YHUCTOTO CTOIY

41

4 5 6 7 8 9
Posrosnomenns
iH(pOopMarii,
MouiKalis,

K,

3HUIICHHA 4 3 3 0.288
. . , A
CHiBpOOITHUKAMU

JTOMYIIEHUMHU  JI0

il 00poOku

Monaudikaris
1H(popmari,

L 4 3 3 0.288
3HUILICHHSI

iH(opMmarrii

Kpanixka
K.
» A

iH(dopmartii,
) 3 3 3 0.216
HOCIIB

iHdopmartii

ITomuiiku

IepCoHAly  TpHU

. O 4 3 4 0.384
poboTi 3

1H(DOopMaIri€ero

Brpara abo

K,
» 1

4 3 4 0384

ITOIMKOKCHH S

iHbOopMmartii



[IpongoBxeHHs Tabmui 2.6

1 2
1
2
30BHIiIIIHI
(3aco0u 3B'SI3KY,
Mepexi
1HKEHEPHHUX
KOMYHIKaIlii).
3 BayTtpimhi
(HesKicH1

TEXHIYHI Ta

porpamMHi
3aco0u 00poOKH
1H(popmarrii)
4
1
2
3

3

4

TexHoreHH1 (BHYTpIIIHI1)

BiacytHicTh
PE3epBHOTO
KOMIIOBaHHSA

Hesixicni
arapaTHe Ta
porpamHi
3aco0u,
KUJIKU

Harpyr.

HecrabinpHe
CJICKTPOIIOCT
a4aHH4.

Jist Ha
oOnagHaHHs
KOJINBAHb

HaIpyrHu.

IToxexi

3emMieTpycu
[TinToreHHs

Btpara abo
Mo U DiKaIIis
iH(bOopMarrii gepes
BUXI1] 3 a1y
arapaTHO-
MIPOTPAMHHX
3aco001B
Brpara abo
Moudikarlis
1H(hopMmarii yepes
BHX1]1 3 JIa1y
arapaTHO-
IPOTPaMHUX
3aco001B
Brpara abo
Mo U diKaris
iH(opMmarlii yepes
BHX1]I 3 JIaTy
amapaTHoO_
MIPOTpPaMHUX
3aco001B
Brtpara a6o
Mo U diKaIis
iH(dopmarrii yepes
BHX1]I 3 JIaJTy
arapaTHO-
IIPOTPAMHHX
3ac00iB

CruxiiHi

I
0, 1
0, 1
0, A
SI[
A

|
]—Ia
I, A
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6 7 8 9

4 3 4 0384
3 2 3 0.144
3 2 3 0.144
2 3 2 0.09
2 2 2 0.064
I 1 1 0.008
I 1 1 0.008

3rimHo 11i€i TaOIMIII MOXHA 3pOOWTH BHUCHOBOK, IO HAWOUIBII 3HAYYIIUMH

3arpozamu s mignpuemctBa @OIT Miponos O.B. € anTpomoreHHi 3arpo3u, a came
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BTpaTa abo MOMIKOKEHHS 1H(pOpMAIIii Yepe3 HeJOCTATHIO OCBIUEHICTh MepcoHay y chepi

1H(pOpMaLIIITHOI O0e3IIeKH Ta HEAOTPUMAHHS OpraHi3allliHUX IIpaBuUII.

2.2.4 Mojenb IOpyIIHUKA

Mopnens mopymiHuKa — a0cTpakTHUN (opmanizoBanuii abo HehopMali30BaHUMN
OIHKC MOpYIITHUKA [9].

[Topymiauky OyBarOTh BHYTpIIIHI (Ti, IO MPaIOOTh B OpraHi3ailii) Ta 30BHIIIHI
(HampwuKIIaI, MOCTAYaTLHUKH TIOCITYT).

[TopymHuKamMu MOXYTh OyTH:

- MepCOHAJ MiANPUEMCTBA;

- TOCTa4aJIbHUKU TOBapiB;

- BIABIZYBadl Marasuny;

- KOHKYPCHTH;

- KpUMiHaQJIbHI CTPYKTYPH;

- IepcoHal, 1o 00CIyroBye KOMyHiKamii (Hampukian, Internet, minii teinedoHHOTO
3B’SI3KY).

3rimno HJI T3I 1.4-001-200 mopymHMK KIacu(DIKyeTbCsl 3a PI3HUMH PIBHIMHU
(piBHEM MOXXJIMBOCTEH, pIBHEM 3HaHb, 32 BUKOPUCTOBYBAaHMMHU METOJaMH 1 crioco0aMu, 3a
MiCIIeM 3TIHMCHEHHS Ti1)

3a piBHEM MOKJIMBOCTEH MOPYITHUKHU MOAUISIOTHCS Ha!

1 HaitHmx4uii piBeHb MOXJIUBOCTEH KopucTyBaHHS AC, MOXIIHUBICTH 3alyCKy
BU3HAYEHOTO0 Ha0oOpy IMporpaM, IO BUKOHYIOTh 3a3jajeriip mnepeadaudeHi GyHKIT
00poOku 1HpOopMarIii.

2  MoXnuBICTh 3allyCKaTH 1 CTBOPIOBATH BJIACHI TIPOTPAMH, SIKI MOXKYTh
BUKOHYBATH HOB1 (DyHKIIIT 00poOKH iH(DOopMaIii.

3 MOXJIMBICTB YIIpaBIiHHA MporpaMHuM 3abe3nedeHHs M AC.

4 MoXIuBICTh 3IIWCHIOBATH TPOCKTYBAHHS,  peali3alliifo,  BIPOBAKCHHS,
CYNPOBOKCHHSI  MpOTrpaMHO-anapaTHoro 3adesrneueHHs AC, a TakoXX BKIIOUCHHS [0
cknanxy AC BiracHUX 3ac001B 3 HOBUMH (YHKIISIMU 00OpOoOKH iH(pOpMAITii.

3a piBHEM 3HaHb MOPYITHUKH TOAUISIIOTHCS Ha!
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1 He Bonozitots inpopmartiero mpo AC.

2 3HaroTh QyHKIIOHATRHI 0cobmmBOoCcTI AC, OCHOBHI 3aKOHOMIPHOCTI (hOpMYyBaHHS
B HI MacHBIB JaHUX Ta MOTOKIB 3alHTIB JO HUX, BMIIOTh KOPUCTYBAaTHUCS IITAaTHUMH
3acobamu.

3 MarmTh BHCOKHM PIBEHb 3HaHb 1 JOCBiA POOOTH 3 TEXHIYHUMH 3aco0aMu
CUCTEMH.

4 BomnomiroTh BHUCOKHMM pIBHEM 3HaHb y Taly3l OOYMCIIOBAIBHOI TEXHIKHM Ta
porpaMyBaHHs, MPOEKTyBaHHs Ta ekcruryaTanii AC.

5 BononiroTs iHpopMmariiero npo GyHKINT Ta MeXaHi3M Ji1i 3ac001B 3aXUCTY.

3a BUKOPUCTOBYBAaHMMH METOJIAMH 1 CIOCO0aMHU MOPYITHUKH MOIISIOTHCS Ha:

1 BUKOpPHCTOBYIOTH JIMIIIE ar€HTYPHI METOJIM OJiep>KaHHs 1H(pOopMaIIii.

2 BUKOpUCTOBYIOTH TEXHIUHI 3aC00U JJIs IEPEXOTIUICHHS 1HPOPMAIIHIX CUTHAIIB.

3 BuxopucroBytote Hemosiku npoektyBaHHs KC3I abo mratHi 3acoou AC s
peanizalii cipo® HECAaHKIIIOHOBAHOTO JIOCTYITY.

4 BUKOPUCTOBYIOTH CTHIOCOOM 1 3aco0m akTWBHOTO BIUTMBY Ha AC, 10 3MIHIOIOTH
KOH(irypamito cucteMu (MIAKITIOYCHHS JT0AaTKOBUX a0o0 Moau@ikalis ITaTHUX
TEXHIYHUX 3ac001B, MIJKIIOYEHHS JO KaHaliB Tepedadl JaHuX, BIPOBAKECHHS 1
BUKOPHUCTaHHS crerniaabHoro [13 tomno).

3a micieM il MOPYIIHUKH MOXKYTh KJIacU(pIKyBaTHUCS SIK:

1 He maroTh 10CTyIy Ha KOHTPOJIbOBAaHY TEPUTOPIIO, Ta HE MalOTh focTymy A0 AC.

2 MaroTh 10CTyN Ha KOHTPOJIbOBAHY TEPUTOPIIO, ajie He MatoTh aoctymy a0 AC.

3 MaroTh noctyn 10 podouux micis kopuctyBauiB AC.

4 MaroTh JIOCTYII 10 MICIlb HAKOTMYEHHS 1 30epiraHHs JaHUX.

5 Matots goctyt 1o 3aco6iB kepyBanHsa KC3I 1 go 3aco0iB agminictpyBanus AC.

[Ticnst aHamizy MOMXJIMBHUX MOPYIIHUKIB OYyJIO CKJIaJE€HO MOJENb MOPYIIHUKA, sSKa

HaBeJieHa y Tabaui 2.7
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Tabmums 2.7 — Mojaenb mopyIIHUKa

[Topymiauk

Hupekrop

AJIMiIHICTpaTOpH
byxranrep
Kyxapi
OxopoHiii
Cucremuuii

aaMIHICTpaTop

[TpubupanpHuUIl

Odimiantu

BigsizyBaui
KonkypenTtu
Kpuminanbhi
CTPYKTYpH
ITepconai, mo
00CIyroBye
KOMYHIKaIii
[TocTauanbHUKH

TOBapy

' 3a
3a piBHEM '
piBHEM
MOKJIMBOCTEN
3HaHb
Baytpimsi
3 4
3 4
2 4
1 2
2 2
4 5
1 1
1 1
30BHIIIHI
1 1
1 1
1 1
1 1
1 1

3a
BUKOPHCTOBYBAaHUMH
METOIaMU 1

criocooamu

45

3a
MiCLIE

M il
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2.3 Anani3 pu3uKiB

Ha ocHoBi aHamizy 3arpo3 1 MoOJelll MOpYIIHMKAa OyJI0 BHU3HAYEHO MOJKIIHUBI
HACJIJIKH, SIKI MOXXYTh BUHUKHYTH BHACJIIOK peaji3allii 3arpo3, WMOBIPHICTh peasizaiii
3arpo3, BeJIMUrMHYy 30UTKIB 1 IMOBIpH1 BTpATH.

3rigHo 3 ISO/IEC 27000 anani3 pu3uKy 1€ - TPOLEC pO3YMIHHS XapaKTepy PU3UKY 1
BU3HAYCHHS PIBHS PU3UKY.

[1ix gac mpoBeICHHS aHAII3Y PU3UKY HEOOXIIHO:

1 Bu3HaunTH BUIM 1H(GOpPMAILIii, IKI MOXKYTh OYTH MOLIKOIKEHI;

2 OI[IHUTH WMOBIPHICTH pealtizallii 3arposu;

3 OLIIHUTHU BEJIMYMHY 30UTKIB;

4 BU3HAYMTH WMOBIPHI HACTIIIKH:

- (p1HAHCOBI BTpaTu

- 3HWKEHHS ITPOJIYKTUBHOCTI Ipalii

- HEIPHEMHOCTI JUIS MIAIPUEMCTBA (K1 BIUTMBAIOTh HA PIBEHb CYCHIJILHOI JOBIPH)

Tabmuus 2.8 — AHaii3 pu3HKiB

Indopmarnis, sska MMoBipHicTs Benuuu

HMmoBipHI1
Ne 3arposa Moke OyTn peamizanii Ha Puznk _
HACITIIKA
MOIIKOKEHA 3arpo3u 30UTKIB
1 2 3 4 5 6 7
[Tepernsin
1HpopMmarii o
Opranizaiiiio - Henpuem
Ha Jucmiel _
MPaBOBI HOCT1 I
1  cmiBpoOITHH Hwusbka Husbka Husbkuii
_ JTIOKYMEHTH HIPUEM
KaMy, SKl HE
MiITPUEMCTBA CTBa

JIOITYIIEHI
110 0OpOOKH



[IponoBxeHHs Tadmmi 2.8

2

[Teperisin
1H(popmarii

Ha JIUCILICI
CHiBpOOITHU
KaMH, K1 HE

JIOITYIIIEHI
110 00pOOKH

3
[ndopmariist mpo
Ha/TaHHS
nociyr, Tapudu,
KOHTaKTHa
iH(bOopMartis

diHaHCOBO-
OyXrainTepchbKi
JTIOKYMEHTH
M1IIPUEMCTBA

[ndopmarist mpo
[MOCTAYaJIbHUKIB
Ta KJIIEHTIB

JIOKyMeHTH 1O
0co00BOMY
CKJIaly
IpaIiBHUKIB
HiIPUEMCTBA

[ndopmarist mpo
KIJIBKICTD 1
HAasIBHICTH
OpOayKUii  Ha
CKJIal

Bigomocti mpo
IUIAHA
I IPUEMCTBA

Hwu3sbka

Husbka

Husbka

Husbka

Husbka

Husbka

BigcyTas

Huspka

Hwuspka

Cepenus

BigcyTas

Hwuspka

Hwuzpkuii

Husbkuii

Husbkuit

Husbkuit

Huspkuit

Husbkuit
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Henpuem
HOCTI I
H1IIPUEM
CTBa

Henpuem
HOCT1 I
HIIPUEM
CTBa
3HIKCHHS
POJIYKTH
BHOCTI
npar,
HETIPUEMH
OCTI  JJId
HIIPUEM
CcTBa

Henpuem
HOCTI I
HIIPUEM
CTBa

Henpuem
HOCT1 I
HIIIPUEM
CTBa
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2

Po3zromnoien

Hs

1H(popMmarlii,
Mou(ikar

s, SHUIIICHHA

CHiBpOOITHU

KaMu

JIOMYIICHUM

U J0
00pOOKH.

11

3
Oprasnizariiio -
MPaBOBi
JTOKYMEHTH
HIIIPHEMCTBA

[ndopmariist mpo
Ha/TaHHS

nocinyr, Tapudu,
KOHTaKTHa
iH(popMarris

diHaHCcOBO-
OyXraiaTepchbKi
TIOKYMCHTH
IIIIPHEMCTBA

[ndopmariist mpo
MOCTAaYaJIbHUKIB
Ta KJII€HTIB

JIokymMeHTH TIO0
0CcO00BOMY
CKJIaay
MpaliBHUKIB

HiPUEMCTBA

[ndopmarist mpo
KUIBKICTD 1
HasIBHICTD
MPOTYKITi{ Ha
CKJIal

Bigomocti mpo
IUIAHA
I ITPUEMCTBA

Cepenns

Cepenns

Cepenns

Bucoka

Cepenns

Husbka

Cepenns

Cepenns

Bucoka

Bucoka

Bucoka

Cepenus

Huspka

Cepenus

Cepenniit

Cepenniit

Cepenniii

Bucokui

Cepenniit

Husbkuit

CepenHiii
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7
Henpuem
HOCTI I
HIPUEM
CTBa
diHaHCOBI
BTpATH,
HEMPUEMH
oCTl ISt
HIIPUEM
CTBa

diHaHCOBI
BTpaTU

diHaHCOBI
BTPATH,
HETIPUEMH
OCTI  JJId
HIPUEM

CTBa

3HMKEHHS
MPOAYKTH
BHOCTI
mpairi

diHaHCOBI
BTpATH,
3HIOKEHHS
POTYKTH
BHOCTI
mparti
3HIKCHHS
MPOTYKTH
BHOCTI
npar
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2

Kpangixka
iHdopmarrii
a0o0 HOCIIB

1H(popmarii

3
Opranizamiiao -
IIpaBoBi
TIOKyMEHTH
I1PUEMCTBA
[Hdopmarttist  1mpo
HaJaHHS TOCHYT,
Tapudu,
KOHTaKTHa
1H(popmaris
@diHaHCOBO-
OyXraJTepchbKi
TOKyMEHTH

IIIIPHEMCTBA

[npopmaniss  mpo
MOCTAYaJIbHUKIB

Ta KJIIEHTIB

[adopmartiss  mpo

KUIBKICTD 1
HasBHICTH
OPOIYKIT Ha
CKJIa1

Bigomocti  mpo
IJIaHH

I IPUEMCTBA

4 5 6
Huzpka  Hwuzbka Huzbkuii
Hu3pka  Bimcyras  Husbkuit
Cepennst Bucoka Cepenniit
Cepennss  Cepegns  Cepemniid
Hu3pka  Hwuzbka Hwuzpxuit
Huszpka  Cepennss  Husbkuit
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7
Henpuemn
0oCT1 IS
TiATPUEMC

TBa

dinaHCOBI1

BTpaTu

diHaHCOBI
BTPATH,
HETIPUEMHO
cTl TUISL

H1IITPUEMC

TBa

Henpuemn
ocTi st
H1ITPUEMC

TBa

Henpuemn
OCTI TUTST

oprasi3arii
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2

IHomuiku
MEPCOHAITY

npu poOoTi 3

1H(popmarrie
10

3
Opranizariito -
MPaBOBI
JTOKYMCHTH
IIIIPHEMCTBA

[ndopmarrist mpo
Ha/TaHHS

nociyr, Tapudu,
KOHTaKTHa
iHpopMmarris

diHaHCcOBO-
OyXraiaTepchbKi
JTIOKYMCHTH
IIIIPHEMCTBA

[adopmarrist mpo
[MOCTAYaJIbHUKIB
Ta KJIIEHTIB

[adopmairist mpo
KUIBKICTD 1
HasIBHICTH
MPOTYKITi{ Ha
CKJIa1

Bigomocti mpo
TJIaHU
H1IPUEMCTBA

Husbka

Husbka

Husbka

Cepenns

Cepenns  Bucoka

Cepennsa Cepenns

Husbka

Hwuzpka

Husbka

Cepenns

Husbkuii

Husbkuii

Cepenniit

Cepenniit

Husbkuit

Huspxnit

50

7
3HIKCHHS
MPOJIYKTH
BHOCTI
mpairi
dinaHCOBI
BTpATH,
HEMPUEMH
oCTl It
HIIPUEM
CTBa

diHaHCOBI
BTpaTU

diHaHCOBI
BTpATH,
SHIKEHHS
POTYKTH
BHOCTI
npart,
HETIPUEMH
oCTl It
H1IPUEM
CTBa

3HMKEHHS
MPOAYKTH
BHOCTI
mparti

Henpuem
HOCT1 JJI
HIIITPUEM
CcTBa
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2

Brpara
abo
Moudika
st
1H(popMmaIy
11 ugepes
BUX1J 3
naiy
arapaTHo-
pOTpaMH
1704
3aco001B

CruxiiHi
IMxa

3
Opranizariiiito -
MPaBOBI
JTOKYMEHTH
H1IPUEMCTBA
[adopmartis npo

HaJAaHHS ITOCIYT,

Tapudu,
KOHTaKTHA
1H(popMmarris
dinaHCOBO-
OyXrajiTepchbKi
JIOKYMEHTHU
MIIIPUEMCTBA

Indopmaris mpo
[MOCTAYAJIbHUKIB
Ta KJIEHTIB

BigomocTi ipo
TIJIaHH
HiIPUEMCTBA
[ndopmartis mpo
KIJBKICTB 1
HasIBHICTH
MPOYKITIT Ha
CKJIal
[adopmartis 3
00MEKEHUM
JTOCTYTIOM,
iHdopmarris 3
BIIKPUTUM
JIOCTYIIOM

Husbka

Husbka

Husbka

Husbka

Husbka

Husbka

Hwusbka

Cepenns

Bucoka

Bucoka

Cepenns

Cepenns

Cepenns

Bucoka

Husbkuii

Cepenniit

Cepenmniii

Husbkuit

Huspkuii

Huspkuii

Cepenniit
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7

SHIKECHHS
MIPOTYKTUBHO
CTi Tipairi

dinaHCcOBI
BTpATH,
HEIPUEMHOCTI
TUTS

M AIPHUEMCTBA

dinancosi
BTpaTU

®diHaHCOBI
BTpATH,
3HM)KEHHS
MIPOTYKTUBHO
CT1 Tparii,
HETPUEMHOCTI
IS
IPUEMCTBA
Henpuemnoct
1 IS
IPUEMCTBA

SHIKEHHS
MPOYKTUBHO
CT1 Tparii

dinaHcoBl1
BTpaTH,
3HIKEHHS
MIPOTYKTUBHO
CT1 TIparti
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VY tabnuui 2.8 mpoananizoBaHl IMOBIPHICT peati3alii 3arpo3 1 BETUYUHU 30UTKIB,
Ta BKa3aHI MMOBIpHI HACTIAKH, SKI MOXYThb BUHUKHYTH. HaiiOinbln BHCOKUN piBEHb
PHU3UKY Y TaKUX 3arpo3:

- posrosomieHHs iH(opMamii, MoaudiKallis, 3HHIICHHS CIIBPOOITHUKAMH
TOIYIIEHUMU JI0 il 00pOoOKH;

- Kpaaixkka iHpopmarlii abo HOC1iB 1H(popMalIiii.

2.4 HeoOXiIHICTh CTBOPEHHSI KOMILJIEKCHOI CUCTEMH 3aXUCTy 1HGOpMaIIii

3rinno 3 HJ T3I 1.1-003-99: KommiekcHa cuctema 3axucty iHdopmarrii; KC3I —
CYKYIHICTh OpraHi3aliifHuX 1 1HKEHEPHUX 3aXO(iB, MPOrpaMHO-anapaTHUX 3ac00iB, sIKi
3abe3meuyroTh 3axucT indopmaiiii B AC [16].

3rigno 3 HJI T3I 1.1-005-07: Kommuieke Texniunoro 3axucty inopmarii (KT3I) —
CYKYITHICTh OpraHi3aliifHuX, 1HKEHEPHUX 1 TEXHIUHUX 3aXOJIIB Ta 3acC001B, MPU3HAYCHUX
JUIsE 3aXUCTy Big BUTOKY [30]] TexHIYHMMHM KaHalaMd Ha 00’ekTax i1HdOpMaIliitHoi
misipHOCTI [17].

3rigro 3 HJ T3I 1.1-003-99: Ilonituka Oe3neku (I16) — HaGip 3akoHIB, MpaBuil,
00MEKEeHb, PEKOMEH/IAIIIN TOIIO, SIKi PErIaMEHTYIOTh MOPSI0K 00poOKH iHpopMartii [16].

CrBopennst KC3I nosnsirae y cTBOpeHH1 KOMIUIEKCY OpraHi3aliiHUX Ta 1HKEHEPHO-
TexHIYHUX 3aco0iB 3axucty 1H@opmarii. CrtBopenns KC3I B ITC 3nilicHIOETBCS
BIJIMOBIJIHO 7O HOPMATUBHOTO JIOKYMEHTa CUCTEMM TEXHIYHOTO 3axucty iH(opmarii HJJ
T31 3.7-003-05 "Tlopsimok mpoBeIeHHS pOOIT 13 CTBOPEHHSI KOMIUIEKCHOT CUCTEMH 3aXUCTY
iHdopmarii B 1H(MOpMAIITHO-TEIEKOMYHIKAIIHIA cucTemi" Ha MIACTaBl TEXHIYHOTO
3aBaaHHs (gam - T3), po3poOieHOro 3rifHO 3 BUMOTaMH HOPMATHMBHOIO JOKYMEHTY
cuctreMu TexHiuHoro 3axucty iH@opmamii HJ T3I 3.7-001-99 "MertoauuHi BKa3iBKH
0JI0 PO3POOKM TEXHIYHOTO 3aBJAaHHS HAa CTBOPECHHS KOMILUIEKCHOI CHUCTEMHU 3aXHCTY
iH(popMarrii B aBTOMaTHU30BaHiil cuctemi'.

Ha mianpuemctsi ®OIT Miporos O.B. 06po6isieTses 1 30epiraeTbest iHPopMaltis 3
oOMexeHUM J10cTynoM (KoH(pineHiiitHa iHdopmallis), a came iHdopmMallis Mpo KIIEHTIB Ta
CHiBpOOITHHKIB, BIIOMOCTI TpO TUTAHW MANPUEMCTBA, (HIHAHCOBO-OyXTalTepChKi

TOKyMeHTH. Butok 1miei iHpopmarlii MOXe NPHU3BECTH [0 TOTIPIICHHS CTAaHOBUIIA
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HiANPUEMCTBA HA PUHKY, NOTIPIIEHHS (DIHAHCOBOTO MOJIOKEHHS, BTPATU KIIIEHTCHKOT 0a3u
Ta iHme. [l 3a0e3nedeHHs 3axucty iHpopmMallii BiJi HECAHKIIIOHOBAHOTO JJOCTYITY, BTPATH
a00 MOIIKOKeHHS HeoOXiaHa po3pooka KC3I.

Ha nocnimkysanomy OIJ] ®OIT Miponos O.B. HeoOXigHO 3a0e3neUNTH:

- 3anmo0iraHHs HECAHKIIIOHOBAHOTO JOCTyNy A0 KoHpiaeHIHHOI iHpopmari Ta
03HAHOMJICHHS 3 HEIO;

- 3amo0iraHHs BTpaTd a0o0 TOIIKO/DKEHHS iHopMarlii depe3 TEeXHIYHI BiJIMOBH
arapaTtypu Mepexi, abo IIOMHIIOK y MPOrpaMHOMY 3a0e3IeUCeHHI;

- 3ano0ira”Hs BTpaTu ado NOLIKOKEHHS 1H(OopMaIlli Yyepe3 NOMUIIKH ITepCOHAIY;

- 3a0e3MeuyuTd KOHTPOJIh 3a BUKOHAHHS OpraHi3alllifHUX MpaBWi, BKa3aHUX Y
MTOJIITUII OC3IIEKH;

- HaJIekHe 30epiraHHs NanepoBUX HOCIIB 1HOpMaIlli, 1 3amo0iralHs 1X BTpaTH
a00 BUKpaJaHHS;

- 3amno0iraHHs 3aCTOCYBaHHS 3aKJIQJIHUX MPUCTPOIB YU MPOTrpaM Ta BKOPIHEHHS

KOMIT'FOTEPHUX BIPYCIB.

2.5 Ipodinb 3axuieHocTi

3rizHo 3 HopMmatuBHUME AokymeHTamu HJ[ T3I 2.5-004-99 1 HJI T31 2.5-005-99
noTpiOHO BU3HauUTH Kputepii 3axuieHocTi ganoi AC. Ha ®OIT Miponos O.B. AC
HaJICKHUTh JI0 TPETHOTO KJIACY, TA BAMOTH JI0 3aXUCTY 1H(pOopMalii - KOH(DIIEHLIHHICTb,
IUTICHICTB Ta JOCTYIHICTh. OTXe 00paHuii mpodias Mae BUTIISI;

3.KIA.1 = { KJI-2, KO-1, KB-1,

-1, 0O-1, IIB-1,

JP-1, IB-1,

HP-2, HU-2, HK-1, HO-2, HII-2, HT-2, HB-1 }

Pesynbratu nonepeanroro oocrexenns OlJ] HaBeaeni B Tadmuii 2.9



Ta6nuis 2.9 — Bukonansst kputepiiB npodiiro

No

O o0 9 O n B~

11
12
13
14
15

ITo3HaueHHs
podiro
KJI-2
KO-1

KB-1

-1
1[O-1
1B-1
JIP-1
JIB-1
HP-2

HU-2

HK-1
HO-2
HII-2
HT-2
HB-1

3HaueHHS

bazoBa noBipua kKoH}I1ICHIIIHHICTD
[ToBTOpHE BUKOpPUCTAHHS 00'€KTIB
MinimanbHa KOHDIIEHIIHHICT TPU
0o0OMIHI
MinimanbsHa J0BipYa IITICHICTh
OOMexeHUH BigKaT
MiHimMajapHa HUTICHICTS TIPU 0OMiH1
KBotn
Pyune BiHOBICHHS
3axuIIEeHUH KypHal
OnuHouHa imeHTH}IKALIS 1
aBTCHTH(IKAITIS
OpnHoHarpaBIeHU TOCTOBIPHUM KaHa
Po3znozin 060B's13K1B aAMIHICTPATOPIB
K33 3 rapaHTOBaHOO IIJIICHICTIO
CamorecTyBaHHS [P CTApTI

ABTeHTH(IKAIIIS By3Ja

2.5.1 Peamizaris kputepiiB mpodiiro

1 KJI-2. ba3zoBa noBipya KOH(D1ACHIINHICT

54

Buxounanus
(+/-)

+

K33 moBuHeH 3a1HCHIOBATH PO3MEXKYBaHHS JOCTYIy Ha MiJICTaBl aTpuOyTiB

JIOCTYIy KOPHCTYBaya 1 3aXHIIEHOI0 00'€KTa.

K33 noBuHeH HagaBaTu KOPUCTYBady MOKJIMBICTh JJI1 KOKHOT'O 3aXMILEHOTO

00'exTa, 110 HAJIEKUTH HOro JIOMEHY, BU3HAYUTH KOHKPETHHX KOPHUCTyBauiB 1/ab0

rpynu KOPUCTYBayiB, sIKi MAIOTh TPABO OJIEPKYBaTH 1H(MOpMAILito Bi 00'€KTa.
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K33 moBuHEH HamaBaTH KOPUCTYBady MOXKJIMBICTH JJII KOXKHOTO MPOIIECY, 110
HAJICKUTh HOro JOMEHY, BU3HAYUTH KOHKPETHHX KOPUCTyBadiB 1/ab0 rpymnu
KOPHUCTYBAYiB, sIKI MalOTh MPABO 1HIIIFOBATH MPOTIEC.

Tak sx B cucTeMi BCl KOPHUCTYBadi MalOTh CBOI IIpaBa JOCTYIY 0 00 €KTIB Ta
ICHYy€  MOJJIMBICTh BCTAHOBJIIOBaTH, SKI KOPHCTYBadli MOXYTh aKTHUBI3yBaTH
KOHKPETHHUI MPOIIeC MOXKHA 3pOOUTH BUCHOBOK, 1110 115l TOCIIyTa peati3yeThCsl.

2 KO-1. [ToBTOpHE BUKOPHUCTAHHS 00’ EKTIB

s mocnyra no3BoJIsiE 3a0€3MEUUTH KOPEKTHICTh MOBTOPHOTO BUKOPUCTAHHS
PO3ITIOBAHUX OO0'€KTIB, TapaHTYHO4HW, 110 B pas3l, SKIIO PO3IAUTIOBAHUNA 00'€KT
BUJIIIISIETHCS. HOBOMY KOPHCTYBauy a0do Mpoliecy, TO BIH HE MICTUTh 1H(popMalii, aKa
3aJUIINAIIACH Bl OTIEPEAHBOTO KOPUCTYyBadya ado MpoIiecy.

ToOro, micnas 3aBepumieHHS poOOOTH Ta BHUXOAY 13 OOJIIKOBOTO 3aIucy
KOPHUCTYBa4l MOBUHHI 3aKpUBaTH BCl mpoliecu. {1 yMoBa He BUKOHYETHCS, OTXKE 11
MocJyra He peajizoBaHa.

3a7I0BOJIBHUTH TaKy BUMOTY, (DYHKIIOHAIILHOTO Tpodiato 3axuiieHocti B OC
Microsoft Windows Mo)Ha 3a JOIIOMOIOIO CIICIIalbHMX KoMaHj. Jns Toro, mo0
MOBHICTIO BIIEBHUTHCS B HEAOCTYITHOCTI MPOIECIB 1 pe3ybTaTiB poOOTH 1HIIUM
KOpHCTyBauaM, MOXKHa cKopucTtatucs komanioro taskkill, sxa go3Bossie 3aBepiTu
poliec, IKMil HEMOKIIMBO 3aKPUTH 3a IONIOMOTot0 «Jlucreruepa 3agauy.

3 KB-1. MinimansHa KOH(IASHIIIHHICTS TTPH 0OMiH1

[ls mociyra mo3Bosisie 3a0€3MEeYUTH 3aXUCT O0'€KTIB BiJl HECAHKIIIOHOBAHOTO
O3HAHOMJICHHS 3 1H(OpMaIli€l0, O MICTUTHCA B HUX, IMiJ 4ac iX €KCIOPTY/IMIOPTY
yepe3 He3axUIlIeHE CepeIOBUILIE.

s mocnyra peanizyerbcsi. B cucremi peanizyerbcs mudpyBaHHS (DaitiiB
nepea iX Tepemadero  KaHalaMu 3B'sI3Ky Ta Imm@pyBaHHS (ailiB mepen ix
3aMMCYBAaHHIM Ha JIUCK.

4 I1/1-1. MiniManpHa J0BipYa MiTICHICTD

Ils mocmyra [103BOJIsIE KOPUCTYBAauy KepyBaTH IMOTOKaMM 1HQoOpMaIii Bif

THITUX KOPUCTYBAY1B /10 3aXMIIEHUX 00'€KTIB, 110 HaJIEKaTh HOTO JJOMEHY.
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B cucremi kopuctyBaui HE MalTh JOCTYI J0 OOJIKOBHX 3aIllHCIB IHIIUX
KopucTyBauiB. g mociyra peamisyeTbesi 3aBASKH aBTOpH3allli KOPHCTYBadiB B
CHUCTEMI.

5 LHO-1. OOMexeHwmit BigKaT

[{s mocnyra 3abe3neuye MOXKIMUBICTh BIIMIHUTH Omepaliifo abo MOCIiI0BHICTh
orepariii i TMOBEpPHYTH 3axXWINEHUN OO0'€KT 10 TOIMepenHboro cTaHy. lloBHWHHI
ICHyBaTH aBTOMAaTH30BaHI 3aCO0H, K1 JO3BOJISIIOTH aBTOPU30BAHOMY KOPHUCTYBady
abo mporlecy BIAMIHUTH TEBHUN HaOip (MHOXWHY) OTEpalii, BHKOHAHUX HaJ
3aXUIIEHUM 00'€KTOM 3a MEBHUHN MPOMIKOK Yacy.

Peanizaris wiei mociyru J03BOJISIE BIAHOBIIOBATUCS MICHs 300iB MPOrpaMHOro
ab0 amapaTHOTO 3a0€3MeYeHHSs, a TAKOXK IMICIIA TOMHJIOK KOpUCTyBayiB. TuMm camMmumu
3a0e3neuye 30epekeHHsI UIICHOCTI 1H(opMarii.

[{st mocnyra He peanizoBaHa B CUCTEMI.

Hnst 3apoBosienHs Bumoru [1O-1 QyHkIioHANIBHOTO MPOGUII0 3aXHUIIEHOCTI
MOXXKHa CKopucTaThcs MoxkiauBocTsamMu Windows abo 3acobamu  pe3epBHOTO
KOITiFOBaHHS.

Hampuknan, Ilyck — Ilporpamu - CranpmaptHi - Cioyx60Bi - BimHoBiIeHHS
CHUCTEMU.

6 11B-1. MinimanpHa IITICHICTh TIPU OOMiH1

[Iss mociyra m03BOJsi€e 3a0€3MEUUTH 3aXUCT O0'€KTIB BiJi HECAHKI[IOHOBAHO1
Moaudikarii iHGopMalii, Mo MICTUTBCS B HUX, M1 9ac iX EKCIOPTY/IMIIOPTY depe3
HE3aXUIIEHE CEPEIOBUIIIE.

[{st mocnyra He peanizoBaHa B CUCTEMI.

st 3apoBosienHs BuMoru L[B-1 ¢QyHkiionanbHOro mpoduio 3axuIieHoCTI
I[IHHI JIOKYMEHTH TIpH Tepeadi yepe3 He3axulleHe CePeIOBUIIE TIOBUHHI 3aBIPSATUCS
ELIL.

7 AP-1. KBotH

[ls mocmyra m03BOJIsIE KOPUCTYBauaM KEpPyBaTH BHKOPUCTAHHSM TOCTYT 1

pecypciB. IlomiTika BUKOPHUCTAHHS PECypCiB MOBHHHA BHU3HAYaTH OOMEKEHHS, SKi
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MO’KHA HaKJa/laTu, Ha KUIBKICTh JaHUX 00'€KTIB (0OCSAT pecypciB), IO BUALISIOTHCS
OKpEeMOMY KOPHUCTYyBauy.

B naniii cucreMi BUALIAETHCS NMEBHUN 0OCAT MPOCTOPY HA KOPCTKOMY JTHUCKY,
TOOTO IS TIOCITyTa peali30BaHa.

8 JIB-1. PyuHe BigHOBJICHHS

[TomiTuka BiTHOBIEHHS micis 300iB, mo peanizyetbess K33, crocyerbes:
CUCTEMHOTO Ta (PYHKI[IOHAIBHOTO MPOTPAMHOTO 3a0e3MEeUeHHS; 3acO0IB 3aXHCTY
iH(popmariii Ta 3aco0iB ynpasiinasg KC3I; 3aco0iB agMiHICTpyBaHHS Ta yIpaBiIiHHS
oOuucioBanpHOIO cuctemMoro AC — 1 rapantye mnoBepHeHHs AC y BiioMuit
3aXUIIEHUN CTaH Miclid BIIMOB a00 MepepuBaHHS OOCITYroBYBaHHS, CHPUYMHEHUX
MOMIIKOBUMHU J1SIMA KOPUCTYBaYiB.

MoxHa CTBOPUTH KOHTPOJIbHI TOYKU BIJHOBJICHHSI CUCTEMH Ta BiJICTEKHUTH,
aki (aitim Oyjae BujajaeHo abo J0JaHO TICIS BIAHOBJICHHS KoMI'torepa. MoxHa
BUKOpUCTATU (QYHKI[1IO «B1THOBICHHS] CUCTEMI.

I1s mocyra pearnizoBaHa.

9 HP-2. 3axuieHuii ;xypHanl

K33 mnoBuHeH OyTu 37aTHUM 3AIMCHIOBATH PEECTPAI0 TOJIM, 110 MAarOTh
Oe3nocepeaHe BiAHOIICHHS 10 O€3MMEeKH.

XKypnan peectpaliii TOBUHEH MICTUTH 1H(GOPMAIIiIO TIPO JaTy, Yac, MiCIle, THII i
YCHIIIHICT, YW HEYCHIIIHICTh KOXKHOI 3apeecTtpoBaHoi mofli. XKypnHan peectparii
MOBUHEH MICTUTH 1H(OpMAIIit0, TOCTATHIO JJIsl BCTAHOBJICHHSI KOPUCTYBaya, IPOIIECy
1/ab0 00'exTa, 1110 MaJIM BITHOIICHHS /10 KOYKHOI 3apeeCTPOBAHOT MO/Iii.

AIMiHICTpaTOpH 1 KOPHCTyBadyi, SKUM HaJlaHi BIJAIMOBIIHI TTOBHOBaKCHHS
MalTh B CBOEMY PO3MOPSKEHHI 3aCO0U MEperisiy 1 aHami3y KypHaIy peecTparti.
[{st mocayra peamizoBaHa.

10 HHU-2. Onunouna igeHTUdIKaIis 1 aBTeHTU]IKAIIS

[nentudikamis 1 aBreHTUdikamis A03BoJsII0TE K33 BHU3HAUUTU 1 MEpEBIPUTH
0COOUCTICTh KOpHCTyBada ((h13MIHOI 0COOM), SIKWHA HAMAra€ThCsl OJEPKaTH JOCTYII

no KC. 3a pesynpratamu ifeHTu(ikamii 1 aBTeHTH}IKAIli KOPUCTyBaya CHCTeMa
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(K33), mo-mepiie, npuiimMae pimieHHs PO T€, YU JO3BOJICHO JAaHOMY KOPHUCTYBadeBi
BBIHTH B CHCTEMY.

Kopucrysaui, nepea TUM,sIK CKOPUCTATUCS CBOIM OOJIIKOBIM 3aITUCOM, BBOJSITH
iM’st 1 mapoisib, siKi 30epiraroTbes B 0asi y aamiHicTpatopa. OTke, I8 Tociyra
peaizoBaHa.

11 HK-1. OgHoHanpaBieHui JOCTOBIPHUI KaHAII

JlocToBipHMY  KaHaM TOBWHEH BUKOPHUCTOBYBATHUCS JUIsl  TIOYATKOBOI
imenTudikamii 1 apreHTu(ikamii. JlaHa mociyra J03BOJIAE€ TapaHTyBaTH, IO
KOpPUCTyBau B3aeMojie Oe3nocepenubo 3 K33 1 Hikui 1HIIMH KOpHCTyBad abo
mpollec HE MOKE€ BTPY4YaTHUCh Yy B3aemojito (mijciayxaTd abo moaudikyBatu
1H(opMaIIito, 110 IepeIacThCs).

[l1 yMoBa BHMKOHY€TbCS, TaK SIK 3a0€3MeUyeTbcs 3aco00aMu  olepaniiHol
CHUCTEMU CEpPBEpY.

12 HO-2. Po3mozin 000B'SI3KIB aiMiHICTPaTOPIB

[ToniTuka po3noAily OOOB'SI3KIB MOBUHHA BH3HAYaTh MIHIMYM JIBI
aJIMIHICTpAaTHBHI POJIl: aJMIHICTpaTopa Oe3MeKH Ta 1HIIOro ajMiHIcTpaTopa. YMOBa
HE BUKOHYETHCS, OCKIJIbKM HEMa€ OKPEMUX aJIMIHICTpaTopa Oe3MeKu Ta CUCTEMHOTO
aamidicTparopa. [ns 3amoBoneHHs Bumorn HO-2 ¢yHKIIOHAIBHOTO MpOodiIo
3aXMUIEHOCTI OyJI0 BUPIIMIEHO NPU3HAYUTH 3aCTyMHUKA JTUPEKTOpa BUKOHYBATH
000B’sI3KM MEHeKepa 3 1H(POpMaIlIiHOT Oe3MeKH.

13 HII-2. K33 3 rapaHTOBaHOIO HTICHICTIO

Jlana mociayra Bu3Hauae Mipy cropomoxkHocTi K33 3axumaru cebe 1
rapaHTyBaTH CBOIO CIIPOMO’KHICTh KEPYBATH 3aXHUINECHUMH 00'€KTaMHU.

K33 noBuHeH miaATpUMyBaTH JOMEH JIsl CBOTO BJIACHOTO BHUKOHAHHS 3 METOIO
3aXMCTy BiJ 30BHINIHIX BIUIMBIB 1 HECAHKIIIOHOBaHOI Momaudikaiii i/abo BTpatu
KEepyBaHHS.

Hns piBas HI[-2 nHeoOximHo, mo6 K33 mniaTpuMyBaB BIacHUM JOMEH
BUKOHAHHS, BIJIMIHHUN BiJl JIOMCHIB BUKOHAHHS BCIX 1HIIHX IPOIICCIB, 3aXHINAIYH

ceOe BiJ 30BHINIHIX BIUIMBIB. J[aHa BHMOra € OJIHIEI0 3 BHMOT JIO peaji3allii
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aucrneTdepa Aoctymy. Peamizariisi maHoi BUMOTH 3a0€3MEYY€THCS MOMKITHUBOCTSIMU
anaparHoro 3a6e3neyeHust OC.

14 HT-2. CamoTecTyBaHHS IIpH CTapTi

K33 wmae Oytu 37aTHUM BUKOHYBaTH HaOIp TECTIB 3 METOI OIIHKA
MPaBWIBHOCTI (PYHKIIIOHYBaHHS CBOIX (pyHKIM. TecTw MOBUHHI BUKOHYBAaTHCS 3a
3allUTOM KOPUCTYBaua, 110 Ma€ BiAMOBIAHI MOBHOBAXEHHS, MpH iHimiamizamii K33.

Ils mociyra peanizoBaHa.

15 HB-1. ABtenTudikaiiis By3na

K33, mnepm HibK mnoyatu oOMiH pganumu 3 iHmmMM K33, mnoBuHEH
iieHTugikyBaTh 1 aBTeHTU(]iKyBaTH 1eil K33 ¢ BUKOpPUCTaHHSAM 3aXUIIEHOIO
MexaHi3My. [linTBep/KEHHSI 1IEGHTUYHOCTI Ma€ BHUKOHYBAaTHCS Ha MiJCTaBi
3aTBEPAKEHOTO IIPOTOKOJIY aBTCHTH(IKAITI].

IIs mocnyra He peamizoBaHa. Jlms peamizamii 1mi€i MOCIyrH MOTPIOHO
BUKJIFOYUTH MOKJIMBICTb HECAHKI[IOHOBAHOTO 30BHIIIHBOTO TMIIKIIOUYEHHS Ta

BCTAHOBHUTH MIX MepemeBHﬁ CKpaH.

2.6  Po3poOka momiTUKU Oe3meKu

1. 3arayibH1 TOJIOKEHHSI

1.1 Metoro momiTHKH O€3meKku € 3a0e3MedeHHs 3aXHCTy iHdopmalii Ha
nianpueMctBl GOIT Miponor O.B. Bij neBHUX 3arpo3 Ha OCHOB1 CUCTEMHU TOTJISIIIB,
OCHOBHHMX MPUHITUIIB, TPAKTUYHUX BUMOT 1 pEKOMEHIAITIH.

[Tomtruka po3noBcromxkyerbess Ha POII Miponos O.B. ta Bcix ¢dimanu.
[TomiTrka 00OB'I3KOBa 11 BUKOHAHHS yciMa CIIBpOOITHUKAMM, a TaKOX 0coOamu,
o0 MpamnmpiTh 3 iHGopmaliew, mo Harexutsb DOIIl Miponos O.B. , B pamkax
YKJIQJIEHOTO KOHTPAKTY.

[Tin 3abe3neuenHs iHopmaiiitHoi Oe3nexku abo 3axucty iH(opmarii
pO3yMI€ThCST  30€pekeHHs] 11  KOH(PIACHINIHHOCTI, IITICHOCTI Ta JOCTYITHOCTI.
Kondinenuiitaicts iHbopMarlili 3a0e3nedyeTbcs B pa3l HaJAaHHS JOCTYIY 10 JTaHOTO

TITBKA aBTOPU30BaHUM OCOOaM, IUTICHICTh - y pa3i BBEJAEHHSA B JaHI BUKIIIOYHO
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aBTOPU30BAHUX 3MiH, JIOCTYIHOCTI - MpU 3a0€3MEeUYEHHS MOMJIMBOCTI OTPUMAaHHS
JOCTYITY IO JAaHUX aBTOPU30BAHUM 0C00aM y IOTPIOHE I HUX Yac.
1.2 Ilpu po3poOI11i MOMTHKHA O0€3MEKH BpaXxOBaHi:
- BUIM iHpopMaIlii, 10 0OpoOISETHCS, Ta TEXHOJIOTiA 00poOKH iH(OpMaIlii;
- 0cO0IMBOCTI OOYHCITIOBAIBLHOI CUCTEMH (TEXHIYHUX 3acO00iB Ta MPOrpamMHOTO
3a0€3TeUeHHSI, 1[0 BUKOPUCTOBYIOTHCS);
- (¢i3uuHe cepenopuie posramryBanus OI/;
- MOJEJNb MOPYIIHUKA;
- MOJEeJb 3arpo3 iH(popmariii.
1.3 IIpeameTom JaHOTO JIOKYMEHTA €:
- TOJIITUKA CTBOPEHHS MapoJIiB;
- TIOJITHKA «9UCTOTO CTOJIa» Ta KYUCTOTO EKPaHy»;
- MOJITUKAa BUKOPUCTAHHS €JIEKTPOHHOI MOIIITH;
- MOJITHUKa KOPUCTYBaHHS HOCIIMU 1H(OpMaii;
- TOJITHKA JOCTYIYy J10 MICIlb 30€epiraHHsi HOCIiB 3 1HGOpPMAIlIEI0 3 0OMEKEHUM
JIOCTYTIOM;
- TIOJIITUKA aHTUBIPYCHOTO 3aXHCTY;
- 000B’SI3KM CMIBPOOITHUKIB, AOMYIICHUX JO KOH(IAEHIIHHOT iH(DOpMaIlii;
- 000B’SI3KH CHCTEMHOT0 aIMIHICTPATOPa;
- 000B’SI3KM KOPUCTYBaYiB;
- 000B’s3KM MeHeKepa 3 IHPopMaIliiHOT Oe3MeKH.
2. TloniTuka CTBOpEHHS NMapoJiB
2.1 Ornsag
[Taponi € BaxJIMBUM KOMIIOHEHTOM iH(opMaIliiiHoi 0e3neku. BoHu ciyxaTh
JUTSL 3aXUCTy OOJIIKOBUX 3aIMCIB KOpUCTyBadiB. [loraHo CKOHCTpyiloBaHUUN Tapoib
MO€e TTPUBECTH 10 KOMIIPOMETAIlli OKpEMHUX CUCTEM, TaHUX a00 MEpexi.
2.2 Mera
MerToro 1iux pekoMeH ialiii € 3a0e3Me4YeHHs] CTBOPEHHS HAIMHUX TTapOJIiB.

2.3 Cdepa 3acTyBaHHs
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[{s momiTHKa 3aCTOCOBYETHCS JJISI BCHOTO MIAIMPHEMCTBA 1 MOIIHUPIOETHCS HA
BCIX MpPAaIiBHUKIB.

2.4 TlomiTuka

- MIHIMQJIBHO PEKOMEHJIOBaHA JIOBXKMHA IMapoJyis - B Mexax Big 12 po 14
CHMBOJIIB;

PEKOMEHAYEThCS TEHEPYBATH BUITAIKOBI IMapOJIi;

PEKOMEHIYE€ThCS BKJIIOYATH B TTAPOJIb HU(PH 1 1HII CUMBOIIH;

PEKOMEHYEThCSI BUKOPUCTOBYBATH SIK ITPOMHUCHI, TaK 1 MaJIi JIITEPH;

HE BUKOPUCTOBYBATH Yy MapoJil MEPCOHANbHY 1H(pOpMAIlil0, TOB'A3aHy 3
BJIACHUKOM TIapoJisi, HAIIPHUKJIAI, IMEHA, HOMEPH Telle(hoHy, TaTH HAPOKEHHS, TOIIO;

- HE BUKOPHUCTOBYBAaTH CIY>KOOBUM Mapojb Ha 1HIIMX CalTax B OCOOMCTUX
LUJISIX.

3. IomiTka «9MCTOTO CTOJA» Ta «YUCTOTO EKPAHY»

3.1 Orman

[TomiTvka YKCTOTO CTOJIa BU3HAYAE, B IKOMY BUTJIAJII CIIBPOOITHUKU MOBHUHHI
3aJIMIIIATH CBOT poOOY1 MICIIsl, KOJIM BOHU 3aJUIIAIOTH iX 0€3 Harfsiy ado 3aIuIIaloTh
odic.

3.2 Mera

MeTor0 1aHOi MOJIITUKU € BCTAHOBJICHHS MiHIMAJIbHIX BUMOT JIJISl TIIITPUMKH
«UUCTOTO CTOJIy» Ta «YUCTOTO EKpaHy» - JI€ 3HAXOJIUTbCA Ta OOpOOISETHCS
1H(DOopMaIris 3 00MEKEHUM JOCTYIIOM.

3.3 Cdepa 3acTocyBaHHS

[{s momiTHKa 3aCTOCOBYETHCS JJIsI BCHOTO MIAMPHEMCTBA 1 MOIIUPIOETHCS HA
BCIX IPAIliBHUKIB.

3.4 Tlomituka

- TamepoBl Ta eNEKTPOHHI Hocii iH(opMmalii, KOJW BOHU  HE
BUKOPHCTOBYIOThCS, 30epiraT B ceidax;

- TEpPCOHAJIbHI KOMM'IOTEPU Ta MPUHTEPHU MOBHHHI OYTH BUMKHEH1 MIiCIIs

3aKIHUYEHHS POOOTH;
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- HaJAPYKOBaHI JOKYMEHTH 3 BaXJIMBOIO a00 KOH(IAEHIIIITHOI0 1HHOpMAIIIEI0
HEO0OX1THO BUJIyYaTH 3 IPUHTEPIB HETAMHO.

4. TlomiTrKa BUKOPUCTAHHS €JIEKTPOHHOI MOIITH

4.1 Ornan

EnextponHa moiira € OCHOBHUM 3aCO00M KOMYHIKaIlii cepesi poOITHUKIB
nignpuemcTBa. llomiTuka 30epekeHHs €NEKTPOHHOI MOIITH TPU3HAYEHA IS TOTO,
00 BU3HAYHTH, Ky 1HPOPMAIIIIO CJIiJT HAJACHIATH YU OTPUMYBATH.

4.2 Merta

MeToro aHOi TOJITHKA € BHW3HAYCHHS JIONMYCTHMOTO BHKOPHUCTAHHSI

€JIEKTPOHHOT
MOIITH HA MIIPUEMCTBI.

4.3 Cdepa 3acTocyBaHHS

[Is momiTMKa € YaCTHHOI KOPIOPATHUBHOTO YIPABIIHHSI KOMMAHIT 1

MIOIIUPIOETHCS Ha BC1 KOPIIOPATHUBHI MTOIITOBI CHCTEMH.

4.4 TloniTuka

He BukopucTOBYBaTH €JIEKTPOHHY MOIITY:

- s BIANpaBJI€HHS KOHQIAEHUIMHOT 1H(poOpMalii, SKIIO BOHAa HE
samudpoBana kpuntorpadiuaum [0, sxe 703BoOJIEHE 1151 BAKOPUCTAHHS B KOMIIAHI{;

- JUIs BCTAQHOBJICHHS BIJTHOCHH 13 TPETIMU CTOPOHAMH, HAMPUKIAJ, IS
YKJIaJaHHS KOHTPAKTIB Ha MOKYINKY ab0 MpOJax, BIAMPABIECHHS MPOIO3HIIN Mpo
poO0Ty ad0 MpaKc-IUCTIB, AKIIO 1€ He BXOJUTH y Ballll CIIY>KO0B1 000B'S3KH;

- B 0COOHMCTHX 1 OJIaroAIMHUX IIJIAX, HE IMOB'A3aHUX 3 O13HECOM OpraHi3arlii;

- IS PO3CUJIKH OyAb-AKUX IIJIPUBHUX, HEETHUUHUX, HE3aKOHHUX a00 1HIIHMX
HEMPUITYCTUMHX MaTepiaiiB;

- IS PO3CHUIKH BIPYCIB YH IHIIOTO 3JIOBMHCHOTO IPOrPaMHOIO
3a0€e3IICUCHHS;

5. TlomiTuka KopuCTyBaHHS HOCIsSIMU 1H(POpMaITii

5.1 Ornag
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3MiHHI HOCIi BUKOPHCTOBYETHCA Ha MIANPUEMCTBI i 30€peKEHHS IaHHX.

3MiHHI
HOCIT € JOJAaTKOBUM IIUIIXOM PO3MOBCIO/PKEHHSI IIKIJJIMBOTO  MPOrPAMHOIO
3a0e3neyeHHs. Hacminku 3apaxeHHs BipycaMu 3MIHHHX HOCIiB pi3HI — MOYUHAIOYH
iHpOpMaIIfHOT CHCTEMHU YU HABITh BTPATOIO YMPABIIHHSI MEpEKaMH CIHEIiaTbHOTO
3B 3Ky

5.2 Mera

MeToro 1aHO1 MOJITUKUA € BU3HAYEHHS JOIYCTUMOI'O BUKOPUCTAHHS 3MIHHUX
HOCI1B Ha MiIPUEMCTBI.

5.3 Cdepa 3acTocyBaHHs

[la mnoniTMKa € YacTUHOK KOPHOPATMBHOIO YIPABIIHHSA KOMIIAHII 1
TOIIUPIOETHCS
Ha BC1 3MIHHI HOCIi Ha SIKUX € 1H()opMallis 3 00MEKEHUM JIOCTYIIOM.

5.4 Tlomituka

- 3aBKJIM BYACHO 3/IIHCHIOBATH OHOBJICHHS 0a3 aHTUBIPYCHOI MTPOTpamu;

- michs MAKIIOYEHHS Hocis 1H(opMalii 000B’SA3KOBO MEpPEeBIpUTH HOTO
AHTUBIPYCHOIO MPOTPAMOIO;

- BIIKJIFOYMTH aBTO3aIyCK 3MIHHMX HOCIiB 1H(pOpMaIlii;

- BHUKOPHWCTOBYBATH JIHIIIE 00JIIKOBaH1 HOCIT 1H(OpMAIIiT;

- HE KOPHUCTYBATUCS OO0JIKOBAaHUMHM HOCISIMH B OCOOMCTHUX ITIJISAX.

6 IlomiTuka pocTymy 10 Micib 30epiraHHs HOCIIB 3 iHGoOpMaIi€w 3
0OMEKEHUM JTOCTYIIOM.
6.1 Ornsan

[TomiTrka npu3HadeHa aJis1 3a0€3MeUeHHS HAJICKHOTO 30epeKeHHS HOCIIB
1H(DopMalii 3 0OMEKEHUM JTIOCTYIIOM.

6.2 Meta

MeTor0 aHO1 MOJITUKUA € BCTAHOBJICHHSI BUMOT 30€piranHs HOCIiB iH(popMairii
3 0OMEKEHUM JIOCTYTIOM.

6.3 Cdepa 3acTocyBaHHS



64

[{s momiTHKa 3aCTOCOBYETHCS JJISI BCHOTO MIAIMPHEMCTBA 1 MOIIUPIOETHCS HA
BCIX MpalliBHUKIB Ta MicCIlsl 30epiraHHs HOC1iB 1H(popMaIrii.

6.4 IloniTuka

- celiu moBuHHI OyTH 00JIIKOBaHI;

- JTOKYMEHTH ab0 €JICKTPOHHI HOCIi, SKi MICTATh 1H(GOPMAIIiIO 3 OOMEKESHUM
JIOCTYIIOM Ta JOKYMEHTH, 3 BIAKPHUTOIO 1H(OpMAIlIE€I0 TTIOBHHHI 30€pIraTHCh OKPEMO;

- He 3ajuIaTd 0e3 Harsay ceid abo KiTtodi BiJ HOTO;

- HEoOX1THO 3aBECTH >KypHaj 00JIKY KII0UiB BiJg ceiidy;

- B pa3l BTpaTH KIIOYIB HEOOXITHO HamMcaTH MOSICHEHHS 010 (akTy
BTpATH, Ta 3MIHUTH 3aMOK Ha cerdi.

7 IloniThka aHTUBIPYCHOTO 3aXUCTY

7.1 Orisin

[Is momiThka BU3HAYa€ BUMOTM MO0  3aXUCTy  1H(oOpMaIiiHO-

TEJIEKOMYHIKaIliitHOT
iH(ppacTpykrypu @OII Miponos O.B. Bix 3arpo3 iHpopmaniiiHoi 6e3rnexku, mpuaruHa
BUHUKHEHHS SKHX TIOB'S3aHa 3 PO3MOBCIOHKCHHAM IIKIJJTMBOTO TPOTPAMHOTO
3a0€3MeUCHHS.

7.2 Merta

MeToto 1aHOi MOJTITUKY € BCTAHOBJIEHHSI BUMOT KOPUCTYBaHHS 3aC00aMu
AHTUBIPYCHOTO 3aXHCTY.

7.3 Cdepa 3acTocyBaHHS

[ls1 moyiTHKa 3aCTOCOBYETHCS MJII BChOIO MIAMPUEMCTBA 1 MOIIMPIOETHCS HA
KepiBHUKIB Ta cmiBpoOiTHUKIB @POII Miponos O.B. , 1o ekcriyaTyioTh Ta
CynpoBoIKyOTh IC.

7.4 Tlomituka

CucteMHMI aIMIHICTPATOP MOBUHEH:

- TPOBOJUTU MOHITOPUHI POOOTHM aHTUBIPYCHUX 3ac0o0iB 3axHcCTy, Ta
OTIEpAaTUBHO pearyBaTh HaM BUHUKHEHHS MPH I[bOMY KPUTUYHUX CUTYAITIH;

- KOHTpPOJIIOBaTH CBOEYACHE OHOBIIIOBAHHS AHTHUBIPYCHOTO IPOTPaMHOTO

3a0e3neueHHs (OHOBJICHHS 0a3 MPOBOAUTH HE PiAIIe HIK OAUH pa3 KOxHi / 1110);
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- ONepaTHBHO B3aeMofisiTH 3 KopuctyBauamu AC y pa3i BUHUKHEHHS
CUTYallill, MOB'A3aHUX 3 AHTUBIPYCHUM 3aXHCTOM;

- BecTH 00JIIK pOoOOTH aHTHBIPYCHHUX 3aCO0IB 3aXHCTY;

7 OO00B’s13KM CHIBPOOITHHKIB, TOMYIIEHUX 10 KOH(IAEHITIHHO1 iHQOopMmartii

CniBpoOiTHHKaAM, K1 JIOIMYIIEH] 0 KoH(iaeHIiiHoI iHdopMmaIrii 30008’ s13aHi:

- He posrojomyBatd KoHpiaeHIiHY 1Hpopmariito POIT Miponos O.B. | i
0e3 3roau HE BUKOPHCTOBYBATH ii JJIS BIACHUX MOTped y mepiox Aii TPyAOBOTO
JIOTOBOPY, @ TAKOXK MPOTITOM TPHOX POKIB MICIS HOTO 3aKIHYCHHS;

- BIJIIKOAYBAaTH 3amofisiHl 30MTKH, SKIIO BIH BUHEH Yy pPO3rOJIOIICHHI
KOH(1eHiiHOT 1HdopMaIlii;

- nepenatu POII Miponos O.B. npu npunuHeHHI TPYAOBOTO JIOTOBOPY
MaTepiaiabHl HOCIT 3 KOH(1IEHLIIMHO0 1HPOPMALII€L0;

CniBpoOiTHHKaM, Skl JOMyIieHl J0  KOHGIAeHIIHHOT  iHpopmalii
3a00pOHSIETHCS:

- BECTHU IMEpPEroBopu MO KOHGIAEHIIWHUM THUTAHHIM TI0 HE3aXUIIECHUM
JHIAM 3B'SI3KY, 3aMKCY Ta Mepeaadi JaHux (1o Mepekam nepenadl JaHuX 3arajbHoro
KOpHUCTyBaHHS, Tenedony, [aTepHeTy Ta 1H.);

- BUKOPHCTOBYBATH KOH(DIACHIIINHY 1H(pOpMAaIlil0 B CIIy)00Biil mepenucii,
JIOTIOBI/ISIX Ta BUCTyMNaX, B BUAKPUTHX CTATTSIX Ta 1HIIMX MaTepianax, MpU3HAYCHUX
JUTS OTTYOJTIKYBaHHS;

- pobutu 6e3 A03BOIY 3aCTylHUKA TUPEKTOpa Bifco 3MOMKY, GOTO 3HOMKY
a00 3BYKO3amuC B MPUMILIEHHAX, B AKUX 00pOOIIOETHCS 1HPOpMALIis 3 OOMEXKEHUM
JOCTYTIOM;

7. OO00B’S3KH CHCTEMHOTO aJMiHICTpaTopa

- BCTAHOBJIIOBaTHM Ha cCepBepH 1 poOoUl CTaHIT MeEpeKeBe MporpamHe
3a0€e3IICUCHHS;

- KOHCYJIbTYBAaTH CIIBPOOITHHUKIB 3 MTUTaHh BUKOPUCTAHHS OOUUCIIIOBAIILHOI
TEeXHIKA i KOMITTOTEPHUX 1HPOPMAIIMHUX TEXHOJIOTIH;

- TPOBOJUTH KOMII'FOTEPHI aHTUBIPYCHI 3aXO0/H;
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- ycyBaTH aBapiiiHI CHUTYyalli, MOB'S3aHl 3 YIIKOJDKEHHSIM MPOTPaMHOTO
3a0e3neueHHs i 0a3 JaHuX;
- OpraHi3oBYBaTH TECTYBaHHS W HaBYaHHS CIIBPOOITHHUKIB IIIAMPHEMCTBA
OCHOBaM KOMIT'FOTEPHOI TpamMOTHOCTI # pPOOOTI 13 MPHUKIAJAHUMU MPOTPAMHUMHU
3acobamu;

- TOPOBOAUTH KOHTPOJb 3a MPaBUJIBHICTIO BHOOpPY, 30epiraHHs, CBO€YACHIi

3aMiHi TapOJIiB KOPUCTYBAUiB MEPEKI,;

3a0e3meuyBaTh CBO€YACHE KOMIIOBAHHS 1 pe3epBYBaHHS JJAHUX;

- CIAKyBaTH 3a O€3MEeKO0I0 MEPEXKI B IIJIOMY;

- CIIJKYBaTH 3a IOTPUMAHHSIM IMPABUJI MOJITUKU OC3MEKH;

8. OO00B’s13KHU KOPUCTYBadiB

- 3HATH NpaBUJIa POOOTH B CHUCTEMI 1 BXKHUTI 3aX0/I LI0JI0 3aXUCTY PECYPCIB;

npu poOOTI Ha CBOiM poOOYIM cTaHLIi BUKOHYBATH TUIBKM CIY>KOOBI

3aBJIaHHS;

- mepej] MoYaTKoM poOOTH MEPEBIPUTH CBOI poOOUl MANKK HA KOPCTKOMY
MarHiTHOMY JUCKY, po6oul qucketu Ta CD-nucku Ha BiZICYTHICTH BIPYCIB 3a
JIOTIOMOT'O10 IITAaTHUX 3aC001B aHTUBIPYCHOT'O 3aXUCTY, IEPEKOHATHUCS B CIIPABHOCTI
CBO€1 po00YOT CTaHIIII;

- TpH TOBIIOMJICHHSX TECTOBUX TMpOTpaM IMpoO TOSBY BIpYyCIB HEraiHO
NPUIUHUTH pOOOTY, AOMOBICTUA aIMIHICTPATOPY MEPEKI;

- Opu HEOOXIAHOCTI BUKOPHUCTAaHHS MAarHITHMX HOCIIB, IO HAAIMILIA 3
IHIIMX MIAPO3/UTIB, YCTAHOB, MIJANPUEMCTB 1 Oprasizaiii, nepu 3a Bce, NPOBECTU
MepeBiIpKY IIUX HOCIIB Ha BIICYTHICTh BIPYCiB;

- 30epiraTi B TaeMHHUIl CBIM 1HAUBIAYaJIbHUNU MapOJb, MEPIOAUYHO
3MIHIOBATH MOTO 1 HE MOBIJIOMJISTH 1HIIMM 0co0aMm;

- MOBIAOMJISITM CUCTEMHOI0 aJMiHICTpaTopa npo 3001 poOOTH CUCTEMU;

9. O6oB’s13kM  aaMiHICTpatopa Oe3neku (MeHemkepa 3 1H(pOpMaIiiHOI

Oe31eKn)
- Ooprasizaiisi eKcIulyaTalii TEeXHIYHUX 1 OPOrpaMHUX 3aco0iB 3aXUCTy

1H(popmarrii;
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- TIOTOYHHUH KOHTPOJIb pOOOTH 3aCc001B 1 cUCTEM 3axXHUCTy 1HpOpMaIlii;

- KOHTPOJb 3a pOOOTOK KOPUCTYBadiB aBTOMATH30BAaHUX CHUCTEM,
BUsABJIEHHS Ta peectparis crnpod HCJI mo aBTomMaTH30BaHMM cCHCTeMaM 1 00
iH(pOpMAIITHUX pecypciB;

- MATPUMAaHHS CUCTEMH B paMKaxX 00paHOI MOJIITUKY Oe3MeKH;

- 3abe3nedeHHs] KOHIAEHIIIHHOCTI 1 IIUTICHOCTI TaHUX;

- TIATOTOBKA 1 30€peKEHHS PE3EPBHUX KOMIM JaHUX, iX TNepiogudHa
repeBipKa 1 3HUIICHHS

- CTBOPEHHS Ta MIATPUMKA B aKTyaJlbHOMY CTaHI KOpPUCTyBaua OOJIIKOBUX
3aIUCIB;

- BIANOBIJIAJBHICTH 3a IH(pOpMAIliHiHY O€3MeKy B KOMITaHii;

- BlACTeXeHHs iHdopMallii Ipo ypa3auBICTh CUCTEMH Ta CBOE€YACHE BXKUTTS
3aX0/I1B;

- TeploJInYHE MPAKTUYHE TECTYBAHHS 3aXUIICHOCTI CUCTEMH;

- JIOKyMEHTYBaHHS CBO€I poOOTH;

- YCYHEHHS HETOJa/J0K B CHCTEMI.
2.7 Anani3 pu3MKiB MICIs BIPOBAIKCHHSI MOJITUKHA O€3MEeKH

VY Tabnumi 2.10 mpoaHanizoBaHi piB€Hb PU3UKY MICIIA BIPOBAKEHHS MO THKU
oe3mneku. OTKe, MOKHA 3pOOUTH BUCHOBOK, 110 TICIISI BIPOBAIKEHHS THCTPYKITIH, SIK1
pErJIaMeHTYIOTh O00OB’S3KM  CHMIBPOOITHUKIB, JOMYIIEHUX JO KOH(DiAEHIHHOT
iH(popMarllli 3MEHIIUBCA PIBEHb PHU3HUKY Yy 3arpo3u: pO3roJIoNIeHHs 1H(opMallii,
Mo (diKallisl, 3HAIICHHS CIIBPOOITHUKAMU JTOMYIIEHUMH 110 i1 00pOOKH.

[Ticns BOpOBaIKEHHA TMOJITHKM JOCTYIMY [0 MICUb 30epiraHHs HOCIiB 3
iH(DopMaIiiero 3 0OMEKEHUM JOCTYIOM, TOJITUKH «YHUCTOTO CTOJAa» Ta «YHUCTOTO
eKpaHy», MOJITUKHA KOPUCTYBAaHHS HOCISIMU 1H(OpMaIlli 3MEHILIUBCS PIBEHb PU3HKY Y

3arpo3u — Kpajikka iHdopmarrii.
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Tabmus 2.10 — AHamni3 pU3UKiB Micis BOIPOBAKEHHS MOJITUKHA O€3MEeKH

Ne 3arposa

[Tepernsn
iHdopmarrii Ha
JucImiel
1 cnoiBpoOITHUKaM
U, SIK1 HE
JOMYIIEH] JI0
00poOKH

[ndopmarris,
sIKa MOXKeE
Ooytu
MOTIIKO[KEHA
Opranizariitn
O - IPaBOBI
JIOKYMEHTH
HiAIpUEMCTBA
[npopmaris
PO HaJaHHS
HOCHYT,
Tapudu,
KOHTaKTHa
iHDopMmartis
diHaHCOBO-
OyXTaJITepChKi
JIOKyMCHTH
MIPUEMCTBA
[adopmartis
mpo
MOCTaYaIbHUK
1B Ta KJII€HTIB

JlokyMeHTH 110
0co00BOMY
CKJIaay
IpalliBHUKIB
MITPUEMCTBA

[Hdpopmartis
PO KIIBKICTh
1 HasIBHICTh
OPOAYKIIT Ha
CKJIai

NmoBipHICT
b peastizaltii
3arpo3u

Hwusrpka

Husrpka

Huseska

Husrpka

Huseska

Husrpka

Bennuun
a 30UTKIB

Hwusrpka

Huseska

Hwusrpka

Cepenns

Bincyras

Pusux

Husnku

i

Hussku
174

Husnku

=i

Hussku

i

Hussxu

Hussxu

17}

NmoBipH1
HACIAKA

Henpuemnocri
TUTS
i IITPHEMCTBA

Henpuemuocri
TUIS
i IIIPHEMCTBA

Henpuemnocri
TUIs
i PUEMCTBA

3HM)KEHHS
MPOJIYKTUBHOC
Ti Ipart,
HEMPUEMHOCTI
TUTSt
H1AIPUEMCTBA

Henpuemuocri
IS
i ITPUEMCTBA



[Iponosxxenus Tadmmi 2.10
2 3

BigomocTi po
ILUTAaHU
M1IITPUEMCTBA

Oprani3zariifto -
MpaBoBI
JTOKYMECHTHU
IIITPUEMCTBA

[ndpopmaris npo
Ha/IaHHS TOCHYT,

Tapudu,
KOHTaKTHA
iH(bOopMaIIis
diHaHCOBO-
OyXTaiTepchKi
JTOKYMEHTH
PosrosorieHH  MiANPHEMCTBA
s iHpopMalIlii,
Moaudikamig, I[Hbopmaris mpo
3HUIIEHHS NOCTa4aJIbHUKIB
CHiBPOOITHUK Ta KJIIEHTIB
amMu
JIOTTYIIICHUMH
1o 11 JlokymeHTH 1o
00poOKH. 0co00BOMY
CKIaay
MpaliBHUKIB
1 ITPUEMCTBA

[ndopmartis npo
KIJIBKICTH 1
HasIBHICTh

OPOAYKIIii Ha
CKJIai

Husnka

Husnka

Husnka

Husnka

Husska

Husnka

Husnka

Huseska

Cepennst

Bucoxka

Bucoka

Bucoka

Cepenns

Huspka

Husskuii

Husskuii

Cepenniii

Cepenniii

Cepenniii

Husbkuii

Husskuii
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7
Henpuem
HOCT1 JJI
HIITPUEM

CTBa
Henpuem
HOCTI I
HiAIpUEM

CTBa
dinaHCOB
1 BTpaTH,
HENIPUEM
HOCTI JJIsd
HiAIpUEM

CTBa.

dinaHcoB
1 BTpaTu

di"aHCOB
1 BTpaTH,
HEIIPUEM
HOCTI JJIs
HiIIpUEM
CTBa.
3HIKCHH
o
MPOTYKTH
BHOCTI
mparii
di"aHCcOB
1 BTpaTH,
3HUKEHH
i
MIPOTYKTH
BHOCTI
nparfi



[IponoBxxenus Tadmmi 2.10
2 3

BigomocTi npo
ILUTAaHU
M1IITPUEMCTBA

Oprasi3zamiito -
MpaBoBI
JTOKYMECHTHU
H1ITPUEMCTBA
[npopmaris npo
HaJaHHS ITOCTYT,

Tapudu,
KOHTaKTHA
iHbOopMaItis
®diHaHCOBO-
OyXranTepchKi
JIOKYMEHTHU
Kpanixka M AMPHEMCTBA
1H(popMmaii,
HOCIIB .
isdopmaLii. [ndopmartis nmpo

MOCTAYAJILHUKIB
Ta KJIIE€HTIB

[ndopmartis npo
KIJIBKICTB 1
HasBHICTH

MPOIYKIT Ha
CKJIai

Bimomocri mpo
TUTaHU
HiANPUEMCTBA

Husskuii

Husnka

Husnka

Husnkuit

Husekui

Husska

Husnka

Cepenns

Husska

Biacyrus

Bucoka

Cepenns

Husska

Cepenns
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6 7
3HMKCHHS
MIPOTYKTHB
HOCTI
pari
Henpuemn
OCTI U1

Cepenniit

Husskuii .
1 IIPUEMC

TBa

Husskuii -

.. ®dinaHcosi
Cepenniit
BTpaTH

dinaHcoBi
BTpATH,

. HEMPUEMH

Husbkuii )
OCT1 I

niAnprUeMc

TBa

Henpuemnu
. OCTI JUTA
Huzpknii ]
M1 IIPUEMC

TBa

Henpuemnu
. OCTI1 JIJId
Husbkuit .
MIMPUEMC

TBa
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2 3
Oprasi3zamiifto -
MpaBoOBI
JOKYMEHTH
M1IITPUEMCTBA

[npopmaris npo
HaJIaHHSA TTOCTYT,
Tapudu,
KOHTaKTHA
iH(popMmaIris

diHaHCOBO-
OyXranTepchki
JOKYMEHTHU
MITPUEMCTBA
[Tomunku
MepcoHaIy
pu poOOTi 3

1H(popMmalliero .
Iadopmartis mpo

MOCTAYAJILHUKIB
Ta KJIIE€HTIB

[ndopmaris npo
KIJIBKICTB 1
HasIBHICTh

MPOIYKIT Ha
CKal

BimomocTi mpo
TUTAHH
T ITPUEMCTBA

Husnka

Husnka

Cepenns

Cepenns

Husnka

Husnka

5 6
Husbka Huzbknii
Cepenus Huzpkuii
Bucoka Cepenniii
Cepenns Cepenniit
Husbka Huzbknii
Cepenns Hwusbknii
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7
SHMKCHHS
MIPOTYKTHB

HOCTI
parri
®di"aHCOBI
BTpaTH,
HETIPUEMH
OCTI I
HIITPUEMC
TBA.

dinancoBi
BTpaTH

®dinaHCOBI
BTpaTH,
3HUKCHHS
MIPOTYKTHB
HOCTI
mpari,
HEMPUEMH
OCTI1 JIJIs
HiAIpUeEMC
TBA.

3HIKCHHS

MPOAYKTUB
HOCTI
npari

Henpuemn
OCTI JUIA
nianpueMc
TBa



[Iponosxenus Tadmmi 2.10

2

BTtpara a6o
MoaudiKaris
1H(popmarii
4yepe3 BUXIJ 3
namxy
amapaTHO-
IPOTPaMHUX
3aco0iB

3
Oprasi3zamiifto -
MpaBoOBI
JOKYMEHTH
M1IITPUEMCTBA

[npopmaris npo

HaJIaHHSA TTOCTYT,

Tapudu,
KOHTaKTHA
iH(popMmaIris

diHaHCOBO-
OyXranTepchki

JOKYMEHTHU
MITPUEMCTBA

Iadopmartis mpo
MOCTAa4YaJILHUKIB
Ta KJIIEHTIB

BigomocTti mpo
[UIaHU
H1ITPUEMCTBA

[ndpopmaris npo
KIJIBKICTD 1
HasIBHICTD

MPOAYKIIT Ha
CKJIal

Husnka

Husnka

Husnka

Husska

Husnka

Husnka

5 6
Cepenns Hwu3zpknii
Bucoxka Cepenniii
Bucoka Cepenniii
Cepenns Huzbkuit
Cepennst Husbkuii
Cepenns Hwusbkuii
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7
SHMKCHHS
MIPOTYKTHB

HOCTI
parri
®di"aHCOBI
BTpaTH,
HETIPUEMH
OCTI I
HIITPUEMC
TBA.

dinancoBi
BTpaTH

®diHaHCOBI
BTpaTH,
3HUKCHHS
MIPOTYKTHB
HOCTI
mpari,
HEMPUEMH
OCTI1 JIJIs
HiAIpUeEMC
TBa
Henpuemnu
OCTI1 JIJIs
mianpueMc
TBa

3HMKEHHS

MIPOTYKTHB
HOCTI
mparti
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[IponoBxxenus Tadmmi 2.10

1 2 3 4 5 6 7
®di"aHCOBI
BTpAaTH,
[apopmanis 3 3HW)KCHHS
00OMEKCHUM MIPOTYKTHB
Cruxiiini JIOCTYIIOM, - HOCTI
6 . . Husbka Bucoka Cepenniit )
auxa iH(dopmarris 3 mparii,
BIJIKpDUTUM HEMPUEMH
JOCTYTIOM OCTI1 JIJIs
HiAIpUeEMC
TBa

2.8 BHCHOBKH JI0 APyroro po3aury

VY nmanomy posaial Oynm 310paHi JaHI IPO MHIANPHEMCTBO, BUKOHAHE OOCTEKCHHS
OIl, oOctexeHHs 1H(POPMAIIMHOTO CEpPeAOBUIIA Ta OOCTEKEHHS OOYUCIIOBAILHOI
cuctemu. Ha mincrasi 310panux jgaHux Oyiia po3poOJieHa MOJIeh MOPYIIHUKA 1 MOJIETh
3arpo3, Ta 3po0JIeHO aHalli3 pU3MKiB. Bu3HaueHo 3arpo3u 3 HaWOIIbII BUCOKHUM pPIBHEM
PHUBHKY:

- posronomieHHs 1H(opMarli, Moaudikaiis, 3HUMIEHHS CIIBPOOITHUKAMHU
JOTYIIIEHUMHU JI0 i1 00pOoOKH;

- Kpamixkka iHdopmarrii abo HOCIiB iH(popMaIIii.

[Ticnst woro OyB 0OpaHuii Mpodiyib 3aXUIIEHOCTI 1 PO3POOJICHA TOITHKA OE3IEKH.
[Ticnst BrpoBa/PKEHHS MOMITHKY Oe3Meku OyB Ie pa3 MpoaHaIi30BaHUM PIBEHb PU3HKIB, 1

OyJI0 BUBHAYEHO, 110 BIH 3MECHIITUBCS.
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PO3/ILJI 3. EKOHOMIYHUI PO3 /1

MeTor0 BHUKOHAaHHS €KOHOMIYHOTO  PO3JAUIYy €  TEXHIKO-€KOHOMIUHE
OOIrpyHTYBaHHS TOMITUKU Oe3neku iHpopmanii mpuBatHoro migmnpuemctsa OOII Mi-
ponoB O.B. skuii € pectopaHHUM 013HECOB,ITPOJIAKEIO CTPAB ,AIKOTOJIBHUX Ta
0€3aIKOTOIPHUX HAIOIB Ha TepeTopii mianpueMcTBa. Takox Ha CAlTH pecTOpaHy
MO>KHO 3aMOBHTH JIOCTaBKY %1 y Oynb-sIKy TOuKy J{HIIponeTpoBCchKa.

OCHOBOIO ISl BU3HAYEHHSI BUTPAT Ha PO3POOKY MOJITUKH Oe3neku iHdopMarlii
€ kKoHmemmis cykymHoi Baprocti BomominHs (Total Cost of Ownership),
samponionoBana Gartner Group, nme po3paxoByrOThCs (ikcoBaHi (KamiTaabHi)
BKJIQJICHHSI 1 MOTOYHI BUTPATH, a TAKOXK BEJIMYMHU MOKIIMBHUX 30UTKIB, SIKI MOXE

OoTpHuMaTHu Hi,Z[HpHGMCTBO.

3.1 Po3paxyHok (pikcoBaHUX (KamiTaabHUX) BUTPAT
Kamitanbai ((pikcoBaHi) BUTpaTH Ha NPOEKTYBAHHS Ta BIPOBAIHKEHHS

MOJITUKY Oe3Meku iHpopMallii CKIaIaroTh:

K = Kmp + K3m3 + K3 + Ka3 + Knasu + Ku (3.1)

ne Kmnp — BapTicTh po3poOKH MPOEKTYy iHPopMaIliiHOi O0e3neKku Ta 3aTy4yeHHS

JUTSI LIbOTO 30BHIIIHIX KOHCYJIBTAHTIB, TUC. TPH;

K3n3 — BaprTicTh 3aKkymiBenb JIIEH31IMHOIO OCHOBHOTO W J0JAaTKOBOIO
nporpamHoro 3ade3nedeHus (I113), Tuc. rpH;

Kprm — BapTicTh po3po0OKH MOTITUKH Oe31eku iH(hopmallii, THC. TPH;

Ka3z — BapricTh 3akymiBii amapaTHOTO 3a0€3MEUeHHS Ta JOMOMIKHHUX
MaTtepialiB, TUC. TPH;

KnaBu — BUTpaTu Ha HaBYaHHS TEXHIYHMX (PaxiBI[IB 1 OOCIYrOoBYIHOUOIO
NIEPCOHAITY, THUC. TPH;

KH — BUTpaTH Ha BCTaHOBJIEHHS OOJIaJHAHHS Ta HAJArO/PKEHHS CHCTEMU

1H(DopMmariitHoi 6€31MeKu, TUC. TPH.
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Po3pobky momituku Oe3neku iH(OpMaIli IS MPUBATHOTO TMIANPUEMCTBA
MiponoB O.B. mranyerbcs 3miMcHIOBATH 0e€3 3alydeHHS IS IIOI0 30BHIMIHIX
KOHCYJbTaHTIB, ToMmy Kmnp=0 rpH. 3akymiBmi amnapaTHOro 3a0e3leueHHs Ta
JOTIOMIKHUX MaTepiajliB He IIaHyThes, Tomy Kaz=0.

[InanyeTbcsi BUKOPUCTAHHS JIILEH3IMHOTO MPOrpaMHOro  3a0e3NeueHHs,
BapTICTh SIKOTO BHU3HAYAETHCA Ha PIK KOPUCTYBaHHSA, TOMY III BUTpPATU
B1J0OpaXKaTUMYTHCS B €KCILIyaTallIMHUX BUTpaTax.

Butpatn Ha HaBuaHHS TeXHIYHUX (axiBIiB 1 OOCIYroBYIOUOI'O IEPCOHATY
(KnaBu) ckmagyte 4 THC. TpH. Butpatm Ha BcTaHOBJIEHHS OOJaJHAHHS Ta
HaJaro)KeHHs cucTeMu 1HpopmarliitHoi 0e3neku craHoBiATh (KH) 3 THc. IpH.

Butpatu Ha po3poOky mosituku Oe3neku iHpopmauii Kpm ckimagarotbes 3
BUTpaT Ha 3apoO0ITHY IUIATy cremiaiicta 3 1HpopMauiiHoi O0e3neku 331 1 BapTOCTI
BUTpPAT MAIMHHOTO 4Yacy, IO HEOOXIAHUN JUisi pO3pOOKH TOJITUKH Oe3MeKu
1H(popmarii 3my.

TpyaoMicTKICTh pO3pOOKM MOMITHKK Oe3neknu 1HGOopMallii BHU3HAYAETHCS
TPUBAJICTIO KOXHOI poOO4YOi omepalii, MOYMHAIOYM 3 CKIAJaHHA TEXHIYHOIO
3aBJaHHS 1 3aKiH4YyIoud O(OPMIICHHSIM JOKyMEHTalii (3a yMOBH POOOTH OJIHOTO

crierriaiicta 3 1HpoOpMaIiitHOI O€3IEeKH):

t=tymt+ tm + tw + tust toomit Coomit £, TOIMH, (3.2)

ne t,, — TPUBAICTh CKJIAJaHHA TEXHIYHOIO 3aBJaHHS Ha pPO3pPOOKY

noiTUKK Oe3mneku iHdopmaiiii, t,,=3 TOIUHM;

t,, — TPUBAIICTh PO3pOOKHK KOHIIEMIIii Oe3neku iHpopMallii y opraHizarii,
t,=b rogu;

t,, — TPUBAJIICTH MPOIIECY aHaII3y PU3HKIB, t,=16 roauH;

t,, — TPUBAIICTh BU3HAUCHHS BUMOTI JIO 3aXOJiB, METOJIB Ta 3aco0iB
3aXUCTY, ty;=12 roauH;

t,,, — TPHBAIICTh BHOOPY OCHOBHHX DINICHb 3 3a0€3IECYECHHS OC3IEKH

1H(popMmarii, t,,;=8 rogux;
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t,ym — TPUBAIICTH OpTraHi3alii BUKOHAHHS BIJHOBIIOBAJIBHUX POOIT 1
3a0e31eUeHHS HelepepBHOro (DYHKIIOHYBAaHHS OpraHi3ailii, t,,,=—8 roguH

ty— TPUBATICTh JOKYMEHTAIBHOTO O(DOPMIICHHSI MOJITUKHA Oe3meKH, t,=6
TOJIVH.

Orxe,

t=3+5+16+ 12+ 8 +8 + 6 = 58 roaus.

Butpatn Ha 3apoOiTHy miaTy creuianicta 3 i1HdopmaliiiHoi Oe3neku 330
JTOPIBHIOBATUMYTH 331 = 58 * 93 = 5395 rpH.

CepennporoanHHa 3apo0iTHA IUIaTa creniaigicta 3 1HPOpMaILIiHOI Oe3NeKu 3
HapaxyBaHHAMHU ckiagae 93 TpH/TOAMHY, BHXOASYH 13 3apoOITHOI IUIATH
16000 rpH/Mmic.

BapricTh MammmHHOTO 4Yacy ajisi po3poOKM MOMITHKU Oe3neku 1H(opmalli Ha

IIK cTaHOBUTEH:

3mu =t * C,y, = 58 * 13,96 = 809,68 rpH.

Bapticts 1 roguan mammaHoro yacy 11K Bu3HavaeThes 3a hopmyioro:

Otxe,

Kpn = 5395 + 809,68 = 6204,68 rpH.

Takum uywmHOM, KamiTanbHi ((pikcoBaHi) BUTpaTH Ha TMPOEKTYBAaHHA Ta

BIIPOBAHKCHHS MPOSKTHOTO BapiaHTa CUCTEMH 1H(GOPMAIIIIHOT 0€3MeKH CKIIaal0Th:

K =4000 + 3000 + 6204,68 = 13204,68 rpH.
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3.2 Po3paxyHOK MOTOYHUX BUTPAT

Piuni moTo4Hi BUTpaTu Ha (PYHKIIOHYBaHHS cCUCTEMH iH(opMaIliitHo1 Oe3meKu
CKJIa/1al0Th:

C=C,+C+Cy, 1pH. (3.3)

ne C, - BapTICTh BIAHOBICHHS i MOJIEpHI3allii CUCTEMU;
Cy - BUTpaTH HA KEPYBAHHS CUCTEMOIO B IIOMY;
Cax - BUTpAaTH, BHKJIMKAaHI AaKTUBHICTIO KOPUCTYBadiB CHCTEMH
inopmamiitnoi 6e3nexu (C, = 0 rpH.).
Bapricte mineH3iiiHOro mporpaMHOro 3a0e3nedyeHHs Ha PIK KOPUCTYBaHHS
(tabn. 3.1) Bu3Hauae BuTpath Ha Upgrade-BiaHOBICHHS W MOJEPHI3AIII0 CHCTEMHU

iH(popMmariitnoi 6e3nexu (C,).

Tabnuusg 3.1 - BapTicTs dilleH31MHOTO MPOrpaMHOTro 3a0e3Me4eHHs, TPH/PIK

No HaiimenyBaHHs Iina
1 ABC Backup Pro 0€3KOLITOBHO
2 Avast Endpoint Security 1415 rpu. nns 1 TIK
3 AIDA64* 5800 rpH.
Bcwroro=mm 7215 TpH.

*AIDA64*Engineer - mporpamHe 3a0e31eueHHs 171 JIarHOCTUKY 1 TECTYBAaHHS, IPU3HAYCHE JIJIsI

MIPUEMCTB, JIICH31S HAJIA€THCS OKPEMO JIJIsT KOXKHOTO (DaxiBIls

Butparu Ha kepyBaHHs crcTeMor0 iH(opMartiitHoi 6e3mneku (C,) CKIaaloTh:

Ci=Cy+C,+C, + Cy + G, + Cp, TPH. (3.4)

Butpatn Ha HaB4aHHS aJIMIHICTPATUBHOTO TIEPCOHANY W  KIHIIEBUX

KopucTyBauiB cTaHOBJIATH 4000 TpH.
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Piunuii ¢dona 3apoOiTHOI IMIATH 1HXXEHEPHO-TEXHIYHOTO TEPCOHATY, IO

obciyroBye cuctemy iH(popMamiiHoi 6e3neku (C,), cKiramae:

C; = 3ocu + 3500 TPH. 3.5)

OcHoBHa 3apo0iTHA IJIaTa BU3HAYAETHCS, BUXOJIYH 3 MICSYHOTO MMOCATIOBOTO
OKJIamy, a J0JaTKoBa 3apo0iTHA miata — B po3Mipi 8-10% Bix ocHOBHOT 3apoOITHOT
TUTaTH.

OcHoBHa 3apo0iTHA MJIaTa OJHOTO cremiaiicta 3 1HpopmaliiiHoi 0e3rneku Ha
Mmicamnb ckimagae 16000 rpa. JlomatkoBa 3apoOiTHa miata — 8% Big OCHOBHOL

3apo0OiTHOI mIatu. OTXKe,

C, =16000*12 + 16000*12*0,08= 207360 rpH.

CraBka €CB m1s Beix kareropiid miatHukiB 3 01.01.2016 p. cknagae 22%.

Ces =207360%0,22 =45619,2 rpH.

Bapricte  enekTtpoeHeprii, 10 CIIOXHMBAETHCS — amaparypor0  CHUCTEMOIO

iHpopMariiiHoi 0e3neku mpotsarom poky (Ce.,), BUBHAYAETHCA 32 POPMYIIOIO:

Ce, =P F, L rpu, (3.6)

Ae P — BcraHoBneHa MOTYXHICTh anaparypu iHdopMartiitHoi 6e3mneku, (P=8,8 kBT);
Fp — piunuit ¢oux podbodoro vacy cuctemu iHpopmariiinoi oesmexu (Fp = 1920
rof.);
Ile — Tapud Ha enexrpoeneprito, (Lle = 1,64 rpH./kBT 3a roguny).
Bapricte  enekTtpoeHeprii, 10 CIOXXHBAETHCS — amaparypord  CHUCTEMOIO

1H(MOpMaIIIHOT OE3MEeKH TIPOTITOM POKY:
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Cen = 8,8%1920%1,64 = 27709,44 rpH.

Butpatn Ha TexHiyHEe I opraHizalliiiHe aJMIHICTPYBaHHsS Ta CEPBIC CHUCTEMHU
iHpopMaIliiiHOi Oe3MeKn BH3HAYAIOThCS Y BIICOTKAX BiJ BapTOCTI KamiTadbHHUX
Butpat - 2% (C,,. = 13204,68 *0,02= 264,09 rpH).

Butpatu Ha kepyBaHHs cucTtemoro iHQopmamiinoi  Oesnexku  (Cy)

BU3HA4YarOTbCA:

Cy =4000 + 207360 + 45619,2 + 27709,44 + 264,09 = 284952,73 rpH.

Otxe, piuHI TOTOYHI BUTpATH Ha (YHKIIIOHYBAaHHS CHCTEMHU 1H(opMariiiHoi

O€E3MEKN CKJIAAa0Th:

C=7215+284952,73 =292167,73 rpH.

3.3 OriHKa MOKJIUBOTO 30UTKY

JIist po3paxyHKy BapTOCTI TakOoro 30WMTKY MOXHA 3aCTOCYBAaTH HACTYITHY
CITPOIIIEHY MOJIEIIb OILIIHKH.

HeoOxian1 BUX1aH1 JaH1 IJI PO3PaXyHKY:

tm — yac mpocTor By3ja abo cerMeHTa KOPHOPATUBHOT MEpeXki BHACIIIOK
aTaku, 4 roIuHU;

tB — dac BIJHOBJICHHS IICJS aTaKd TIEPCOHAIIOM, IO OOCIYrOBYE
KOPIOPAaTUBHY MEPEXKY, 2 TOJINHU;

tBM — yac TOBTOPHOTO BBEIEHHs 3aryOseHoi iHdopmailii CriBpoOiTHUKaAMU
aTaKOBaHOTO By3Jia a00 cerMeHTa KOpropaTuBHOI Mepexi, 10 roaus;

30 — 3apo0iTHA IIaTa 0OCIYTrOBYHOYOTO IEpCOHATY (aAMIHICTpAaTOpIB Ta 1H.),
7000 rpH./mic.;

3c — 3apo0iTHa TuIaTa CHIBPOOITHHKIB aTaKOBAHOIO By3Jia ab0 cerMeHTa

kopriopatuBHoi Mepexi, 9000 rpH./mic.;
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Yo — yucenpHICTh OOCIYrOBYIOUOTO IEpCOHaNy (aaMiHICTpaTOpiB Ta iH.), S
oci0.;

Uc — 4ucenpHICTh CIHIBPOOITHHKIB aTaKOBAaHOIO By3jida abo0 cerMeHra
KOprHopaTuBHOI Mepexi, 60 ocil.;

O — oOcar npuOyTKy aTakoBaHOTO By3Jia a0O CErMeHTa KOPIIOPATHBHOL
Mepexi, 1,5 MIIH. TpH. y piK;

[134 — BapTiCTh 3aMiHM BCTAaTKyBaHHS a00 3alIaCHUX YaCTHH, TPH;

I — ynciI0 aTakOBaHUX CETMEHTIB KOPIIOPATUBHOI MEpexi, O;

N — cepenne uncio arak Ha pik, 30.

VYmymena BUTo/1a BiI MPOCTOI0 aTaKOBAHOTO CETMEHTA KOPIIOPATHBHOT MEpExKi

CTaHOBUTH:
U=TIIn+IIs+V, (3.7)

ne Ilm — omadyBaHi BTpath poOOYOro yacy Ta MPOCTOi CIHIBPOOITHHUKIB
aTaKOBaHOT'O By3Jia 200 cerMeHTa KOPIOPaTUBHOI MEPEXI, IPH;

[IB — BapTiCTh BIJHOBIICHHS TIpale3laTHOCTI By3da ab0 cerMeHTa
KOPIOPAaTUBHOI Mepexl (IepeyCTaHOBJIEHHA CUCTEMH, 3MiHa KOH(Irypauii Ta iH.),
TPH;

V — BTpaTH Bij 3HWKEHHS 00CSTY MPOJAXKIB 3a Yac MPOCTOI aTaKOBAHOTO
By3J1a 200 cerMeHTa KOpropaTUBHOT MEPEXi, IPH.

Brpatu BiJl 3HM)KEHHS MPOIYKTUBHOCTI CIIBPOOITHUKIB aTaKOBAaHOTO By3Jja
ab0 cerMeHTa KOPIOpPAaTUBHOI MEpPEXi SBISIOTH COOOK BTpaTH IXHBOI 3apOOITHOI

miaTy (oIUiaTa HEMPOAYKTUBHOI Mpalil) 32 4ac MPOCTOI0 BHACIIOK aTaKU:

_2de, 700060y 954545

I
T r " 176 . = IpH,

ne F — micaunuii poug pododoro yacy (npu 40-a roguHHOMY poOOYOMY THKHI1

CTAaHOBHUTH 176 ).
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Butpatu Ha BiZHOBIEHHS Mpale31aTHOCTI By3Jia a00 CerMeHTa KOPIOpaTUBHOT
Mepexki BKIIOYAIOTh KiIbKa CKIIaI0BUX:

IIB = IIBm + IInB + 1134,

ne [1Bu — BUTpaTH Ha MOBTOPHE YBEIEHHS 1H(QOpMaIlii, TpH.;
[ImB — BUTpaTH Ha BIJHOBJIEHHS BYy3/1a ab0 CErMeHTa KOpIOpaTHUBHOI
MEpEexi, TPH;
[134 — BapTiCTh 3aMIHU YCTAaTKyBaHHS a00 3aMaCHUX YaCTHUH, TPH.
Butpatu Ha noBTOpHE BBeIEHHS 1HPopMalii [IBU po3paxoByIOThCS BUXOASIUU
3 po3Mmipy 3apoOiTHOi IUIaTH CHIBPOOITHHUKIB aTaKOBAaHOTO By3ja ab0 CerMeHTa
KOpPIIOPaTUBHOI Mepexl 3C, 5Kl 3aifHATI TOBTOPHUM BBEICHHSIM BTpPadyeHOI
1H(opMmariii, 3 ypaxyBaHHSIM HEOOX1THOTO JIJIs IIbOTO Yacy tBu:

~—

> tpu _ 7000-60

, 10 23863,64
F 176

gy =
IPH.

Butpatn Ha BigHOBIIEHHS CerMeHTa KopmopaTuBHOI Mepexi [lmB
BHU3HAYAIOTHCA 4YacOM BIJIHOBJIEHHS MICIs aTaku tB 1 po3MipoM cepeaHbOTrOJAMHHOI
3apo0ITHOI IJIaTH 0OCIIYTOBYIOUYOTO MEpCoHaTy (aIMiHICTPATOPIB):

M= == 20003 2 51136

FoT176 L = IpH.
Ts = 23863,64 + 511,36 = 24375 rpH.

Brpatu Big 3HWKEHHS OYIKYBAaHOro o0OCsATy HNpuOYTKIB 3a 4ac MPOCTOIO
aTaKOBaHOTO By3J1a a00 CErMEHTa KOPMOPATUBHOI MeEpeKi BU3HAYAIOTHCS BUXOISUU
13 CEepeIHBOTOIMHHOTO O00CATY TPHUOYTKY 1 CyMapHOro d4acy MpPOCTOK CETMEHTa

KOPITIOPaTUBHOI MEPEXKi:

o
V= “(tntom + )
Fe
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V= 1350000
2080

-(4+2+10)=10384,62""""
ae Fr — piunuii ¢pong vacy podoru ¢imii (52 poGounx THXKHI, 5-TH JCHHUI

poOoUnii THXKICHD, 8-MU TOAMHHUN poOounii 1eHb) cTaHOBUTH Oym3bko 2080 rog.
U =9545,45 + 24375 +10384,62=44305,07 rpH.

Takum YHNHOM, 3arajJbHUNA 30MTOK Bﬂl aTaKn Ha CCIMCHT KOpHOpaTHBHOI

MepeXi opranizailii ckiase:
B=2,25U =2.52.3044305,07 = 6645760.5 rpH.

3.4 3aranibHul e(eKT B BOPOBAIKEHHS CUCTEMU 1HPOpMaIliiiHOT Oe31eKn

3aranpHuil e(eKT BiJA BOPOBAKEHHS CUCTEMHU 1H(OpMaiiiHOT Oe3neKku
BU3HAYAETHCS 3 YypaxyBaHHSAM pHU3HMKIB TOpPYIIEHHS I1H(QOpMaLiiHOi Oe3neku 1

CTaHOBUTH.

E =B-R-C 1pH,,

e B— 3araybHUI 30UTOK BiJl aTaku y pasl mepexoruieHHs iHdopmariii, THc.
IpH.;
R — BiporigHicTh yCHilIHOI peasizallli aTaki Ha CErMEHT MepeXi, YacTKU
omunuii (18,8%);
C — mopiyHl BUTpPATU Ha €KCIUTyaTallito cuctemMu 1HbopMaIliiHoi 0e3neKkH,

THC. TPH.
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3aranpHuil €(hEKT BiA BOPOBAKEHHS CUCTeMHU 1H(opmaIiiiHoi Oe3neku

BU3HAYAETHCS 3 ypaxXyBaHHSIM PU3UKIB MOPYIICHHS 1H(OpMAIliiHOT Oe3meKu:

E =6645760,5%0,188 —292167,73 =957235,24 rpH.
3.5 BuszHaueHHs Ta aHaI3 MOKAa3HUKIB €KOHOMIYHOT €(EKTHBHOCTI PO3POOKHU

MOJITUKHY 1H(OPMAIIHHOT Oe3IMeKH

Koedimientr mnoepuenns iuBectuiii ROSI mokasye, CKUIBKH TpUBEHBb
JIOAATKOBOTO TMPUOYTKY MPUHOCUTH OJHA TPUBHS KaliTaJbHUX I1HBECTHUIIA Ha

BIIPOBAKEHHS CUCTEMU 1H(HOpMaIlitHOT Oe3MeKu:

=====, " gacTkm OJVMHUIII,
Jle = — 3aranbHuM edeKT Bl BIPOBAHKCHHS CUCTEMH 1H(OpMaIiitHOT Oe3MmeKn
I'pH.;
K- xamiTanpH1 1HBECTHIII] 32 BapiaHTaMU, 110 3a0e3nedrin 1ei e(eKT, TpH.

Koedimient noBepuenns inBectuiiii ROSI:

7 = 957235,24 _
13204,68

72,49, 4YaCTKH OLUHUII,
[IpoeKT BH3HAETHCS €KOHOMIYHO JOLIIBHUM, SKIIO PO3PAXYHKOBE 3HAUECHHS
Koe(illieHTa TMOBEPHEHHS 1HBECTULIA MEPEBUIIYE BEIMYHMHY PIYHOI JIEMO3UTHOI

CTaBKH 3 ypaxyBaHHSIM 1H)IIALIIT:
ROSI > (Ngem — Niud)/100),
ne Npem — piuHa geno3uTHa cTaBka, (19 %);

Nind — piunuii piersb iHIii, (11%).

Po3paxyHnkoBe 3HaueHHs KoedilieHTa MOBEPHEHHS 1HBECTHITIN:
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72,49 > (19 — 11)/100 = 72,49 > 0,08.

TepMiH OKYNMHOCTI KamiTaJbHUX 1HBeCTHLIM To MOKa3zye, 3a CKUIbKU POKIB
KamiTajabHl 1HBECTHUINI OKYIUIATBCS 3a PaxyHOK 3arajbHOro edeKkTy Bij

BIPOBAKCHHS CUCTEMH 1H(POpMaIliifHOT Oe3IeKH:

K 1 1

=m = = =0,014 POKIB.
Tm = m ROSI 72.49 p

3.6 BucHoBoK

BianoBizHO A0 MpPOBEAEHUX PO3pPaXyHKIB MOXHa 3pOOUTH BHCHOBOK, IO JJIS
npuBatHoro mianpuemctsa @OII Miponos O.B.  po3poOka moOMITUKK  Oe3MeKu
1H(DopMaIlli € eKOHOMIYHO JOILIBHOIO, OCKUTBKH KOE(DIIIEHT MOBEPHEHHS 1HBECTHUIIIN
ROSI cknanae 72,49 rpH. (ToOTO Ha KOXKHY BKJIaJICHY TPUBHIO B PO3POOKY MOJITUKU
iHpopMmariiinoi Oe3nexku mianpuemctBo DOII Miponos O.B. matume 72,49 rpH.

€KOHOMIYHOTO edekTy). TepMiH oKynmHOCTI mpu 1iboMy ckiiaze 0,014 pokis.
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BMCHOBKHA

VY nuniomHiM po6oTi Oyna po3po0bieHa nosituka 6e3neku mianpuemcrsa OOl
Miponos O.B.

HaBenena akTyanbHICTh 3aXHCTY 1H(pOpMAIIii Ha KOMEPIIIHHUX MIATPUEMCTBAX.
Takox MpoBeIeHHUI aHajIi3 HOPMAaTHUBHO-TIPaBOBO1 0a3u y cdepi 3axucty iHdopMaiiii.

bynun 3i0pani gaHi mpo MmMANPUEMCTBO, BHKOHaHe oOcTtexxkeHHs OI/],
oOCTe)KeHHST 1H(QOPMAIIIHHOTO CEepe/lOBUINIA Ta OOCTEXEHHS OOYHCIIOBAIBHOT
CUCTEMHU.

Ha mincrasi 316panux naHux Oyrna po3poOiieHa MOJEINb MOPYITHUKA 1 MOJIENb
3arpo3, Ta 3po0OJieHO aHali3 pU3HKIB. Bu3HaueHO 3arpo3u 3 HAWOUIBII BHUCOKHM
PIBHEM pU3HKY:

- posroJyiomieHHs 1HGopMarii, Moaudikailis, 3HHIICHHS CIHIBPOOITHUKAMH
JOMYIIEHUMU JI0 11 00poOKH;

- Kpaaikka iHdopmaillii abo HOC1iB iH(hopMarlii.

O6panuii npodiias 3axuIIEHOCTI 1 po3pobiieHa momituka Oesmeku. Ilicms
BIIPOBAKCHHS MOJITUKK Oe3neku OyB 1€ pa3 MpOaHa30BaHUIl PIBEHb PHU3UKIB, 1

OyJ10 BU3HAYEHO, 1110 BIH 3MEHILIUBCS.
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CIIMCOK JUTEPATYPU

I Hueineauii Kogexc Ykpainu - Ctatts 505.

2 3akon Ykpainu «IIpo goctyn mo my6iiunoi indgopmanii» - Crarrs 7.

3 ISO/IEC TR 18044:2004 «MeHeIKMEHT IHIMIEHTIB iHMOpMaLiiiHOi
Oe3MeKn».

4 ISO/IEC 27000. MenemxMeHT HHDOPMAIITMOHHOM O€30IMacHOCTH.

5 Kpuminansuuii Kogexc Ykpainm - Crarrs 231.

6 Kpuminansuuii Kogexe Ykpainnm - Crarrs 232,

7 Kpuminaneuuii Kogexc Ykpainu, cr. 362.

8 AnminictparusHuii Kogekc Ykpainu, cr.212.

9 HIA T31I 1.4-001-2000 «TumoBe MONOKEHHA IIPO CIykOy 3aXHUCTy
1H(opMaIlii B aBTOMAaTU30BaHIN CUCTEMIY.

10 3akon Vkpainun "I[Ipo 3axumct iHpopmamii B 1HQOpMaLIAHO-
TeJIeKOMYHIKaIllTHUX cucTeMax".

11 3akon Ykpainu «IIpo nep>kaBHy TaEMHHITION.

12 3akon Vkpainu «IIpo 3aXUCT MEPCOHANBHUX TaHUX).

13 HJI T31 2.5-005-99 «Knacudikaiis aBTOMaTH30BaHUX CHCTEM 1 CTAHIAPTHI
¢yHKIiOHaNbH1  mpodimi  3axWIIeHocTi  o0poOmoBaHoi  iHopmamii  Bix
HECaHKIIIOHOBAHOTO JJOCTYITY».

14 HI T3I 1.6-005-2013 «3axuct indpopMmarii Ha 00’ekTax iHbOpMariitHOl
nisibHOCTI. [loymo)kKeHHS TTpo KaTeropiroBaHHSA 00’€KTIB, A€ MUPKYIIIOE 1HGOpMAITis 3
0OMEKEHHUM JOCTYIIOM, 1110 HE CTAHOBUTH JICPKABHOT TAEMHUIII.

15 3akon Ykpaiau «IIpo indopmarriroy.

l6 HO T31 1.1-003-99 «Tepminonoris B ramysi 3axucTy iH(opmalii B
KOMIT IOTEPHUX CHCTEMaX BiJ HECAHKI[IOHOBAHOTO JIOCTYITY».

17 HA T3I 1.1-005-07 «3axuct indopmarnii Ha 00’ektax iH(MOpMAIliitHOT

nistmeHOCTI. CTBOpeHHsT KoMmIuiekcy T31. OCHOBHI MOJOXKEHHSD.
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18 HIA T3I 3.7-003-05 «Ilopsmok mpoBeneHHsS pPOOIT 13 CTBOPEHHS
KOMITJIEKCHOI CHCTeMH 3axucTy iHdopmariii B iHbOpMaIiitHO-TeIeKOMYHIKaIiiHI}

CUCTEMI».
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JNOJIATOK A. BizomicTh MaTepialiiB TUIIIOMHOI poOOTH

HaiiMenyBaHHs

Pedepar

Cnucok yMOBHUX CKOPOYEHb
3mict

Beryn

1 Po3ain

2 Pozmin

3 Pozmin

BucHoBKH

Crnucok nitepaTypu
JlomaTok A
Homarox b
Honatox B

Honatok I'

Homarox /]

KiabkicTs
JIACTIB

3

1

16
47

11

Ipumirka
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JNOJIATOK b. Ilepenik moKyMeHTIB HA ONTUYHOMY HOCI{

1 TurynbHa cTopinka.doc
2 3aBnauHs.doc

3 Pedepar.doc

4 CricoK YMOBHHX CKOpOYeHb.dOC
5 3micr.doc

6 Berym.doc

T Pospin 1.doc

8 Poznin 2.doc

9 Pozpin 3.doc

10 BucHoku.doc

11 ITepenix nmocunans.doc
12 Jomatok A.doc

13 lomatok b.doc

14 JTogatox B.doc

15 Tomatoxk I'.doc

16 Monarok Jl.doc

17 onatok E.doc

IIpe3enTarris. pptx



JNOJIATOK B. Biaryku kepiBHUKIB pO3AiIiB

Biaryk kepiBHHKa €KOHOMIYHOTO PO3/ILITY:

KepiBHUK po3ainy

(triarmc) (iHimianm, Ipi3BUIIEC)

90
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JOHAATOKT. BIAT'YK
Ha JIUIUIOMHY po0O0Ty 0akanaBpa Ha TEMY:
Po3po0Oka miacucrtemu 3axucty iHdopmMartii iHdopMaliiiHo-
TenexkomyHikauiiHoi cucremu @OIT Miponos O.B.
cryaeHTa rpynu 125-16-3
I'pumroxa Cepris [ropoBuda

[TosicHioBanbHA 3amMcKa CKIAJAEThCSl 3 THUTYJIBHOTO apKylia, 3aBIaHHS,
pedepary, CIUCKY YMOBHHUX CKOPOYEHbB, 3MICTY, BCTYITY, TPbOX PO3JILiB, BUCHOBKIB,
Nepeiky MOCHJIaHb Ta JOJIaTKiB, PO3TAllOBAHUX HA __ CTOpPIHKaxX Ta MICTUTh ___
PUCYHKIB, __ TaONWIlb, ___ JKEpEJ Ta __ J0JlaTKa.

O6’exT po3poOku: iH(DOpMaliiiHO-TeleKoMyHiKalliliHa cuctema POM MipoHos
O.B.

[IpenMer  JoCHKEHHS:  TOMITHKA ~ Oe3meku  iHpopmalii  00’ekTa
1H(pOpMaIIHOT A1SUTBHOCTI.

MeTa qUIIIOMHOTO MPOEKTY: po3poOKa MOJITUKK OE3MeKH Uil MiAIPUEMCTBA
®OIT Mipounos O.B.

B poGoti BukoHane ob6ctexxenns OIJl, oOcrexenns iHdopmaliitHOTO
CepeIOBHILA Ta 0OCTEKEHHS OOUHUCITIOBAILHOI CUCTEMHU.

Ha miacraBi 310panux gaHux OyJsia po3poOJieHa MOJIENb MOPYIIHUKA 1 MOJACIb
3arpo3, Ta 3po0JIeHO aHaIi3 PU3HKIB.

[Ticns goro OyB oOpanuii mpodiib 3aXMUIIEHOCTI 1 po3polieHa MOJITHKA
oesrneku. Ilicnms BIpoBa/KEHHS MOMITHKK Oe3neku OyB Ie pa3 MpoaHaTi30BaHUN
p1BEHb PU3HKIB, 1 OyJI0 BUBHAUEHO, 110 BIH 3MEHIITUBCS.

CryneHT moka3aB JIOCTaTHIN piBEHb BOJIOJIHHS TEOPETUUYHUMHU TMOJIOKEHHIMH
3 oOpaHOi Temu, MOKa3aB 3/JaTHICTh (OPMYBATH BJIACHY TOYKY 30py (TEOPETHUHY
MIO3HUIIIIO).

PoGoTa odopmieHa Ta HamucaHa rpaMOTHOIO MOBOIO. MicTUTh HEOOXiAHUI
UTIOCTpOBaHUil Matepian. ABTop 100pe 3Hae npoliemMy, ymie (OpMyTIOBaTH HAYKOBI
Ta MPaKTUYHI 3aBJaHHS 1 3HAXOIUTh aJIeKBaTHI 3aCO0M JIJIs TX BUPIIICHHS.

B uimomy aumioMHa poOoTa 3aJ0BOJIBHSE yCIM BUMOTaMm 1 Moxe OyTH
JOIyIIEeHa 0 3aXUCTY, a HOTO aBTOP 3aCIYTOBYE Ha OIHKY « ».

KepiBHUK qumiIoMHOT poOOTH,
1.¢.-M.H., Ipod. ®dnopos C.B.

KepiBHuK crienr. po3ainy
ac. Mairox C.M.
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JIOJIATOK JT

Haka3 npo cTBopeHHs KoMicii i1 mpoBeeHHs oocrexxeHHs OI]]

@®OIT Miponos O.B.

Micnesnaxompkens: M. JIainpo, Bya. HaGepexxna [lepemoru 376

HAKA3

«20» Tpasusa 2020 p. M. JIHITpO

IIpo cmeopenns xomicii 0ns
npoBeoeHHs 0OCMEHCEHH s

npumiwgerns OL/]

HAKA3VIO:

1 CrBoputu Komicito s TpoBeaeHHS oOctexxeHHs npumimens DOII Mipo-
HoB O.B., sxi 3Haxoastecs M. JHinpo, Byn. Habepexna Ilepemoru 376, y cknai:

["onoBa KoMmicIi: 3aCTYITHUK AUPEKTOpa OpraHizailii;

UsieHn KOMICIi: CHCTEeMHUN aIMIHICTPATOP.

2 Kowmicii, Ha 4om 3 TroJOBOIO, MpoBecTH oOcTexxkeHHs npumiiieHb DOII Mipo-
HoB O.B.

VY xoxa1 o6cTexeHHsT He00X1THO:

- TIPOBECTH aHaIi3 yMOB ()YHKIIIOHYBAaHHS MIAMPUEMCTBA, HOTO pO3TalTyBaHHS Ha
MICIIEBOCTI (CUTYalLIMHOTO TIJIaHY) JIJIsl BU3HAUYEHHSI MOXKJIMBUX JIPKEPETT 3arpo3;

- gochiauTh 3aco0u 3abe3neueHHs [/], aki MaroTh BUXiJ 32 MEK1 KOHTPOJIHOBAHOT

TEPUTOPIT;
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-  BUBYHUTH CXEMH 3acO00iB 1 CHCTEM JKHTTE€3a0C3MCUCHHS IIIIIPHUEMCTBA
(EJIEeKTPOKUBIICHHS, 3a36MJICHHS, aBTOMATH3allii, TOKEKHOI Ta OXOPOHHO1 CUTHAITI3aIlii), a
TaKOX 1H)KCHEPHHUX KOMYHIKAIIH Ta METaJOKOHCTPYKIIIi;

- iHdopmariiiHi MOTOKW, TEXHOJOTIYHI TIPOIeCH Tepenaadi, OJep KaHHS,
BHKOPHCTAHHS, PO3IMOBCIOKCHHS 1 30epiranHs (gamai - oOpoOieHHs) iH(opmalii 1
IIPOBECTH HEOOX1IHI BUMIPIOBAHHS;

- BU3HAYWTH HASIBHICThH Ta TEXHIYHUU cTaH 3ac00iB 3a0e3neueHHs T3I;

- MCPEBIPUTH HASBHICTh HA IMANPHEMCTBI HOPMATHBHHUX JIOKYMEHTIB, SIKi
3a0e3neuyroTh  (DYHKIIOHYBaHHSI ~ CHUCTEMHM  3aXUCTy  1HQopMalii, OpraHizalito
MIPOEKTYBaHHS OydiBENIbHUX POOIT 3 ypaxyBaHHsIM BHUMoOr T3I, a Tako>X HOPMATHUBHOI Ta
eKCILTyaTalllitHOl TOKYMEHTaIlli, sika 3a0e3neuye 1]1;

- BUSIBUTH HasABHICTh TPAH3UTHHUX, HE3aMIIHUX (TOBITPSHUX, HACTIHHUX,
30BHIIIHIX Ta 3aKJIaJICHUX y KaHai3a1li10) KabeiB, Ki 1 TPOBO/IIB;

- BU3HAUUTH TEXHIYHI 3aCO0M 1 CUCTEMHU, 3aCTOCYBaHHS SKUX HE OOIPYHTOBAHO
CIy>kO00BOIO UM BUPOOHUUOIO HEOOXITHICTIO 1 SIK1 MIJIATal0Th IEMOHTYBaHHIO.

3 Tepwmin Bukonanss: «20» tpaBus 2020 p.

4 PesynpTaTH IisJIbHOCTI KOMICIT IPEICTABUTH Y BUTIISA/II AKTiB.

5 Tepwmin Bukonanus: «21» tpasus 2020 p.

6 BianoBigaJbHICTh 32 BAKOHAHHS aKTy OOCTEKCHHS MMOKJIACTH Ha TOJI0BY po00YOi
rpynu: 3actynnuka nupekropa ®@OIT Miponos O.B.

7 KoHTposib 32 BUKOHAHHSM TPOBEICHHS OOCTEXEHHS IMOKJIACTH Ha CUCTEMHOTO
aaminictpatopa @OII Miponos O.B.

8 BianmoBimanabHICTE 3a JISUIBHICTH KOMICIT 3aIHIIIAI0 3a COOOIO.

Jupexrop
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Haka3s Ha cTBOpeHHs cyx0u 3axucty iHdopmarrii (C3I)

®OII Miponos O.B.

Micne3naxomkeHns: M. J{ainpo, Byn. Habepexna Ilepemoru 37b

HAKA3
«30» tpaBusa 2020 p. M. J{Himpo

Ha cmeopenns cnysicou

3axucmy ingopmayii C31

HAKA3VIO:

1. CrBoputu C3I 3rigno «HJI T3I 1.4-001-2000» ta «HJ{ T3I 3.7-003-2005» nmns
3a0€3MEeUCHHS 3aBJaHb KEPYBaHHS KOMILUIEKCHOIO cucTeMOto 3axucty iHdopmarii (KC3I)
B AC Ta 3a1liCHEHHA KOHTPOJIO 3a ii ()YHKUIOHYBaHHAM Ta CTAaHOM 3aXMIIEHOCTI
iHpopmarii B AC.

2. Ilpu3HauuTH BIAMOBINAJIBHUMU CHUCTEMHOIO aJMIHICTpaTOpa Ta 3acTYIHHUKA
JUPEKTOpa 3a CTBOPEHHs cayxk0u 3axucty iHpopmarii (C3I) POII Miponos O.B.
BianoBinaneHi 0cOOM MOBHMHHI Y3rO/UKYBAaTH BCl MOpuUiHATI pimeHHl moxo C31 3

JTUPEKTOPOM TOBApPUCTBA 3 0OMexkeHot0 BianoBigaibHicTI0O @OII Miponor O.B.

Hupexrop



Haka3 Ha cTBOpeHHS KOMIUTEKCHOT cuctemu 3axucty indopmarrii (KC3I)

®OII Miponos O.B.

Micne3naxomkeHns: M. J{ainpo, By, HaGepexna [lepemoru 37b

HAKA3
«15» gepnas 2020 p. M. JJHImpo

Ha cmeopennsa komnnexcnoi

cucmemu 3axucmy ingpopmayii (KC3I)

HAKA3VYIO:

I CrBoputu KC3I 3rigno «HJI T3I 3.7-003-05» ta «H T31 3.1-001-07» s
3a0e3neueHHs Oesneku 1H(opmanii mig yac ii o0poOku B AC. [loTpiOHO 3A1CHUTH
KOMIUIEKC ~ B3a€MOY3TOJDKEHMX 3aXOJiB, CIHPSIMOBAaHMX Ha pO3pOOJICHHA 1
BIPOBAKEHHS 1H(GOPMAILIIITHOI TEXHOJIOT1I, sika 3a0e3neuye oOpoOKy 1H(popmalii B
ITC 3rimHo 3 BUMoOramu, BCTAHOBJICHUMHU HOPMAaTUBHO-TIPaBOBUMHU akTamu Ta HJ[ y
cdepi 3axucTy iHPpOpMaIii.

2 Tlpu3HauuTH BIAMOBIJATFHUMU CHUCTEMHOTO aJMIHICTpATOpa Ta 3aCTYIHHUKA
JTUPEKTOpa 3a CTBOpPEHHs ciiykO0u 3axucty iHpopmanii (C31) OOII Miponos O.B.
BiamosinaneHi 0ocoOu MOBHMHHI Y3Tr0O/KyBaTH KOXKHY BC1 IPUIHATI pitnenHi moao C31

3 nupektopoM OOIT Miponor O.B.

Jupexrop
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