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PE®EPAT

TexcroBa wactuHa KBamiikamiinoi podotu: 92 apk., 4 puc., 19 Tadmn.,
11 mxepen.

OO0’ €KT AOCHIIKEHHS — KOMIT FOTEPHUAN LEHTP MEANYHOT yCTaHOBH “CiM ™.

Mera poOOTH — YJAOCKOHAJICHHS MIJACHCTEMH  3aXHUCTy 1H(opmarrii, 110
3a0e3meuye HAJICKHUN pIBEHb OE3MEKM Ta BIPOBAKEHHS METOMIB 3aXHUCTY
1H(popmaii.

Y poOoTi 3AICHEHWH OIS CTaHy Ta MEPCHEKTUB PO3BUTKY 3aXUCTY
iH(popMmauii B iHpopMaliiiHUX crucTeMax. PO3IIsSHYTI aCNEKTH MOCTAaHOBKM 334a4l Ta
BHpILICHA 3a/1a4a 3aXucTy 1H(popmarlii iH(popMalifHO-TENEKOMYHIKAIIIHOI CUCTEMH
MIIOPUEMCTBA 10 3aJaHoro npodumo 3axuuieHocTi. [IpoBeneHe TEXHIYHO-
€KOHOMIYHE OOIPYHTYBaHHsS BHOOpPY 3aco0iB 3a0€3MEUEHHS TEXHIYHOIO 3aXUCTY
iH(popManii, sKa LHPKYIOE B  1HPOPMALIAHO-TENCKOMYHIKAUIAHIA  CHCTEMI
nignpuemMcTBa. B 3amponoHoBaHiil migcucTeMi 3axucTy iH(opMmaiii 3a0e3neyeHuid
KOMIUIEKC 3axXMCTy 1HQOpMallii, a caMe TpPOTUAIS 3arpo3aM BiJ MOKIMBOTO BUTOKY
1H(opMaLlii 32 paXyHOK HECAHKIIIOHOBAHOTO JOCTYITY.

["anmy3p 3acTOCYBaHHS — HA MIAMPUEMCTBI JIs 3a00IraHHs BUTOKY 1H(opmMarii
Ta TMOPYLICHHKO KOHQIACHIIHHOCTI, LUIICHOCTI HW MOCTYHMHOCTI 1HQOpMaIii, ska
HUPKYJIOE B 1H(HOPMaLIHHO-TENEKOMYHIKALIHHIA CUCTEMI.

[HOOPMALIIS, HECAHKIIOHOBAHMII  JJOCTVYII, 3AT'PO3A,
[IOPYIIHUK, [H®OPMALIMHO-TEJIEKOMYHIKALIIMHA  CHCTEMA,
[MTOCJIYT'U BE3IEKH, KOMIUIEKC 3ACOFBIB 3AXUCTY.



PE®EPAT

TekcToBas 4aCcTh AUIUTOMHOM padoThl: 92 1., 4 puc., 19 Tads., 11 UCTOUHUKOB.

OOBEKT UCCIICIOBAHUS - KOMIBIOTEPHBIN LIEHTP MEIUIMHCKOTO YUPEKACHUS
"Cembs'".

Llens pabOTHI - YCOBEPIIEHCTBOBAHUE MOJCUCTEMBI 3aIUTHI HH()OPMALIMH, ISt
oOecrieueHus JOKHOTO YPOBHS O€30MACHOCTH W BHEAPECHHUE CPEACTB 3alIUThHI
uH(popManuu.

B pabote ocyiecTBiieH 0030p COCTOSHHMSI U TMEPCIEKTHB PA3BUTHS 3alATHI
uHpopMmauu B WHPOPMAIMOHHBIX CHCTeMax. PacCMOTpPEHBI aCHEKThI MOCTAHOBKU
3a7ayd W pelieHa  3ajava 3aumThl  MHpoOpManuud  WH(OPMAMOHHO-
TEICKOMMYHUKAIIMOHHONH  CUCTEMBI  MPEANPHUITHS JO0  3aJaHHOTO  Mpoduis
3alUIICHHOCTH. [IpOBEIEHHOE TEXHUKO-DKOHOMUYECKOE OOOCHOBAHUE BhIOOpA
CpPEACTB 00€CMEUCHUsI TEXHUYECKOW 3alluThl MH(POpMAlUU, HUPKYJIUPYIOICH B
WH(POPMAITMOHHO-TEIEKOMMYHUKAIIMOHHON CUCTeME npeAnpusdtus. B npeanaraemoii
MOACUCTEME 3alIUThl HHPOPMAUKA OOCCIEUYECH KOMIUIEKC 3alluThl MH(MOPMAIK, a
WMEHHO MPOTHUBOACUCTBUE yrpo3aM OT BO3MOXKHON yTE€UYKHM HH(POPMALUM 3a CYET
HECAHKIIMOHUPOBAHHOTO JOCTYTA.

OO0nacTh MPUMEHEHUS - Ha NPEANPUITHH Il TPEAOTBPAUICHUS YTCUKH
nHpOpMAMKM W HApPYLWIEHUsS KOHPUACHIMAIBHOCTH, NEIOCTHOCTH W AOCTYMHOCTH

uH(pOpMaLMK, KOTOpas LUUPKYIMPYET B MH(POPMALMOHHO-TEIEKOMMYHUKAMOHHOM

CUCTCMC.
UH®OPMAIUSA, HECAHKIIMOHUPOBAHUI JOCTVYIL, YIPO3A,
HAPYIIIUTEJD, UH®OPMAITMOHHO-TEJIEKOMYHUKAITAOHHA S

CUCTEMA, YCIIYI'U BE3OITACHOCTH, KOMIUIEKC MEP 3AIIMUTEIL.



ABSTRACT

Text of thesis: 92 pg., 4 fig., 19 tables, 11 source.

Object of study - computer center of medical institution "Family"

Purpose - to improve information security subsystem that provides the
appropriate level of security and the methods of protection.

In the thesis work carried out by review status and prospects of development of
information security in information systems. The aspects of setting the problem and
solved the problem of protection of information and telecommunications systems
company to a given profile protection. Conducted feasibility study of the choice of
technical protection of information that circulates in the information and
telecommunications system of the enterprise. In the proposed subsystem protection
provided complex information security, including combating the threats of a possible
information leakage through unauthorized access.

Field of application - the company to prevent information leakage and breaches
of confidentiality, integrity and availability of information that circulates in
information and telecommunications system.

INFORMATION, UNAUNTHORIZED ACCESS, THREATS, BREAKER,
INFORMATION AND TELECOMMUNICATION SISTEM, SERVICES
SECURITY COMPLEX REMEDIES.



CITMCOK YMOBHHX CKOPOYEHb

AC — aBTOMaTHM30BaHa CUCTEMA;

JIB-1 — py4He BIJHOBIEHHS MicCiis 300iB;

J3-1 — moxaepHizals;

JIP-1 — BUKOpUCTaHHsI pECYPCIB (KBOTH),

JC-1— cTifiKicTh Npyu 0OMEKEHHUX B1IMOBAX

XKML — >kopCcTKUi MarHiTHUIM THUCK;

3AT — 3akpuTe aKI[IOHEPHE TOBAPUCTRO;

[30/]] — in(opmartis 3 0OMEKEHUM JTOCTYIIOM;

ITC— indopmaniitHO-TEIEKOMYHIKaIIiHA CHCTEMA,
KA-1 — wmiHIManbHa aAMIHICTPaTUBHA KOH(IICHIIHHICTB;,
KA-2 — 0a3zoBa aaMiHiCTpaTuBHA KOH(MIJACHIIIHICTS,
KEO — koe(inieHT npupoaHOi OCBITIEHOCTI,

K33 — kommiekc 3aco01B 3axXuCTy;

KIIK — KHUIIEHBKOBUN NMEPCOHAIIBHAN KOMIT FOTED;
KC3I — koMmiekcHa cucrema 3axucty iHdopmanii;

JIb — mroMiHECIICHTHUMHU JIAMIIaMHU,

JIOM — nokanbHa 0OUMCITIOBAJIbHA MEPEXKA,

HJI — HOpMaTUBHHI NTOKYMEHT;

HU-1 — 30BHiuIHS i1cHTH(IKALIS 1 aBTEHTHDIKALIS,
HU-2 — oauHOYHA 1AeHTU(IKALLS Ta aBTEHTU(DIKALIS,
HK-1 — omHoHanpaBieHHid TOCTOBIPHHIA KaHAI,
MY — menuuHa yCTaHOBA,

HO -2 — po3noain 060B’s3K1B aAMIHICTPATOPIB;
HP-1 — 3o0BHIIHII aHATI3;

HP-2 — 3axuineHuii ;xypHai,

HII-1 — muricHICTh KOMITIEKCY 3aC001B 3aXUCTY,
HCJI — HecaHKITIOHOBAHMIA TOCTYII,

OIJl — 00 ekt iHpOpMaIIHHOI AISTTBHOCTI,



OC - omnepariiina cucrema;

[TEOM — nepcoHaibHA EIEKTPOHHA OOUMCITIOBATIbHA MAIIHA,
[13 — nporpamue 3a0€3NEYCHHS;

[13Y — nocrTiiiHO 3anaM STOBYKOYHIA MPUCTPIN;

IIK — nepcoHaIBHUI KOMIT FOTEP;

C3I — cny>k6a 3axucty iHpopMmallii,

[IA-1 — MiHIMaJIbHA aAMIHICTPATUBHA [LTICHICT;

IIA-2 — Ga3oBa aAMIHICTPAaTUBHA ILTICHICTS,

[[B-1 — municHicTh Tpu 0OMIHI,
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BCTVII

3acToCyBaHHs OOYMCITIOBATBHUX 3aCO0IB y CHCTEMI YIPaBIIHHS JCPKABHUX 1
KOMEPILIAHUX CTPYKTYP BUMAara€ HasiBHOCTI MOTY>KHUX CUCTeM OOpOOKHM 1 mepeaadl
JaHWX. BupilieHHs 1pOro  3aBJaHHS MPU3BEIIO 10 CTBOPEHHS  €IUHO{
inppacTpykTypu. i BHKOPHUCTaHHS [O3BOJMIIO JIOASM, IO MAIOTh KOMI'FOTED i
MOJIEM, OTPUMATH JAOCTYN 110 1H(popMalii HaiOuIbImMX 010/110TeK 1 0a3, JaHUX CBITY,
OMEpPaTMBHO  BUKOHYBAaTH  CKJIQJHI  PO3PAaXyHKH, IIBHAKO  OOMIHIOBATHCS
1H(pOpMaIIEO 3 THINUMHU PECIIOHICHTAMU MEPEXK] HE3AJIC)KHO BlJ| BIACTAHI Ta KpaiHU
NPOXKUBAHHS. AJIE TaKl CUCTEMH CIPUYMHWIA HU3KY TPOOJIEM, OJTHA 3 SIKKX - Oe3MeKa
o0poOku 1 mnepenavi iH@opmamii. B Ham yac Hax npoOAeMO0 3axUIICHOCTI
iH(popManii Mpanroe BENIMKA KUIBKICTh (DaxiBLIB MPAKTHYHO B YCIX E€KOHOMIYHO
PO3BMHEHMX KpaiHax cBITY. MoskHa ckaszard, Mo 1HQopmaniiHa Oe3neka
chopmyBaacs B OKpemy AUCHMILIIHY. OJHAK, HE3BAKAOUM HA 3YCUIUIS YMCICHHUX
Opraizaiiiii, no 3alimMaroThCs 3aXUCTOM 1H(OpMarlii, 3a0e3neueHHs 1HPpOpPMALIHHOT
0e3MeKn MPOAOBXKY€ 3ATUIIATACA HAA3BUYAIHO TOCTPOIO TPOOIEMOIO.

3 oagHoro OOKy, BHUKOPUCTaHHS 1H(OpPMALIHHUX TEXHOJOTIA [ae Psn
OYEBUHUX TEPEBar: MiJBUUICHHS €(EKTUBHOCTI MPOLECIB YIPABIIHHSA, 0OpPOOKH 1
nepeaadl JaHuX 1 T.0. Y Hall Yyac BXKE HEMOKIIMBO YSIBUTH BEJIMKY OpraHizaiiio 0e3
3aCTOCYBaHHS HOBITHIX 1H(QOpPMAIIAHUX TEXHOJIOTIH, MOYMHAKOYM BiJl aBTOMAaTH3aIlii
OKpPEMHUX poOOUMX MICHH 1 3aKIHUYKOUYH NOO0YIOBOK KOPHOPATHBHHUX PO3MOALIEHUX
1H(OPMALIHHUX CHCTEM.

3 iHmoro OOKy, PO3BHTOK MEPEXK, iX YCKIQJAHCHHS, B3aEMHA IHTErpaLis,
BIJIKPUTICTh MPU3BOAATH [0 TMOSBH SIKICHO HOBUX 3arpo3, 30UIbIICHHS 4YHCIIA
3JIOBMUCHMKIB, SKI MarOTh MOTEHIIIHY MOKIIMBICTh BIUIMBATH Ha cuctemy. Jlis
3a0e3neueHHsl 3axucty 1Hgopmanli noTpiOHAa HE TPOCTO Po3poOKa MPUBATHUX
MEXaHI3MIB 3aXMCTy, a peaii3alis CUCTEMHOrO MIAXOAY, IO BKIHOYAE KOMIUIEKC
B3a€MOINOB'I3aHUX 3aXO0J1B. BUKOPHCTAHHSI CIELIAJbHUX TEXHIYHMX 1 MPOrPaMHUX
3aco01B, OpraHizaliifHuX 3ax0/1B, HOPMATUBHO-NIPABOBUX AKTIB, MOPAJTbHO-CTUYHUX

3axoAiB mpoTuAaii 1 T.4. KOMIIeKkCHUI XapakTep 3aXMCTy BUHHMKAE 3 KOMILIEKCHUX



Il 37I0BMUCHUKIB, sIKI TParHyTh OyJb-IKAMH 3ac00aMu 3A00YTH BaXJIMBY AJIsI HUX
1H(popMAaLIO.
CphOroiH1 MOKHa CTBEP/KYBATH, 10 HAPOKYETHCS HOBA CyYacHA TEXHOJIOT IS

~-TEXHOJIOT 15 3aXUCTY 1H(OpMAaLi B TENCKOMYHIKALIIHHAX MepexkKax.



PO3/IUT 1. OTJIST IIUISIXIB BUTOKY THOOPMALTI, BIUIUBY
3AT'PO3 HA OIJI, OITUC OIJ]

1.1 CytHicTh npoOneMH 1 3aBAaHHs 3axuCTy 1HPopManii B iHPopMaliifHuX 1
TEICKOMYHIKALIIHHAX MEpeKax

[[lupoke 3aCTOCYBAaHHS KOMITHOTEPHUX TEXHOJOTA B aBTOMATH30BAHUX
cuctemMax oOpoOkM iH(oOpMallli Ta YIpaBIiHHS MPU3BEIO0 A0 3arOCTPEHHS MPOOIEMU
3aXUCTy 1H(OpMaLlii, IO MUPKYIOE B KOMITIOTEPHUX CHCTEMaX. 3axucT 1HpopMmallii
B KOMITHOTEPHUX CUCTEMAX MA€ HU3KY CHEHU(pIYHUX OCOOIMBOCTEH, MOB'SI3aHUX 3
TAM, 10 1H(OpMaLis HE € KOPCTKO MOB'SI3aHOI 3 HOCIEM, MOXE JIETKO 1 HIBHUAKO
KOMIIOBATUCA 1 MEpeAaBaTHCs N0 KaHajlax 3B'sA3Ky. BiaomMo Ayxke BemuKa KUIbKICTh
3arpo3 iHdopmarli, ki MOXyTb OyTH peali3oBaHi sk 3 OOKY 30BHIIIHIX TOPYIIHUKIB,
TaK 13 OOKY BHYTPIIIHIX MOPYLIHHUKIB.

3axuct 1H(popMaLii MEPETBOPIOETHCS HA HAWBAIIMBILLY TPOOJIEMY ACPKABHOT
O€3MEKK, KoM MOBA iJie Mpo AEpKaBHY, AUMJIOMATHYHOI, BIHCHKOBOI, MPOMUCIIOBOT,
MEANYHO1, (PIHAHCOBOI Ta IHIIOI JOBIPUId, CEKPETHOI 1H(popMaLii. Bennde3ni MacuBH
Takoi 1H(opmMalii 30epiratoTeCsi B EINEKTPOHHUX apxiBax, OOpOONSAIOTHECS B
1H(popMaLIHHUX CHCTEMAX 1 MEPEHArOThCS MO TEICKOMYHIKALIMHAX MEpexKax.
OcHoBHI BJIacTUBOCTI 1€l 1HpopMalii — KOH(PIACHUIAHICTD, AOCTYMHICTH 1
LUTICHICTh, TIOBHHHI MIATPUMYBATHCS 3aKOHOJABYO, IOPUAMYHO, a TaKOXK
OpraHi3aniiiHuMH, TEXHIYHUMH Ta MPOTPAMHAMHA METOIAMH.

[npopmariiina Oe3nexka Mae BEIUKE 3HAYEHHS Ui 3a0€3MEUCHHS YKUTTEBO
BLKIIMBUX IHTEPECIB Oynb-aKOi aep>kaBH. CTBOPEHHS PO3BMHEHOIO 1 3aXHINEHOTO
CEPEIOBMILA € HEOAMIHHOK YMOBOIO PO3BUTKY CYCIUIBCTBA Ta ACPKaBH, B OCHOBI
SKOTO MarOTh OyTH HAfHOBILII ABTOMATH30BaHI TEXHIYHI 3aCO0H.

OctanHiM 4YacoM B VYKpaiHi BIAOYBarOTbCA SKICHI 3MIHM Yy Mporecax
YIOPaBJIIHHS HA BCIX PIBHAX, SIKI 3yMOBJICHI IHTCHCUBHUAM YNPOBAPKEHHSIM HOBITHIX
iHpopManiiHux ~ TexHosorid.  [lIBuake  BOOCKOHaneHHs  1H(opMaru3arii,
NPOHUKHEHHs ii B yci cepu >KUTTEBO BAXKIMBUX IHTEPECIB 3YMOBWJIO, KPIM

Oe3nmepeyHrX TMepeBar, 1 TMOsSBY HU3KW CTpareriyHux mnpoonem. [locumtoeTses



HeOe3MeKa HECAHKIIIOHOBAHOTO BTPYYaHHS B pOOOTY KOMI'FOTEPHUX, 1HPOPMALIIHHIX
1 TEJIEKOMYHIKAIIHHUX CUCTEM.

Hackinbkn akTyanbHa mpoOsema 3axucTy iH¢opmallii BiJl PI3HUX 3arpos,
MOYHA MOOAUYUTH Ha MPUKIIAMl aaHux, onyonikoBanux Computer Security Institute
(Can-Opanuucko, mrar Kamigopnis, CIIA), 3rigHO 3 SIKAMU MOPYLICHHS 3aXUCTY
KOMITFOTEPHUX CUCTEM B1IOYBAETHCS 3 TAKMX TPAYMH:

1. HecaHkIoHOBaHUH Aoctyn — 2 %
YKOPIHEHHS BipyciB — 3 %,
TEXHIYHI BIIMOBH amapaTtypu mepesxi — 20 %o,

nuiecnpssMoBati aii nepconany — 20 %;

AN

NOMMJIKM IEPCOHANTY (HEAOCTATHIN piBeHb KBai(ikamii) — 55%.

TakuM YWMHOM, OJHIEK® 3 MOTCHUIWHWMX 3arpo3 i 1HQopmaunii B
iHpopMaIiHUX CcHUCTEMAx CJIIJ  BBaXaTH LUIECOpsAMOBaHI ab0  BUIAJKOBI
JNECTPYKTUBHI JAii MEPCOHaNy (JOACBKHANA (AKTOP), OCKITBKA BOHU CTAHOBJIATH 75 %
yCIX BUNAKIB.

BianoeigHo mo BuMoOr 3akoHiB Ykpainu "llpo indopmariro” [1], "IIpo
nepxkaBHy TtaemHuo" [2]  Tta "l[lpo 3axmer iH(opmauii B iH(popManiiHO-
TENCKOMYHIKAIHHUX cucTeMax" [3] OCHOBHUM 00'€KTOM 3axUCTy B 1H(OpMaLIHHUX
cucteMax € iHdopmaiis 3 0OMEKEHUM JOCTYNOM, II0 CTAaHOBUTH JEP’KaBHY a00
1HOly, mnepeadaveHy 3aKOHOJABCTBOM  YKpPAiHM, TAeEMHMIKO, KOH(IACHIIHHA
iHopmMalis, MO € ACP’KaBHOK BJIACHICTIO YW MEpelaHa JACPXKaBl y BOJOJIHHS,
KOPHCTYBAHHSI, PO3MOPSIKCHHSI.

3aranoMm, o0'ekToM 3axucTy B iH(pOpMariiiHiii cuctemi € i1H(popmamis 3
OOMEKEHUM JOCTYNOM, SKa IIUPKYJIIOE Ta 30€pIiracThCs y BUMJISAAl JAHUX, KOMaH],
NOBIAOMJICHB, [0 MAKOTh NEBHY OOMEXKEHICTh 1 I[IHHICTh K Ui ii BJIACHUKA, TakK 1
JUTSl MOTEHIIMHOTO MOPYITHUKA TEXHIYHOTO 3aXKUCTY 1H(POpMaIlii.

[TopylIHUK — KOPUCTYBa4, SIKAWA 31HCHIOE HECAHKI[IOHOBAHWH AOCTYI 10

1H(pop™maii.



3arpo3a HECAHKIIOHOBAHOTO JOCTYMy — II€ MOMIS, 10 KBATI(PIKYEThCS SK
(dakT cnpoOM NOPYUIHMKA BYMHMTH HECAHKIIOHOBAHI Jii CTOCOBHO Oyab-SKO{
yacThHH 1H(popMauii B iHpopMaLiifHiid cucremi.

[ToTeHUiifHI  3arpo3W HECAHKIIOHOBAHOTO JAOCTymy 10 1H(opmamii B
1H(popMaLIHHUX CHCTEMAX MOJAUISIFOTh HA IUIECIPSAMOBAHI (YMHCH1) Ta BHITQKOBI.
YMHUCHI 3arpo3d MOXYTh MAaCKyBaTUCs Il BHMAAKOBI UIUISIXOM JOBrOYacHO{

MAacCOBAHOI aTaKW HECAHKI[IOHOBAHUMU 3anuTaMu a00 KOMITFOTEPHUMU BIPyCamHu.

1.2 [lnsaxu BUTOKY 1HGOpMAIli 1 HECAHKI[IOHOBAHOTO JIOCTYIY

Po3rnsiHeMO ~ MOKJIMBI  KaH&IA  BHTOKYy-iHpoOpMalii Ta  BaplaHTH
HECAHKI[I0HOBAHOTO AOCTYIY JIO HET.

3a BIACYTHOCTI 3aKOHHOTO KOPHCTYBauya, KOHTPOJIKO Ta PO3MEKYBaHHS
J0CTYIy 10 poO0oUoi CTaHMii, KBal(PIKOBAHWNA MOPYLIHUK JIETKO BUKOPUCTOBYE HOTO
(YHKIIOHATBHI MOXJTMBOCTI JUIsl HECAHKIIOHOBAHOTO JOCTYIy A0 1H(opMaIlii, 1o
N1TArae 3aXUCTy, UUITXOM YBEACHHS BIAMOBIIHUX 3aMUTIB a00 KOMaHI.

3a HaAABHOCTI BUIBHOTO [JOCTYyNy JO MNPUMILICHHS MOXKHA BI3yaJlbHO
crocrepiratd iHpoOpMarlio Ha 3acodax BIIOMTTS 1 JOKYMEHTYBaHHs, BHKPACTH
nanepoBUi HOCIH, 3HITH 3aiiBy KOIII0, a TAKOX BUKPACTH 1HINI HOCIT 3 THHOPMALIETO:
JIICTUHTHY, MarHiTHI HOCIi Ta 1H.

Oco0nuBy 3arpo3y CTaHOBUTH OE3KOHTPOJIBHE 3aBAHTAKCHHS IMMPOTrPaMHOIO
3a0€3MeUEHHs, B SIKOMY MOYThb OYyTHM 3MIHEHI YCTAaHOBKH, BJIACTHBOCTI, MaHi,
ITOPUTMH, BBEICHO "TPOSHCBKY' mporpamy a00 BKOPIHEHO KOMM'FOTEPHHI BIpYC,
00 BUKOHYIOTH JIECTPYKTHMBHI HECAHKIIIOHOBaHI Aii. Hanmpuknan, 3anucyBaHHS
iH(opManii Ha CTOPOHHIM HOCIH, HE3aKOHHE TNEPEOaBaHHS y KaHAIM 3B'S3KY,
HECAHKIIOHOBAHE  JPYKYBaHHs  JOKYMEHTIB, MOPYWIEHHS  iX  LUJIICHOCTI,
HECAHKI[I0HOBAHE KOIMIIOBAHHS BAXKIMBOI 1H(OpMAaLii, BATOMICTh SKOi BU3HAYAETHCS
Ta OOMEXKYETHCS Ha Iy’KE KOPOTKUK a00, HABMaKW, TPUBAJIMIA 4ac.

3arpo3MBOI0 € CUTyallsl, KOJIM MOPYIIHUK — CAHKIIOHOBAHWH KOPHUCTYBad

1H(pOpMaLIHHOT CHCTEMU, KWW Y 3B'A3KY 31 CBOIMHM (PYHKIIIOHAIBHUMHA OOOB'S3KaMHU



Ma€ J0CTyN A0 OJHIET YaCTUHHU 1H(POPpMaIlii, a KOPUCTYETHCS THIIOKO 3a MEKAMH CBOTX
MOBHOBAXXEHB. 3 OOKY CaHKIIIOHOBAHOTI'O KOPUCTYBaya € 0arato crnocoOiB MOPYIIEHHS
poboTu iHpOpMaIIfHOT CHCTEMH i OJIEp>KaHHs, MOAU(DIKYBAHHS, MOLIMPIOBAHHS a00
3HMILEHHS 1HpOpMaNii, o Mmiuisarae 3axucty. s poro MokHa BUKOPUCTOBYBATH,
HacaMmIiepesl, NPUBLICHOBAaHI KOMAHJW BBEJCHHS-BUBEJCHHS, HEKOHTPOJILOBAHICTh
CaHKIIOHOBAHOCT1 a00 3aKOHHOCTI 3amMTy 1 3BEpPHEHb A0 0a3 Ta OaHKIB JaHUX,
CepBEpiB TOWIO. BiMbHUH J0CTYyn Aa€ MOPYLIHUKOBI MOKJIMBICTH 3BEPTATUCH [0
yyxux (paiaiB 1 6a3 1aHUX Ta 3MIHIOBATH iX BUIAJAKOBO 400 YMHUCHO.

[Tin 4ac TexHIYHOro OOCIYrOBYBaHHS amapaTypd MOXYTb OYTH BHUSBIICHI
3amuiky iH(opmanii Ha ii HOCIsSX (MOBEPXHI TBEPAMX AUCKIB, MArHITHI CTPIYKH Ta
1Hun Hocli). CrupanHs iHpopMallli 3BUYailHIMK METOAaMu (3aco0aMu ornepaniitHux
CUCTEM, CHCLIAIBHUX NPOrPAMHUX YTUIIT) HECPEKTUBHE 3 MOITSAAY TEXHIYHOIO
3axucty 1Hpopmanii. [TopymIHEK MOKE MOHOBHTH 1 MPOYMTATH ii 3aJMIIKH, Came
TOMY MOTPIOHI TIIBKK CHEHiaabHI 3aco0M CcTHpaHHs iH(oOpMalii, Mo MiAsrae
3aXUCTY.

[Tix yac TpaHCMOPTYBAHHS HOCIIB TEPUTOPIEIO, SIKA HE OXOPOHSIETHCS, BHHUKAE
3arpo3a NEpeXoIvieHHs 1Hdopmarllli, Mo mniusrace 3axucrty, 1 MNOJaIbIIOro
03HAHOMJICHHS 3 HEIO CTOPOHHIX 0Ci0.

3MOBMUCHUK MO>KE CTaTd CAaHKIIOHOBAHWM KOPUCTYBAadeM 1H(POPMALIHHOT
CUCTEMU Y PEXKKUMI PO3NOALTY Yacy, SKIIO BIH MONEPEIHBO SKOCh BUBHAYUB MOPSIOK
poOOTH CaAHKIIOHOBAHOTO KOPUCTyBaua a00 SKIIO BIH MpallOe€ 3 HUM Ha OJHUX
JHISX 3B'A3Ky. B1H MOe 3MIMCHUTH MIAKITIOUYEHHS A0 JIIHIT 3B'I3Ky MI’K TEPMIHAJIOM
Ta mnpouecopom. Kpim Toro, 0e3 mnepepuBaHHsS poOOTH CAHKIIOHOBAHOTO
KOPHUCTYBa4a MOPYLUIHUK MO>KE MPOJIOBXKUTH ii BiJl HOTO IMEHI, aHYJIFOBABIIW CUTHAJIH
BIIKJIFOYCHHS CAHKI[IOHOBAHOTO KOPUCTYBaya.

OOpoOka, mepenaBaHHs Ta 30epiraHHs 1H(oOpMaIli anapatHUMH 3aco0amu
1HpopMaIiiHOT cuCTEMU 3a0€3MEUYIOTHCS CHPALOBAHHSIM JIOTIYHUX E€JIEMEHTIB HA
0a31 HaBNPOBIAHUKOBUX MpuiaaiB. CpaloBaHHs JOTITYHUX €JIEMEHTIB 3yMOBJICHO
BACOKOYACTOTHAM 3MILICHHSIM PIBHIB Hampyr 1 CTPYMIB, WO HOPHU3BOAUTH [0

BUHUKHECHHSA B €(ipl, JTAHKAaX >KUBICHHS Ta 3a3€MJICHHS, a TAaKOXK y MAPAJICIbHO



PO3MIILIECHUX JIAHKAaX i 1HIAYKTUBHOCTSIX CTOPOHHBOI amapaTypu €JIEKTPOMAarHITHUX
NOJIB, $IKI HECYThb B aMmIunTyndi, (a3l H 4YacToTi CBOIX KOJIMBaHb O3HAKU
00po6uroBaHoi 1H(popManii. BUKOPUCTaHHS MOPYIIHUKOM PI3HUX NPHWMAYIB MOXKE
OPU3BECTH [0 HECAHKIIIOHOBAHOTO BUTOKY Ta TMEPEXOIUICHHS Oy>KE BAXKIMBOT
iH(popMmauii, mwo 30epiracTbes B 1HGOPMALIAHIA CHUCTEMI. 31 3MCHIIEHHSAM BlACTaHI
MK TMpUiiMadeM NOpPYIIHUKAa W anapatHuMu 3aco0amu 1HQOpMAaLiiHOI cHCTEMHU
HAMOBIPHICTh MPUMMAaHHS TAaKUX 1HPOPMALIHHIUX CUTHAIB 30UIBIIY€ETHCS.

OxkpemMuM BUAOM Ny’k€ HEOE3MEUHOI MEPCHEKTUBHOI 3arpo3u mpodeciifHux
NOPYIIHUKIB € TaK 3BaHi Pall04aCTOTHI 3aCO0M E€JIEKTPOMArHITHOIO YPa)KCHHS, SIKI
CHPUYMHSIOTE YPAKCHHS HAIMIBIPOBIAHUKOBOI €JIEMEHTHOT Oa3M 3a paxyHOK
HAANOTYKHOT EHEPreTUYHO1 aii €JICKTPOMArHITHUX BUITPOMIHIOBAHb
pPanioyacTOTHOrO [iana3oHy, IO MOXKE MPU3BECTH 0 NOBHOI a00 THUMYAcOBOi
BIIMOBH B p0o0OOTI iHpOpMALIIHOT CHCTEMH Y HANOUTBII BIAMOBIJAIBHAX CUTYALISX.

HecanknionoBaHe MIAKIIOYECHHS MOPYLIHMKOM NPUAMANbBHOI amapaTypu Ta
CHELIaIbHUX JATYMKIB JI0 JIAHLFOTIB €JIEKTPOKUBIICHHS Ta 3a3€MJICHHS, 1H)KCHEPHUX
KOMYHIKAI[li 1 KaHalB 3B'A3Ky MpH Mepefadl JaHUX MOXKE CHPUYMHHUTH
MOAM(DIKAI0 Ta MOPYLICHHS LUTICHOCTI 1H(pOpMAIli B KOMITKOTEPHUX MEpPEKax.
TakuM 4YMHOM, NOPYIIHWUKHA TEXHIYHOTO 3axHMCTy 1H(pOpMalii MOKYyTb CTBOPIOBATH
TaKi MOTEHLIIHI 3arpo3u 1uis Oe3neku iHgopmartii B iHpopMaliiHUX CHCTEMAX:

— 3arpo3d  KOH(MIICHIIMHOCTI  (HECAHKIIOHOBAHOTO  OJICPKaHHS)
iH(popManii BCiMa NOTCHUIHHUMHU 1 MOXIJIMBHMH KaHaJlaMH ii BUTOKY, OCOOJIMBO
KaHaJaMu MOOIYHUX €JIEKTPOMArHITHUX BHIIPOMIHIOBAHb 1 HABEACHb, TAEMHHMH
KaHaJaMu 3B'SI3KY B IMIIOPTHOMY OOJAaIHAHHI Ta PO3BiIyBAJIbHUMH 3aKJIAJIHUMHU
NPUCTPOSIMH |

- 3arpo3u LUTICHOCTI (HECAHKI[IOHOBAHO1 3M1HM ) 1HpOpMAaIlii;

— 3arpo3d  JIOCTYMHOCTI  1H(opMaiii  (HECAHKIIIOHOBaHOTO  alo
BHITAIKOBOTO OOMEKEHHS ) Ta PECYPCIB camoi 1H(POPMALIHHOT CHCTEMHU,

- 3arpo3u CIOCTEPEKEHOCTI POOOTH THHOPMALIHHOT CHCTEMU (TTOPYLICHHS
npoueayp igeHTudikamii Ta ayreHTH(IKaLii, Tpoueayp KOHTPOJKO JOCTymy 1 i

KOPHCTYBayiB, MOBHA a00 4aCTKOBA BTpara KEPOBAHOCTI 1H(HOPMALIAHOT CUCTEMH,



3arpo3u BiJ HECAHKIIOHOBAHMX aTaK 1 BTOPTHEHb MOPYIIHUKIB TEXHIYHOIO 3aXHUCTY
iHopmalli 10 TporpaMHUX, TEJICKOMYHIKAI[IHHUX Ta amapaTHUX 3aco0iB
iHpopMaIIiHOT CUCTEMHU, 3arpo3d i MepeAadl JaHux 1 MaHImyJsid 3
NpOTOKOJaMu OOMIHY (KOHTPOJIFO) Ta 13 3arajlbHOCUCTEMHUM TPOrPAMHUM
3a0€3NEUYEHHSAM, PeECTpallisi, BIPOTITHUN KaHaj, po3moAuUT OOOB'SI3KIB, IUTICHICTH
KOMIUIEKCY 3aco0IB 3axHCTy, CaMOTECTYyBaHHs, ayTeHTU(ikalis mij 4yac oOMiHY,
ayTeHTU(IKallis BiANpaBHUKAa (HEBIAMOBA BIlJ aBTOPCTBA), AyTCHTH(IKAIs
oJepKyBava (HEBIAMOBA BiJ OJICP>KAHHS ) TA 1H.);

- 3arpo3u MPOHUKHEHHS KOMIT FOTEPHUX BIPYCiB;

- 3arpo3v  PpaalovyacTOTHUX 3ac00IB  €JIEKTPOMArHiTHOTO — YPAKCHHS
BHACOKONPOQECIITHIX NOPYIIHUKIB.

3arpo3u MOPYIIHKUKIB TEXHIYHOTO 3aXMCTY 1H(POpMALii MOKYTh 31HCHIOBATUCH
TEXHIYHUMHU KaHAJIaMH:

— aKyCTHYHUMU, ONTUYHUMH, XIMIYHUMH TOLIO;

- KAaHaJIaM¥ CIELIATbHOTO BIUIMBY LUIIXOM (POPMYBaHHS MOJIB 1 CUTHAJIIB
JUIS pyWHYBaHHS! CHCTEMH 3aXUCTY a00 MOPYIIEHHS LUTICHOCTI iH(pOpMaIlii;

- HECAHKI[IOHOBAHUM JIOCTYIOM IIJISIXOM MIJKIIOYEHHS A0 anaparypy Ta
JHIA 3B'SI3KY, MACKyBaHHS MiJI 3apEECTPOBAHOIO KOPUCTYBaya, MOJOJIAaHHS 3ac00IB
3aXMCTy Jns BHKOpUCTaHHs 1H(popMmanii ado HaB's3yBaHHs XWOHOI 1HQOpMari,
3aCTOCYBAHHS 3aKJIAJHUX NPUCTPOIB UM MPOrpamM Ta BKOPIHEHHS KOMITFOTEPHUX

BIpPYCIB.

1.3 Cnocobu BIIMBY 3arpo3 Ha 00'€KTH 3axXUCTy 1H(OopMarii

CrocoOu BIUIMBY 3arpo3 Ha OO'€KTH 3axHMCTy iH(oOpMaLii MOAUISIOTHCS Ha
1H(popMaNiiiHl, anapaTHO-NMporpaMHi, (pi3uyHi, paalOCIEKTPOHHI Ta OpraHi3amiiHo-
IPABOBI.

Jlo ingopmayitinux cnocobie 6ioHocsimvcst.

— TIOPYLIEHHS aAPECHOCTI Ta CBOEYACHOCT1 IH(POPMALIITHOTO OOMIHY;

— HECAHKI[IOHOBAaHWH JOCTYI A0 1H(HOpPMaLIHHAX PECYPCIB;



— HE3aKOHHE KOMIKOBaHHS JAHUX B IHPOPMALIIHIX CUCTEMAX;
— poskpanaHHs iH(opmailii 3 6aHKiB 1 0a3 TaHUX;
— TOPYLEHHS TEXHOJIOri 00poOKH 1H(popMartii.
Anapamno-npoepamui 3acoou 6KI04AIOMs !
— BIIPOBA/KEHHS KOMITFOTEPHUX BIPYCIB;
— BCTQHOBJICHHS! MPOTPAMHUX Ta anapaTHUX 3aKJIAIHUX MPUCTPOIB;
— 3HHMIICHHS a00 MoauiKallio JaHUX B IHPOPMAIIHHAX CUCTEMAX.
DizuyHi cNOCOOU BKIIOYAIOMb !
— 3HUUICHHS a00 pyHHYyBaHHs 3ac00iB 00poOKH 1H(OpMAaILli Ta 3B'3KY,
— 3HULICHHS, pyWHyBaHHA a00 pO3KPaJaHHd MAIIMHHUX YW 1HOIMX
OPUTIHAJIIB HOCIIB 1H(pOpMAIi;
— BIUIMB Ha MEPCOHA,
— TIOCTaBKY "3apa’k€HUX' KOMIOHEHTIB 1H(QOPMALIAHAX CHCTEM.
Paoioerexmponnumu sacobamu €:
— TEepexOIIeHHs 1HpOopMallli B TEXHIYHUX KaHanax ii BATOKY,
— BIPOBA/UKCHHSI CIICKTPOHHUX NPHUCTPOIB MEPEXOIUICHHS iHQopMarlii B
TEXHI4HI 3ac00M nepenayl iHpopMalii Ta MPUMILICHHS,
— TEPEXOIUIEHHS, NemU(PyBaHHS Ta BOPOBAIKEHHS TOMUIIKOBOT 1H(pOpMaILli
B MEpEXKax Mepeaadl JaHHX 1 JIIHIAX 3B'SI3KY,
Opeanizayitino-npagosi cnocoou GKIIOYAIONb!
— 3aKyniBill HEAOCKOHAIMX a00 3acTapinux 1HQOPMALIMHUX TEXHOJIOTIA Ta
KOMIT'FOTEPHUX 3aCO01B;
— HEMPaBOMIPHE OOMEKEHHS JOCTYITY 10 JOKYMEHTIB,
3asoanms 3abe3neyents besnexu
— 3axuct iH(popMallii B KaHanax 3B'a3Ky 1 0a3ax JaHUX;
— [TlinTBEp/PKEHHST  ABTEHTHYHOCTI  O0'€KTIB JaHMX 1 KOPUCTYBaiB
(ayTeHTH(]IKALISI CTOPIH, BCTAHOBIIIOIOTH 3B'S30K ),
—  BusBJICHHS NOPYIICHB HUTICHOCTI 00'€KTIB JAHUX;

— 3a0e3neyeHHs 3aXUCTy TEXHIYHUX 3aC00IB 1 MPUMIIICHbD, B SKUX BEACTHCS



00poOka koH(1aeHIIHOT 1H(opMaLii, Bl BUTOKY;

— 3ale3nedeHHs 3aXUCTy MPOrPaMHUX MPOAYKTIB 1 3aC001B O0UYMCITIOBATIBHOT
TEXHIKHW Bl BOPOBA/PKCHHS B HUX MPOTrPAMHHUX BIPYCIB 1 3aKJIAJI0K;

— OpraHizauidHoO-TeXHIYHI ~ 3ax0Q¥, COPSIMOBaHI Ha  3a0€3MEYCHHS

JOCTYIHOTI, IIUTICHOCTI, KOH(IICHIIHHOCTI JaHUX.

1.4 Metoam 1 3acodu 3axucty 1Hdopmarii

Jlna 3a0e3neueHHs Oesneku iH(opManii B OPICHUX MEpPEkax MPOBOASATHCS
PI3H1 3aX0]1, MO 00'€THYIOTHCS MOHATTSAM «CUCTEMA 3aXUCTY 1HPOpMaLii».

Cucrema 3axucty iH(popMalii - e CYKyInHICTb 3aX0/11B, MPOTrPAMHO-TEXHIYHUX
3ac001B, MPABOBUX Ta MOPAIBHO-CTUYHMX HOPM, CHOPSIMOBAHHWX HA MPOTHIIIO
3arpo3aM 3 METOK0 3BEIACHHS [0 MIHIMyMY MOKJIMBUX 30MTKIB KOPUCTyBadaMm 1
BJTACHUKAM CUCTEMH.

TpamuuiiiHi 3axoau uisi MPOTHAlI BHTOKY 1H(popMauii MOAUIAIOTECS HA
TEXHIYHI Ta OPraHi3aliiiHi .

Jlo TexXHIYHHMX 3ax0/iB MOKHA BIJHECTH 3aXMCT BlJ, HECAHKIIIOHOBAHOT'O
JOCTYIY A0 CHCTEMH, PE3EPBYBAaHHS OCOOJIMBO BAKIMBUX KOMITFOTEPHUX ITiICUCTEM,
OpraHi3arito OOUMCIFOBATLHUX MEPEK 3 MOMIIMBICTIO MEPEPO3NOALTY PECYPCIB Y pasi
NOPYLIEHHST MPalE3JaTHOCTI OKPEMHUX JIAHOK, TPUWHATTS KOHCTPYKTUBHHUX 3aXOJIB
3aXMCTY BIA PO3KpagaHb, caboTaxy, AMBEPCIH, BUOYXIB, YCTAHOBKY PpE3CPBHUX
CUCTEM  CNICKTPOKMBJICHHS, OCHAIICHHS MNPHUMIMIEHb 3aMKaMH, YCTaHOBKY
cUrHasi3amli 1 6araTo 4oro 1HUIoro.

Jlo opraHizamiifHUX 3aX0/diB MOKHA BIJIHECTH OXOPOHY CEPBEPIB, PETEIBHUIA
ia01p NEPCOHANTY, BUKIHOUEHHS BUMAAKIB BEACHHS OCOOIMBO BAXKIMBUX POOIT JIMIIIEC
OJIHIEIO JIFOJIMHOK0, HASBHICTh IJIAHY BIJHOBJICHHS MPale3daTHOCTI CEpBEPA MiCis
BHUXOJly HOro 3 Jaay, YHIBEPCAIBHICTh 3acO0IB 3aXHCTy BiJ YCIX KOPHCTYBayiB
(BKJIFOYAKOYH BHILIE KEPIBHUIITBO).

HecankuionoBanuii mpoctyn 10 iH@opmarii Moke BinOyBaTHCs i Yac
npo(inakTukn ab0 PEMOHTY KOMI'FOTEPIB 32 PAXyHOK MPOUYMTAHHS 3ATUIIKOBOI

iH(popManii Ha HOCISIX, HE3BAKAOUM HA ii BUAAJICHHS KOPHUCTYBA4YeM 3BUYAWHUMHU



metonamu. [HmmA cnocid - mpoumTaHHs iHQoOpMalii 3 HOCIA M 4ac Horo
TPAHCIOPTYBaHHs 0€3 OXOPOHU BCEPEMHI 00'€KTA.

TpamuuiiHuMu  MeTogaMu  3axuCTy 1H(opMamii Bl HECAHKIIIOHOBAHOTO
JOCTYIY € i1eHTU (KAl Ta ayTeHTU(DIKALIS, 3aXUCT TapOJISIMH.

Y KOMO'IOTEPHHX CHCTEMAxX 30CEPEKYEThCS 1H(OpMAIls, MpPaBO Ha
KOPHCTYBaHHSl SIKOK) HAJICKUTh MEBHUM ocobaM abo rpymam oci0, mo AiFTh Y
MOPSIIKY OCOOMCTOI 1HIIATUBH a00 BIAMOBIAHO 10 MOcaaoBuX 000B's3kiB. 11[00
3a0e3neunt  Oe3neky  1H(QOpMaUIAHUX  PEeCypeCiB, YCYHYTH  MOMIIMBICTB
HECAHKI[I0HOBAHOTO JAOCTYIY, MOCWJIATH KOHTPOJIb CAHKI[IOHOBAHOTO IOCTYMY 10
KOH(pIaeHIIHOT 1H(OpMaLii, BOPOBAIKYKOTBCS Pi3HI CHUCTEMHM PO3IMI3HABAHHS,
BCTAHOBJICHHS JIMCHOCTI 00'ekTa (Cy0'€KTa) 1 PO3MEKYBAHHS TOCTYIY.

KimrouoBUMHM MOHATTSMM B LIl CUCTEMI € 1ACHTU(]IKALIS Ta aBTEHTU(IKALISL.
InenTu@ikaiis - e NpuCBOEHHS OYyab-IKOr0 00'€KTa UM CYO'€KTY YHIKAJIBHOTO IMEHI
a00 oOpa3y. AyTeHTH(IKaIlls - [I€ BCTAHOBJIEHHS aBTEHTUYHOCTI, TOOTO MEPEBIPKa,
4K € Cy0'eKT AIMCHO THM, 32 KOTO BiH c€0€ BHIAE.

Kinnesa meta npouenyp iaeHTugikaiii 1 ayrentudikanii 00'ekra (cy0'ekra) -
JOMyCK #oro no iHdopmaiii 0OMEKEHOro KOPHCTYBaHHS Yy pa3i MO3UTHBHOTO
pe3yabpTaTy ado BIAMOBA B JIOMYCKY Y BUMAJAKY HETATUBHOTO PE3YJILTATY MEPEBIPKH.

O06'exramu iaeHTH(IKALIT 1 ayTeHTU(DIKALIT MOXKYTh OYTH:

0 (KOPUCTYBayl, ONEPATOPH Ta 1H),

TEXHIYHI 32c00M (MOHITOPH, POOOY1 CTaHLIi, A0OHEHTCHKI MYHKTH ),

JNOKYMEHTH;

—  MarHiTH1 Hocii iH(opMarii,

1H(opMaLlis HA EKPaHi MOHITOpA TA 1H.

BceranoBnenHs — miicHOCTI  00'ekTa MOXKE  3A1ACHIOBATUCS — allapaTHUM
OPUCTPOEM, MPOTPAMOI0, TFOAUHOKO 1 T.JI.

3axuct napojissMu. [laposib - 1€ CyKyNmHICTh CUMBOJIIB, IO BH3HAYa€ 00'€KT
(cy0'exta).

VY pasi 3actocyBaHHs Maposisi HEOOXITHO MEPIOJUYHO 3aMIHKOBATH HOro Ha

HOBMH, mMI00 3HM3UTH HMOBIPHICTb MOr0 TNEPEXOIJIEHHS UUIIXOM MOPSIMOIO



PO3KpalaHHs HOCIs, 3HATTA ii KOIii Ta HaBITh (PI3MUHOrO MPUMYCY JroAuHU. [laposnb
BUKOPUCTOBYETHCS /IS 1IEHTU(IKALI] 1 BCTAHOBIICHHS aBTCHTUYHOCTI TEPMIHAIY, 3
SKOTO BXOJUTh B CUCTEMY KOPHUCTYBA4, a TAKOK JII 3BOPOTHOTO BCTAHOBJICHHS
ABTEHTUYHOCTI KOMIT'FOTEPA MO BIJHOWIEHHIO 10 KOPACTYBaya.

JUia ineHTudiKaLii KOpUCTyBaviB MOKYTh 3aCTOCOBYBATHCS CKJIAJHI Y IJIaHI
TEXHIYHOI peami3anii CUCTeMM, IO 3a0e3MeUyrOTh BCTAHOBJICHHS ABTEHTHUYHOCTI
KOPHCTYBa4a Ha OCHOBI aHaMi3y HOro IHAMBIAYAIbHUX MAapaMmeTpiB. BiIOUTKIB
NaibLiB, MATIOHKA JIHIN pyKH, paiay»KHOi 000NIOHKH O4ei, TeMOpY rojocy 1 1H

[[lupoke mnOmWMpPEHHs 3HAWWIIM  Pi3uyHi  MeToAM  iAcHTU(IKamii 3
BUKOPUCTAHHSM HOCIIB KOJMIB MapojiiB. Taki HOCIi € MPOMyCKOM B KOHTPOJIbHO-
OPOMYCKHUX CUCTEMAX; IUIACTUKOBI KApTKM 3 IM'AM BJIACHHMKA, HOro KOJOM,
NIAMUCOM; TUIACTUKOBI KAPTKA 3 MArHiTHOK CMYTOIO, IUIACTUKOBI KAapTKHA 3
BOYTOBAHOK) MIKPOCXEMORO (smart-card); KapTh ONTHYHOT MaM'sTi Ta 1H.

3acoOu 3axucTy 1H(pOpMaIii 3a METOJaMK peatizallli MOXKHA PO3JUIMTH Ha TPH
Ipynu:

— [Ilporpamsi,

— Ilporpamuo-anaparHi,

— AmnaparHi.

[TporpamanMu 3aco0aMu  3axHMCTy 1H(GOpPMAaLli HA3WBAKOTHCA CHELIATBHO
pO3pO0JICH] Mporpamu, Kl peai3yroTh (GyHKIIT O€3MeKn 0O0UUCITIOBAIbHOT CUCTEMH,
3MIACHIOKOTE (PYHKIIFO OOMEXKEHHS JOCTYNY KOPUCTYBAUiB MO MAPOJISAX, KITFOUYaM,
OaraTtopiBHEBOMY AOCTYMY 1 T.4. L1 mporpamMu MOKyTh OyTH peai3oBaHl MPAKTUYHO
B Oy/b-sKiil onepartiitHiii cuctemi. Sk mpaBmUiIO, 11l MPOrpamMmHi 3ac00M 3a0€3MEUyOTh
JOCUTH BUCOKY CTYIIHb 3aXMCTy CHCTEMH 1 MAKOTh NOMIpHI IiHW. [Ipy miakIr0oYeHH1
TaKOi CUCTEMH B INIOOATIbHY MEPEKY WMOBIPHICTB 3aXMCTY 30UTbIIY€EThCS. OTXKE, LEH
cnoci0 3axuCTy MPUUHATHUI JUIS JIOKAJIbHMX 3aMKHEHMX MEPEXK, K1 HE MaroTh
30BHILIHIA BUXIJ,

[TporpamMHoO-anapaTHUMK 3aco0aMHM HA3MBAKOTBCS MPHUCTPOI, pPeai3oBaHl HA
yHIBepcaIbHUX a00 CHemiali3oBaHUX MIKpomnpoiecopax. LI mpucTpoi Takoxk

aJaNnTyrThCs B Oyab-AKiil onepariiiHiii cUCTeMi, MAOTh BEJIMKHUI CTYIIHb 3aXHCTY.



[Tpy npoMy JaHWH TUO OPUCTPOIB € CAMWUM THYYKHM THCTPYMEHTOM, IO TO3BOJISIE
BHOCHUTH 3M1HM B KOH(Irypawiro Ha BUMOTY 3aMOBHUKA. [IporpamHo-anaparHi 3acoou
3a0€3Meuyr0Th BUCOKHIA CTYMIHb 3aXHUCTY JOKAIBHOT MEPEXKI.

AnapaTHAMHU 3aC00aMH HA3WBAKOTHCS MPUCTPOT, B IKUX (DYHKIIOHATIbHI BY3JIH
pPEANI3YIOThCA HA HAABEJIMKMX IHTETPAJbHUX CHCTEMAX 3 HE3MIHHHAM aJITOPUTMOM
¢yHKIiOHYBaHHs. lleil Tum NpUCTpOiB ajgantyeTbCs B OyIb-sKiid onepauiiHii
CUCTEMI, € HAWOPOKYUM B pO3poOILl, TPEI'ABJISIE BUCOKI TEXHOJOTTYHI BUMOTH MPU
BAPOOHULTBI. Y TOM e Yac 1l MPUCTPOi MAKOTh HAWBHILMI CTYNEHb 3aXHCTY, B HAX
HEMO>KJIMBO MOTPAMUTH 1 BHECTH KOHCTPYKTHBHI UM MPOTrPaMHi 3M1HU. 3aCTOCYBaHHS
anapaTHuxX 3aco0IB YCKIQJHIOETBCS 4YEpe3 iX BHCOKY BapTICTh 1 CTaTHMYHOCTI
JITOPUTMY. [Tporpamuo-anaparsai  3aco0M, MOCTYNAKOYUCh amnapaTHUM  3a
WIBUAKICTIO, JO3BOJISIFOTH Yy TOH K€ 4Yac JIETKO MOAM(IKYBaTH aarOpPUTM
()YHKIIIOHYBAHHS 1 HE BOJIOJIIOTH HEAOIIKAMU MPOTPAaMHUX METOIIB.

Jlo okpemoi rpynu 3axoiB 1moA0 3a0e3neueHHs 30epekeHHs 1HpopMmanii Ta
BUSBIICHHST HECAHKI[IOHOBAHWX 3alMTIB BIAHOCATBCA MPOTPaMU  BHUSIBICHHS
NOPYLIEHB B PEKUMI PEATLHOTO YacCy.

3axicty iH(pOpMAaIlli OCTaHHIM 4YacoM NPHALISAETHCS BCe OUIbIIE yBaru Ha
CaMMX Pi3HIX PIBHAX - 1 JEPYKABHOMY, 1 KOMEPLIITHOMY.

Cucrema 3axucty iH(pOpMalii BiJ HECAHKI[IOHOBAHOIO JOCTYyNy IOBHHHA
3a0e3meuyBaTH BUKOHAHHS HACTYITHUX (PYHKIIIHA:

— 1IeHTU(IKALIs pECYPCiB, TOOTO MPUCBOEHHS pecypcaM 1ACHTU(DIKATOPIB
— VHIKaQJIbHUX O3HAK, M0 SKUX HajaJll CHCTeMa POOUTH ayTEHTU(DUKALIUIO,

— ABTCHTU(UKAIMS PECYPCIB, 10 3aXMINAOTHCS, TOOTO BCTAHOBJICHHS
iXHBOI JIMCHOCTI HA OCHOBI MOPIBHIHHS 3 €TAIOHHUMH 11EHTH(IKATOpaMU;

- PO3MEKYBaHHSl JOCTYNYy KOPHCTYBadyiB MO OMNEpalisX Haa pecypcamu
(mporpamMu, JaHi), 1o 3aXHUIIAKTHCS 32 JOMOMOIOK MPOrPaMHUX 3aCO01B;

- aJMIHICTPYBaHHS:

- BH3HAUEHHS MPAB JOCTYMY A0 PECYPCIB, IO 3aXUIIAKOTHCS;

- KOHTPOJIb LIJTICHOCTI 1 MPALE3AaTHOCTI CUCTEM 3aXHUCTY.



1.5 Mera pobotu

OCHOBHOK METOK KBaTI(IKALIHHOI pOOOTH € YIOCKOHAJEHHS MIACHCTEMHU
3axucTy iHpopMallii, no 3ade3neuye HaJCKHUN PIBEHb O€3MEKU Ta BIPOBAHKCHHS
METO/IIB 3aXUCTY 1H(OopMAaLii.

[TocTaBiieHa MeTa TOCIATAETHCS LIJITXOM BUPILICHHS HACTYTHUX 3aBAAHb:

1) oKpecnuTH CYTHICTH TPOOJIEMH 1 PO3MISIHYTH 3a7a4i 3aXuCTy 1H(opmarlii B
1H(OpMaLIHHO-TEIEKOMYHIKALIiHIA CUCTEMI.

2) BCTAHOBHMTH 3arpo3u iH(opmaiii 1 cnocoOu iX BIUIMBY HA O0'€KT 3aXUCTY
1H(pop™maii.

3) BOpOBaAMTH METOAM Ta 3acoOM 3axucTy iH(opMmalii B 1H(QopMaIiiHo-

TEICKOMYHIKALIHHIA CUCTEM] MIANPUEMCTBA.

1.6 TTonepenne oO6cTekEHHS 00’ €KTY 1H(POPMALITHOT AisUTBHOCTI.

O6’exrom iH(popMaiiiHoi aisbHOCTI (nam OlJ]) € KOMITIOTEpHMIA LEHTP
MeanuHoi yctaHoBu “CiM’s”. Ham (MY “ Cim’s ™).

Creuidikamis aisuibHOCTI O/

KoM’ roTrepHuii neHTp BKIIOYAE B ceOe ACKUIbKA BIILTIB 33Ky, a CaMe:

— BT KQJIpIB;

— CKOHOMIYHMH BIJUILT,

— CEpBEpHA.

Yac pobotu noneauiok-n’ stauns 3 8:00-17:00.

TaGmuus 1.1 — IITaT cmiBpoOITHUKIB KOMI FOTEPHOTO LIEHTPY

Bigain [Tocana KinbkicTs
CHiBPOOITHUKIB

Bignin kaapis KepiBHuK BTy KaapiB 1 monuHa

CriBpOOITHUKH BIIIAUTY KaApiB 2 JIFOIAHA

Exonomiuniii Bigain | ['onoBHHI €KOHOMICT 1 moonuHa

Exonomicti 5 40JI0BIK




CekpeTap roJoBHOro ekoHomMicra | 1 aroauHa
Kowmn’rorepunii CucteMHiil aAMIHICTPATOP 1 mronuHa
KaOlHET [TomiuHuK cucTeMHOro | 1 moauna
aJMiHICTpaToOpa
- [TpuOupanbHuLs 3 4osnoBiKa
1.7 Ommc OIJ:

OIJ] 3HaxoauThCs HA ApyroMy nopepei “MY “ CiM’s 7 1 CKITaJaeThCs 3 TPhOX
OKpEeMHUX MpuMilieHb. byaiis 3HaxoauTbes B 200 MeTpax BiJ TPacH CTPATErTYHOIO
NPU3HAYCHHS Ta OTOYEHA IHIIMMHU KOpIycamu JiKapHi 3 ycix 0okiB. [lnomra OLJ] 50

M2,

LlenTpanizoBaHi CUCTEMH ONAJICHHS, BEHTWIALI Ta KaHai3alli BUXOAATh 3a
MEXl KOHTPOJBbOBAHOI 30HW. BeHTWwslis OpraHi3oBaHa 3a  JIOMOMOTIORO
BeHTWIsALIMHNX TpyO. KomyHikanii 3HaxoasaTees Ha noeepci. Ol mae aBTOHOMHI

CUCTCMHU CIICKTPOIIOCTaAYaHHA, BOAOIIOCTAYaHHA.

KonTposiboBaHa 30Ha: MEPUMETP KOMIT FOTEPHOTO LIEHTPY.

BikHa: JABOCTYNKOBMI METAIO-IJIACTUKOBUI  cKkylonmakeT mno lmT. Ha
npuMilieHHs: po3mipom 2500 x 2700 mm. BHYTpilIHI 3aXMCHI METAEB]l PEIIITKU Ha
BikHaX. BikHa B NPHUMIIIEHHSX OPIEHTOBAHI HA MIBHIYHWIA CcXiA. BiKOHHI OTBOpH
o0JaiHaH1 PEryIbOBAaHUMHU MMPUCTPOSIMH THITY: SKAJTHO3.

JIBepi B mpuminieHHs: MeTaneBl 180cm B mmpuHy, 10 cM. B ToBUIMHY 1 210 cM
y BHCOTY. JIBEpHI METNl 3aXWLIEH] AaHTU3pI3aMU. 3aXHCHA METAJIEBA BHYTPILIHS
PO3CYBHA PEIITKA HA ABEPI MPH BXO1 O KOMI FOTEPHOTO LICHTPY.

[TpoBenena Tenedonna miHisg, Ky Hagae BAT «Ykprenexkom». Komn'torepu
KOXKHOTO 3 BIJUIUTIB 3'€JIHAHI B JIOKAJIbHY MEPEXY 1 MarOTh BUX1A B [HTEpHET yepes

Oe3nmimiTHe ADSL-miakntoueHHs Big BAT « Ykprenekomy.

[Inan kOMIT' FOTEPHOTO LIEHTPY NMPUBEACHUN B TOAATKY «by.



1.8 Anam3 crpyktypu ITC ma OILJL:

ITC OIA sBisge co0OK MEPEKY TUNY «31PKa», 3 BUAUICHUM CEPBEPOM,
noOy/J0BaHy 3 BUKOPHCTAHHSIM OJHOTO KomMyTaropy. CTPYKTypHa CXe€Ma MEpexi
MPEACTABIICHA HA PUCYHKY 1.2.

ITC siBnsie cobor0 GararomMaliMHHUE 0araTOKOPUCTYBALbKHIA KOMILIEKC, SKHAN
00po0ssie 1H(pOpMaIII0 PI3HUX KaTeropii KOH(IACHIIAHOCTI, a Takok mae ADSL
noctyn 10 Mepexi [urepHert, skuil 3a0e3neuye BAT «Ykprenekom». BiaHOCHTBCS
710 TPEOTBIO KJacy.

1) oOuKcroBalIbHA CUCTEMA Y CKJTAIL:

— omuHaauAte [TEOM (Microsoft Windows 10 Professional), 00’ennanux y
JIOM BuTOrO Naporo 5-0i Kareropii aist BHYTPIIHBOT TPOKIAAKH |

— CEPBEP YMPABIIIHHS JOCTYIIOM JI0 MEPEXI IHTEPHET 3 LIEHTPaATI30BAHUM
OHOBJICHHSIM AQHTUBIPYCHUX 0a3 1 yIPABIIHHM CUCTEMHUMH OHOBJIEHHSIMU;

— aKTUBHE MepekeBe oOnamHaHHs (1 xkoMmyTarop mepuoro piBHsS Ha 16
NOPTIB);

— MporpamMHi 3aCO0M aKTUBHOIO MEPEKEBOI0 00JIaIHAHHS, IO PEATI3YIOTh
CHeLiaJIbHI AITOPUTMH YITPABJIIHHS MEPEKELO,

— npuknaaHe [13 (Microsoft Office, Total Commander, WinRAR, Adobe
Reader, 1C-Oyxrantepis, Avast Antivirus 21.2, «Meauuni kaapu», Norton 360);

— Moaem ZXVI0H108L;

2) nepudepiiini npuctpoi BBoAy \BuBoaYy naHux Canon MP 460 (4 npunaam),

3) (izuuHe cepenoBUIE — BUJICHI TPUMINICHHS MIANPUEMCTBA, B SKUX
pozramoBana [TC, o 3HaXOAThCS Y MEKaX KOHTPOJIbOBAHOI 30HU,

4) xopuctyBaul [TC:

— CUCTEMHHMIA aMIHICTPaTOP MEPEXKI;

— KOPUCTYBaYi 3 PIBHUMHU MOBHOBAKEHHSIMU

5) B iH(OpMaLIIHO-TENICKOMYHIKAIAHIA CUCTEM] TIANMPUEMCTBA LUPKYIHOE
KOH(piaeHIIIiHA 1HpOpMALlis, KA HAKOMUYYEThCs Y 0a3l JaHuX Ta 0OpoOIIslEThCs Ha

poOouMx cTaHIlisg Ta 30€pIraeThCs Ha 30BHIMIHIX HOCIAX, HA SK1 3J1ACHIOETHCS






PO3UI 2. AHAJII3 TA BITPOBA/PKEHHA 3ACOBIB 3AXUCTY
[HOOPMALIIL 1J11 BAIOCKOHAJIEHHS CUCTEMU 3AXUCTY

2.1 Texdiude 3aBaanHs

2.1.1 HaiimenyBaHnH4 1 c(hepa 3aCTOCYBaHHs

HaiimenyBanus:  «llincucrema  3axucty  iHopmaiii  iHpoOpMaliiHO-
TEAECKOMYHIKAIIIMHOT CUCTEMH ».

Cdeporo 3acTOCYBaHHS € KOMIT FOTEPHHIA HEHTP MEAMYHOI ycTaHoBH "Cim 4",

2.1.2 IlixcraBa ajst pO3pOOKHU:

1)  Haxka3 pexropa HTY «IIT» Ne 317-C Big «07» uepsns 2021 p.

2)  BuMOru 3aMOBHUKA,

2.1.3 IIpu3HavyeHHs1 PO3POOKH

[Ipr3HaYCHHSIM JAHOTO MWIUIOMHOTO TMPOEKTY € MIABUIICHHS PIBHS O€3MEKn
ITC. JlocsrHenHss HeoOxigHOro piBHS 3axucty [30]] 3a MiHIManbHHX 3aTpar 1

JOIyCTUMOTO PiBHSI OOMEXEHB BUIIB 1HPOPMALIIIHOIT AiSUTBHOCTI.

2.1.4 3aranpHa XapakTepUCTHKA MOIANPUEMCTBA 1 YMOBHM (DYHKI[IOHYBAHHS

MEPEXKI.

O06’exToM 1HPOPMALIITHOT AIIBHOCTI € KoMIT FoTepHUi HeHTp 3AT MY " Cim’s " .
ITC O siBnsie cOO0K MEpEXy TUNY «31pKa», 3 BUAUICHUM CEPBEPOM, NOOYAOBaHY 3
BUKOPUCTAHHSM OJHOTIO KOMYTaTOpYy.

ITC sBnsie coboro OaraTOMalIMHHMIA 0ararOKOPUCTYBALIbKUH KOMIUIEKC, SKHAMN
00po0sie 1THPOpMaIIIO PI3HUX KaTEropiid KoH}iAeHIIHHOCTI, a Takok Mae ADSL noctyn
1o mepexi [nTepHer, skuii 3a0e3neuye BAT «Ykprenekom». BiTHOCHTBCA A0 TPEOTHrO

KJacy.



1) oOuKcroBalIbHA CUCTEMA Y CKJTAIL:

- ommHaauaTe [TEOM (Microsoft Windows 10 Professional), 06’eqHanmnx
y JIOM BUTOK Maporo 5-0i Kareropii Ajisk BHY TPIIIHBOT MPOKIIAJKY |

— CEPBEP YIPaBIIHHS JOCTYIOM J0 MEPEXI [HTEPHET 3 LEHTPaAII30BAHUM
OHOBJICHHSIM AQHTUBIPYCHUX 0a3 1 yIPABIIHHM CUCTEMHUMH OHOBJIEHHSIMU;

- aKTUBHE MepekeBe oOnamHaHHs (1 xkoMmyTaTop mepuoro piBHsA Ha 16
NOPTIB);

— MporpamMHi 3aCO0M aKTUBHOIO MEPEKEBOI0 00JIaIHAHHS, IO PEATI3YIOTh
CHEliaJIbHI AITOPUTMH YITPABJIIHHS MEPEKELO,

— npuknaaHe 113 (Microsoft Office, Total Commander, WinRAR, Adobe
Reader, 1C-Oyxrantepis, Avast Antivirus 21.2, «Meauuni kaapu», Norton 360);

- MojaeMm ZXVI10H108L;

2) nepudepiitHi mpuctpoi BBoAY \BUBOAY AaHux Canon MP 460 (4 npunaan);,

3) (izuuHe cepenoBUIE — BUJICHI TPUMINICHHS MIANPUEMCTBA, B SKUX
posrawmosana [TC, mo 3HaX0AAThCA y MEKaX KOHTPOJIBOBAHOI 30HMU;

4) xopuctysaul [TC:

— CUCTEMHHMIA aMIHICTPaTOp MEPEXKI;

— KOPUCTYBaYi 3 PIBHUMHU TOBHOBAKEHHSIMU

5) B 1H(pOpMAIIITHO-TENCKOMYHIKAIAHIA CUCTEM] TIANPUEMCTBA LUPKYIHOE
KOH(piaeHIIIiHA 1HpOpMaLlis, TKa HAKOMUYYEThCs Y 0a3l JaHuX Ta 0OpoOIIslEThCs Ha
poOOUMX CTAHIISX;

2.1.5 Kpurepii BHPOBaIHKEHHS CUCTEMU:

Cucrema 3axucTy MOBUHHA 3a0€3ME€YyBaTH BIACTHBOCTI:

1) s myGniyHoi 1HpOpMarii :

— IUTICHICTB;

— JIOCTYIIHICTB;

2) s iHopmartii 3 0OMEKEHUM JOCTYTIOM

— IUTICHICTB;

— KOH(IAEHIIHAHICTD;,

— JIOCTYIHICTB;



— CHOCTEPEKIIUBICTD.

Heo0xiaa0

3a0€3MeYnTH

(YHKIIOHATBHHIA

npoduib  3aXUIIEHOCTI Y

Bu3HaueHiil [TC 3 miaBUIIEHUMHA BUMOTaMH JI0 3a0€3Me4YeHHS KOH(IIEHIIHHOCTI,

LUTICHOCTI i AOCTYMHOCTI 00poOOBaNBHOI 1H(POPMALi HE HIKYMI 32 CTaHAAPTHAN

npodisb.

OO6panuii npo(iIb 3aXUIICHOCTI (OMUC MOCAYT OE3MEKN NPUBEACHUM Y TaOIuUII

2.1):

3. KLYL.1 = { KJI-2, KO-1, KB-1,1JI-1, L1O-1, LIB-1, JIP-1, AB-1, HP-2, HU-2,

HK-1, HO-2, HII-2, HT-2, HB-1 } 3 kpurepissMd TrapanTid A0 CEpeAOBHINA

(¢yHKIIOHYBaHHs ['1.

Tabmuug 2.1 - [podunb 3axuinenocti [TC

[Tocayru 6e3nekn

Bumoru 10 piBHIB MOCIIyT OE3MEKH

Kpurepii
1 2
‘ » | Hosipua KJ1-2 (bazoBa J0BIpYa
KondinenuiinocTi ' o ' o
KOH(1IEHIIIHICTB KOH(D1IEHIIIHICTB )
AJMIHICTPAaTUBHA KA-2 (ba3oBa  aamiHICTpaTMBHA
KOH(1JEHIIIHICTB KOH(D1IEHIIIHICTB )
[ToBTOpHE
KO-1  (moBTOpHE  BUKOPHCTaHHS
BUKOPUCTAHHS ‘
' 00'eKTIB)
00'eKTIB
KondiaeHmiinicth KB-1(miHiMaiabHa KOH(DIACHIIHHICTh
npu 0OMiHi npu OOMiH1)
JloBipYa LiTIICHICTB LJI-1 (MiHIMAaJTbHA J0BIpYa
LlinmicHoCTI LLTICHICTB)
AJMIHICTpPAaTUBHA [[A-2  (Oa3oBa  aaMIHICTpAaTHMBHA




[UTICHICTD

LLTICHICTB)

Bingkar

L{O-1 (oOMexeHuit BiAKAT)

L{imcHicTh mpy 0OMIH1

[[B-1 ( miHIMaJIbHA LUTICHICTh TpPH

0OMiH1)
Bukopucranus
' JIP-1 (kBOTH)
pecypciB
JloctynHocTi
BignoBneHHs TCITS '
JIB-1 (py4He BiIHOBJICHHS )
3001B
Peectpauis HP-2 (3axuiienuii »ypHa)
Inentudikaris 1 | HA-2 (omuHouHa ineHTUIKamis 1
CrocTepeKHOCT1 aBTEHTU(IKALIS aBTEHTU (KAL)
JIOCTOBIpHMIA KaHA HK-1 (OHOHAITpaBJICHAN

JOCTOBIPHHI KaHa)

Poznoain 000B's13k1B HO-2 (po3nonin 000B's3KIB
aJMIHICTPATOPIB)

[imicHicts kommuiekey | HII-2 (K33 3 rapaHToBaHOO

3ac001B 3aXUCTy LTICHICTIO)

CamoTecTyBaHHA HT-2 (camoTrecTyBaHHsI PU CTAPTI)
[nentudikaris 1

apreHTH(QiKawis npu | HB-1(aBTeHTnikaris By3na)
0OMIH1

bazosa nosipua koH(iaeHUiiHICTh (K/I-2)

[Tocnyra 3acTOCOBYEThCS JJIsi PO3MEKYBAaHHS JOCTYNMY KOPHUCTYBadiB JI0

3aXMUICHUX OO'€KTIB 1 JO3BOJISIE KOPUCTYBAYy KepyBaru notokamu iHpopmarii B AC

BiJI 3aXUINEHUX 00'€KTIB, O HAJICKATh HOro TOMEHY, 0 IHIIUX KOPUCTYBaUiB.




[TomTrka K0BIPUOT KOH(PIACHIIHHOCTI MOMIMPIOETHCA HA 00°€KTH 1 3a0e3neuye
B3a€MOJIII0 3a3HAYEHHUX 00’ €KTIB!

- KOPUCTYBaUIB yCiX KaTEropiii;

- 00’€ekTH, sKI MICTITh KOHQIACHLIHHY 1H(QOpMaLi0, 32 YMOBH
BA3HaYcHHs B AC Ipyn KOPUCTYBauyiB 3 OJHAKOBMMM TMOBHOBRXCHHSIMH CTOCOBHO
Takoi iHpopMAaLlii 1 TIIBKK B MEKaX UX CPyTI,

— BCl 1HII OO0’€KTH, SIKlI MUJIATAlOTh 3axUCTy, ajic HE HaJiexarb [0
3a3HAYCHHUX BUIIE BU/IIB.

[TomTka noBIpYOi KOH(IACHUIHHOCTI, 1m0 peamsyerbess K33, cTocyerbes
00’€KTIB, SKI CTBOPIOIOTBCS KOPUCTYBAQUYEM y TMPOLECI BUKOHAHHS HUM
(YHKLIOHATBHUX 00O0B’SI3KIB.

K33 noBuHEH peanmizyBaT pO3MEKYBaHHS NOCTYNY Ha MIJACTaBl arpuOyTiB
JIOCTYNy KOPUCTYBaya 1 3aXMIIECHOro 00'e€KTa.

3anuTy Ha 3MIHY MpaB AOCTymy A0 00'ekra moBHHHI 00poOnstucs K33 Ha
niacTasl arpuOyTiB JOCTYNY KOPHCTYBaJa, IO 1HILIIOE 3aIuUT, 1 00'€KTa.

K33 noBuHEH HajaBaTH KOPUCTYBady, SIK BIIACHHUKY MPOLIECY, MOXJIHMBICTH
BHA3HAYATH KOHKPETHUX KOPHCTYBAUiB 1/a00 TPYNMM KOPHCTYBAulB, SIKI MAOTh MPABO
THILIFOBATH IICH MPOTIIEC.

[TpaBa nocTymny A0 KOKHOTO 3aXMINEHOTO 00'€KTa MOBUHHI BCTAHOBITIOBATUCH B
MOMEHT HOro CTBOpEHHs abo 1HiIiami3amnii.

bazopa agmiHicTparuBHa KOHDiaeHIIHHICT (KA-2)

Ils mocnyra [m03BOJSIE  aAMIHICTPATOpPOBl  O€3MeKH  (YIMOBHOBAKEHUM
cniepoOiTHukam C3I) ta/abo kopHucTyBayaMm, SIKMM HAJaHO MOBHOBAKEHHS 1HINWX
aJAMIHICTPATOpPIB, KEPyBaTW MOTOKaMHW 1H(opMawii BiJ 3aXWMUICHHX OO'€KTIB, MIO
30epiratoThes i NUPKyIOTh B AC, 10 KOPUCTYBaviB.

[TomTika  aaMIHICTParMBHOI  KOHQIACHIIMHOCTI  MOMIMPIOETBCA  HA:
KOPUCTYBAUIB YCIX Kareropii; CWJIbHO- Ta CJa003B'a3aHl O0'€KTH, MO0 MICTSTh
KOH(1ACHUIAHY  1HQOpMALiD;, CUCTeMHE Ta  (YHKIIOHAJIbHE  MPOTPAMHE
3a0€e3MeUeHHs], 0 BUKOPUCTOBYETHCS 71l 00poOneHHs KOH(1ACHIIHHOT 1HpopManii,

TexHonoriuny iHpopmarito KC3I; texnonoriuny iHdopmanito moao ynpasiinas AC,



JOCTYNl KOPUCTYBAYiB 0 OKPEMHMX BHUAIB MEpUPEPIHHUX MPUCTPOiB (IPHHTEPIB,
HaKOMWYyBa4iB Ha 3MIHHUX MAIIMHHUX HOCIIX 1H(OpMAaIli TOIIo), 3aaISHUX B
o0poOui  koH(piAeHIIHHOT 1H(OpMarlii, - 1 3a0e3nedye B3aEMOMIID 3a3HAYCHUX
00’ekTiB. CTOCOBHO 00’€KTIB, /Ul SIKUX JOAAaTKOBO B MEKaxX BH3HAUYCHUX JTOMCHIB
peamizyerbest mociyra KJ[-2, ms mocayra 3acTOCOBYETbCS ISl PO3MEKYBAHHS
aocTyny 10 iH(opmailli KOpUCTyBadyiB Ha PIBHI JIOMEHIB Ta JUIsl PO3MEXKYyBaHHS
noctyny a0 iHdopmaili KOpucTyBadiB pi3HuX AoMeHiB. Skmo mnociayra KJ[-2 He
BUKOPUCTOBYETBCS, TO TMOJITAKA aJMIHICTPATHBHOI KOH(IACHIIMHOCTI TOBHHHA
NOLIMPIOBATHCS, KPIM 3a3HAYEHMX BHILE, 1 HA 1HIN OO €KTH, SIKAX CTOCYBaJIacs
nocayra KJI-2.

Po3mesxyBaHHS TOCTYIy KOPUCTYBAYiB yCIX Kareropid 10 3aXMIICHOro 00'eKTa
3nificHoeThes 3acobamm K33 Ha miacraBi arpuOyTiB JOCTYNy KOpHCTyBada W
3axuuieHoro 00’ekra. [Ipu3HadeHHs arpuOyTiB IOCTYNy KOPUCTYyBadaMm 1 Mmporecam
3MIACHIOETBCS  aIMIHICTPATOpOM  O€3Meku  Ta/ad0  YMOBHOBAKEHMM Ha 1€
cniBpoOiTHUKOM C3I, Ha OCHOBI aHami3dy (QPYHKIIOHAIBHUX OOOB'A3KIB OKPEMHUX
KOPUCTYBauiB ad0 IrpyI KOPUCTYBAYiB Ta MPOLECIB 1 00'€KTIB, MO0 BIJHOCATHCSA A0 iX
KOMIETEHIIII.

K33 noBuHeH HajaBaTh MOXKIMBICTH KOPUCTYBayam, [0 MAarOTh BIJIMOBIIHI
NOBHOBAKEHHS . aAMIHICTparopaM omepatiitnux cucreMm, aaminictparopam CKB/,
aZMIHICTparopaM MepEXEeBOro oOJaJHaHHS, aJMIHICTpAaTOpaM CEpBICIB, - MpaBa
JOCTYIy 10 TMPOLECIB, MO 3a0e3MeUyroTh BEACHHS CUCTEMHHMX MPOLECIB OO0
aJMIHICTPAaTHBHOTO CYNPOBO/UKEHHS (PyHKIIOHYBaHHS AC B LIIOMY, OKpPEMHX i
KOMIIOHEHTIB Ta CEPBICIB.

K33 noBuHeH HamaBath TUIBKA  ajaMiHICTparopy  Oe3meku  Ta/abo
yHOOBHOBa)XKCHMM  crhiBpoOiTHUkam C3I mpaBa pgoctyny A0 MPOLECIB, IO
3a0€3MeUyI0Th aKTyali3aliio, CyMPOBOKEHHS Ta aHaJli3 TEXHOJOTIYHOI 1H(opmarlrii
KC3L

3anuTy Ha 3MIHY OpaB AOCTYmy MOBWUHHI 00poOmaruca K33 Tuibku B TOMY

BUIMAJIKy, SKIIO BOHM HAAXOJATh B ajaMiHICTparopa O€3meku (yMOBHOBAKEHOIO



cniepoOiTHuka C3I) abo KopHCTyBayiB, SKUM HaJaHl TNOBHOBAKEHHS IHIOMX
aJMIHICTPaTOPIB.

K33 noBuHEH  HamaBaTh  MOXJIMBICTH  @JAMIHICTparopy  Oe3neKku
(ynoBHOBakeHOMY  cmiBpoOiTHHKY C3I) abo kopucTyBauam, SIKMM HAJaHO
NOBHOBAKEHHS IHIIMX AJMIHICTPATOPIB, IS KOKHOTO TPOLECY BH3HAYATH
KOHKPETHUX KOPHUCTYBauiB 1/ad0 Tpyny KOPHUCTYBAYiB, 110 MAKOTh MPABO 1HIL[IIOBATH
MPOIIEC, YEPE3 KEPYBAaHHS HAJCKHICTIO KOPUCTYBAYiB 1 MPOIIECIB A0 BIAMOBITHUX
JIOMEHIB.

[TpaBa nqocTyny A0 KOKHOTO 3aXMINEHOTO 00'€KTa MOBUHHI BCTAHOBIIFOBATHUCS B

MOMEHT HOro CTBOpEHHs abo 1HIIlam3arii.

[ToBTOpHE BUKOpUCTaHHs 00’ e€kTiB (KO-1)

[Tocnyra pno3Bossie 3a0€3MEUUTH  KOPEKTHICTH MOBTOPHOIO BHKOPHCTAHHS
PO3NUTIOBAHMX O0'€KTIB, TApaHTYKOUW, M0 B Ppasi, SKIIO PO3AUIOBAHUNA 00'€KT
BUJUISIETBCS HOBOMY KOPHCTyBady a0O MPOLECY, BIH HE MICTUTh iH(oOpMaNii, ska
3QJIMIIAJIACH B1JT BUKOPUCTAHHS HOro MONEpeaHiM KOPUCTyBaYeM ado MPOLECOM.

[TomTka NOBTOPHOTO BUKOPUCTaHHS 00'€kTiB, MmO peanidyerbes K33,
CTOCY€ThCA TUIbKM THX 00'ekTiB JIOM, siki MICTATh KOH(IAEHIIIHY 1H(QOpMAaLIO 1
PECYPCH SIKMX MOALISOTECS MK KopucTyBadamu JIOM Ta NpUKIaAHUMU MMPOLIECAMH,
10 BUKOHYHOTECS B JIOM.

BumMorn 1i€i mociyrd MOHMIMPIOOTHECS HA CETMEHTH ONEPATHBHOI IMaM'sTi
pobouKx cTaHLiid Ta cepBepiB (yCix 0€3 BUKIOUEHHS THITIB) Ta HOCIi 1H(popMalii Ha
JKOPCTKUX Mar”iTHUX auckax (OKMJL), skumu ykoMmIuiekroBani poOodl CTaHIli i
CEPBEPH, 1 BUKOPUCTOBYKOTHCS CHCTEMHUMH Ta (DYHKIIOHATBHHUMH IMPOLIECAMH il
yac o00poOneHHs KOHQIACHLIHOI 1H(opMamii, a TakokK Ha OKpeMl BUAM
nepudepiiHuX MPUCTPOIB, SIKI MAOTh BJIACHY MaM STh 1 3aMisHI MiJ 4ac E€KCIOPTY
(iMmnoprty) koHpiacHUIHHOT iHGopManii 3 (B) JIOM Ta CTBOPEHH1 «TBEPAMX» KOMIH
TOLIO.

[lepir Hi>k KOpUCTYBa4 a00 MPOLEC 3MOXKE OJAEP’KATH B CBOE PO3MNOPSKCHHS

3BUIBHCHHW IHIOMM KOPUCTyBaueM abo0 mpouecoM OO'€KT, BCTAHOBJICHI IS



MONEPETHHOTO KOPUCTYBaya ado MPOIECY MpaBa AOCTYMY 0 JAHOTO 00'€KTa MOBHHHI
OyTH CKacOBaHi.

[lepr Hi>k KOpUCTYBa4 a00 MPOLEC 3MOKE OEP)KATH B CBOE PO3MOPSIKCHHS
3BUIBHCHUI 1HIIIMM KOPHCTYyBadeM a0 MpoLecoM 00'eKT, 1H(pOpMaLis, MO MICTUTHCS
B JAaHOMY 00'€KT1, MOBMHHA CTAaTH HEAOCSHKHOKO.

Bumora wie€i mocayru B MOBHOMY 00Cs31 NOLIMPIOETBCS 1 HA PO3ALTIOBaHI
OJTHOYACHO JACKUIBKOMA KOPUCTYBa4aMH MPOLIECH.

MiHimanbsHa KOH(}iaeHIHHICTE py 00MiH1 (KB-2)

[Tocnyra KOH(IACHIINAHICTE NpH OOMIHI JI03BOJISIE 3a0€3MEYUTH  3aXUCT
O00'€KTIB BiJl HECAHKIIOHOBAHOTO O3HAWOMJECHHA 3 1H(OpMaLi€r, IO B HHUX
MICTUTBCS, TIJ 4Yac iX EKCHOPTY/IMIOPTY 4YEPE3 HE3AXUINCHE CEPEIOBUIIE.
Haiiuacriime naHa mociyra peanmi3yerbCsli 3 BHKOPUCTAHHSM KpUOTOrpadiuHuX
MEPETBOPEHB. 3a0€3Meuye 3aXUCT B1Jl HECAHKI[IOHOBAHOTO O3HAMOMJIEHHS 32 PAXYHOK
NACUBHOTO CIMOCTEPEKECHHS 32 JIHISIMH 3B's13Ky a00 pO3KpalaHHs HOCIiB 1H(opMaii.
[Tpuknamom peamizamii MOXKE CIY>KATH OporpamHe mm@pyBaHHs (ainiB nepen ix
nepefayero  KaHajnamu 3B's3Ky abo mpo3ope mmdpyBaHHs (aiimiB mepex ix
3aMUCyBaHHSIM Ha JHCK.

MiniManbeHa noBipya nuticHicts (LJ1-1)

[Tocnyra 3acTocoByeThCs Ui 3axucTy 0oOpoOmroBaHoi iH(popmamii  Big
HECAHKIIIOHOBaHOI Moaudikamii 1 J03BOJISIE KOpHCTyBady Oyab-gKOi Kareropii
KEpyBaru NOTOKaMH 1H(opMalli BiJ IHIOMX KOPHCTYBA4lB J0 3aXUUICHUX O0'€KTIB,
[0 HAJIE)KATh MO0 JJOMEHY.

[TomTrka AOBIPUOi LUTICHOCTI, O peam3yerbes K33, mommproeThes Ha cnado-
Ta CUJIBHO3B s13aH1 00’ €KTH, SIKI CTBOPIOIOTHCS KOPUCTYBAUYEM y MPOLEC] BUKOHAHHS
HUM (PyHKIIOHATbHUX 000B’s3KiB. KopucTyBau, sikuii CTBOPHB 0O €KT, Ma€ MPaBO
BA3HAUUTH KOHKPETHUX KOPHCTYBayiB 1/a00 rpynu KOPUCTYBaYiB, SIKI MAOTh MPABO
MO (pIKyBaTH LEH 00'€KT.

K33 noBuHEH 3a1iiCHIOBATH PO3MEKYBaHHS JOCTYNY Ha MIACTaBl arpuOyTiB

JIOCTYNy KOPUCTYBaya 1 3aXUIIECHOro 00'e€KTa.



3anuTy Ha 3MIHY NpaB AOCTymy A0 00'ekra moBHHHI 00poOnsatucs K33 Ha
niacTasl arpuOyTiB JOCTYNY KOPHCTYBaJa, O 1HILIIOE 3aIUT, 1 00'eKTa.

[TpaBa gocTyny A0 KOKHOTO 3aXMINEHOTO 00'€KTa MOBUHHI BCTAHOBIIFOBATHUCS B
MOMEHT HOro CTBOpEHHs abo 1HIIlam3arii.

bazopa agminicTparuBHa uticHICTh (LIA-2)

[TomTnka ©0a30BOi  AAMIHICTPATMBHOI  LIJICHOCTI  MOLIMPIOETHCS — HA:
KOPUCTYBAUIB yCIX Kareropid; CUIbHO3B'sI3aH1 00'€KTH, M0 MICTATH KOH(IACHIIHAHY
iH(popMmaliro;, mnpu3HaueHe A OOpoOJeHHs 1uX OO0'€KTIB  CHUCTEMHE Ta
(yHKLIOHATBHE MPOrpamMHe 3a0€3MEUEHHS, 4 TAKOXK CTBOPEHY B Mporeci oOpoOKu
CWJIBHO3B's13aHUX 00'eKTiB TexHONMOTYHY iHpopmaniro KC3I Ta TexHOMOriuHy
1H(popmaniro moao ynpasiiHHs AC, - 1 3a0e3meuye B3aEMOII0 3a3HAYEHUX 00’ €KTIB.

[TpaBo BHM3HauaTH MHOXXMHY 00'ekTiB AC, LUTICHICTh SKHX 3a0€3ME4yeThCs
K33, a Takoxx Bu3Ha4ath arpuOyTH NOCTYMy MOpOLECYy W 3axuuIeHOro o0'€kTa, Ha
nijactasi skux K33 Oyne 3aicHIOBAaTH PO3MEKYBaHHS JTOCTYIY, HANA€ThCS TUIBKH
aJAMIHICTpaTopy OC3MEKH.

Po3mesxyBaHHSL JOCTYNY 3MIACHIOETHCS B MEKaxX MEBHOTO MPOLECY HAJAAHHIM
KOPUCTYBauy MpaBa (BCTAHOBJICHHSAM 3a00pPOHM) 3a JOMOMOTOK (PYHKIIOHATBHUX
MOXKJIMBOCTEH 1bOro mnpoiecy MoaudikyBatu 00’ektr. K33 moBuHEH 00poOmsaTH
3aIATH HA 3MIHY arpuOyTiB JOCTYNY MPOLECIB 1 3aXUIICHUX O0'€KTIB TUIBKH B TOMY
BUMAJKy, SKIIO BOHM HAAXOAATh BlA aaMiHICTparopa Oe3neku abo Bij
YHOBHOBaKEHOTO criBpoOiTHrKa C31.

K33 mnoBuHEH  HajgaBaTM  MOXKIMBICTH  aAMIHICTparopy  O€3meKku
(ynoBHOBakeHOMY  cmiBpoOiTHHKY C3I) abo kopucTyBauam, SIKMM HAJIaHO
NOBHOBAKEHHS 1HIIMX AAMIHICTPATOPIB, IS KOXKHOTO 3axXMIICHOr0 00'ekTa
(CYKyIHOCTI CHJIBHO3B'SI3aHMX OO0'€KTIB 200 MEBHUM YMHOM BHJIJIEHOI MIJMHOKWHU
ix, 00'ekTa, OKpPEMOro CTOBMYMKA a00 OKPEMOrO MOJsl 3aMHMCy CTPYKTYPOBAHOTO
00'€KTa) BH3HAUUTH AOMEH, SKOMY TMOBHHHI HAJICKaTH Ti MpouecH 1/ado rpynu
NOPOLECIB, O MarwTh NpaBo Moau(ikyBath 00’ekT. TiabKkM iM HAZA€ThCS MPABO

BKJIFOYATH i1 BUJTy4YaTH MPOIECH Ta 00'€KTH J10/3 KOHKPETHUX IOMEHIB.



K33 noBuHEH  HamaBaTh  MOXJIMBICTH  @JAMIHICTparopy  Oe3neKku
(ynoBHOBakeHOMY  cmiBpoOiTHHKY C3I) abo kopucTyBauam, SIKMM HAJaHO
NOBHOBAKEHHS 1HIIMX QIMIHICTPATOPIB, JJIsi KOKHOTO MPOLECY LUISIXOM KEPyBaHHS
HAJICKHICTIO KOPUCTYBA4IB 1 TMPOIECIB JO BIANOBIIHUX JOMEHIB BU3HAYUTH
KOHKPETHUX KOPHUCTYBauiB 1/a00 IpylnH KOPUCTYBayiB, K1 MArOTh MPaBO 1HILIOBATH
npoLEC.

[TpaBa gocTymny A0 KOKHOTO 3aXMINECHOTO 00'€KTa MOBUHHI BCTAHOBIIFOBATHUCS B

MOMEHT HOro CTBOpEHHs abo 1HIIlam3arii.

O6mesxenuit Biakar (L[O-1)

[Tocnyra 3a0e3neuye MOXJIMBICTH BIIMIHMTH OKpeMY omepaiio  ado
NOCJIIIOBHICTh ONEpALiif i MOBEPHYTH 3aXWMIUEHUH OO'€KT, 3 SKUM MAaHIMyJIIOBaB
KOPUCTYBa4, J0 MOMEPEAHBOTO HAMEPE BU3HAYCHOTO CTAHY .

[TomTrka OOMEKEHOro BiAKary 3a0e3leuye B3aeMOJI0 HUKYEC3a3HAUYECHUX
00’ €KTIB 1 NOLIMPIOETHCA HA:

- KOPUCTYBaUIB yC1X KATErOpiid;

- CWIBHO- Ta cnabo3B’s3aHl OO0 €KTH, SKI MICTATh KOH(IAECHIIIAHY
iH(popMmariro 1 B mpouect OOpoOKH SKMX NepeAdayacTbCs MOMKIMBICTh iXHBOI
Mo (piKaLii KOPUCTYBAYEM, a TAKOK TEXHONOTTUHY 1H(popmaniro KC3I.

Kommonentn K33 moBmHHI Mard aBTOMATH30BaHI1 3aco0M, SIKI JO3BOJISIOTH
ABTOPU30BAHOMY KOPUCTYyBauyy a00 NpPOLECYy BIAKATUTH a00 BIAMIHUTH [EBHY
MHO)KMHY OIepalid, M0 BXE BHKOHAHI HAJ 3axWIICHUM O0'€KTOM 3a MEBHMIA
NPOMIKOK Hacy.

@DaKkT BUKOPUCTAHHS KOPHUCTYBAYE€M TIOCIYTM MA€ PEECTPYBATHCh B
CUCTEMHOMY JKypHaIi. BinMiHa onepailii HE MOBHMHHA MPU3BOAUTH J0 BUAAICHHS 3
JKYpHaJIy 3amucy MpO ONEpaliro, sSka Mi3Hime Oyiaa BIAMIHEHA, SKIIO OCTaHHS
niyisrana peectpalii BIANOBIIHO 10 BUMOT MOCTYTH OE3MEKH .

MiHiManbHa WITICHICTh Py 00MiH1 (L1B-1)

Jlana mocnyra n03Bosisie 3a0€3MEYUTH 3aXUCT 00'€KTIB BiJl HECAHKI[IOHOBAHOT

moau(ikarii 1Hpopmanii, o MICTUTBCS B HUX, MM 4ac iX €KCIOPTY/IMIOPTY 4epe3



HE3axMIIeHe cepenoBuile. Halvacrime ns nocnyra peani3yerbesi 3 BAKOPUCTAHHIM
TaKUX MEXAHI3MIB KPUNTOTPAPIUHOrO 3axXUCTy, SK LUPPOBUH MIANKC 1 KOAX
aBTeHTH(IKali MOBIAOMJICHb. PiBHI JAaHOI MOCIYI'M PaH>XUPYKOThCS HA IMiJICTaBI
NOBHOTH 3aXUCTYy 1 BHOIPKOBOCTI KepyBaHHs. [li MOBHOTOK 3axHCTy, K 1 IS
NOCIYTY KOH(1IEHIIHAHICTE TpH 00MiH1, Tpeba PO3yMITH MHOKMHY THITIB 3arpo3, Bijl
aKkuX 3a0e3nmeuyerbCs 3axuct. [lix  cTymeHeMm 3axuIIeHOCTi 00'€KTiB, IO
EKCIIOPTYIOTBCS, SIK MPABHWIIO, CII PO3YMITH KPUOTOCTIHKICTH BUKOPHUCTOBYBAHUX
ITOPUTMIB IIU(PPYBAHHS.

Bukopucranns pecypcis ([IP-1)

[Tocnyra no3BoJisie KEpyBard BHKOPHCTAHHSM KOPUCTYBauaMW MOCIYT Ta
pecypciB.

[TomTika BUKOPUCTaHHS PECypCiB, WO peanidyerbes K33, mommproeTscst Ha
HIDKYE3a3HAUYCHI 00 €KTH 1 3a0e3Medye B3aeMOMAIKD [MX OO0 €KTIB, mepeadadyaroyu
MO>KJIMBICTh BCTAHOBJICHHSI OOMEKEHb HA iX BHKOPHUCTAaHHS KOPUCTYBa4aMHU BCIX
KaTeropii.

OOMEXEHHS 11010 BUKOPUCTAHHS OKPEMHUM KOPUCTYBadeM Ta/ab0 MpoLecoMm
00cariB oOumncioBaabHuX pecypciB AC ad0 KIJIBKOCTI 00’€KTIB BCTaHOBIOIOTHCS
a7AMIHICTPAToOpoM O€3MeKh ad0 KOPUCTYBauYaMHU, SIKMM HAJIaHO MOBHOBAXKEHHS THIITNX
aJMIHICTPATOPIB. 3aUTH HA 3MIHY BCTAHOBJICHUX OOMEXKECHb MOBUHHI 00pOOIATHCS
K33 Tibku B TOMY BUNAJAKY, SIKINO BOHU HAIXOIATh Bl aIMIHICTPATOPIB.

CrnpoOM  KOpDUCTYBaulB  MEPEBUIIMTH  BCTAHOBJICHI  OOMEXKEHHS  Ha
BUKOPUCTAHHS PECYPCIB MOBUHHI PEECTPYBATHCS B CHCTEMHOMY Ky PHAJI.

PyuHne BinHOBIIEHHS Tichs 300iB (B-1)

[TomiTvka BiMTHOBIECHHS Micis 300iB, 0 peamidyerbes K33, nommproeTbes Ha

HIKYE3a3HAUYCHI 00 €KTH Ta 3a0€3MeUye iX B3aEMO/IIIO;

cucteMHe Ta (pyHKIioHaIbHE [13;

3aco0u 3axucty iH(popmarlli Ta 3acodu ynpasiainag KC3I,;

3aco0M aAMIHICTPYBAHHS Ta YIPABIIHHS O0YHCIIIOBATIBHOK CUCTEMOIO.
— OkpeMi nepudepiiiHi mpucTpoi (MPUHTEPH, HAKOMA4YyBayl iHQOpMaLii,

3MiHHI HOCIi 1H(opMmanii 1 T.1.), K1 3a1isH1 Ju1st 00poOKH KOH(P1ACHIIHHOT 1H(pOpMaILii.



[Tocnyra rapantye noBepHeHHss AC y BIIOMUH 3aXMINCHUAN CTaH MICIs BIIMOB
a0o nmepepuBaHHsS  OOCIYIOBYBAaHHS, CIPUYMHCHUX  TNOMUJIKOBHUMH  JUSIMHA
KOPUCTYBauiB, HEBPAXOBAHOK (PYHKIIOHATBHOK HEAOCTATHICTIO MPOTPAMHOIO Ta
anaparHoro 3a0€3MeUEHHS (HAMPUKIIAl, MOKIMBOIO HAIBHICTIO HE BUSIBIICHUX 1] 4ac
OPOCKTYBaHHS  HE3aJACKIapOBaHUX  (PyHKLINA), IHIWUMH  HemnepeadadyBaHUMHU
CUTYallISIMH.

[TomThkor0 BIAHOBIECHHS Tmicas 300iB TNOBMHHA OyTHM BH3HAueHa W
3aI0KyMEHTOBAHA MHOKMHA THITIB BIIMOB 1 MepepruBanb o0ciayroByBaHHs JIOM abo
OKPEMHX ii KOMIIOHEHTIB, MICIS SKMX MOKJIMBE IMOBEPHEHHS Y BIJOMHUN 3aXWIICHAN
cTaH 0€3 MOPYIUICHHS MOMITUKKA Oe3neku. J[Jis KO>KHOiI 3 BiIMOB MOBHUHHI OYyTH YITKO
BKA3aH1 piBHI BIMOB, Y pa3i NEPEBUIIEHHS SKMX HEOOXIJHA TIOBTOPHA THCTAJISLIS
ABTOMATU30BAHOI CUCTEMHU.

[ToBepHeHHs AC (OKpEMHX KOMIIOHEHTIB) 13 PEXKUMY, MO BH3HAYAETHCS
NOTIPIICHAMHU ~ XapaKTEPUCTUKAMU  OOCIIYyTOBYBaHHS, B PEKUM  HOPMAIBLHOTO
(YHKLIOHYBAHHS  NOBMHHO  3[IHCHIOBAaTHUCS 3a JONOMOIOK  Py4YHHX  (HE
ABTOMATU30BAHUX ) MPOLEAYP.

3axumiennii xyprain - (HP-2)

[Tocnyra peectpanii pieHs HP-2 no3Bosnse koHTposoBaru HeOe3neuHi st AC
i 31 CTOPOHM KOPUCTYBaulB Oy[ib-SKAX KaTeropiii BIAHOCHO MPOLECIB 1 00'€KTIB.

[TomTrka peecTpanii MOMIMPIOETHCSA Ta 3a0e3Medye B3aEMOAII0 KOPUCTYBadlB
yCIX KaTeropiu.

K33 noBuHeH 3a0e3nedyBar peecTpariito BCIX MOAIH, Kl MAKOTh OE3M0CEPETHE
BIIHOIIEHHS A0 Horo Oe3neku. Jlo TakuX BIAHOCITHCS HACTYITHI KJIACH MOJIM:

—  BX11/BUXiJ 200 HaMaraHHs BXOJy/BUXOJy B/13 CHCTEMH KOPUCTYBadiB Oy/b-
SAKUX KaTeropiii;

— peecTpauis Ta BUAAJCHHS a00 HamaraHHsi peecTpanii Ta BUIAICHHS
KOPUCTYBauiB Oy/lb-sKOi KaTeropii i3 CHCTEMHU,

— 3MIHa NapoJI0 KOPUCTYBAYEM Oyb-SKOi KaTeropii,



— oTpuMaHHs a00 HaMaraHHs OTPUMAHHSI TOCTYNY KOPHCTyBayeM Oyab-sKOi
Kareropii 10 Oyap-skux OpoueciB 1 00'ekTiB AC, 10 MarOTh CTYMiHb OOMEXKCHHS
JOCTYIy Ha PiBHI KOH(1ACHLIIHOI 1HpopManii;

— BUBEACHHS KOPHUCTYBaYeM Oylb-sKOi Kareropii mokymeHTa abo iHpopmarii
KOH(1ACHIIHHOTO XapakTepy Ha MPU3HAUYEHWH M7 LBOTO MPUCTPiId ApyKy, abo
HAMaraHHs BUBCIACHHS KOPUCTYBa4eM Oyap-sfkoi Kareropii JoKymeHTa ado
1H(popmanii KOH(PIIEHIIAHOINO XapakTepy Ha MPUCTPINA JPYKY;

— KOMItOBaHHS HAOOPIB JaHWX 13 1H(POPMAIIE KOH(IACHIIHHOIO XapaKkTepy
Ha 3anam’ITOBYIOUMX MPUCTPOSX, K1 MPAIIOKTh 31 3MIHHUMH HOCISIMH, 110 37aTHI
3anucyBard 1HQoOpMaIlio, 1 BUAUICHI CHOEMIAIbHO i BHUKOHAHHS MPOIIECIB
KOMIIOBaHHS, a00 HaMaraHHs KOMiOBaHHS 1H(poOpMaIlli KOH(IACHIIIIHONO XapaKkTepy
Ha 3amnam’SITOBYKOUMX MPUCTPOSX, SKI 3TIJTHO 3 MOJITUKOK OC3MEKH AJiS OO HE
NPU3HAYEH],;

— BUSBJIEHHS 1 peecTpanis (pakTiB mopymeHHs nuticHocti K33;

— 1HON nofli, 0OOB’S3KOBICTh peecTpalli sSKWX mnepeadadeHa MOJITHKOO
peaimizaiii OKpeMux mociyr Oe3neku iHpopmaii.

Peectpanis BCiX mopiid, mo MaroTh 0e3n0CEPEeaHE BITHOLWIEHHS A0 OE3IMEKH,
3MIACHIOETHCS B JKYPHAJI peecTpanli, SKuid MICTUTh 1H(QOPMALIIO IOI0 AATH, Yacy,
micus (agpecu pobouoi cranuii B AC), iIMEHI KOPUCTYBaya, TUMY M YCHIIIHOCTI YM
HEYCHIITHOCTI KOXKHOT 3apeecTpoBaHoi noaii. XKypHan peectpaiiii NOBUHEH MICTHTH
iH(pOpMaI[i}0 JOCTaTHO Uil OJHO3HAYHOI  iAeHTHdikamli pobouoi craHuii,
KOpUCTYBaua, mporecy 1/adbo o0'ekra, MmO Majad BIAHOUICHHS JO KOXHOI
3apeecTpoOBaHOT MO/,

AnmiHicTpaTtop O€3MEeKH 1 KOPUCTYBayl, SIKUM HAJaHO TMOBHOBAXCHHS 1HIINX
aJMIHICTPATOpPiB, MOBHHHI MAard B CBOEMY PO3MOPSIKEHHI 3aco0M mepermsay 1
aHamizy >kypHany peectpaiii, a K33 noBuHeH 3a0e3nedyBaTvl 3axUCT KypHATY
peectpauii Big HCJI, mogudikawii abo pyiHyBaHHsI.

OnuHovHa ineHTH(IKals Ta aBTeHTADIKais (H-2)

Inentudikariis Ta aBTeHTU(IKALIS TO3BOJSAIOTH BUBHAYMTH il IEPEBIPUTH 0COOY

KOpUCTYyBaua Oyab-IKOi Kareropii, 0o HamaraeTbcs oaep:karu noctyn 1o AC abo 1o



3aXMUICHUX O0’€KTIB, Ta TOBHMHHI TapaHTYyBarH, WO JOCTYN MOXKe OyTH HAAAHO
TIJIbKA aBTOPU30BAHOMY KOPUCTYBauy.

[TomTuka ineHTU(IKaLIi Ta aBTCHTH(IKALT MOMKUPIOETHCS HA HAXKYE3a3HAYCHI
00’€ekTH 13a0€3Mneuye iX B3aEMOIIIO .

Kosxnuii kopuctyBau, mo orpumye 1octyn 10 AC, NOBUHEH 11€HTU(IKYBaTHCS
K33 Ha miacTaBi mpucBoeHOro oMy iMeH1. J[03B1J1 Ha BUKOHAHHS OyJb-SKUX 1, 110
KOHTpOMorThea K33, kopucTyBau oTpuMye TUIBKM Ticis aBTeHTU(ikawii iforo K33
Ha M1JCTaBl BBEJACHOTO HUM MapOJIs.

MexaHni3M pearmizanii MOCIyrd NOBUHEH BIANOBIAATA YMOBAM HAIIHHOIO Ta
OJHO3HAYHOTO BUKOHAHHS 1eHTH(IKALli Ta aBTEHTU(IKALI].

K33 mnoBuHeH 3a0e3nedyBarn 3axucT AaHux aBreHTUdikamii Big HCI,
mou(ikanii ado pyiiHyBaHHS.

Opnnonanpaenenuii nocropipuuii kanan (HK-1)

[Tocnyra noBMHHA rapaHTyBaTH KOPHCTYyBayy Oyab-SKOi KaTeropii MOMIIABICTh
Oe3nocepenanboi B3aemonii 3 K33, a Takox Te, IO HisgKa B3aEMOJIs KOPUCTyBaya 3
JIOM He mMoke Oyt MOAM(IKOBAHOK THITUM KOpUCTYBadeM ado mponecom. [locnyra
NOBUHHA BU3HAYATH BUMOTH JI0 MEXAHI3MY BCTAHOBJIECHHS JOCTOBIPHOTO 3B'A3KY MK
KopuctyBadeM 1 K33.

[TomTka MOOCTOBIPHOTO KaHAJy NOWIMPIOETBCS HA KOPUCTYBadiB YCiX
KaTEropiid, OKPeMi KOMIOHEHTH CHUCTEMHOro Ta (yHKuioHanmeHOro I13, siki 3amisHi
Jutsl peamzaiiii mexanizmiB K33, 1 3a0e3neuye B3aeMO/II10 3a3HaYCHUX 00’ €KTIB.

JIOCTOBIpHHI  KaHaJl TOBHHEH BHKOPHCTOBYBAaTHCS JJIs  [OYATKOBOi
iaeHTU(IKamii Ta aBTeHTH(IKamii. 3B'S30K 13 BUKOPUCTAHHSM JIaHOTO KaHAIy
MOBUHEH THILIIFOBATUCS BUKITFOUHO KOPUCTYBAYEM.

Poznoain 0608’ sa3kiB anMinicTparopiB (HO-2)

[Tocnyra no3BoJisie pO3MEKYBAaTH MOBHOBAKEHHSI KOPUCTYBAaudlB, BU3HAYMBIIH
Kareropii KOPUCTYBadlB 13 NEBHUMHU W NPUTAMAHHUMH U1 KOKHOI 3 Kareropii
GyukiismMu. Tlocnyra mnpu3HadeHa Ui 3MEHUICHHS MOTEHIIAHUX 30UTKIB BIJ
HAaBMUCHUX a00 TMOMWIKOBUX Ml KOPUCTyBauiB i OOMEKEHHS AaBTOPUTAPHOCTI

kepyBanHs AC.



[Tomitika po3noairy 0O0OB’s3KIB, 10 peanizyerbesi K33, mommproeThcss Ha
KOPUCTYBaUIB yC1X KaTEropiid 1 NOBMHHA BU3HAYaTH IOHARMEHIIIE TaKi pOJi:

— aAMiHicTparopa Oe3MeKH;

— HE MEHIIE, HDK OJHOT0 I1HIIOr0 aAMiHICTparopa (aamiHicTparopa ©Oa3
JAHUX, aIMIHICTpaTOpa MEPEKEBOT0 00IaAHAHHS, aJIMIHICTPATOpa CEPBICIB Ta 1H.),

— KOpHUCTYBauiB, SKWMM HAJaHO TNPaBO JOCTyny A0 KOH(IACHIIHHOI
1H(popmarii.

Pom  agmiHICTpaTtopiB MOXYTh AyONMIOBATUCS YIOBHOBAKCHUMH HA L€
KopucTyBadaMu. KijIbKiCTh TAKAX KOPHCTYBAa4YlB NOBHHHA OYTH MiHIMAJIbHOKO.

AnmiHICTpaTop O€3MeKu MOBUHEH MATH JOCTYI A0 TEXHOJOTTYHOI 1H(pOopMarli
KC3I Ta cucremuoro i ¢ynkmionansHoro [13, ske peanidye MexaHi3MU 3axUCTY.
[HIMHA agMIHICTPATOpP MOBMHEH MarH JOCTYH JO TEXHOJOTIYHOI 1H(opMamii moao
yIPaBIiHHS aBTOMATU30BAHOT CHCTEMHU Ta CUCTEMHOTO i (pyHKI10HambHOTO [13, sike
peamizye 1l (PyHKIIi. YCIM 1HIIMM KOPUCTyBa4aM JOCTYI A0 IUX 0O €KTIB MOBUHEH
OyTH 3a00pOHECHHIA.

[ToBuHEH 3a0OpOHATHCS  JOCTYN  AAMIHICTPATOpPIB 10  CHJIBHO- Ta
c;1a003B's13aHUX 00'€KTIB, IO MICTATh KOH(IACHIIMHY 1H(QOpPMAaLLit0, 38 BUKITIOYCHHSIM
BUIAJKIB, KOIMH iXHIMH (PYHKI[IOHATLHUMH OOOB’A3KaMHu MEPen0adyeHo CYMILICHHS
a7MIHICTPATUBHUX MMOBHOBAXXEHb Ta MOBHOBAKEHb M0N0 OOPOOKH KOH(DiACHIIHHOT
1H(popmariii.

K33 3 rapantoBanoto minicHictio (HLI-2)

Jlana mnociayra Bu3HA4yae Mipy crnpomokHocTi K33 3axummaru cebe 1
rapaHTyBaTH CBOIO CIIPOMO>KHICTh KEPYBATH 3aXUILICHUMHU 00'€KTaMU.

Jus piBas HII-2 HeoOximHo, mo0 K33 mniarpumyBaB BIIACHHWHA JTOMEH
BUKOHAHHS, BIJIMIHHWM BiJl IOMEHIB BUKOHAHHS BCIX 1HIIMX MPOIIECIB, 3aXUIIAKYA
ceOe BIJ 30BHINIHIX BIUIMBIB. JlaHa BHMOra € OJHIEKD 3 BUMOI JIO peani3aiii
AUCIeTyepa JAOCTymy. Sk mpaBwio, peami3amis [JaHOi BHMOTH TOBHHHA
3a0e3MmeuyBaTHCs MOKITMBOCTSIMU anapaTHoro 3adesneueHHs OC.

CamotectyBanns npu ctapti (HT-2)



CamorectyBanHs n03Bomsie K33 mepeBipuTy i Ha MiACTaBl LBOTO FApaHTYBATH
NPaBWIbHICTG (DYHKI[IOHYBAaHHS 1 MLUTICHICT MHOXUHM QyHKUIA JIOM, mo
3a0€3MEUy0ThCS 3aXUCTOM.

[TomTka camMOTEeCTyBaHHS MOIIMPIOETHCS HA HWKYE 3a3HAYEH1 OO €KTH 1
3a0e3neuye iX B3aEMOIIIO:

— aAMIHICTparopa Oe3MeKH,

— KOMIIOHEHTH CHCTEMHOro Ta (yHKIioHampHOro [I3, sxi 3amisHl  [uis
peanizanii mexaHi3miB K33;

— 3ac00M 3axucTy 1H(popMaNii, a TakoK TeXHOJOrYHY 1H(popmaniro KC31.

Jlo cknagy K33 noBuHEH BXOAWTH HAOIP TECTOBUX MPOLENYP, AOCTATHIN JUIs
OLIIHKM MPaBWJIBHOCTI BUKOHaHHA B JIOM BCIX KpUTHYHUX Ui O€3MEKH
KoH(1AeHUIHHOT 1H(popMarii Ta TexHonoriunoi iHpopmarnii KC3I ¢ynkuiii, a cam K33
NOBUHEH OYTH 3AaTHUM KOHTPOJIFOBATH iX BUKOHAHHSI.

Tectn TmMOBMHHI BHUKOHYBatucs mnpu iHimiamzamii K33 3a  3amutom
aaMiHicTpaTopa Oe3MeKH.

VY pa3i HEKOPEKTHOIO BUKOHAHHS SIKOrOCh 13 TeCTiB K33 MOBUHEH mepeBECTH
AC 5o cTaHy, B SKOMY 3a00pOHSETHCS 00poOKa KOH(DIAECHIIHHOI 1H(pOopMaIi B3araii,
ad0 10 cTaHy, B SKOMY 3a00pOHSETbCS OOpoOKa KOH(pIACHIIIHOI 1HpopMmali 3
BUKOPUCTAHHSM MOCIYT OE€3MEKH, s AKX TeCT HE Oyno BUKOHAHO. [ToBepHyTn AC
JI0 HOPMAJIbHOTO (PYHKIIOHYBAHHS MOXKE TUIBKK aaMIHICTpaTop O€3MeKu MiCcis
BITHOBJICHHS Tpane3natHocTi K33 1 moOBTOPHOro BUKOHAHHS TOBHOTO HAOOPY TECTIB.

AprtenTu(ikamis By3na (HB-1)

Jlana mocnyra n03Bosisie 3a0€3MEYUTH 3aXUCT 00'€KTIB BiJl HECAHKI[IOHOBAHOT
moau(ikarii 1Hpopmanii, o MICTUTBCA B HUX, M 4ac iX €KCIOPTY/IMIOOPTY 4epe3
HE3axMIIeHe cepenoBuile. Halvacrime ns nocnyra peani3yerbesi 3 BAKOPUCTAHHIM
TaKUX MEXaHI3MIB KPHNTOTPadIyHOrO 3aXHUCTy, TAKMX K UU(POBHIA miAMHC 1 KOAX
apTeHTU(]IKaIli MOBIIOMIICHb. Ha BKIIFOUEHHSI TaHOTO PIBHS B CBIA PEUTHHI MOXKE
NPETEHIYBATH CUCTEMA, IO JO3BOJIMTH HA MIACTaBl LU(PPOBOro MIANKCY NEPEBIPITH
HUTCHICTE (QyHKIioHyto4oro Ha EOM [13, abo cucreMa €neKTPOHHOI MOMITH, MO

3abe3neuye nupoBUi MiANUC TOBIJOMIIEHb.



2.2 BusHaveHHs IHPOPMALIHUX PeCypcCiB, K1 MOTPEOYIOTh 3aXHUCTY

[apopmanis - Oyab-ski BIIOMOCTI Ta/ab0 JaHl, sKI MOXKYyTh OyTH 30€peKeH1
Ha MareplajibHAX HOCIAX a00 BiIOOPKEHI B €IEKTPOHHOMY BUTJISIL.

ITix tnpopmaniero 3akon Ykpainu "IIpo iHpopmaniro” [1] po3ymie CyKyMHICTb
JOKYMEHTOBaHMX a00 MPUBCEIIOAHO OrOJIOIIYBAHMX BIJOMOCTEH mpo momii abo
SIBUILA, 110 BIAOYBAIOTHCS Y CYCIUIBCTBI, ACPXaBl il HABKOJMIIHBOMY CEPEAOBHUILI.

3akon  Ykpaimm  "llpo  3axmcr  iHQopmamii B 1HpOpMaLIAHO-
TENCKOMYHIKALIHHNX cucTeMax" [3] TpakTye iH(POpMALitO K CYKYITHICTh BCIX JAHUX
1 MporpamM, BUKOPUCTOBYBAHUX B ABTOMATU30BaHI! CUCTEMI, HE3AIEIKHO BiJl CIOCOOY
IXHBOTO MOJAHHS.

IcHye HacTynHMiA oAl 1H(popMalli 3 KaTeropii BaKIIMBOCTI:

1) 5KMTTE€BO BaKIMBA HE3aMiHHA iHQOpMAaIllisi, HAABHICTh SKOi HEOOXimHA s
(PYHKIIIOHYBaHHS TIANPUEMCTBA,

2) BamBa 1H(popManis — iHdopMmanis, mo Moke OyTH 3amiHeHa abo
BIJIHOBJICHA, aj€ MPOLEC BIAHOBICHHS Oy>K€ BAKKWI 1 MOB'A3aHW 3 OLIbIIAMHU
BUTpaTaMU;

3) xopucHa iHopmaiis — 1HQopMalisA, SKY BaKKO BIJHOBHTH, OJHAK
N1ATPAEMCTBO MOXKE €(PEKTHBHO (DYHKIIOHYBaTH il O3 Hef,

4)HecytreBa 1HQoOpManis — iHopmanis, o Oulemie He NOTpiOHA
H1IPAEMCTBY.

Ha mpaxTuii BigHeceHHs iHpOpManii 10 OAHIET 13 [UX KaTeropid MOKe SIBJISITH
COoOOK My)K€ BaXKE 3aBJaHHS, TOMY WI0 Ta cama iHpopMmanis Moxe OyTh
BHKOpHUCTaHa OaratbMa MiApo3AiJiaMu MIAMPHEMCTBA KOXKHE 3 SKUX MOKE HECTH IO
1H(pOpMAaLIIO 10 PI3HUX KaTeropiii BaxJIMBOCTI. Kareropisi BaKIMBOCTI, K 1 LIHHICTh
1H(opMaii, 3BUYAiHO 3MIHIOETHCS 3rOJIOM 1 3aJICKUTh Bl CTYNEHS BiAHOCHUHH 10
HEl PI3HUX IPYI CMOKUBAYIB 1 MOTCHUIHHUAX MOPYLIHHUKIB.

3rigHo 3akoHy Ykpainm «lIpo iHdopmamiron[1] 3a nmopsakom — goctymy
iH(popMaLis TOAISETECS HA BIAKPUTY 1H(QOpMaIio Ta 1HHOPMALI0 3 0OMEKEHUM

JOCTYIIOM.



[Hpopmaris 3 0OMEKEHUM JOCTYNIOM - 1H(OpMALs, TPaBO AOCTYIY 10 SAKOi
0OMEXKEHO BCTAHOBIICHUMH MPABOBUMHU HOPMaMH 1 (UM ) TPABIIIAMHU.

TaemHa 1H(popManis - iHpopmalis 3 OOMEKEHUM AOCTYNOM, KA MICTHTh
B1JIOMOCTI, II[0 CTAHOBJIATH JI€P>KaBHY a0 1HIIY nepeadayeHy 3aKOHOM TAEMHMITIO.

Konpinenuiitna indgopmariis - iHpopmaiis 3 OOMEKECHHM TOCTYIOM, SIKOIO
BOJIOAIIOTh, KOPHCTYIOTBCSI UM PO3MOPSADKAOTECS OKPeMi (DI3MYHI UM FOPUIMYHI
ocoOu abo AepskaBa 1 MOPSAOK AOCTYIY A0 SKOI BCTAHOBIIFOETHCS HUMHU.

BianosigHo no 3axony Ykpainu "IIpo 3axuct iHpopmanii B iHpopManiitHO-
TENCKOMYHIKaIifHUX cuctemax" [3] 3axucTy miAsrae: BiAKpuTa iHpopMallis, sKa €
BJIACHICTIO JIEP’KaBH 1 Y BU3HAUEHH] 3akoHY Ykpainu "l[Ipo iHpopmaio" HAEKUTh
10 CTaTUCTHYHOI, MPaBOBOi, cowLioNOriuHoi iH(popmanii, iH(opMamii I0BIIKOBO-
ECHUMKJIONEANYHOTO XapakTEPy Ta BUKOPUCTOBYETHCS ISl 3a0€3NEUYCHHS TISTTBHOCTI
JEP’KaBHUX OPraHiB ad0 OpraHiB MiCLEBOIO CaMOBPSIYBaHHS, a TaKOX 1H(pOpMallis
OpO AISUTBHICTh 3a3HAYCHMX OPraHiB, sIKa ONPHJIIOJHIOETHCS B I[HTEpHET, 1HIIMX
robanbHUX  1HQOPMAIIMHMX  Mepekax 1 cucrtemMax abo  MepenacThes
TENCKOMYHIKALIHHAMA Mepexamu (Biakputa iHGopmauis). bynb-gka iHpopmais €
BIIKDUTOK0, KpIM Ti€i, 10 BIAHECEHA 3aKOHOM J0 iH(opmMamii 3 OOMEKECHUM
JOCTYTIOM.

[npopmaniiinnii pecypc — CYKYIHICTH JOKYMEHTIB y iH(QOpMamiitHux
CUCTEMAX.

Jlokymentom 3akon VYkpaimm "lIpo 1HQopmaumiro" [1] mnependaueHO
MarepianbHy (HopMy onepkaHHS, 30€piraHHs, MOMMPEHHS W BUKOPUCTAHHS
iH(popmanii msxom ¢ikcanii ii Ha MarHiTHIA, KiHO-, Biaeo-, (oTtommiBui ado Ha
iHmomy Hocli. [ToHATTS "AOKyMEHTA" BaXIIMBO, OCKUIBKM JOKYMEHTH € YaCTHHORO
1H(OpMaLIHHUX PECYPCIB 1 MAKOTh IOPUANYHY 3HAYUMICTb.

[Hpopmanis 3 OOMEXKEHMM JOCTYNOM (KA MIAJIATaE 3aXUCTy) MOXKE
o0poOnsiTUCs, mepenaBatucs Ta 30epiratucs 3a JOMOMOIOK OOYHMCIIOBAIBHUX
pecypciB ITC, a came: cepBepiB, poOOYMX CTaHIlIA, 3amam’ ITOBYFOUMX MPUCTPOIB,
nepudepiiHuX MPUCTPOiB (IPUHTEPIB, HAKOMMYYBAY1B HA 3MIHHAX MAarHiTHUX HOCISX

iH(popMarii), MepexeBOro oOJaJHAHHS, CUCTEMHOrO Ta (yHKUHIOHATIBHOTO [13,



3aco0i1B, O 3a0€3MeUyI0Th B3aeEMO/I110 00 ekTiB ITC.

Huas ITC MY "Cim’s" HeoOXigHUH 3aXMCT HACTYMHOTrO 1H(OPMALIHOTO
pecypey:

1) daiinoBa cuctema (JIOT14HI JUCKH, KATAJTOTH, MIIKATAJIOTH ),

2) HaGopu JaHWX, SKI TEHEPYKOThCA Oyab-sKuUM (YHKIIOHATBHUM 200
CUCTEMHHM IPOLIECOM;

3) (aiinm, Habopu naHuX, K1 OOPOOIIOIOTECS, 30EPIratoThCA 1 MEPEAAOTHCS B
ITC;

4) cucrtemHe Ta QyHKIioHaIbHE [13;

5) ©Oa3a naHux 3 KOH(QIACHIIHHUMY TaHUMU MT1ANPUEMCTBA.

[npopmaniiini pecypeu B [TC 1upKyato0Th B OOYHCTIOBATIBHUX 3ac00ax, a
came OnepaTuBHO-3anam'sTOBYKOUMI TPUCTPIid, TUCKOBO/, MArHITHI AUCKHU, TUCIUICH,
OPUHTEP (CKAHEP), KiaBlaTypa, MEPEXeBEe OONaJHAHHS, SKI SBJISIFOTBCS 00’ €KTaMH
3aXUCTY.

Tabnuusg 2.2 — [Hpopmaitis wo nupkyaoe Ha O]

Pexum
' [IpaBoBuii pexxum
[Hpopmaris JOCTYITY

1 2

Oco0oB1 crpaBu MpaliBHUKIB, TPYAOBI
' 3 00OMEIKEHUM ‘ ‘
KHWKKH, TPYIOBI JOroBopu, Hakazu MO3, Kondinenuiiina
JOCTYIIOM
JOTaHA

o | 3 oOmexxeHnM ‘ ‘
BHyTpilIHI JOKYMEHTH (HaKa3u, CIy>KO0O0B1 Kondinenuiiina
‘ ‘ JOCTYIIOM
3aMUCKH, IHCTPYKILT)

' Biakpura Binkputa
CraryTH1 JOKYMEHTH

- - - 3 0OMEKEHUM _ _
Binomocri po (iHaHCH, TUTAHH Kondinenuiiina
‘ ‘ | moctynom
3aKYIBEb, NEPCIEKTUBHI TUTaH1




N1ATPAEMCTBA

3MICT Ta XapakTep AOrOBOPIB, KOHTPAKTIB,

3 0OMEKEHUM

ONHIED 13 CTOPIH  SKAX  BHCTYIAE Kondinenuiiina
‘ JOCTYIIOM
H1TPAEMCTBO
Tabmuus 2.3 — DBu3HaueHHs PiBHS KOH(IASHIIIHOCTI, IUIICHOCTI Ta
JOCTYMHOCTI 1HpOopMalii
' PiBeHb
PiBeHb '
' | PiBenn JOCTYITHO
KOHQIAeHIH | ' '
‘ ‘ LIUTICHOCTI | CTI
[Hpopmaris 3 0OMEKEHUM TOCTYIOM HOCTI ' ' '
' | indopmamii | iHPpopman
1HpopMarii '
u
1 2 3
Oco0oBl cnpaBH TMpaliBHUKIB, TPYIOBI
KHWDKKH, TPYJOB1 10roBOpH, Hakazu MO3, K4 113 J10
JOTaHU.
BHyTpilIHI JOKYMEHTH K2 113 a1
Bigomocti mpo QiHaHCH, NEPCHEKTUBHI
‘ K1 11 J13
NJTAHH T ITPAEMCTBA
JIoroBopu , KOHTPAKTH, OJHIEO 13 CTOPIH
‘ K1 112 J12
SKUX BACTYMAE MIAMPUAEMCTBO
[Tnanu 3aKymiBeab K2 111 13

Kon®iaeHuiitHicTh

KO - posronomenns iH(popmanii Npu3BOIUTE 10 Kpaxy podotu cyO'ekta abo

IY>KE BEJIMKUX MaTepialbHUX BTpar

K1-po3rosiomensst Npu3BOAUTE 10 3HAYHUX MATEPlaIbHUX BTPAT, SKIIO HE

OyJie BXKUTO 3aXO0/IIB.




K2 - posronomeHHs Npu3BeyTh 10 AESKAX MAaTeplaJiIbHAX BTPAT.

K3 - IIpuHocuTh MaTepianbHUii 30MTOK B IEBHUX BHMAIKAX.

K4 - Moxe npuHecTH Maj03HAYHUH 30MTOK B PIAKICHUX BHIAIKAX.

LIimicTHICTE

10 - mpu3BOAUTH 10 HEMPAaBWIBLHOI poOOTH Cy0'ekTa B HIIOMY a00 3HAYHOI
HOro 4aCTUHHM 1 HACHTIIKW 3M1HU HE3BOPOTHI.

[[1 - HECAaHKIIOHOBAHI 3M1HM MPU3BENYTH 10 HEMPABWIIBHOI POOOTH CyO'€KTIB
yepe3 ACSIKUi yac, SKIlo He Oy1e BKUTO 3ax0/11B. Hacaiaku HE3BOPOTHI.

[[2 - HEeCcaHKIIOHOBAHI 3M1HM MPU3BEAYTH 10 HEMPABUIIBHOI POOOTH CyO'€KTIB
yepe3 AeSKUAN Yac, KO He Oyae BXKUTO 3aXO/IIB.

Hacniaku 060poTHI.

[13 - HeCaHKI[IOHOBAaHI 3MIHM HE MPHUBEAYTh 10 30010 B poOOTI CyO'ekTa,
HaCJIIIKA 000POTHI.

1[4 - HECAaHKIIIOHOBAH1 3M1HHU HE BIIPAKATUMYThCA HA POOOTI CUCTEMM.

JlocTynHICTh

J10 - y pasi mopyleHHs JOCTYMHOCTI 1H(pOpMAaNii JAHOTO THITY ITiANPHUEMCTBO
HE TMOHECE MareplaibHOro 30uTKYy, poOoTa miAnpueMcTBa HE OyAe MOPYyLICHA,
OaxaHO BIPOBAIKEHHS, 3MIHU B ICHYFOUMX TEXHOJIOTTYHHUX MPOLECAX.

JI1 - y pasi mopyueHHs JOCTYMHOCTI 1H(pOpMaLii JAHOTO THITY ITiANPUEMCTBO
NOHECE MIHIMAJIBHUNA 30MTOK MaTeplaJibHOrO MPUOYTKY, PoOOTa MiANPHEMCTBA HE
OyJie opyllIeHA, 3arabHUNA JOX1]T 3aJTUIIUTHCS 0€3 3MIHH.

J12 - y pasi mopyleHHs JOCTYMHOCTI 1H(pOpMaLii JAHOTO THITY MIANPUEMCTBO
MOHECE CEPE/IHIA 30MTOK MaTepiaibHOro MpUOYTKY 3a MOTOYHWH KBapTaj, podoTa
NIANPUEMCTBA HE OyAe NOPYIIEHA, MOXKJIMBI BIACTAaBAaHHS BiJ KOHKYPEHTHHUX
N1IPAEMCTB.

JI3 - B pa3i nopyweHHs: AOCTYMHOCTI iH(pOpMaLli JAHOTO THUIY HIAMPUEMCTBO
MoHece 30UTOK MaTeplaIbHOrO MpUOyTKYy, podoTa miAnpueMcTBa OyJe yCKIaAHEHA,
3arainbHUA JOX1 MOXKE 3HU3UTHCS A0 TOJIOBUHH 1CHYHOYOTO.

J14 - y pasi nopyuweHHs JOCTYIMHOCTI 1H(pOpManii JAHOTO THITY ITiANPHUEMCTBO

MOHECE MAKCUMAJIBHO BEMKY IIKOY MAaTepPialbHOrO MPUOYTKY MPOTATOM JIEKUTBKOX


















2.4 BuzHayeHHs MEPETIKY MOPYIIHUKIB

[TopymHuk - 1me ocoba, sKa MOMUJIKOBO, BHACIIIOK HEOOI3HAHOCTI,
LIJIECIPSMOBAHO, 34 3JUM YMHCIOM a00 0€3 HbOro, BHUKOPHCTOBYIOUM PI3HI
MO>KJIMBOCTI1, METOJM Ta 3aCO0M, 3/11iCHMIA CTTpOoOy BUKOHATHU OMEpallii, Kl MPU3BEIH
a00 MOXYTh MPU3BECTH JO MOPYIIEHHS BJIACTMBOCTEH 1H(OpMAaIlli, 0 BHU3HAYCHI
NOJIITUKOK OE3MEKH.

BignocHo [TC nmopyliHUKY MOXYTh OyTH: BHYTPILIHIMHA (3 YKCIIA MEPCOHATY
a00 KOpUCTYBaviB CHCTEMHU ), 200 30BHILIHIMU (CTOPOHHIMHU 0CO0aMK).
KopucryBau iHdopmanii B cucremi - (pisuuna ado ropuauyHa ocoba, sKa B
YCTAHOBJICHOMY  3aKOHOJABCTBOM  MOPSAAKY OTpUMaia MpaBO JAOCTYMY 10
1H(opMaLii B cUCTEMI,

3a piBHEM MOBHOBKEHb IIOAO0 JAOCTYymy A0 1H(pOpMaIli, XapakTepoMm Ta
CKJIaJIOM poOIT, siKi BUKOHYIOThCS B Tipoiieci ITC, ocobu, mo MarTh T0CTYM J0 HeE,
MOJISIOTHCS HA HACTYIHI KaTeropii:

— KOPUCTYBaul, SIKUM HAaJaHO MOBHOBAKEHHS PO3POONATH W CYNPOBOIKYBATH
CUCTEMY 3aXUCTy 1H(OpMaIlli, a TAaKO’)K MOBHOBKECHHS 3a0€3MEUyBaTH YIPaBJIIHHS
ITC - agmiHICTpaTOp MEpPEXKI;

— KOPUCTYBaul, SIKAM HAJaHO MPaBO AOCTYNMy A0 KOH(DiaeHIiiHOi 1Hpopmartii
OQHOrO a00 JAEKUIBKOX KJIacH(IKAIifHUX PIBHIB — TOJIOBHIM JiKap, HAYaJIbHUK
BIIJITY KaApiB, MPAIIBHUKA BIIIUTY KaJpiB, TOJOBHUU E€KOHOMICT, €KOHOMICTH,
cekperap;

— po3poOHukn [13, ski 3AIACHIOIOTE PO3pOOKY Ta BIPOBAIKEHHS HOBUX
(PYHKLIOHATBHUX TPOLECIB, & TAKOK CYIPOBOHKEHHS BXKE AIHOUMX;

— MOCTA4YaJIbHUKK OONaJHaHHs 1 TexHiyHuX 3aco0iB JIOM Tta (axiBii, o
3MIACHIOKOTh  WOr0  MOHT@X, TIOTOYHE TapaHTiiiHe W  michsrapaHTiiiHe
00CITyrOBYBaHHH,

— TEXHIYHUI  TEPCOHAI, IO  3AIMCHIOE  MOBCAKACHHE  MIATPUMAHHS
KUTTEMISIBHOCTI Piznynoro cepenopuina [TC - 1HXKEHEp, €NEKTPUKU, TEXHIYHUIMA
MEPCOHAJT 3 00CITYyTOBYBaHHS Oy/1BEIb, JIIHIHN 3B’ S3KY.

Mopene nopymHuka —  a0CTpakTHh (popManmizoBaHuii abo HehopMaTi30BaHMA



OMUC MOPYIIHKUKA. MojeNb MOpyIIHUKA BiAOOpakae MOro MpakTU4HI Ta MOTEHIIHHI

MO>KJIMBOCTI, anpiOPHI 3HAHHS, Yac Ta MicUe Al TOLIO.

Tabmuusg 2.5 — Cnenugikanis MOJEN MOPYLUIHUKA 32 PIBHEM KBamiQikauii Ta

o613ranocTi moao [TC

[lo3nauenus

OcHoBHI KBani(ikamiiiH1l 03HAKA NOPYIIHUKA

KO

He 3Hae (QyHKIiIOHaIbHI  OCOOJMBOCTI  CUCTEMHU, OCHOBHI
3aKOHOMIPHOCTI (POPMYBaHHSI MAaCHUBIB JAHUX Ta MOTOKIB 3aMUTIB JI0
HUX, Ma€ HaBUYKM WIO0J0 KOPUCTYBAHHS INTAaTHAMU 3aco0aMu

CUCTCMH.

K1

3Hae (yHKIIOHATBH1 0COOJIMBOCTI CUCTEMU, OCHOBHI
3aKOHOMIPHOCTI (POPMYBAHHSI MACHBIB JAHUX Ta MOTOKIB 3aIUTIB JI0
HUX, Ma€ HaBUYKM WI0J0 KOPUCTYBAHHS IITAaTHAMU 3aco0aMu

CUCTCMH.

K2

Bonoaie BUCOKMM PIBHEM 3HaHb Ta NPAKTUYHAMH HAaBHYKAMHU

pPOOOTH 3 TEXHIYHUMU 3aC00AMHU CUCTEMH Ta X 00CITYTrOBYBAHHSI

K3

Bonoaie BuCOKMM pIBHEM 3HAaHB Yy Tajly3i NPOrpaMyBaHHs Ta
OOYMCITIOBAJIBHOT ~ TEXHIKHA, NPOEKTYBAaHHS Ta  CKCIUIyaTamii

ABTOMATHU30BAHUX 1HPOPMALIITHIX CUCTEM.

K4

3Hae CTPYKTypy, (PyHKIii ¥ MexaHi3Mu Jii 3aco0IB 3aXuCTy, iX

HETOMIKH.

K5

3Hae HEAONIKKM Ta “BagM’ MEXaHI3MIB 3aXHCTy, Kl BOYIOBaH1 y
CUCTEMHE MporpaMHe 3a0e3MeYeHHs Ta HOro He JOKYMEHTOBaHI

MOKJTABOCTI.

K6

€ po3poOHMKOM MPOrpaMHMX Ta MPOrpaMHO-anapaTHUX 3aco01B

3axuCcTy @00 CUCTEMHOIO MPOTrPaMHOTO 3a0€3MEUEHHSI.




Tabmus 2.6 — Cnenugikanis MoAes1 TOPYIIHUKA 32 YaCOM Aii

ITozHaueHHs | XapakTepHUCTHKA MOXIIUBOCTEN MOPYIIHUKA

Ul Jlo BrpoBakeHHst AC abo ii OKpeMUX KOMITOHEHTIB.

q2 [Tix yac Ge3MIsTTEHOCTI KOMIIOHEHTIB CUCTEMH (B HEpOOOUMii yac, mij
yac TUIAHOBUX MEpepB y PoOOTI, mepepB aisi 0OCIYrOBYBAHHS 1
PEMOHTY 1T.1.).

43 [Tix yac ¢pyHknionyBanHs AC (a00 KOMIOHEHTIB CUCTEMH ).

Y4 Sk y nmpoueci ¢yHkuionyBaHHs AC, Tak 1 Mg 4Yac N3YyNHUHKA

KOMIIOHEHTIB CUCTEMH.

Tabmuns 2.7- Cienn@ikariiss MOJENI MOPYIIHAKA 34 MIiCLIEM Iii

[To3HaueHHA XapakTepucTrKa Micus Jli NOPYIIHUKA

a1 be3 noctyny Ha KOHTPOJIbOBaHY TEPUTOPIKO OpraHizaiii.

12 3 KOHTPOJIBOBAHOI TEPUTOPIi O€3 JOCTYyNy y OYIMHKH Ta CIIOPYIH.
J13 YcepeaHi NpuMilieHb, ane 0e3 JoCTymy A0 TeXHIYHUX 3ac00iB AC.,
J14 3 poboumnx Micub KopuctyBauiB AC.

5 3 1oCTynoM y 30HH JaHuX (0a3 naHux, apXiBiB i T.1H.).

J16 3 JOCTYNOM Yy 30HY KEpyBaHHs 3aco0amu 3a0e3neueHHs Oe3MeKu

AC.

Tabmuus 2.8 — cnenm@ikaiiss MOJENI MOPYIIHAKA 32 MOTHBAMH 3A1HCHEHHS

MOPYLIEHB

ITo3HaueHHA MoTHB HOpYIIEHHS
M1 Be3BinoBiAanbHICT
M2 CaMo3aTBEpIKEHHS
M3 Kopucnuenii iHTEpEC




Tabmuns 2.9— BusHadyeHHs NepeniKy NOPYIIHUKIB 32 MOYKIMBUMH MOTHBAMH,

MICIIEM, YaCOM JIii Ta KaTeropiero 0013HAHOCTI

Kareropis
MoxnuBuii | 0013HaHOCTI | MoxkimuBe | MoskiuBurid
MOTHB NOpyIIHUKA | Micue aii | vac mii
ITocana 1 3 3 4
BuyTtpimHi
["onoBHwMiA JiKap M2.M3 K1 J16 Y4
["onoBa BiILTY KaApiB M2, M3 K2 5 44
[TpaniBHuky BiaLTY Kaapis | M1,M2, M3 K1 J14 43
["ooBHMIT €KOHOMICT M2,M3 K2 15 U4
ExoHnomicTu MI1,M2, M3 K1 J14 43
Cexperap rojiooro | M1,M2, M3 K1 J14 44
€KOHOMICTY
[TomiuHuK caucteMHoro | MI1,M2, K4 J16 U4
aJMiHiCTpaTopa M3,
CucreMHuil aIMIHICTPATOP M2, M3 K5 J16 Y4
[TpubupansHALS M2, M3 KO 13 q2
30BHIIIHI

[IpeacraBHUKH M3 K5 12 Ul
oprasizarii, uo
B3a€MOJIIOTh 3 TUTAHb
TEXHIYHOTO 3a0€3MEUEHHS
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[IpeacraBHUKH M3 K4 J13 Y1
oprasizarii, o

B3aEMOIIFOTH 3 TUTaHb [ 13

Xakepu M2, M3 K3 a1 u3

2.5 Bu3HA4YCHHS MOKJIMBUX KaHAJIIB KaHAJ1B HECAHKI[IOHOBAHOTO JOCTYMY /0

ITC na OIJT

HecankiionoBanuiit 1octyn 10 iHGopMalii - J0CTyI 10 1HpopMallii, 3a SIKOTO
NOPYIIYKOTHCS BCTAHOBJIEHUH MOPSAOK HOro 3A1MCHEHHS Ta (Y1) MPAaBOBI HOPMH.
JlocTyn NOpPYIIEHHSM MMOCAJA0BUX MOBHOBAKEHD CIIBPOOITHUKA, AOCTYII A0 3aKPUTOI
s nyOmiyHoro jpocryny iHpopmanii 3 00Ky 0Ci0, KOTpi HE MAarOTh JO3BOJIy Ha
noctyn a0 iiei iHdopmarrii. Takok 1HOI HECAHKI[IOHOBAHUM JOCTYIIOM HA3WBAlOTh
oJicpKaHHSL JOCTymy 10 iH(opMalii 0co00, MO0 Mae MpaBO Ha JAOCTyN A0 II€i
iHopmanii B 00cs31, MO0 MEPEBUINYE HEOOXITHWUN Il BUKOHAHHS CIY>KOOBHX
000B's3KkiB. BuTik 1H(popMmamii - HEKOHTPOJIBOBAHE NOLIMPEHHS 1H(OpMaLii, sKe
NPU3BOAUTH A0 ii HeCaHKI[10HOBAHOTO oaepxaHHs ( ICTY 3396.2-97 [5]).
OcHoBHuMH KaHanmamu BUTOKY 1H(popmauii B I[TC na OI]] €:

1) 3MiHHI HOCIi, Ta HOCIi Ha sIK1 3A1CHIOETHCS apXIBYBAHHS,

2) po0ouil cTaHIlli mMpal[iBHAKIB BB,

3) poOoua cTaHIlis aAMIHICTPaTOpa CUCTEMMU;

4) 3acobu BBOY\BUBOAY 1H(OpMAILli;

5) xananu nepenayi iHpopmanii B [TC;

6) KOMyTarop.
2.6 Anamiz 3a0e3neueHUuX KpUTEPIH MPOPUIF0 3aXMIIEHOCTI CUCTEMH [0

PO3POOJICHHS MiACUCTEMU O€3MEKH

[TpoananizyBaBumm [TC miampuemcTBa Oyjo BHU3HAYEHO, MO ACSKI KPUTEPIi

npo(diaro 3axXMIICHOCT1 Bke 3ade3meueH], mo BkazaHo B Tabmumi 2.10. Kpurepii




3a0€3Meuy0ThCS

BCTAHOBJICHHMH B

cepTU(IKOBAHUMHU B YKpaiHI.

ITC nporpamMHuMH

3acodamMu, IO €

Tabmusg 2.10 — 3abe3neueHi kputepii mpodinto 3axumienocTti B [TC

_ Bumorn g0 piBHiIB  mocayr |3 JOTIOMOT OO 40ro
Kpurepii ' '
Oe3nexku peati3oBaHi
KJ1-2 (ba3zoBa noipua |OC Microsoft Windows 10
KOH (D1 1EHIIIHICTB) Professional
KA-2 (ba3zoBa aamiHiCTpaTHMBHA
KOH (D1 1CHIIIHICTB) -
Kondineniiinocri
KO-1 (moBtopne BukopucranHs [OC Microsoft Windows 10
00'€KTIB) Professional
KB-1(miHiManbeHa -
KOH (D1 ICHIIHHICTE TPU OOM1H1)
o ' [/J1-1  (miHiManbHa  JOOBIpYa -
LlumicHocTi o
L1TICHICTD)
[{A-2 (6Ga3oBa aAMIHICTpaTHMBHA
L(UTICHICTB) -
‘ OC Microsoft Windows 10
LO-1 (oOMesxeHnit BinKar) '
Professional
[[B-1 ( miHIManbHa LLTICHICTB -
npu 0OMiH1)
JlocTtynmHoCTI JIP-1 (kBOTH) -
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JIB-1 (py4He BiTHOBJICHHS )

OC Microsoft Windows 10
Professional, Avast

Antivirus 21.2

HP-2 (3axunieHuii sxxypHa)

OC Microsoft Windows 10
Professional, Avast Antivirus
1.2

HU-2 (opgunouHa ineHTHDIKAIIS 1

aBTEHTHU(IKALLIS)

HK-1

(OTHOHAMPABJICHAM

JOCTOBIPHMIA KaHa)

Crocrepesxaoeri | HO-2 (posmogin

aJMIHICTPATOPIB)

00O0B's13K1B

LIJTICHICTIO)

HI[-2 (K33 3 rapaHTOBaHOKO

OC Microsoft Windows 10

Professional

CTapTI)

HT-2  (camotecTtyBaHHs

OC Microsoft Windows 10
Professional Ta Avast

Antivirus 21.2

HB-1(aBTentudikaris By3ia)

2.7 Bubip 3axomiB 3axucty iH(opmarii Ta peam3samis 3axucty B [TC

N1ATPAEMCTBA

3abe3neueHHst Oe3nekn 1Hpopmarllii B ITC pocsraeTbcs HUTIXOM 3aCTOCYBaHHS

KOMIUIEKCY 3aXOJIB IMIOA0 3axXMCTy 1H(pOopMalli: OpraHizaliifHuX, OpraHizauiiHo-

TEXHIYHUX, 3aCTOCYBAHHS MPOTPaMHHUX,

amapaTHUX Ta MPOrpaMHO-aNapaTHUX

3aCc00IB 3aXHCTY, 3aCTOCYBAHHS TEXHIYHHUX 3aCO01B 3aXUCTY.



2.7.1 BripoBa/KEHHS Oprasizaiitaux 3axo/iB 3axucty Ha OI/1;

3rimno HJL T31 1.1-003-99 [4] marpuus n1oCTynmy — nN-MipHa TaONMIS, B3I0BXK

KOXXHOTO BHUMIPY SIKOi BIOKJIQACHI 1ACHTH(PIKATOPH 00’ €KTIB

(00’ €KTIB-KOPUCTYBAYIB, 00 €KTIB-MPOLECIB UM MACUBHHUX 00’ €KTIB),

KC oamnoro tumy

BH3HAUYEHI IPABA JOCTYMY CYO €KTIB A0 KOKHOTO 13 TUMIB 00 €KTIB.

3rifHo 3 3aKOHOM  YKpaiHu

TEAECKOMYHIKaliifHuX cucremax’’[3]:

Joctyn

00po0sATH 1H(POPMALIIIO B CUCTEMI,

,LIpO  3axXucT

iHpopMmarii B

OCHOBHMMHM BHJIaMU 1H(POPMALIIHHOI AISUTBHOCTI € CTBOPCHHS,

30WpaHHs, OACp)KaHHS, 30€piraHHs, BAKOPUCTAHHS, MOIIMPEHHS, OXOPOHA

Ta 3aXUCT 1HPOpMaIlii.

Tabmunsg 2.11 — Marpuns KepyBaHHS TOCTYTIOM

i

MICTHUTh

1H(popMaLiiHO-

a0 1HopMalii B CUCTEMI - OTPUMAHHS KOPUCTYBAYEM MOKIMBOCTI

Ol 02 03 04 05 06 07
93,0 | L34 | W3, 4 |34 43,4 | W34 | 434,
Cl|30,K,M | 3, KM |3, K,M | KM [ 30, KM | 30, K,M | KoM
U,3, /1, | 4,330/, - - 3,7, | 4,
C2|3,K,M| KM Y, ]| K 3, KM | KM
9,1, K,
C3 y M - Y, ]I, K - Y JLKM | 4, 1K
q,3, 1, q,3, /1,
C4 - YLK |30, KM |4ULLK | 3K M| 4] -
q,3, /1,
C5 - Y, ]I K KM |4WAK| 47 il -
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Cé6 - 90K 9, I,M.K 90K il

C7 - q: I[: K - q: I[: K -

C8 - q: I[: K - q: I[: K -
ITo3HayeHHH:

CyG’exTn noctymny:

C1 ronosuwuii mkap(1)

C2 ronosa Biaainy kaapis(1)

C3 npauiBHUKA BIAAUTY Kaapis(2)

C4 ronoBHuii ekoOHOMICT(1)

CS5 exonomicTu(7)

C6 cexperap roJloBHOro ekoHomicty(1)
C7 NOMIYHHMK CUCTEMHOTO aaMiHicTpaTopa(l)
C8 cucremuuii aaminictparop(1)

O0’exTH gocTymy:

O1 6a3a naHux BIAALTY KaapiB

O2 001Kk BHYTPIIIHIX TOKYMEHTIB

O3 nnaHu mignpueMCTBA (TJIAHU 3aKyMTIBENb, MPOJAAXY, MOTOYHI 1
NEPCIICKTHBHI MJIAHU BUPOOHHUIITBA)

O4 craTyTH1 JOKYMEHTH IIANPHUEMCTBA
OS5 BimoMocCT! PO (P1HAHCH MIANPUEMCTBA
O6 iH(popmaris mpo POOITHUKIB

O7 Tpya0B1 1OrOBOPU POOITHUKIB
Onepattii 3 aitnamu:

U ynranHs

K komiroBanHs

3 30epiraHHs

M moaudikaris




J1 npyKyBaHHs

3H 3HULICHHS

2.7.2 PexkoMeHAOBaHI I1HCTPYKIIi /i KOPHCTYBayiB Ta CHUCTEMHHX
aaminictpaTopiB Ha OI/1;

1) Po3poOut Ta BOPOBAAUTH MOCAAOBl I1HCTPYKLII KOPHUCTYBaYiB Ta
nepconany ITC, a Takok 1HCTPYKIIi, SKUMH PEIIAMEHTYETHCS TOPSAOK BUKOHAHHS
pOOIT IHIIUMU 0COOaMH 3 YKCIa THX, 0 MaroTh ngoctyn o [TC;

2) OOMEeXWTH JOCTYN B MPUMILICHHS, B SKUX B1AOyBaeTbcs 0OpoOka Ta
30epiratn  iH(popmanii 3 0OMEKEHUM JAOCTYIOM 3T1IHO MATPULI TOCTYIY;

3) Po3poOutu Ta BOPOBAAWMTH PO3MOPSAAYl JOKYMEHTH IIOA0 TMPaBHI
NEPEMYCTKOBOTO PEKUMY Ha TEPUTOPItO, A¢ po3ramoBaHa [TC;

4)  Po3poOuTh Ta BOPOBAIUTH PO3MOPSIUl JOKYMEHTH IOAO BUKOPHCTAHHS
poOOUYMX CTaHIiil KOpUCTyBaYaMM Ta 3a3HAYATH B HUX INO KOPUCTYBa4 HECE
MarepiajibHy BiJIIOBIAJBHICTb 3a IUTICHICTh pOO0YOi CTaHIIIi;

5) Busnauutn npaBuna o0OdiKy, 30€piraHHs, PO3MHOKEHHS, 3HHILECHHS
HOCIiB KOH(IaeHIIHHOI 1H(opMallii, sika oOpoOnserbcss Ha Ol 3rigHO MaTpwin
JOCTYIY,

6) CrBoputH HA [POrpaMHOMY PIBHI CHCTEMH PpO3MI3HAHHS K
PO3MEKYBaHHSL TOCTYmy A0 1H(opmaiii 3acodamu iaeHTAPIKaLli i aBTeHTU]IKAIIT
kopuctyBadiB gaHoi 1TC;

7) Po3mexysaru npasa kopuctyBauiB ITC y rpynu kopucTyBadiB, 3riHO 3
MATPHUIICKO JOCTYITY, TporpaMHuMu mMertogamu OC;

8) bnokyBarm  OOMNIKOBI 3amMCH KOPUCTYBAYiB IMICIAS TMEBHOTO 4YHCIA
HEBJAUX COpPo0 BXOAY B CHCTEMY, [0 3MEHIIMTH BIPOTAHICTh Mi00pPY MApOJIIo
HEABTOPU30BAHUM KOPUCTYBauYeM 3a A0NOMOrow ¢yHkuii Menemkepa 00MIKOBUX
3aMuciB, A0 SKOi BXOAWTh MIATPAMKA MEXAHI3MY 1AcHTH(DIKAIIi 1 TEepeBipKU
JTIACHOCTI KOpPHCTYBayiB Oph BXoAl B cucreMy, OnokyBarm [IEOM Ha wac

BIJICYTHOCTI KOPUCTYBAua,



9) Creoputn HaOIp mpaB, MO JTO03BOJIE HAAABATA KOPUCTYBAYEBl JOCTYI HA
BUKOHAHHSI OKPEMMX OMNEPALiid Ta BUKOPUCTAHHS OKPEMHUX MPOrpam 3a JOMNOMOIOKO
nporpamHoro npoaykry DeviceLock;

10)  OpranizyBatu 3axuct arpuOytamu ¢aiinis. [Ipu npomy nependadeHa
MOKJIMBICTh BCTAHOBJIFOBATH, YU MOKE 1HJAWBIAyalbHUN (aiin OyTu 3MiHEHHHA alo
PO3MINICHWI  BHU3HAYEHUM  KOPHCTYBayeM.  3axucT  arpuOytamu  (paiimis
BUKOPUCTOBYETBCS ISl 3an00IiraHHs BUIAJKOBUX 3MiH a00 BHJAJEHHS OKPEMMX
¢aitmi. Ilpy 3axucTi  AAHUX  BUKOPUCTOBYKOTBCA  (paiiyoBl  arpuOyTH:
«MOM (KL, YATAHHS, KOMIIOBAHHS, JIPYKYBaHHS, 3HUINCHHS» MPOrPAMHHMHU
3aco0amu;

11)  KonrtpomoBarun poctyn kopuctyBadiB a0 CD-1 DVD-guckoBomis,
JKOPCTKMX  JUCKIB, 30BHIMHIX USB-HociiB, USB- mnopriB 3a I00OMOIOK0
nporpamHoro npoaykry DevicelLock, unM 3a0e3meunThess MIHIMI3ALIS 3aHECCHHS
Bipycy 3 OOKYy 30BHIIIHIX HOCIiB Ta 3MEHUIMTHCS BIPOTIAHICTH KOIMIFOBAHHS
1H(popMmaii;

12) 3ummysaru iH(opmariro, mo 30epiraetecs B [13Y, npu cnucanHl abo
Bianpasii [TEBM B pemoHT;

13)  3axuarty JIOKaabH1 PO3AUIA AUCKY Bl BHIMAAKOBOr0 a00 HABMHCHOIO
(opmaTyBaHH,

14)  InenTudixyBaTH 30BHINIHI HOCI Ha sIKI 3I1HCHIOETHCS apXiBYBaHHS
JOaHuX, 11eHTU(iKyBaTH nepudepiiini 3acodn BBOAY \BUBOAY 1H(pOpMaIli (K1aBlaTypH,
MU, TPUHTEPH), HAJAOUYM KOPUCTYBAYEBl JOCTYN A0 MPUCTPOKO 3 BIANOBIAHUM
1aeHTUPiKaTOpoM (ApaiiBepoM abo CEpPIHHAM HOMEPOM ) TPOrPAMHUM METOIOM;

15)  IlportokonroBaTu Bei Aii KOPUCTYBAUiB 3 MPUCTPOSIMU 1 (paiiamu 3rigHO
MaTpHL J0CTYNy (KOMIKOBAHHS, YATAHHS, 3HUIICHHS 1 T.IT);

16) BcraHOBHTM  HOBE aHTHBIPYCHE TMpOrpaMHe  3a0€3MECUYEHHS Ta
HaJlalITyBaHHS MK CIThOBOTO €KPaHY;

17) 30epirati  KOH(IACHUIWHY 1H(GOPMALIID HA OKPEMOMY CHELIATBHO
BUJIJIEHOMY JIOKQJIBHOMY JHCKY Ta OOMEKHUTH JO HBOTO CITBOBHHM JOCTYI

MporpaMHUMU 3ac00amMu.



18) OOmexyBaT HOCTYN A0 COLIABHUX MEPEXK Ta 3ac00IB MUTTEBOIO
0OMIHY TOBIJJOMJICHHSIMH, & TAKOK JI0 CAMTIB, sIKI HE 3B’s3aHi 3 POOOYHMM MPOLIECOM
MpOrpaMHUMU 3aC00aMU;

19)  3a0OpOHHMTHM KOPUCTYBayaM CKadyBaHHs Ta BCTAHOBJIECHHS OyIb-SKHX
nporpaMm NporpaMHUMM 3ac00amu;

20) HamamTyBath NOWTOBHANA AHTUBIPYCHUI MOHITOp, SIKMil CKaHyBaTuMe
KO>KHE TMOBIJIOMJICHHS 1 JIOCTABUTh HA SUIUK JINCTU SIKI HE MICTATHh H1 BOYJOBAHOIO
HIKIJUTABOTO KOAY, HE 1H(PIKOBAHUX BKJIAACHb |

21)  3a0nokyBaTu HEBKHMBAHI MOPTA KOMYTATOPA MPOrPaAMHUMU 3ac00aMu.

22) Po3gatm  OOOB’SI3KM  CHCTEMHHX  AAMIHICTPATOpPIB  MPOTPAMHHAMH
3ac0co0aMH.

23) Ilpu BUHMKHEHH1 HEOOXIOHOCTI OOMIHY JaHUMH YEPE3 HE3AXUILCHE
CEPEIOBMILE HANAIITYBATH MDKCITBOBHM €KpaHy Ha BUKOPHUCTAHHS TIUIbKA
npotokosiB  SSL Ta Ipsec, a Tako)kK BUKOPUCTAHHS E€JIEKTPOHHOIO LH(PPOBOro
MINUCy JUisl 3a0€3M€YEHHS IUTICHOCTI JOKYMEHTIB, IO MEPEAaBaTUMYThCS 4epe3
HE3aXUIICHUH KaHaN 3B A3KY.

2.7.3 Bubip nporpamMuaux 3aco0iB 3axucty Ha OlJ]

2.7.3.1 Ornsin mporpamuoro npoaykty DeviceLock DLP Suite Bepcii 9.x

Bukopucrtanns HeaBTropu3oBanux USB-mpuctpoiB Ta 3anucyrounx CD /
DVD-npuBoais craHoButh 3arpo3y maisa ITC. Moxe OyTH COPUYMHECHHA BUTIK
KoH(piaeHiiHOi iHpopmanii yepe3 USB-nopt. Bipycn a0o TpOsSHCBKI Mporpamu
MOXXyThb OyTH 3aHECEHI BCEPEAMHY MEPEXi, MUHAKOUYM CEpBEpHI (QaiipBonu Ta
AHTUBIPYCH.

Jlng pimeHHs wiei mpoOaeMu PEKOMEHIOBAHO BCTAHOBJICHHS IMPOTPaAMHOIO
npoaykry DeviceLock DLP Suite Bepcii 9.x.

DeviceLock -  mporpamumii 3aci®, nOpH3HAUYECHWH IJI1 3aXUCTy Ta
aJAMIHICTPYBaHHS JIOKQJIbHUX 1 MEPEKEBUX KOMITHOTEPIB HUISIXOM 3amoOIraHHs
HEKOHTPOJIbOBAHUX I KOPUCTyBaya Mpu OOMIHI 1HQOPMALIED YePEe3 KOMIT'FOTEPHI

NOPTH 1 MPUCTPOI 31 SMIHHAMHA HOCISIMH.



3ale3neuye  KOHTPOJb 1 TPOTOKOJIOBAHHS JOCTYNY KOPUCTYBA4iB M0
NPUCTPOiB 1 MOPTIB BBEACHHSA-BUBEACHH. DeviceLock m03BOIIsiE KOHTPOIIOBATH
USB-nopru, auckooau, CD / DVD-npuBoau, a Takox 1H(pavepBOHI, mapajieiibHi i
nocmaoBHi nmoprtu, WiFi 1 Bluetooth-anantepu, crtpiukoBi Haxomuuysaui, KIIK,
OyJb-sIK1 BHYTPILIHI 1 30BHIIIHI 3MIHHI HAKOMWYYyBaul 1 KOPCTKI JUCKH, MPUHTEPU
(JIOKaJIbH1, MEPEIKEBI 1 BIPTYaJIbHI)

DeviceLock 3ailicHIO€ aeTanpHuil ayauT (BKIIFOYAKOYM TIHBOBE KOIIFOBAHHS)
Il KOPUCTYBaviB 3 MPUCTPOSMHU 1 JAHUMHU. 3aKpUBAE MOTEHUIHHY BPA3JIUBICTH Y
3aXMCTI MPOCTUM 1 €KOHOMiuHMM criocoOom. AreHT DeviceLock Service, Oyayuu
OCHOBHUM KOMIIOHEHTOM MporpamMHoro kommiekcy «DeviceLock DLP Suite Bepcii
9.X» BCTAaHOBIIOETHCS HA KOXKEH KOMITHOTEP Ta ABTOMATHYHO 3aMyCKAEThCS MPU
3aBaHTaxeHH1 OC.

Jlanuii mporpaMHuii TPOAYKT ceprudikoBannii B Ykpaini 3 02.11.2011.
ExcneprHuii BECHOBOK No 324,

PeanizoBani mocnyru BianoBigaroTe BuMoram pokymenta HJ[ T3I 2.5-004-99
«Kpurepii owiHkm 3axunieHoCTl 1H(OpMamii B KOMI'FOTEPHUX CHCTEMAax BiJ
HECAHKI[I0HOBAHOTO AOCTYIIY»[6].

DeviceLock n03BONsie KOHTPOJIFOBATH JOCTYN KOPHCTYBayiB 1 TIpyn
KOPHCTYBayiB A0 OyAb-SIKMX JOKAJIbHUX TMPUCTPOIB BBCACHHSA-BUBCACHHS B
3aJICKHOCTI BIJT 4acy Ta JHS TWKHS. [[7s 3MIHHMX HOCIiB, TUCKOBOJIB, KOPCTKUX
mickiB, CD / DVD-npuBoaiB 1 CTPIYKOBUX HAKONMYYyBaylB MOKHA BCTAHOBIFOBATH
JOCTYT «TUIBKW YATAHHSD.

DeviceLock mo3Bonsie 3agati Al MEBHUX KOPUCTYBAUIB / TPyN CBIHA CIHCOK
OPUCTPOIB, JAOCTYI OO0 SIKAX 3aBXKAu OyAe MO03BOJECHHM, HaBITh KO 3a00POHEHO
BukopuctanHsd USB-mopry. [lpuctpoi MoxkHa 1aeHTH(QIKYBATH MO MOJEm 1
YHIKQIbHOMY cepiifHOMY HOMEpY. [103BoJIsI€ HagaBaTh TUM4acoBuil noctyn a0 USB-
NPUCTPOIB.  AJMIHICTPATOp MOBIIOMJISIE TAaKOMY KOPHMCTYBAY€Bl CHCHIAbHUMA
KOPOTKHWA KOJ, SIKHA TUMYAacOBO PO30JIOKOBYE IOCTYN TUIBKH 10 HEOOXIAHOTO

IIPACTPOXO HA IEBHUI Yac.



DeviceLock 3a0e3neuye neTanbHHMA ayauT BCIX I KOPUCTYBAdiB 3
OpPUCTPOSIMH 1 (paiimamu (KOMIFOBAHHS, YWTAHHS, BUAAICHHS 1 T. 1.). JloaaTkoBo
MO>KHA BKITFOUMTH ayuT cucTeMHUX noaiid B Devicel.ock 1 aiif anmiHicTparopis.

DeviceLock no3Bonsie 30epirati TouH1 Korii (ailiiie 1 JaHuX, 010 KOMKKTHCS
KOPHCTYBa4aMH 3 iX KOMIT'FOTEPIB HA 30BHIMIHI MPUCTPOi Ta HOCIi, HAAPYKOBAHHUX
JOKYMEHTIB, JaHWX, 1O mnepenarotbes udepe3 COM-i LPT-noptu, 1 B KaHamax
MEPEKEBUX KOMYHIKAIIHA.

IlentpanizoBane 30epiraHHs KYpHAJIIB ayJUTy Ta TIHbOBOTO KOIIFOBAHHSL.
Jlani ayauty Ta TIHBOBI KOMIii CKOMIHOBaHWX KOpUCTyBadyamMu (paiaiB MOKHA
30epirati K JIOKAIBHO HAa KOMIT'KOTEPAX KOPUCTYBadlB, Tak 1 B 0asi JaHuX
Devicel.ock Enterprise Server, mo 103BoJjisi€ 3a0€3MEUNTH IIEHTPATI30BAHY 00pOOKY
JaHUX ayJuTy.

[Tporpamuuii 3aci6 3a0e3nedye KOHTEKCTHUI KOHTPOJb KaHATIB MEPEKEBHUX
KOMYHIKa(li Ha poOOoYMX CTaHIISAX, BKIKOYAKOYMA PO3MI3HABAHHS MEPEKHUX
OPOTOKOJIIB  HE3aJCKHO Bl ~ BUKOPUCTOBYBAHMX  MOPTIB,  JETCKTYBAHHS
KOMYHIKaI[IHHUX Mporpam Ta ix OJIOKYBaHHS, PEKOHCTPYKIIIIO MOBIIOMJIEHD 1 CECIi 3
BIIHOBJICHHSIM (paiisiB.

2.7.3.2 OOrpyHTYBaHHs BHOOPY MPOTrPaAMHOIO MPOAYKTY

PekoMenoBanmii mporpamHiii 3acid Bianosinae Bumoram HJ[ 3 T3I B 06cs31
(yHKIIH, 3a3HAYCHUX VY JOKYMEHTI «JlepkaBHa e€KcrepTh3a 3a KPHUTEpIsIMU
TEXHIYHOTO 3axWcTy 1HQopmalii mporpaMHOro 3acoly 3axucty 1H(popmamii
DeviceLock DLP Suite. Texniuni BuMorn» [7] Ta He Mae cepTU(IKOBAHUX B YKpAiHI
AHAJIOT1B.

Jlns 3axucty 1Hdpopmaii, ska 06podmoerses B [TC , B DeviceLock DLP Suite
MIITPUMYIOThCSI MOCIYTH OE3MEKH, SIKI BU3HAYANOTHCS (DYHKIIOHATLHUM MPOQuIeM
KA-1, KA-2, TIA-1, LIA-2, [1P-1, IB-1, HP-1, HP-2, HHU-1, HO-2, HII-1 3rigHo 3
HJ T3I 2.5-004-99 «Kputepii OLMIHKA 3aXHMIIEHOCTI iHQPOpMAIli B KOMITFOTEPHUX
CUCTEMAaX B1Jl HECAHKIIIOHOBAHOTO JOCTYMIy»[6].

KA-1 - miHIMaibHa aAMIHICTPaTUBHA KOH(PIACHIIIHHICTB;

KA-2 - 6azoBa aaMiHICTpaTUBHA KOH (DI ICHIIHHICTH;






binbmi netanbHUA  OMNISIA  PE3YAbTATIB HE3AICKHUX TECTIB MPOTPAMHOTO
3a0e3neueHHs 3 1H(opMaIllitHOT O€3MeKH, MATOTORJIEHUX Ta MPOBEACHUX KOMaH/IOK0
€KCIepTiB 1H(pOpMaIlIiHO-aHAITUYHOTO [EHTPY Anti-Malware [8] npuBencHi y
pomarkax B,I'JILE. K .

[Tporpamue 3a6e3neuennss Microsoft Defender
notpedye 375 MbB BUIBHOrO MICHS HAa MXOPCTKOMY AHMCKYy Ta 256 Mb BuIbHOI
onepatuBHOi mam'sati. Cymicauii 3 OC Microsoft Windows 10 Home Edition,
Microsoft Windows 10 Professional, Microsoft Windows 10 Professional x64
Edition.

[Tporpamue 3a0e3neueHHss ESET NOD32. Jlns poG0TH aHTUBIPYCHOTO areHTa i
AHTUBIPYCHOIO MakeTy noTpiOHO He MeHme 32 Mb onepatuBHa nam'sTh, BUIbHE
MicCLE Ha >KOpcTKoMy nucky He MeHine 128 Mb. Cymicauii 3 OC Windows Windows
10/8/7/Vista/XP.

[Tporpama OHOBJTIOETHCA YK€ 4aCTO 1 MICTUTh HAHOUIBII CBDXKI Oa3u JaHUX
BCUTSKMX LIKIJIJTMBUX MTPOTPAM.

[TopiBHIOKWOYM MIK COOOI BHUIIE MEPEPAXOBaHI AaHTUBIPYCHI MPOAYKTH OYJIO
BCTAHOBJICHO, 10 AHTUBIPYCHE MpOrpaMHe 3a0e3nedyeHHs Avast Antivirus, ske
BcraHoBiicHa B [TC Ha OI/I, nikye akTUBHE 3apa>keHHs TMIIE HA 25% B MOPIBHSHHI 3
Microsoft Defender ta ESET NOD32.

Microsoft Defender motpedye Oimbmimx pecypcie Hibk ESET NOD32 Ta
KOLITYE 3HAYHO JTOPOXKYE.

OOpanuii antuBipycHmii 3aci®0 g 3axucty iHpopmauii B ITC - ESET
NOD32, akwuii ceprudikoBanmii B Ykpaini 3 12.01.2010. ExkcnepTHuii BACHOBOK Ne
2009.

3abe3neuye 3axuct (aiaoBux ceppepiB mia kepyBanHsm OC Windows Bijg aiit
BIPYCIB Ta LIKIUIMBHX MPOTrPam.

Bianosimae sumoram HJI 3 T3l B 00cs31 QyHKINIM, 3a3HaY€HUX Yy JOKYMEHTI
“TexHIYHI BHUMOTH 3a KPUTEPISIMH TEXHIYHOrO 3aXHUCTy 1H(OpPMAIli MPOrpaMHOIo
NPOAYKTY aHTUBIpycHOro 3axucty [7] «AntuBipyc ESET mns Windows»  Bepcii

14.1, «Dr.Web Security Space» Bepcii 12.6, «AntuBipyc ESET nnsa daitnoBux



cepepiB Windowsy» Bepceii 14.1, CyKynHICTh SKMX BHU3HAYAEThCA (DYHKIIOHATBHUM
npodinem: KA-2, [1A-2, 1IB-1, AC-1, /13-1, AB-1, HP-1, HHU-2, HK-1, HO-1, HII-1,
HT-2 3rigno 3 HJ{ T3I 2.5-004-99[6].

KA-2 - agmiHicTpaTuBHA KOH(IAECHIIAHICTD,

ITA-2 - 6a3oBa aqMIHICTPAaTUBHA LUTICHICT;

LIB-1 - miicHICTh pH 0OMIHI;

JC-1 - cTIHKICTh TPU OOMEKECHUX BIIMOBAX;

J13-1 - MmoaepHizallis;

JIB-1 - pyuHe BIJHOBJICHHS,

HP-1 — 30BHIIHII aHATI3;

HU-2 - onuHoYHA i1eHTU]IKAIIS Ta aBTEHTU(DIKAIIS;

HK-1 - onHOHampaBiieHA JOCTOBIPHUINA KaHa,

HO-1 - po3noain 060B’43KiB,;

HII-1 - K33 3 rapaHTOBaHOIO HUTICHICTIO,

HT-2 - caMmoTecTyBaHHs IpH CTApTI.

2.7.4 BpoBa/DKEHHST OpraHizauiifHO-TEXHIYHUX 3ax0/1B 3axucty Ha OI/1;

CTBOpEHHs BIpPTyalbHUX MEpek 3a pomomororo peamizauii i VLAN (Virtual
Local-Area Network).

BipryaneHa mepeska - rpyna By3I1iB Mepexi, Tpadik IKOi, HA KAHAIBHOMY PIBHI
MOBHICTIO 130JIbOBAHWH Bl 1HIIWX BY3J11B MEPEXKI.

[lepenavya kaapiB Mi>K PI3HUMH BIPTYAIBHHUMH MEPEKaMU Ha MIACTABI apecu
KAHAJIbHOTO PIBHS HEMOKJIMBA.

[Tpn BUKOPHCTAHHI TEXHOJIOT] BIPTYATbHUX MEPEXK B KOMYTAaTOPax OJHOYACHO
BUPILIYIOTHCS JIBA 3aBJAHHS. MIABUIICHHS NPOAYKTUBHOCTI B KOXHIM 3 BIpTyalbHUX
MEPEXK, TaK SK KOMYTarop MepeAac Kaapud B Takiii Mepexl TUIBKH B3Iy
NPU3HAYCHHS, 130JISIL1s1 MEPEXK OPYT BiA Apyra [Uis YIPaBIIIHHS MpaBaMu JOCTYITY

KOPHCTYBAYiB 1 CTBOPCHHSI 3aXUCHUX Oap'epiB HA LIISXY MIMPOKOMOBHUX IITOPMIB.



Texnonoriss VLAN mianpueMCTBY BEJIMKY KUIBKICTH TepeBar. 3O1IbIICHHS
MPOJYKTUBHOCTI JIOKAJIBHOI MeEpexl mianpueMctBa. Biaxim Big 0oOMEXEHb, W0
HAKJIAJAKTHCS TPAAULIIHHOK KOHIICTILIE OpraHi3alii JIOKaIbHUX MEPEXK. SHUKCHHS
BUTpAT, 10 BUHUKAKOTh B PE3yJIbTaTI NMepeMilieHHs nepconany. VLAN 3abe3neuye 1
ICTOTHE 3HW)KCHHS BUTPAT Mpaml, a 3HAYWTh, 1 KOWITIB MPH MNEPEMILIEHH]
ciBpOOITHUKIB. CIPOLIEHHS! MEPEXKEBOTO aIMIHICTPYBaHHSI.

Texnonoris VLAN Hagae MOMXIMBICTB CTBOPEHHS poOOYMX TPy,
IPYHTYIOUMCh HA (PYHKIIOHAJIBHOCTI, @ HE HAa (PI3MYHOMY PO3TAIIYBaHHI POOOUYMX
CTaHIII.

Po6Goui rpynu, 3acHOBaHI Ha 3arajibHuX (PYHKIIIX KOPUCTYBAYiB 1 3arajJbHUX
pecypcax, B JIOCTYII JI0 SIKUX BOHW MOTPEOYIOTh. 3a AonomMororw peanizamii VLAN
KOPHCTYBayl KO>KHOTO BIJIUTY MOKYyTh OyTH JIOTIYHO OMMWCAH1 1 3rPynoBaHi B Pi3HI
po0oul TpynHu 3 PI3HUMHU JOCTYITHAUMH PECYPCAMH MEPEXKI.

OOMIH JaHUMHU BEACTHCS TUTbKH BeepeanHl KOHKpeTHOT VL AN, xomn'totepu 3
PI3HUX BIPTyQJIbHUX MEPEK HE MOXKYTh OTPUMYBaTH Tpagik, MO TEHEPYETHCS B
iHnmx VLAN.Koxxaa VL AN 1ie 3akpuTa, JIOT14HO OroJIONIeHa rpyna.

IcHye nekinpka METOIIB CTBOPEHHS BIPTYaJIbHUX JIOKATbHUX MEPEXK: Ha 0asi
noptiB, MAC-aapec Ta nmpoTokojiiB TpeThoro piBHa. Kosken tunm VLAN mMae cBoi
nepeBard 1 HEOMIKH.

VLAN na 6aszi nopmis. OpraHizoByrOTbCS LUISIXOM JIOTTYHOTO OO'€IHAHHS
oOpanux (I3MYHUX MOPTIB KOoMyTatopa. Hampukman, MepekeBHil aaMiHICTpaTop
MOYKE BKa3aTH, IO MOPTH KoMyTtaropa 3 Homepamu 1, 2, 5 yrBoprorote VLANI, a
noptu 3 HoMepamu 3, 4, 6 ytBoproroTh VLAN2 1 T.4.. [Io 0AHOrO mopTy KOMyTaropa
MOKe OyTH MIOKIIOYEHO KiJbKa KOMITHOTEPIB (Hampukiaa, uepe3 xad). Bci BoHum
OyayTh Hasexatn 10 oaHiei VLAN - 1o Tiel, 10 AKOi npunucaHuii 00CcayroByrOunii
iX mMOPT KOMyTaTopa.

VILAN wna 6asi MAC-aopec. llei cnocid0 nposponse OymyBatu VLAN,
IPYHTYIOUMCh HA YHIKATBHOMY INICTHAALSTKOBOMY aAPECl KAHAJTBLHOTO PIBHS, KW
Ma€ KOXXEH MEPEKEBUH afantep cepeepa ado poOodvoi craHmii Mepexi. Lle Ouibi

rHy4kuii cnoci0 opranizanii VLAN B MOpIBHSIHHI 3 MONEPEIHIM, TaK K 10 OAHOTO



MOPTy KOMyTaTopa MOXYTh OyTH MIAKJIFOYECHI TPUCTPOI, MO HAjEkKaTh 0 PIZHUX
VLAN. KpiM TOro, mepeminieHHsi KOMITFOTEPIB 3 OJHOIO MOPTYy KOMyTaTopa Ha
IHIIAA  BIACTIAKOBYIOTBCS KOMYTAaTOPOM AaBTOMATHYHO 1 JO3BOJISIIOTH 30€pErtu
NPUHANIEKHICTh MEPEMIIIEHOT0 KoMm'ioTepa a0 mneBHoi VLAN 0e3 BTpydaHHs
aaMminicTparopa. Jlie 1ie J0BOJII  MPOCTO: KOMYTArop MIATPUMYE TaOIMIO
BiAMoBIAHOCTI MAC-aapec KOMI'IOTEPIB BIPTyalbHUM MEpekaMm. Sk  TiIbKH
KOMIT'FOTEP MEPEMHUKAETHCSA HA 1HIIWH MOPT KOMYyTAaropa, MopiBHOKOUYM noje MAC-
aJApecu BIANMPABHUKA B 3arojiOBKy MEPHIOr0 NEPEAAHOTO MICHS MEPEMILICHHS
KOMITIOTEPOM KaJapy 3 JaHUMHU CBO€i TaOmuIl, KOMyTarop poOUThH MNpaBUIIbHUAN
BHCHOBOK MPO HAJIEKHICTh MEpeMIlCHHsT Komn'torepa 10 VLAN.

VLAN wna 6azi npomoxonie mpemvoco pieus. Janmit cnocid  piako
BUKOPUCTOBYETHCS B KOMYTATOPAX PiBHSA BIAAUTY 1 poOouoi rpynu. BiH xapakTepHuii
JUTS. MariCTPaIbHUX MapIIPYTU3UPYOUMX KOMYTATOPIB, 10 MarOTh BOYI0BaH1 3ac00U
mapupyTusanii ocHoBHUX mpotokoi ITC . BignoeinHo A0 nporo cnocoly, rpymna
NOPTIB KOMyTaropa, o Hamexare A0 neBHOi VLAN, acomiroeTsCs 3 TMEBHORO
nigmepexetro [P abo mepexero IPX. 'HyukicTe TyT 3a0€3MEUyeThCs THM, IO
NEPEMILIECHHS KOPUCTYBaua Ha IHIOWA MOPT, IO HajNeXuTh Tiid ke VLAN,
BIJICTEKYEThCS KOMYTaropoM 1 HE BHMarae ioro nepekoHgirypaumii. [lepeBaroro
JAHOTO CMOco0y € Takok nmpoctota KoHPirypamii VLAN, ska Moxke 311HCHIOBATHCS
ABTOMATHYHO, OCKUIBKM KOMYTAaTOp aHali3ye MEPEKEBI aApecy KOMIT'HOTEPIB, IO
CHIBBIIHOCHTH 3 KO>kHOT VLAN. Jlo TOrO 3K, SIK YK€ 3raayBajocs, o MiATPUMYOTh
cnoci® opranizamii VLAN Ha 0a3i NpOTOKONIB TPETHOrO PIBHS MPUCTPOi MAarOTh
BOy/I0BaH1 3aco0u MapuipyTu3ailii, Mo 3a0e3rnedye MOKIMBICTh B3aEMOJIL MIXK
pizaumu VLAN 0e3 BUKOPUCTaHHS AOJATKOBHMX 3aco0iB. Hemoumik y nporo crnocoly,

MalyTb, BCbOTO OJMH - BUCOKA I[IHA KOMYTAaTOPIB, B SIKAX BIH PEAII30BaHHIA.



2.7.4.1 OOrpyHTYBaHHs 0OpaHOTr0 METOAY CTBOPEHHS BIPTYAIbHUX JIOKATBHUX

mepex Ha 6a31 MAC-aapec

VLAN Ha 0a3i mopTiB MPOCTUN B HAJIArOKEHHI, aJlé MEHII 3axXUIICHUN B
MOPIBHSHHI 3 IHIIUMH CIOCOO0AMK CTBOPEHHS BIPTYyaJIbBHUX MEPEK.

VLAN na ©6a3i MAC-aapec Bu3HavaeTbess MAC aapecoro mxepena.
Komyrarop miarpumye tabmuuro MAC agpec 1 ix croiBBigHomeHHss 3 VLAN.,
KmouoBa mepeBara umporo MeETOAy TMOdsSrae B TOMY, IO HE NOTPIOHA
nepekoHdirypamis KoMyTaTopa OpH MEPENiAKIOYEHHI KOPUCTYBA4lB N0 PI3HUX
noptiB. Crnoci0 moTpedye TUX CaMUX TEXHIYHUX XAPAKTEPUCTHUK KOMYyTaTopa wio i
nonepenniid. ITpuBmacuenns MAC anpec VLAN He Oyae 3aBnaBaTd 3HAUYHUX
YaCOBUX 3aTPaT 4epe3 HEBEJMKY KUMbKICTh poOoumx ctaHuiii. VLAN Ha 06a3i MAC-
aapec - ue Outbl rayukrii crnocid opranizanii VLAN B nopiBHsiHH1 3 VLAN Ha 6a3i
NOPTIB, TaK SIK 10 OJHOTO MOPTY KOMYTaTopa MOKyTb OyTH MiJKIIFOUEH] MPUCTPOI,
mo Haynexars 10 pisHux VLAN. KpiM TOro, nepeMimeHHsi KOMITFOTEPIB 3 OJHOTO
NOPTY KOMyTaropa Ha IHIIWI 30epirac MpUHAICKHICTh MEPEMILICHOTO KOMM'KOTEPA
10 neBHoi VL AN 06e3 BTpy4aHHsI aAMIHICTPATOpA.

VLAN Ha 06a31 mpoTokomiB TpeThoro piBHs Ta VLAN Tex MaroTh CBOi
nepeBard, aje BUKOPUCTOBYBaHHS iX Ha  PiBHI Biaauly abo pobouoi rpynu €
HEpallOHAJIbHUM, Ta BUMarae OUIbIIMX HABUYOK B1J CUCTEMHOrO aiMIHICTPaTOpa,
OKpIM TOr0 moTpedye OLIbIIMX TEXHIYHMX XAPAaKTEPUCTHK KOMYTaropa, HDK JBa

NOMEPEHI CITOCOOH.

2.7.4.2 BnpoBaKeHHsI 0OPaHOro METO/Y CTBOPEHHS BIPTYaJbHUX JIOKATBHHUX

mepex Ha 0a3i MAC-aapec

[TpononyeThest 00°€aHaTH 5 poOOUMX CTAHLINA CHIBPOOITHUKIB €KOHOMIYHOIO
BIIUTy, poOOYy CTaHLI0 TOJOBH E€KOHOMIYHOIO BIAAUTY , poOody CTaHIIo
CEKpeTaps B OKPEMY BIPTyalbHYy KOMIT KOTEpHY Mepexy — VLAN2 Tta 2 poOoui

CTaHLii CcmiBpOOITHUKIB BIAAUTY KaJAPIB 1 HAYAJIbHUKA BIAAUTY KaJIpiB B BIPTYAIbHY



KOMIT FOTEpHY Mepexky — VLAN3 Ta pobody CTaHLIO CHCTEMHOIO aaMiHICTpaTopa y
VLAN4 sik moka3aHo Ha pUCYHKY (2.2).

B pesyabrati yoro VLAN2 mae noctyn 1o cepepy Ta 10 VLAN4 | ane He Mae
noctymy VLAN3.

VLAN3 Takox He 3MOke oOMiHroBaTHcs naHumu 3 VLAN2 ane marume
noctyn a0 cepeepy Ta VLAN4. B pesynbrari 4oro BiIOYAETHCS PO3MEKYyBaHHS
BIILIIB, iX JaHWX Ta 3MEHIIMTHCS 3arajbHUN [MUPOKOMOBHHMM TOTIK JaHUX,
3BUIBHUTBCS CMYyra MPOIMYCKaHHs AJis MOTOKY JaHMX KOPUCTYBA4iB 1 3HHU3UTHCS
3arajbHa YYTJMBICTH MEPEXKl MO0 IIMPOKOMOBHOIO MOTOKY naHuX. s cepeepa
HaJIAlITOBYEThCS TeroBaHuii mopT. CHUCTEMHOMY aAMIHICTPATOPy 4Yepe3 CEPBEP
noctynHi VLAN2 1 VLAN3, Tomy y pa3l BAHUKHEHHS! YCKJIAJHEHb POOOTH CUCTEMH
BIH 3MOXE JIETKO iX YCYHYTH.

BnpoBamkeHHss TexHomnorii 3a0e3nedye OUIBINY 3axXMIICHICTh MEPEXKI
NOPIBHSIHO 3 BJIAIITOBAHOI HA MIANMPUEMCTBI Ta pOOUTH HEMOKIIMBAM T1AKITFOUCHHS
JI0 aKTUBHOTO MOPTY 0€3 J03BOJY B MEPEXKY 1 OTPUMAHHS TAKUM CIOCOOOM JTOCTYITY
JI0 BCIX JAHMX, IO MEPEAAOTHCS MO cerMeHTy. i peamizanii TEXHONOrIT MOTpiOHO
npuadaTh KOMYTaTrop, SKWA J03BOJIssE OOMIHIOBATUCH JAHHUMH HAa KaHABHOMY
PiBHI.

[Tpu peanizariii 1aHHOT TEXHOJOTI 3aIMIIACTHCS TAKA BPA3JIMBICTD, SIK aTaKa —
«mamina MAC-aapecn». 3axucT BiJl arakd 3a0€3MeUyeThCsl OpraHizalliiHuMu

3ax04aMH 3 BUKOPpHUCTAHHAM IIPOI'PaMHOIO 3a0e3MeYeHHS.






KA-2 - 6azoBa aaMiHICTpaTUBHA KOH (DI ICHIIHHICTH;
[IA-1 - MiHIMaIbHA aJIMIHICTPATUBHA IILTICHICTH;
ITA-2 - 6a3oBa aMIHICTPATUBHA LUTICHICT;

JIP-1 - xBOTH,

JIB-1 - py4uHe BIAHOBIICHHS,

HP-1 - peectpaitis;

HU-1 - 30BHIIIHS 1AeHTH(IKALIS 1 aBTEHTU(DIKAIIS,
HU-2 - oquHOYHA 17eHTU(IKALIS 1 aBTEHTU(DIKAIIS,
HK-1 - onHOHanpaBneHWii TOCTOBIPHUI KaHAJT,
HO-2 - BuaiIeHHS aaMIHICTPATOPA;

HII-1 - K33 3 KOHTpOJIEM IJTICHOCTI.

TexHI4HI XapaKTEPUCTUKHU 3aC00y MPUBEJIECH]I B TOAATKY 3.

B tabnui 2.12 npuBeneHi peanizoBaHi MOCIYTH NpodUTI0 3aXUIIEHOCTI.

Tabmuus 2.12 — PeamizoBani nociayru npodimo 3axumenocti B [TC micns

PO3POOKH MIICUCTEMHU 3aAXUCTY

Bumorn 10  piBHIB |3 JOMOMOIOK YOr0 peaii3oBaHi

Kpurepii noCIyT O€3NeKn

1 2

OpranizauiiHuMA ~ 3axoJamMu 3
KJI-2 (6a3oBa nmoBipua [BukopuctanHsmM  OC  Microsoft
KOH(D1JEHIIIHICTB ) ‘Windows 10 Professional,

KongiaeHuiAnocTi DeviceLock DLP Suite 9.x

KA-2 (bazoBa |OpranizauiiHumMu ~ 3axoJamu 3

aJMIHICTpPaTUBHA BUKOPUCTaHHAM TexHonorii VLAN)|




KOH(D1IEHIIIHICTB )

DeviceLock DLP Suite 9.x,
antuBipyc ESET NOD32 14.1

KO-1 (MOBTOpPHE
BUKOPHUCTAHHS
00'€KTIB)

oC Microsoft  Windows 10

Professional

KB-1(miniManbHa
KOH(PIACHIIUHICTE TIPH

0OMIH1)

OpranizauiiHuMu ~ 3aXOJaMH 3
BukopuctanHsM  OC  Microsoft
Windows 10 Professional, Norton|
360, DeviceLock DLP Suite 9.x




[TponosxeHHs Tabnmi 2.12

LlimicHOCTI

LJ/I-1(miHIMaTbHA

JOBIpYa LIJTICHICTB)

OpranizauiiHAMUA ~ 3aXOJAMHU 3
BukopucTanHsM ~ OC  Microsoft

'Windows 10 Professional

[{A-2(6a30Ba
aJMIHICTpaTUBHA

LLTICHICTB)

OpranizauiiHAMuA ~ 3aXOJAMHU 3
BUKOpPUCTaHHSM TexHojorli VLAN T1a

Devicel.ock DLP Suite 9.x

LO-1(oObmexenunit

BIJIKaT)

OC Microsoft Windows 10

Professional

LB-1(miniManbsHa

LUTICHICTB MPH OOMiH1)

OpranizauiiHumMuA ~ 3axoJamu 3
BukopucTanHsM  OC  Microsoft

'Windows 10 Professional

JIP-1 (kBOTH)

OpradizauiiHAMuA ~ 3aXOJAMHU 3
BUKOPUCTaHHIM TexHonorii VLAN,
OC  Microsoft  Windows 10
Professional, DeviceLock DLP Suite
0.x

JIB-1

BITHOBJICHHS )

(pyuHe

Bceima 3aMpPONOHOBAHUMH
POrPaMHUMH 3acobamu T
OpraHizaifHO-TEXHIYHUMHU

3aX01aMHU




[TponowsxeHus Tadbnumiil 2.12

CnocTepeskHOCTI

OC  Microsoft ~ Windows 10
HP-2 (3axUILEHU ' '
Professional Tta DeviceLock  DLP,
KypHATT) .
Suite 9.x
OpranizaniiHIMu 3axofamu 3
HH-2 (omuHOYHA '
‘ o ~ [BukopuctanusM TexHojorii VLAN T14d
inenTudikanis 1 ' '
o OC  Microsoft ~ Windows 10
aBTEHTU (KAL) '
Professional
OpranizaniiHaMu 3axonamu 3
HK-1 _
BUKOpUCTaHHSIM TexHoJorii VLAN T4
(OOHOHAINpaBIICHUH _ _
_ OC  Microsoft ~ Windows 10
JOCTOBIPHMI KaHa) '
Professional
OpranizaniiHIMu 3axofamMmu 3
HO-2 (po3noaun [BUKOpUCTaHHAM TexHonorii VLAN,
000B's3KIB OC  Microsoft ~ Windows 10
a7MIHICTPaTOPIB) Professional Tta DeviceLock  DLP
Suite 9.x
HII-2 (K33 3 |0C  Microsoft ~ Windows 10
rapaHTOBAHOIO Professional
LIJTICHICTIO)
OC  Microsoft ~ Windows 10
HT-2 (camorectyBanHs ' '
' Professional Ta antuBipyc ESET
IPH CTapTI)
INOD32 14.1
OpranizaniiHIMu 3axonamu 3
HB-1(aBrenTndikamis  [BUKOPUCTAHHAM OC  Microsoft
BYy3J1a) Windows 10 Professional, Norton|

360, DeviceLock DLP Suite 9.x




Takox Ha ertami pPO3POOKH MIJCUCTEMHM 3aXHUCTy PEaTi3yHOThCS KpUTEpli

rapanTii 10 cepenoBuiia (QyHKioHyBaHHs ['1 - koHdirypamis 3aco0iB, sKa

MPOMOHYEThCH, € cepTh(dikoBaHOK. 3ade3nedyeHuid 3axuct KC Bi HECAHKI[IOHOBAHOT

Moudikamii. B Tabmumi

peati3yeThCsl 3aXUCT B1J 3arpo3.

2.13 npuBeNEHWI ONHUCYETBCA 3a PAXYHOK YOro

Tabmuug 2.13 — 3arpo3u Ta 3aco0u, SKUMH peaizoBanuii 3axuct B [TC

3arposa 3 TOMOMOTOK0 YO0 Peali30BaHUI 3aXUCT
Kpanixkka TEXHIYHUX HOCIB o

. Opranizariiti 3aX01u

1H(popmani

Kpanixka iHpopmauii [Texnomoris  VLAN, OC  Microsoft

(HECAHKIIIOHOBAHE KOTIIFOBAHHS)

Windows 10 Professional ta Devicel.ock]

DLP Suite 9.x

Kpanikka 3aco06iB goctymy (kmrodi, [Opranizamiiini  3axomqu , OC  Microsoff

naposni) Windows 10 Professional ta DeviceLock
DLP Suite 9.x

[Tigmina (momudikauis).I13, |Opranizauiini  3axoqu , OC  Microsof

1H(popMaii , mapoJtiB

Windows 10 Professional ta Devicel.ock]

DLP Suite 9.x, Texnonoris VLAN

3HMIIEHHS (pyWHYBaHHS). TEXHIYHUX

3aco01B, HocliB [13 Ta iHpopmanii

Oprasizaiiiiti 3axoau

[TopymieHHss ~ MBHAKOCTI  0OpOOKHM

iH(popManii, TPONYCKHOI  31aTHOCTI

KAHAJIB 3B'SI3KY

Opranizaiiiini 3axoau, texHosoriss VLAN,
OC Microsoft Windows 10 Professional Tta
DeviceLock DLP Suite 9.x

3aHeceHHsT BIpyCy Ha po0Oodl CTaHIli,

XaKEePChK1 aTaku

Norton 360, DeviceLock DLP Suite 9.x,
antuBipyc ESET NOD32 14.1




[TponorsxenHs Tabnmi 2.13

[lepexomieHnss 1Hpopmalii : 1Opu
MIJKIIOYECHHT 70 KaHaliB mnepenavl (OpraHizaiiiifi 3axoau, TexHosoris VLAN

1H(popmanii

Momudikamis (3MiHa): 3 poOoumx |[OpranizamiiiHi 3axoau, TexHoJsoris VLAN,
CTaHILiif KOPUCTYBAYIB. OC Microsoft Windows 10 Professional Ta

DevicelLock DLP Suite 9.x

Henbane craBieHHs CriBpOOITHHUKIB JI0
TEXHIYHUX 3aco0iB 00poOku [OpranizaiiiiHi 3axo1u

1H(popmaii.

BucHOBOK

B pe3yabrari NpUAHATTS 3ampONOHOBAHOTO  KOMIUIEKCY 3axXOIB MO0
3axUcTy 1H(pOpPMAIli 3HAYHO 30UIBIIMTHCS PIBEHb 3axuIleHOCTI [TC, 3MEHIIUTHCS
BIPOTIJHICTh peani3aniii 3arpo3, 30UTbIHUTHCS 3pYy4HICTh BHKOpucTaHHs [TC Tta
0o0poOku 1H(popmMarllii. Yci 3anpornoHOBaHI 3acoOM TMIJBHUINEHHS PIBHS O€3MEKU
npodnum Jlep>kaBHy €KCnepTh3y Ta MarwTh ceprudikatv. Po3polbiicHa cuctemu
3a0e3meuye MIABMILCHHS PIBHSA  3aXUCTY  KOH(IACHLIMHOCTI, LITICHOCTI W
JOCTYIHOCTI 0OpOoOMIOBaIbHOT 1H(pOpMalii Ta BIANOBIAAE MOCIyraMm OOpaHOro

CTaHAAPTHOTO (PYHKIIOHAJTLHOTO TPOMLUTIO 3aXHIIEHOCTI.



PO3 LI 3. PO3PAXYHKHU HA BJJOCKOHAJIEHHA CUCTEMU 3AXUCTY
[HOOPMALIIL

Bnockonanennss  cuctemu  3axucty  iH(popmauii B iH(pOpMaLiiiHO-
BUXOJIYM 3 aHali3y BHTpPaT Ha PO3pOOKYy Ta BHOPOBALKEHHS. TOMY METORO
€KOHOMIYHOTO PO3AUTY € 3AIMCHEHHS BIAMOBIAHMX PO3PAXYHKIB, SIKI JO3BOJISATH
BCTAHOBUTH €KOHOMIYHOTO €(DEKTY B BAOCKOHAJICHHS CHCTEMH 3axXUCTy 1H(opmMarii

B 1H(pOpMALIHHO-TENEKOMYHIKAIIiHIi cucTemi.

3.1 Po3paxyHox ((p1kCOBaHMX ) KA TAJIBHUX BUTPAT

KamitaneHi 1HBeCTULIT — 1€ KOWITH, MPU3HAYEH] JJIi CTBOPEHHS 1 MPUAOAHHS
OCHOBHUX (DOHIB 1 HEMATEPIAIBHUAX aKTUBIB, 110 MASTA0Th AMOPTH3ALLI.

Jlo KamiTaJlbHUX BUTPAT HANEKaThb BUTPATH HA BAOCKOHAJIICHHS CHCTEMH
3aXUCTy 1HQOpMaIii, IKi BA3HAYAKOTHCS BUXOIUYM 3 TPYJOMICTKOCTI BIOCKOHAJICHHS
CUCTEMHM 3aXMCTy 1H(pOopMarii.

Bu3zHaueHHS TPyAOMICTKOCTI BAOCKOHAJICHHS CUCTEMH 3aXHUCTY 1H(pOpMaLii

TpyAOMICTKICTh BIOCKOHAJICHHS CHCTEMH 3aXHCTy 1H(OpMAIi BU3HAYAETHCS
TPUBAJIICTIO KOXHOI po0OoYoi omepaiii, MOYMHAIOYM 3 CKJIQJaHHS TEXHIYHOTO
3aBIAHHS 1 3aKIHYYIOUM O(OPMIICHHSM AOKYMEHTAIli (32 yMOBH POOOTH OJHOTO

cnewiaicra 3 iHpopManiiHOi OE3MeKH ).

I =tmz TteVttattez Titozp T tosp + to, TOIMH,

1€ {3 — TPUBAIICTh CKIAJAHHS TEXHIYHOTO 3aBJAHHS HA BJIOCKOHAJICHHS CUCTEMH
3axuCTy 1H(popMarii,

tg — TPUBAIICTh PO3POOKM KOHILEMIIi BAOCKOHATIECHHs Oe3mneku 1Hdopmanii y
oprasizaitii;

fq — TPMBAIICTh TPOLECY aHANI3Y PU3HUKIB,



{3 — TPMBAJIICTb BU3HAYEHHS BUMOT JI0 3aX0/IiB, METOMIB Ta 3aCO0IB 3aXHCTY,

fo36 — TPUBANICTL BHOOPY OCHOBHMX DIIIEHb 3 3a0e3neueHHs Oe3MeKu
1H(popMmaii;
tosp TPUBAIICTh OpraHizamii BHKOHAHHS BIAHOBIKOBAIBHUX pPOOIT 1

3a0€3MeUEHHS HEMEPEPBHOrO (PYHKIIOHYBAHHS OpraHi3anii;

to — TPUBAIICTh JOKYMEHTAJbHOTO OQOPMJIEHHS 3ac00IB BIOCKOHAJICHHS

CUCTEMU 3aXUCTy 1HHOpMAIITi.

BuzHaueHo, 1010 BIANOBIAHO JO €TamiB PO3POOKH TOJITHKH O€3MeKu
1H(opMaLii, TPUBAICTH ONEPaLiii CKIlana HACTYIHI BEJIMYHHH:

=30 rogus, t,=50 romux, t,=25 roauH, t;;=23 roauH, tys—12 roguH, to,=9
roJuH, t;=9 roauH.

Orxe, t=30+50+25+23+12+9+9= 158 roauH,

Po3paxyHOK BUTpAT HA BIOCKOHAJICHHS CUCTEMH 3aXUCTy iH(popmanii Burpatu
Ha po3poOKy BIOCKOHAICHHS CHCTEMHM 3axucTy 1H(opmanii Kpm ckimagaroTecs 3
BUATpAT Ha 3apo0iTHY MiaTy cneniamicra 3 iHdopManiiHoi 6e3nekn 331 1 BapTOCTI
BATPAT MALIMHHOTO 4acy, IO HEOOXIAHWMH Uil BIOCKOHAJICHHS CHCTEMH 3aXUCTY

iH(popmanii 3mu.

Kpn - 33H + 3M‘{ .
Kon = 3an + 3y = 41080 + 943,26 = 42023,26 rpH.
31 = t 3y = 158%260 = 41080 rpH.

ae t—3arajgbHa TPUBAIICTh PO3POOKH MOMITUKN O€3MEKH, FOJINH;
310 — cpeAHBOTOAMHHA 3ap0o0ITHA IJ1aTa creniaiicra 3 iHpopMaliitHoi Oe3neKku 3
HapaxyBaHHIMM, TPH/TOAUHY.
BapricTe MammmHHOTO Yacy Aisi BIOCKOHAJICHHS CUCTEMM 3aXUCTy 1H(opManii

Ha [ 1K Bu3HauaeThes 3a GOpMyIioro;

3= t*Co=158%5.97=943 26 rpH.



1€ t, — TPYyJOMICTKICTh MAroToBKK AokymenTalii Ha [ 1K, roaus;
Cyu — BapTicTh 1 roguan MammmuaHOrO yacy K, rpH./roauna.

Bapricts 1 rogunu mamvnHoro dacy 11K Bu3HayaeThes 3a Gopmysioro:

3800-0.4  7200-0,2

~09-3-164+
Cd 1920 1920

=597 rpH.

BianoeigHo 10 po3poOiaeHUX peKOMEHaalli MO0 YAOCKOHAJEHHS 1CHYI0YO1
cucTeMH 1H(pOpMaLiHHOT OE3MEKH MEPEKI MEAMYHOI yCTaHOBU «CiM’s», a TaKOXK
PEKOMEHJAIlINA Ta IHCTPYKIi Mo Oe3nmocepenHiii poOdOTI 3 CUCTEMOK IJIAHYETHCS
BUKOpUCTaHHA aHTUBipycy NOD32, sgkuili Bxe BCTAaHOBJICHWI Ha KOMII KOTEpax
NIATPAEMCTBA Ta MOTPEOYE JINLIE MOJOBKEHHS JIILICH31.

Cepen amapatHux 3aco01B, sIKI BUAMOBIAHO 10 PO3POOJICHHX PEKOMEHAAI],
HEOOX1IHO npuadaru, HalnexkuTh Komytarop ZXR10 2920-SI, saxuwit  Oyzae
BCTAHOBJICHUH T 3aXUCTY 1HPOPMALIl B KOMITFOTEPHIN MEPEkl MEAUYHOT YCTAHOBH
«Cim’si». Bapricts komytaropa ZXR10 2920-S1 cknamae 8910 rpH.

Tako>x nnanyeTbest mpuadaHHs mporpaMHoro 3adesneyeHHs DeviceLock DLP
Suite 9.x, BapTICTh AKOTO CKIaAae 7920 rpH.

Takox mnaHyeTbCs mpuadaHHs nporpamHoro 3adesneueHHs ESET NOD32
14.1, Bapricte skoro cknamae 296 rpH. OCKUIBKH [0 MEpPEeXl MiAKIFOYEHO
OMHAALATE KOMIT FOTEPIB, TO BUTPATH HAa NPUAOAHHS MPOTPAMHOTO 3a0€3MEYCHHS
ESET NOD32 14.1 cranoBuTAMYTB 3256 TpH.

Butpatn Ha BCTaHOBNEHHS OOMAgHAHHS Ta HAJArOMKEHHS CHCTEMH
iH(popmaniiiHoi Oe3nexkn cknanarotb 20% BIACOTKIB BiX MEPBICHOI BapTOCTI
nporpaMHoro 3adesnedeHns, To00to 4017,2 rpH.

Takum umHOM, KamiTajibHi ((iKCOBaHI) BUTPATH HA CTBOPEHHS MOJITHKA

1H(popMaLiiHOT OE3MEKH MiAMPUEMCTBA CKIAAA0Th:

K = KpH + K3H3 + KH3 + Ka3 + KHaB‘{ + I<H =



=42023,26 + 16830 + 3256 + 4017,2 = 66 126,46 rpH.

(S Ky, — BapricTs po3poOKH MPOCKTY BAOCKOHAICHHS Oe3meku 1HpopMauii y
Opraizariii Ta 3aJly4€HHs JJI [bOr0 30BHILIHIX KOHCYJIETAHTIB, THC. TPH;
Ki; — BapricTh 3akymiBesb JIIEH31MHONO OCHOBHOTO M J0JIaTKOBOTO
nporpamHoro 3adesnevcHus (113), Tuc. rpH;
Ky; — BapTICTh CTBOPEHHS OCHOBHOTO # JOJATKOBOTO MPOrPaMHOTO
3a0€3MEUYEHHS, TUC. TPH;
K,; — BapricTe 3aKymiBil anapartHOro 3a0e3MeueHHsT Ta JOMOMIKHHMX
MaTepiaiB, THC. TPH;
Kiapy — BUTpPATH Ha HaBYaHHS TEXHIYHMX (PaxiBIIB 1 OOCIyTOBYHOUOIO
NEPCOHAIY,
Ky — BuUTpary Ha BCTAHOBJEHHS OOJAJHAHHS Ta HAIATOKEHHS CUCTEMH

1H(popMaLiiHOi OE3MEKH.

3.1.1 Po3paxyHOK MOTOYHHUX BUTPAT
PidH1 moTOYH1 BUTpaTy Ha PyHKIIOHYBAHHS CUCTEMH 1H(OpMAaLIHHOT Oe3neKn

CKIIaaaroTh.

C=C,+C+Cy, TpH.

ne C, - BapTICTh BITHOBJICHHS it MojepHizailii cuctemu (C, = 0);

Cy - BUTpaTH Ha KEPYBAHHs CUCTEMOIO B LIJIOMY;,

Cax - BUTpPATH, BUKJIMKAHI aKTUBHICTIO KOPUCTYBA4lB CHUCTEMM 1H(OpMALIHHOT
oe3neku (Cy = 0 TpH.).

Burtpartu Ha kepyBaHHs cucTeMOro 1HpopmaniiiHoi 0e3nekn (Cy) CKIIagatoTh:

CK = CH + Ca + C3 + CGJ'I + CO + CTOC) rpH



Butpatn Ha HaBYaHHA AAMIHICTPATUBHOIO MEPCOHANY ¢ KIHIECBUX
KopucTyBaviB Bu3HavatoTecst (Cy = 5000 rpH.).

C, - piuHl aMOpTH3allliiHi BipaxyBaHHs. PiuHi amopTH3alliiiHl BiApaxyBaHHs
komyTtaropa ZXR10 2920-S1, DeviceLock DLP Suite 9.x, a Takox mporpamHoro
3a0e3neueHHss ESET NOD32 14.1 eaprictio 8910, 7920 ta 3256 rpH BIANOBIAHO 13
KOPHUCHAM CTPOKOM BHKOPHCTaHHA 2 PpOKHM, 3a MNPSIMOJIHIHHAM METOI0M
HapaxyBaHHs aMOPTH3aLlli CKIA1yTh:

Ca= (8910 + 7920 + 3256) /2 = 10043

Bapricte nonmomxkenns Jinensii antuBipycy ESET NOD32, skuit Bxke
BCTAaHOBJICHWH Ha 11 KOMIT rOTE€pax MiAMPUEMCTBA, CKiIagae 335 rpH.
Piunuii Qona 3apoOiTHOI MJIaTH 1HXKEHEPHO-TEXHIYHOTO TMEPCOHATY, IO

o0cayroBye cuctemy iHpopmariiHoi 6e3neku (C,), CKIlaaae:

C;= 3oeu + 3501 TPH.

OcHoBHa 3apo0iTHA TUIaTa BU3HAYAETHCS, BUXOASYH 3 MICSIYHOIO MOCAT0BOrO
OKJIaJy, & JOJIaTKOBa 3apo0iTHA Tuiata — B po3mipi 8-10% Bix OCHOBHOT 3apO0ITHOT
TUIaTH.

OcHoBHa 3apo0iTHA TIaTa OJHOTO chemiamicta 3 iH(opManiifHoi Oe3rnekn Ha
micaup cknagae 14000 rpH. [lomatkoBa 3apodOitTHa tiara — 10% Bix OCHOBHO{

3apo0iTHOT matu. OTXKe,

C, = 14000*12 + 14000*12*0,1= 184800 rpH.

CraBka €CB s Bcix kareropiit miataukie 3 01.01.2019 p. cknagae 22%.

Ce = 184800*0,22 = 40656 rpH.



Bapricte  enekTpoeHeprii, MO CHOXHUBAETBCA — aMapaTrypord  CHUCTEMOKO

1HpopMalliifHoi Oe3nekn npoTsaroM poky (C.;), BABHAYAETHCS 32 POPMYIIOHO:

Cen - P ) Fp ) L[e: rpH'a

ne P — BCTaHOBIIEHA MOTY>KHICTh anaparypu iHpopmaniiinoi oe3neku, (P=1,2 kBT);
F, — piunnii ¢ponx podoyoro yacy cucremu iHdopmaniinoi 6esnexu (F, = 1920
roju.);
L. — Ttapu( na enexrpoeneprito, (L = 1,64 rpu./kBT 3a ronuny).
Bapricte  enekTpoeHeprii, MO CHOXKHUBAETbCS — aMapaTrypord  CUCTEMOKO

1H(pOpMaIlifHOT OE3MEKN MPOTATOM POKY:

Cer = 1,2%1920%1,64 = 3778,56 rpH.

Burtpatn Ha TexHiuHE W Oprasi3amiiiHe aaMIHICTPYBaHHS Ta CEPBIC CHCTEMHU
iH(popManiiHOi O€3MeKM BH3HAYAKOTHCS Y BIICOTKAX BIJ BapTOCTI KamiTalbHHUX
Butpar - 1% (Croc = 66 126,46 *0,01= 661,26 rpH).

Butpatu Ha kepyBaHHs cucTemMoro iH(opmaiiHoi  Oesneku  (Cy)

BU3HAYAOTHCA

C = 5000+10043+335+184800+40656+3778,56+661,26 = 240779,82 rpH.

TakuM YHMHOM, PIYHI TOTOYHI BHUTPATH HA (PYHKLIIOHYBAaHHS CHUCTEMHU

1H(popMmaniiiHoi Oe3neku cknanarTb 240779,82 rpH.

3.2 OuiHKa MOXJIMBOTO 30MTKY Bl aTaky Ha BY30J1 a00 CETMEHT MEPEXKI

3.2.1 Oninka BeIMYMHU 30UTKY

JIsisi po3paxyHKy BapTOCTI TAKOro 30MTKY MOXKHA 3aCTOCYBAaTH HACTYITHY
CHPOLICHY MOJEIb OLIIHKYM JJI1 YMOBHOT'O MiANPHUEMCTBA.

Heo0xiH1 BUXITHI JaH1 AJ1s PO3PAXYHKY:



t; — 4ac MpOCTOK By3jla a00 CErMEHTAa KOPHOPATHMBHOI MEPEKI BHACIIIOK
araku, 6 rOIMHU,

t; — Yac BIJJHOBJICHHS IMICTISl aTaKW MEPCOHAIIOM, [0 OOCIYTOBY€E KOPIOPATUBHY
MEpPEXY, 4 TOAVHH,

tzx — YAaC TOBTOPHOTO BBEACHHS 3aryOseHoi iH@opmarlii crniBpoOITHUKaMU
aTaKOBAHOTO By3Ja a00 CerMeHTa KOpnopaTuBHOi Mepexi, 10 roauH;

3, — 3apo0iTHa IiaTa OOCIYTOBYIOUOIO MEPCOHANY (aAMIHICTPATOPIB Ta 1H.),
10000 rpH./™mic.;

3. — 3apobiTHa mjara CHIBPOOITHUKIB aTakOBAHOIO By3ja ab0 CErMeHTa
KopropatuBHOi Mepexi, 14000 rpH./Mmic.;

Y, — 4YMCeNBHICTh OOCIYrOBYKOHOr0 NEPCOHANY (aAMIHICTPATOpiB Ta 1H.), 1
0Cco0H;

Y, — YMCENBHICTh CHIBPOOITHHKIB AaTakOBAHOTO By3Jda ab0 CEerMeHTa
KOPMOpaTuBHOI Mepexi, 12 ocil.;

O — o0car npuOyTKy aTakOBaHOrO BYy3jia a00 CErMEHTa KOPHNOpPaTHUBHOI
mepexi, 300 THC. TPH. y PIK;

I1,, — BapTICTh 3aMiHM BCTATKyBaHHs a00 3aMlaCHUX YaCTHH, I'PH;

[ — yncn0 aTakOBaHMX CErMEHTIB KOPIOPATUBHOT Mepexi, 1;

N — cepeane uncno arak Ha pik, 10.

YnyiieHa BUroJia Biji MPOCTOI0 aTaKOBAHOTO CErMEHTAa KOPHOPATUBHOT MEPEXKi

CTaHOBUTB.

U=I+IL+V,

ne Il — ommadyBaHi BTpaTtd poOOYOro vacy Ta MPOCTOi CHiBPOOITHHKIB
aTaKOBAHOTO By3Ja a00 cerMeHTa KOPHOPaTUBHOI MEPEXKI, TPH;

[, — BapTiCTh BIJHOBJICHHS TMpale3JaTHOCTI By3na abo0 CerMeHra
KOPIOPATHBHOI MEPEXi (MEPEYCTAHOBICHHS CUCTEMM, 3MiHA KOH(Iryparii Ta 1H.),

I'PH;



V — BTparty Bl 3HWKEHHS 00CATY TPOAAXKIB 34 4aC MPOCTOK aTakKOBAHOTO By3Jia
ab0 cermMeHTa KOpnopaTUBHOI MEPEKI, TPH.

Brpati Bii 3HWXKEHHS MPOAYKTUBHOCTI CHIBPOOITHMKIB aTaKOBAHOTO BY3JIa
a0 CerMeHTa KOPIOPATHBHOI MEPEXI SIBJISIIOTH COOOK BTpPaTH iXHBOI 3apOOITHOT

nyary (OrjaTa HENPOAYKTHBHOI Mpaill) 3a 4ac MPOCTO BHACTIIOK aTaKy:

Y3 l ~ 14000-12
Fon 176

My .6=572727 TpH,

ne F — micaunmit pona pobouvoro wacy (mpm 40-a roguHHOMY poOOYOMY THKHI
CTaHOBHTH 176 u).
Burtparu Ha BiTHOBJIEHHS MpaLE31aTHOCTI By3ia a00 CErMEHTa KOPHOPaTuBHOT

MEPEXKI BKITHOYAIOTh KUTbKA CKJIaJ0BUX:

HB = HBI/I + HHB + HS‘{:

ne [, — BUTpaTu Ha MOBTOPHE YBEACHHS 1H(OpMaNii, TpH.;

[l; — BUTpaTH Ha BIAHOBJIEHHS By371a a00 CErMEHTa KOPMOPATHBHOI MEPEXI,
IPH;

I1,, — BApTICTh 3aMiHM YCTATKYBaHHS a00 3aIMaCHUX YaCTHH, TPH.

Burparn Ha noBTopHe BBeAcHHS 1H(popMmanii [1,; po3paxoByOTECS BUXOAAYH 3
po3MIpy 3apoOiTHOI TIUIaTH CHIBPOOITHUKIB aTaKOBAHOrO By3ja ab0 CErMeHTa
KOPHNOPaTUBHOI Mepexi 3., SKI 3aiHATI TOBTOPHUM BBEJICHHSM BTPAYEHOT

1H(opMmalii, 3 ypaxyBaHHIM HEOOXIAHOTO IS bOTO YaCY tyy:

_ X3¢ _14000-12

frry = .10 = 9 545,45 TPH.
oo 176 p

1_[BI/I

Burtpartn Ha BIIHOBJIEHHS CETMEHTA KOPIMOPAaTUBHOT Mepexi 11, BU3HAUYAOTHCS
4acoM BIJHOBJIEHHS MICJIS aTaKH t; 1 pO3MIPOM CEPEIHBOTOAMHHOI 3apOOITHOI MIaTh

00CAYyroBYKOUOro NepCcoHaNy (aAMIHICTPATOPIB):



3 30 l ~ 10000-1
F '8 176

Mg = -4 =22727 TpH.

I1, = 9545,45 + 227,27 =9 772,72 IpH.

Brpati Bin 3HWKEHHS OYIKYBAHOTO 00ciry mpuOYTKIB 3a 4Yac MPOCTORO
aTaKOBAHOTO BY3Jla a00 CErMEHTAa KOPIMOPATUBHOT MEPEKI BU3HAYAKOTHCS BUXOASUA
13 CPEIHBOTOAMHHOrO 00CAry mpuOyTKY 1 CyMapHOro 4acy MpPOCTOK CErMEHTa

KOPIOPATHBHOI MEPEXKI:

O
V:ﬁ'(tn"‘tB"‘tBH)

300000
V= -(6+4+10) =2 884,61 I'PH
2080

ne F. — piunuii ¢ponnx yacy pobotu ¢imii (52 poOoumx THXKHI, 5-TH JCHHUIA

pOOOUMiA THXKIIEHB, 8-MU FOAMHHUI poOOUMii IEHB) CTAaHOBUTH OJM3bKO 2080 rof.

U=572727+9772,72 +2 884,61= 18 384.6 rpn.

Takum 4YHMHOM, 3arajpHuil 30MTOK BiJ aTakh HA CETMEHT KOPIOPATHUBHOI

MEPEXKI OpraHi3arli cKiaie:

B=3%;>,U=31>4018384,6 =735 384 IpH.

3.2.2 3aranbHuii €(heKT BiJl BIOCKOHAJIEHHS CHCTEMU 3aXUCTy 1H(pOopMarii
3araneHuid  €EKT BiA BIOCKOHAICHHS CHCTEMH 3axuCTy 1H(popmarii

BH3HAYAETHCS 3 YPaXyBaHHAM PU3MKIB MOPYIIEHHS 1HQOPMALIAHOT:

E =B -R-C IPH.,

1€ B — 3arajibHUi 30MTOK B1J aTakW y pa3i NEPEXOIIEHHS 1H(OpMaNii, THC. TPH.;



R — BiporigHicTh ycmimHOi peami3amii araku Ha CETMEHT MEPEXKI, YaCTKH
oauHull (35%);
C — mopivH1 BUTPATH Ha EKCILTyaTallil0 CHCTEMH 1H(HOPMALIHHOT OE3MEKH.
3araneHuii €(EeKT BiI BOPOBAKCHHS CUCTEMM 1H(pOpMAILIiHOI Oe3neku
BA3HAYAETHCS 3 YPaxXyBaHHSAM PHU3MKIB MOPYIICHHS 1H(pOpMaLiifHOi Oe3nexu:

E =735384%0,35 — 240779,82 = 16604,58 rpH.

3.3 DBwusHaueHHs Ta aHali3 [OKAa3HHWKIB E€KOHOMIYHOI €()EKTHBHOCTI
BJIOCKOHAJICHHSI CHCTEMU 1H(OpMaLIiHOT Oe3MeKH

Koepinienr mnoeepHeHHs iHBecThidi ROSI mnoka3ye, CKUIbKA TPUBEHb
JIOJIATKOBOTO MPUOYTKY MPUHOCUTH OJHA TPUBHS KamiTalbHUX 1HBECTUI Ha

BJIOCKOHAJICHHS CUCTEMU 1H(OpMALIiHHOT OE3MEKH:
E .
ROSI = E R YaCTKW OJUHHIIL,

ne F —3araibHuii e(beKT BiJ BIPOBAIKEHHS CHCTEMH 1H(OPMALIAHOT OE3NEKH I'PH.;

K — kamitanbHi IHBECTHIIIT 32 BapiaHTaMMU, O 3a0€3MEUMIN LIeH €PEKT, IPH.

Koeginient noBepHenns iHBecTHid ROSI:

_16604,58

ROSI =
66126,46

=0,25, 4YacTKW OJWHMIII,

[TpOeKT BU3HAETHCS CKOHOMIYHO IOLIJIBHUM, SIKOIO PO3PAXYHKOBE 3HAYCHHS
Koe(ilieHTa MOBEPHCHHS I1HBECTHUIIM MEPEBUILYE BEIMYAHY PIYHOI AEMO3UTHOT
CTaBKH 3 yPaxyBaHHAM 1H(IIALLI:

ROSI > (N — Nigg)/100),

ne Nye; — piuHa Ieno3uTHA cTaBka, (18 %),



Niug — plunuii piBensb HQALii, (11%).

Po3paxyHkoBe 3HaucHHs KO€(Dili€HTa TOBEPHEHHS THBECTHILIINA

0,25> (18— 11)/100 = 0,25 > 0,07.
TepMiH OKYMHOCTI KamiTaabHUX IHBECTULINA T, MOKa3ye, 3a CKUIbKH POKIB
KaImTaJIbHI 1HBECTHLIT OKYIUTATBCS 33 PAXYHOK 3arajbHOrO €()EKTY Bl BIOCKOHAICHHS

cUCTeMH 1H(POPMAaLiifHOT OE3MeKH:

3.4 BUCHOBOK

Bnockonanennss  cuctemu  3axucty  1HQopmamii B iH(OpMaLliiHO-
TEICKOMYHIKALIAHIA CcUCTEM1 MEAW4HOi ycTaHOBH «CIiM’s» € €KOHOMIYHO
JOUITBHUM, OCKUIBKM KalliTajdbHI Ta €KCIUTyaTaliifHI BUTPATH OyIyTh MEHIIAMH 32
MO>KJTUBUI BiBEpHEHMH 30MTOK. KamitanbHi BUTpaTtu CKiagaroTe 66 126,46 rpH.,
excrutyaraiial — 240779,82  rpH. BenmumHa pPIiYHOrO €KOHOMIYHOTO €(EKTY
cknanae 16604,58 rpa. KoepimienT noBepHeHHst iHBecTuliii ROSI cknamae 0,25

I'PH./TPH.



BHUCHOBKH

B kBamikaniiiniii poboTi po3pobiicHo miacuctemy 3axucty ans OIJl, sika
ABJIte COOOK0 KOMIUIEKC 3aXOMdiB Ta 3ac00IB 3axXMCTy HANpPaBICHUHA HA OKPEMMIA
CErMEHT 00’€KTy 1H(OpPMAaLIifHOI AISUTBHOCTI - 1HQOPMALIHHO-TENIEKOMYHIKALIIHHY
CUCTEMY.

[Tin yac po3poOkm miacucTeEMM 3axUCTy OyB BUKOHAHWI aHaili3 00 €KTy
1H(pOpMaLIHHOT IIIBHOCTI, BU3HAYCHO MEpeNTiK 1HpopMmalii, o notpedye 3axXucTy,
PO3poOAEHO MOJETBL 3arpo3 Ta BU3HAYEHO NEPENIK MOPYIIHWKIB, 11CHTU(IKOBAHI
MOKJIMB1 KaHAJIM BUTOKY 1H(OpMAIIIi.

3anpornoHoBaHa MIACHCTEMA 3axHMCTy 1H(opMaiii 3a0e3neuye  yMOBH
¢yHkuionyBanHs cepenouina [TC, npu skux iHpopmalis 0OpoOnseThCs TUTBKH 3a
BA3HAQUCHUMM MPABWIAMH, sIK1 3a0e3MeuyroTh Oe3mocepeaiil 3axucT ii 00’ €KTIB 1
CyO’€KTIB Ta 3aJ0BOJIbHSE TOCIYTM CTAHJAPTHOrO (YHKIIOHATBHOTO MpOQLIIO
3aXMILEHOCTI:

3. KA1 = { KI-2, KO-1, KB-1,1111-1, I1O-1, 1IB-1, AP-1, AB-1, HP-2, HU-2,
HK-1, HO-2, HII-2, HT-2, HB-1 } 3 kpuTepisMu rapanTii A0 CEpeAOBHINA
(¢yHKIIOHYBaHHs ['1.

[TpoBeneHe  TEXHIYHO-€KOHOMIUHE  OOIpPYHTYBaHHS  BHOOpPY  3aco0iB
3a0€3NEUYEHHsT 3axXUCTy 1HPOopMaIii.

Bubip 3aco0iB 3a0esneueHHs 3axucty 1H(opmarii, ska mupkyaoe B ITC
NIAMPAEMCTBA, 3AIACHEHHMIA 3 MO3MIlT KOMIUIEKCHOTO MIAXOAy, TOOTO 3a0e3nedcHa

OJIHOYACHO MPOTHU/IIS 3arp03aM BiJl MOKJIIMBOTO BUTOKY 1H(OpMAITii.



[TEPEJIIK TTOCHUJIAHB

1 3akon Ykpainu "IIpo tHpopmartito”.

2 3akoH Ykpainu "[Ipo aep>kaBHY TAEMHULIIO".

3 3akon  VYkpaimm  "l[lpo  3axmcr  iHQopmamwii B iH(opmaliiiHO-
TEICKOMYHIKALIHHNX cUCTEMax .

4 HA T3 1.1-003-99 "Tepminosioriss B Tany3l 3axucty 1H(popMamii B
KOMIT FOTEPHUX CHUCTEMAaX Bl HECAHKI[IOHOBAHOTO JIOCTYIY".

SHAT311.1-002-99 "3arasbHi MONOXKEHHS WIOA0 3axUCTy I1H(opMmaiii B
KOMITFOTEPHUX CUCTEMAX B1J] HECAHKI[IOHOBAHOTO AOCTYMy".

6 HJI T3I 2.5-004-99 "Kputepii OWIHKM 3axWINCHOCTI 1H(popMmamli B
KOMITFOTEPHUX CUCTEMAX B1J] HECAHKIIIOHOBAHOTO AOCTYMy".

7 JokyMmeHT "JlepskaBHAa €KCIEepTH3a 3a KPUTEPIIMH TEXHIYHOTO 3aXHCTy
1H(popManii mporpaMHux 3aco01B 3axucty 1Hpopmarii. TexHiuyHi BUMOrn".

8 MixHaponnuii 1HpopMaLiiHO-aHATITUYHANA NeHTp Anti-Malware.



JHOJIATOK A. BigomicTe MatepiaiiB KBamiQikaniiHoi poboTu

Ne | @opmar | [lo3navyenn | HaumenyBaHHs Kinbkicts | llpumitka
s JIUCTIB
1 A4 Pedepar 3 -
2 A4 Crmcok YMOBHHX 2 -
CKOPOYECHb
3 A4 3MicT -
4 A4 Beryn 2 -
5 A4 Cran MTATAHHSI. -
[TocranoBka 3amayi
6 A4 CrienianbHa YacTHHA -
7 A4 ExoHOoMiuHa YacTuHA -
8 A4 OxopoHa mpari -
9 A4 BucHoBku 1 -
10 A4 [lepenik mocuiianp 1 -
11 A4 Jomorok A 1 -
12 A4 Jlomarok b 1 -
13 A4 Jlomarok B 4 -
14 A4 Jlomarok I' 1 -
15 A4 Jlonaroxk /1 1 -
16 A4 Jlomarok E 1 -
17 A4 Jlomarok 2K 1 -
18 A4 Jlomarok I 3 -







JOJATOK B. Onuc BipyciB,

K1 BAKOPUCTOBYBAJIUCH MPU TECTYBAHHI AHTHBIPYCHUX

3ac001B

[ToBHE iM'st BIpyCy 3a
KJIacu(IKaIiero
JlaGoparopii Kacniepcbkoro

Koportkwuii onuc

1

2

AdWare. Win32. Virtumond
e.nmz

TposiHcbKa miporpama. € 010mioTekoro. [1pu 1HCTansAII
peectpye cebe B CUCTEMHOMY peectpi - Winlogon \
Notify, Explorer \ ShellExecuteHooks, Explorer \
Browser Helper Objects. Jlani kiatoul  MNOCTIHHO
NEPEBIPSIFOTHCS 1Y pa3i BIACYTHOCTI - BIJHOBITFOFOTHCS.
bibmoTeka po3raioBaHa B CUCTEMHOMY KaTajlo3l 3
JOBUIBHUM 1M'siM. Daiil MOCTIHHO BIAKPUTHMA, IO HE
J03BOJIIE  MOro  BUAAIMTH /  MEPEIMEHYBATH.
[MIkiguBuiA KO MOHITOPUTH CTBOPEHHS  KITFOYA
BIJIKJIQICHOTO MIEPEMIICHHS / MEPEIMEHYBaHHS 1, B Pasi
BUSIBJICHHS 1IMEHI CBO€i O10/10TEKM B 3HAYEHHI
napameTpa bOoro KJro4a, BUaJIse Horo.

Backdoor. Win32.NewRest.
z

TpossHcbka nporpama-cnam-6otiB. €  KernelMode
pyTkiToMm. [Ipw 1HCTaANALIT CTBOPIOE IpaiiBep B KaTano3l
Drivers 3 10BUIBHMM 1M'siM. BJIOKy€e A0CTyn A0 CBOTO
¢ainy MepeXOICHHIM 0o0OpoOHMKIB  JpaiiBepa
(hala0BOi CUCTEMU, MTOCTIHHO NMEPECTBOPIOE CBIiA (haidi.
briokye cBii KJIFOU pEeCTpy Bi YATAHHS 1 BUJAIICHHS
NEPEXOIJIEHHSMU B SIAPI.

Backdoor.Win32.Sinowal.f
kp

TpossHcbka  mporpama-mmuryH.  Ilpy  3anycky
MOJM(IKYe TOJNOBHHMA  3aBAaHTAKYBAJILHWUH  3ammuc
(MBR) OpCTKOro AMCKa 3 METOK 3aBAHTAKEHHS
cBoro gparieepa me g0 crapry OC. [lpaiiep
30epiracThCsi B  HEMOMIYEHIN o0jacTi  AuCKa.
[lepexomioe OOpOOHHMKM [paiiBepa, pO3TalIOBYETHCS
B CTEKy cJijioMm 3a npuctpoeM \ Device \ Harddiskx \
DRx 3 MeTO10 OTOKYBaHHS YATaHHSI.

[Tponosxenns JJOJATKA B




2

Email-
Worm.Win32.Scano.ao

[TomrroBuii yeps. [1pu iHCTAIALIT CTBOPIOE CBOIO KOIIIO
B \ WINDOWS \ csrss.exe 1 peecTpye B CUCTEMHOMY
peectpi  BitagHukom  explorer.exe (Image File
Execution Options \ explorer.exe \ mnapamerp -
Debugger). CtBoproe B CHCTEMHHX  MpoIlecax
TPOSIHCBKI1 TOTOKH, $IKI BIJHOBJIFOKOTH (aiiyl 1 KIIFOU
aBTO3aBAaHTAKCHHS B Ppa3i ix BuAajeHHd. SIK0Io
AHTUBIPYC BUAAJSE TUIO BIpyca, aje HE BUJAISE KITIOUY
fioro aBTO3aBAHTAXKECHHS, TO MPU CTAPTI CUCTEMHU HE
3aBaHTaXUTbCs Explorer.exe, MmO HE JI03BOJMTH
npaurosary 3 [K.

Packed. Win32.TDSS.z

[Tpu incTansaumii creoproe apaiieep B \ WINDOWS \
system32 \ drivers 3 im'sm aliserv3.sys 1 0i0mioTeky
alil.dll B cucremHomy katanosi. [paiiBep € (pinpTpom
npaiiBepa (GaiiioBoi CHCTEMM, YMM 1 JOCATAETHCS
MACKyBaHHsI Ha JUCKYy. bIJIOKye BIOKPUTTS TOMIB.
MackyeTbesl B peecTpl NEPEXOIJIEHHSMU B s1pl 1 B
nam'sti. biokye untanHs cBOiX (haiiniB.

Packed. Win32.TDSS.z

TpossHcbka mporpama. [lpm  iHcTanswmii  CTBOprOE
npaiiep B \ WINDOWS \ system32 \ drivers \ gasfky *.
Sys 1 aBi dll B cucremnomy karanosi. IllkigimBa
nporpaMa MacKyeTbCs Ha AMCKY, B PEECTPl 1 Mam'srti.
biokye  BIOAKpUTTS  JAKMCKA,  YWTAHHS  TOMIB,
MEPECTBOPIOE CBOT KITIOUl aBTO3aBAHTAXEHHS 1 (hailiu B
pa3l BHJAICHHSA. 3HIMAaE MpaBa JAOCTYMy 10 CBOiX
KIIt0U1B. [lepeyCTaHOBIIOE CBOT MEPEXOIUICHHS B pa3i iX
3HATTSI.

Trojan. Win32.Srizbi.cb

TposHcbka mporpama. [lpm  iHcTanswmii  CTBOPrOE
apaiieep B\ WINDOWS \ system32 \ drivers 3
JOBUIbHUM  1M'sM.  TpossH Mackye CBI  KITHOY
ABTO3aBAHTAXKCHHS  MEPEXOIJIEHHSAM  (PYHKIIA  3a
JOMIOMOTOK0 MO (piKaLlii MAIIMHHOTO KOAY SAPa, a TaK
JKE MAcKye ceOe Ha TUCKY MEPEXOIICHHIM 00POOHHKIB
npaiiBepa (alinoBoi CUCTEMHU. HpaiiBep
3aBAHTAXKYETHCS 0€3MOCEPETHBO MICIIS SIIpa.

[Tponosxenns JJOJATKA B
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Rootkit. Win32.Podnuha.a

TpossHcbka mporpama. [lpm  iHCTanswmii  CTBOpPrOE
npaiieep B \ WINDOWS \ system32 \ drivers 1
016mioTeky B \ Windows \ system32 \ 3 q0BUIbHUM
iM'sm. DIl 3apeectpoBana 3 po3mmpeHHsM Winlogon
(Winlogon \ Notify. Jloctyn 10  napaiiBepa
3a0JIOKOBaHMM, Tak caMO SAK 1 MOKIIMBICTh BHIAIIATH
KJIFOYl aBTO3aBAHTAXKCHHS B peecTpl. bidmioTeka
3axXMUICHA B NEPCHMEHYBAHHS / BUIAJICHHSI.

Rootkit. Win32.Pakes.zp

TposiHcbka mporpama. [HcTamoe gpaiieep B\
WINDOWS \ system32 \ drivers 3 AOBUIBHUM IM'SIM.
Mackye ce0e Ha AUCKY.

Rootkit. Win32.Protector.cd

TposiHcbka  mporpama-cnamOor. Ilpu  iHCTamsmii
cTBoproe apaiieep B \ Windows \ system32 \ drivers \
Ati * Sys. [paiiBep Onokye p0 cebe aocTyn
nepexomeHHsiMm  00poOHMKIB  apaiiBepa  (paiinoBoi
CUCTEMHU 1 3aXUIIAE CBIH KJIIOY BiJl BUJATICHHS

Virus. Win32.Protector.b

TposiHcbka  mporpama-cnamOor. Ilpuw  iHCTamsii
3apakae CUCTeMHHUI npaiiBep ndis.sys 1 MACKYEThCS BiJl
BUSBIICHHS, IIJICOBYIOUM TP YUTAHHI 3apaKEHOTO
(aitny opuriHaabHUI Horo BMIcT. IHPEKTOpP CTBOPHOE
CBOKO KOMIKD B CHCTEMHOMY Karajo3l 3 IMEHEM
reader s.exe, TOPONUCYEThCS B Kato4ul  Run,
IHKCKTYETBCS B CTBOPIOBaHWA mpouec svchost ams
PO3CHJIKH Crlamy.

Trojan. Win32.Agent.xlg

TposiHcbka mporpama. € 616miorekoro - \ documents
and settings \ all users \ Documents \ settings \
abc32.dll, BimkpuTa 3 MOHOMOJIBHUM AOCTYNmOM. Mae
aTpulyT "TPUXOBAaHWI" pa3oM 3 KarajioroM B SIKOMY
3HaxXoauThesa.  biOmioTeka — 3apeecTpoBaHa Ui
ABTOMATHYHOTO 3ayCKy B CHCTEMHOMY PEECTPI, MpaBa
Ha YWTAHHS 3aJIAIIAE TUIbKK y Tpynu System. Y pasi
BUJAJICHHS KJII0Ya ABTO3aBAHTAKCHHS, MOMEHTAIBHO
IIEPECTBOPIOE HOTO.

[Tponosxenns JJOJATKA B
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Trojan-
Spy.Win32.Zbot.gen

TposiHcbka mnporpaMa-mmuryH. [lepexommoe O6e3miu
¢yukmii B UserMode 3 MeTOH MacKyBaHHS 1
mnuryHerea.  [lpm  iHcTamsamii  cTBOproe  (aiin
sdrab4.exe B CHCTEMHOMY Karajo3l 1 PEeCTpye B
peectpi (Winlogon \ mapamerp Userinit), 3 M€TOIO
3aBAHTAXCHHS HOr0 MpPU KOKHOMY CTapTi CUCTEMHU. Y
pa3l BUAAIEHHS LUISIXYy 10 CBOTO (hailly B 3HAYEHHI
napameTtpa Userinit, BiH TYT K€ AOMUCY€ OUIIX 10 ceOe
(BITHOBJIKOE CBIM KIIFOY aBTO3aBaHTaXEHHsS). TposH
OJIOKy€e J0CTYyI 10 ¢€0€ MOHOTOJBHUM BIJKPUTTIM 1
MACKYy€ThCS Ha JIUCKY.

Trojan-
PSW.Win32. Ambera.n

TpostHChbKa MporpaMa-mmnuryH. 1Ipu 3amycky CTBOPROE
¢aiin xas32.dll B cuctemHili AUPEKTOPIi 1 pPEECTPYE
HOro B peecTpi A aBTOMATUYHOTO 3aBAHTAKEHHS. Y
pa3i BiacyTHocTi (aiiny xas32.dll (BumaneHHs ioro
AHTUBIPYCOM), aJie HAsIBHOCTI Kiro4iB Winsock - Oyne
BIJICYTHI nocTyn 10 IHTEpHETY.

Trojan. Win32.Small.yc

Tposinceka nporpama. [Ipw 1HCTaNAWIT CTBOPrOE base *
32.dll (* - toBUIBHI CHMBOJIM) B CHCTEMHOMY KaTano3i 1
3MIHIOE€ 3HaueHHs mapamerpa Windows B Session
Manager \ SubSystems TakuM 4HHOM, OO CSISS.€X€
3aBaHTaxyBaB dll WKiATMBOT MporpamMmu, a HE CUCTEMHY
basesrv.dll. Skmo B XoAl JIKyBaHHS CHCTEMHU
BUJANAEThCA  (palil WIKAJIMBOI Mporpamu, a KIko4
windows HE BIJHOBIIOETbCS B TIEPBICHUMN CTaH, TO
cuctemMa OyJe MOCTIHHO MajgaTH MpPH 3aABAHTAKEHHI.
3aBaHTOKECHHS 3 OCTaHHBOI BAANOi KOHQIrypauii He
JIOTIOMOXE 3pOOUTU CUCTEMY pPOOOYOID, TOMY IO
HIKI/UIABA MporpaMa 3MiHroe napametrp Windows.

Trojan. Win32.Cosmu.cyq

TpossHcbka mnporpama. [lpm 1HCTamsmii  3apakae
CUCTEMHHMI MOPT a0 MIHI-MOPT ApaiBep (HAMPUKIA,
atapl.sys) TaKMM UYWMHOM, IO HOro po3Mip HE
3MIHIOETBCS 1 JO3BOJISIE 3ABAHTAKUTH B  IaM'STh
JpaiiBep, PO3TAIIOBAaHHWA B OCTAHHIX CEKTOpax
YKOPCTKOTO JIMCKA Ha BIPTyalbHIi (aiiioBiii cuctemi.




JNOJATOKTI'. Peynbratn TecTyBaHHs Avast Antivirus

Hazga Bipycy Bepauxr | [Hoapobumi
AdWare. Virtumonde N 3aMIIWIIICS KITH0Y1 aBTO3AIyCKY B PEECTPI.
(Vundo)
Rustock (NewRest) ] JIETeKTy€e HasBHICTh , aj€ HIYOr0 HE MOXKE
3pOOUTH.
Sinowal (Mebroot) ] JIETeKTy€ HAsBHICTh, ajl¢ HIYOr0 HE MOXKE
3pOOUTH.
Email-Worm.Scano daiin BUAAICHUN, ajie TPU CTAPTi CUCTEMH 3HUKAE
(Areses) ) poOoumii CTI (HE BUIYUYEHHI KJIFOY aBTO3AMYCKY )
TDL (TDSS, HasBHICTB TpOsSIHA HE BUSIBJICHO.
Alureon, Tidserv) )
TDL2 (TDSS, Jletektye 010110TEKY. JIpaiiBep HE BUSIBICHUIA.
Alureon, Tidserv) )
Srizbi - HasiBHICTB TPOsSIHA HE BUSIBJICHO.
Rootkit. Podnuha JleTekTye O10110TEKY, ajieé HE MOKE 3 HEK HIYOTO
(Boaxxe) ) 3pobutn. JpaiiBep HE BUSBICHMUIA.
Rootkit.Pakes N 3aJIMIIMBCS KITHOY aBTO3aBAHTAXKCHHSI.
(synsenddrv)
Rootkit.Protector HasiBHICTB TPOsSIHA HE BUSIBIICHO.
(Cutwail, Pandex) )
Virus.Protector Busense 1 Bupanse iHdekTopa. 3apaxkeHuid
(Kobcka, Neprodoor) ) JpaiiBep HE BUSBICHUM.
Xorpix (Eterok) + 3aHIIMBCS KIH0Y aBTO3aBAHTAXKEHHSI.
Trojan-Spy.Zbot + 3aJIMIIMBCS KITHOY ABTO3aBAHTAXKEHHSI.
Win32/Glaze - ®aiin BunancHuid. [Iponas noctyn B [HTEpHET.
SubSys CHcTeMy HEMOMKIIMBO 3aBAHTAXKUTH.
(Trojan.Okuks) )
TDL3 (TDSS, JIETeKTy€e HAsBHICTb, ajl¢ HIYOTO HE MOXKE

Alureon, Tidserv)

3pOOUTH.




HNOJIATOK 1. Pesynbratu TectyBanHs Microsoft Defender

Hazga Bipycy Bepauxr | [Toapo6uii
AdWare. Virtumonde N N
(Vundo)
Rustock (NewRest) + +
Sinowal (Mebroot) ] Ilepe3aBaHTaXXEHHA CUCTEMU IPU 3aIYCKY
CKaHepa.
Email-Worm.Scano
+ +
(Areses)
TDL (TDSS, N N
Alureon, Tidserv)
TDL2 (TDSS, He no3BoJisie 3anyCTUTH BJaCHI KOMIIOHEHTH
Alureon, Tidserv) A y '
Srizbi + +
Rootkit.Podnuha
+ +
(Boaxxe)
Rootkit.Pakes
+ +
(synsenddrv)
Rootkit.Protector N N
(Cutwail, Pandex)
Virus.Protector
(Kobcka, + +
Neprodoor)
Xorpix (Eterok) + +
Trojan-Spy.Zbot + +
Win32/Glaze - ®atin Bunanenuid. [Iponas moctyn B [HTEpHET.
SubSys
, + +
(Trojan.Okuks)
TDL3 (TDSS,
+ +

Alureon, Tidserv)




JNOIATOK E. Pesynbratu TectyBanus | ESET NOD32

Hazga Bipycy Bepauxr | [ToapoGui
AdWare. Virtumonde N N
(Vundo)
Rustock (NewRest) - [Ticyis yCTaHOBKH MPOAYKT HE MPALIOE.
Sinowal (Mebroot) - [TocTiiiHO Maaae Mpolec aHTUBIPYyCa.
Email-Worm.Scano 3aBucae Ipyu BUSBJICHHI.
(Areses) )
TDL (TDSS, N N
Alureon, Tidserv)
TDL2 (TDSS, N N
Alureon, Tidserv)
Srizbi + +
Rootkit.Podnuha
+ +
(Boaxxe)
Rootkit.Pakes
+ +
(synsenddrv)
Rootkit.Protector N N
(Cutwail, Pandex)
Virus.Protector
(Kobcka, + +
Neprodoor)
Xorpix (Eterok) + +
Trojan-Spy.Zbot + +
Win32/Glaze + +
SubSys
(Trojan.Okuks) " i
TDL3 (TDSS, N N
Alureon, Tidserv)




JNOJJATOK K. Pe3ynbrary JlikyBaHHSI aKTUBHOTO 3apaKEHHSI PI3HUMHA

AHTUBIPYCHUMHU MPOIYKTAMHU

Ikimmse 113 Microsoft Avast Antivirus | ESET NOD32
Defender
AdWare. Virtumonde

+ + +

(Vundo)
Rustock (NewRest) + - -
Sinowal (Mebroot) - - -
Email-Worm.Scano (Areses) + - -
TDL (TDSS, Alureon, N ] N

Tidserv)
TDL2 (TDSS, Alureon, ] ] N

Tidserv)

Srizbi + - +
Rootkit.Podnuha (Boaxxe) + - +
Rootkit.Pakes (synsenddrv) + + +
Rootkit.Protector (Cutwalil, N ] N

Pandex)
Virus.Protector (Kobcka, N ] N

Neprodoor)

Xorpix (Eterok) + + +
Trojan-Spy.Zbot + + +
Win32/Glaze - - +
SubSys (Trojan.Okuks) + +
TDL3 (TDSS, Alureon, N ] N

Tidserv)

BuneixkyBano/Bcroro 13/16 4/16 13/16
AQHTHBIPYC YCHINIHO YCYHYB AKTHBHE 3apaKCHHS,
+ Npane3aTHICTh CUCTEMU

BIIHOBJIEHA (HE MOPYIIEHA).




JHOJIATOK I. TexniuHi xapakTepucTuku komyTtaropa ZXR10 2920-SI

InTepdeticu 16

dikcoBanuii onTHUHUH 1HTEpderic 24,

Yuciio po3iumproBaHuX ¢oTiB 1;

Tunu po3mmMproBaHMX IUIAT 2-MOPTOBA cyOmiara enekTpuuHoro inrepdeiicy GE2-
noproBa cyOmiara ontudHoro iHTepdeiicy (SFP) 1 moprt enektpuunoro i 1 mopr
ONTHUYHOIO 1HTEPPEHCY ;

Inrepgeiic SFP/ LC: 500 m;

€MHIcTh KoMyTanii 32 ['01T/ ¢;

[IIBuaKiCTh MepecusianHs nakeTiB 8.3 muH.nak. / C;

[TixrpumytoTecs ctek npoTokoniB IEEE 802.3;

[Tigrpumytrotecs STP, RSTP 1 MSTP;

[Tinrpumyetbes LACP;

[Tinrpumyetbest 802.1Q VLAN;

[Tigrpumyerbest SVLAN;,

[Tinrpumyetbest IGMP Snooping, IGMP Filter;

[TixTpuMyeThCs KEpOBaHaA OaraToaapecHa nepeaaya;

[Tixrpumyetbes QOS;

[TinTpumMyeThes ayTeHTH(IKaLS yepe3 cepBep Radius;

[Tinrpumyetbes Gunbrparis MAC-aapec;

[TixrpumyeThes npus'sa3ka MAC-aapec;

[TixTpuMyeThecsl OOMEXKEHHS HIMPOKOMOBHHMX, OaraToagpeCHUX 1 OAHOAAPECHUX
MAKETIB;

[TixTpuMy€eThCSI OOMEKEHHS IO IIBUAKOCTI MOPTY;

[TixrpumyeTbest pinpTpanis Ta 0OMEKEHHS MO MIBUAKOCTI MOTOKY HA 0a3l CEpBICHUX
noTokiB, P2P, Bineotpadik;

[TixTpUMy€TBCS HAKJIAEHHS HA IIBUAKOCTI KaHAITY,

[Tinrpumyetbest ZESR

[Tiarpumyetbes 3axuct LT 1 3axuct Big DDOS-atak;



[TixrpumyroTecs pyHKIii Oe3nekn 3 BUKOpUCTaHHsIM ACL;

InTepdeiic nokanpHOrO ynpaemainHs Koncons RS232;

[Tixrpumyetbes inTepdeiic CLI,

[TixTpuMyeThes nUCTaHIiiHE KepyBaHHs yepe3 Telnet;

[TixrpumyeTbest crangapTHui SNMP;

[Tigrpumyerbest ZXNMO1;

[Tigrpumyerbes ZGMP (CLI, GUI);

[Tixrpumyetbest SSHv2.0;

[TixTpuMy€eThCS TOKAIBHA T BIIAAJICHA ABTCHTH]IKALLIS;

Power consumption (max.) He 6uibiie 19 Bt He 6unbiie 20 Bt He 6uibiie 27 Bt He
oubie 27 BT ;

BuMoru 10 HaBKOJIMIIIHBEOIO CEPEAOBUILA,

PoGoua Temnieparypa Bina -5 o +45 © C;

Temneparypa 36epiranns Big -40 no +70 © C;

BignocHa Bonoricte npu 30epiranHi Big 5 10 95% 6e3 koHaeHcary |
Ceiicmocrtiiikicts Jlo 8 OaniB 3a mikanor Pixrepa;

Haniitnicte Cepenniii yac HanpanroBaHHs Ha BiAMOBY He MeHIe 50000 roauy;

Cepenniii yac BIAHOBIICHHS HE Outbiie 30 XB.



JIOJJATOK K. Ilepenik TOKYMEHTIB HA ONTHYHOMY HOCI1

1 TutynsHMit apkyui.doc
2 3aBaanHs.doc

3 Pegepar.doc

4 CnMCcOK YMOBHHMX CKOPOY€Hb.doC
5 3micr.doc

6 Beryn.doc

7 Pozain 1.doc

8 Pozpin 2.doc

9 Poznain 3.doc

10 BucHoBku.doc

11 Ilepenik nocunanb.doc
12 Noaatok A.doc

13 Donarok b.doc

14 Toaarok B.doc

15 Monarok I'.doc

16 Toaarok JI.doc

17 Nonatok E.doc

18 Honatok XK.doc

19 onarok I.doc

20 Honatok K.doc

21 Honatok Jl.doc

22 Honatox M.doc
[Tpe3enraris. pptx



JHOJJATOK JI. Biaryku KepiBHUKIB PO3/LIIB

Biaryk kepiBHMKA €KOHOMIYHOTO PO3ALTY:

KepiBauk po3aury

(1w xrmc) (iHiniajw, mpi3BUINC)



JOJJATOK M. BIZIT'YK
Ha KBami(ikaliifiHy poOdoTy OakanaBpa Ha TEMY:
BrockonanenHs cucreMu 3axucty Hdopmarii B iH(popMaLiiHo-
TEICKOMYHIKALIHHIA CUCTEM1 MEINYHOT YCTAaHOBU «CiM’sI»
[TaBnoBoi Banepii Onekcan apiBHU

[TosicHIOBaZIbHA 3amMCKa CKIIAJAETBCS 3 TUTYJIBHOTO apKylla, 3aBJaHHS,
pedepary, CIMCKYy YMOBHUX CKOPOYEHb, 3MICTY, BCTYNY, TPhOX PO3LIIB, BACHOBKIB,
NEPENiKy MOCWIAHb Ta JOAATKIB, PO3TAIOBAHMX HA _ CTOPIHKAX Ta MICTUTh
PUCYHKIB,  TaOmuup,  JOKEPENA Ta _ J0JaTKa.

Meta poGoTH: 3a AONOMOIOK MPOTPAMHHUX, aMapaTHUX 1 OpraHi3aliifHux
3aXOMIB TOMIMIIUTH 3aXHUINEHICTh 1H(POpPMALi B KOMITHOTEPHIA MEPEKI MEAMYHOT
yCcTaHOBH «CiM’s1» BiJl HECAHKI[IOHOBAHOTO JAOCTYITY.

VY pozaumt Ornsia KaHaaiB BUTOKY iH(oOpMarlii, BBy 3arpo3 Ha OlJl, ommc
OlJ] ommcaHi HaWNOWIMPEHIMI 3arpo3u O€3MEKHM Ta OCHOBHI MOJIOKCHHS 3aXUCTY
1H(opMauii BT HUX.

Y posminm AHami3 Ta BIOPOBADKEHHS 3ac00IB 3axucTy 1HQopMmamii A
BJIOCKOHAJICHHS CHCTEMHM 3aXHCTy OINKACAHA KOPOTKA XapaKTEPUCTUKA OO0 €KTY
1H(popMaLiiHOT AISUTBHOCTI MEAU4HOI ycTaHOBH «CiM’si», po3poOneHi il omwucaHi
METOIM MIABUILEHHS 3aXUCTy 1H(OpMaLLii Bl HECAHKIIIOHOBAHOTO TOCTYIY.

B ekOHOMIYHOMY pO3AiJli HABEJAECHI PO3PAXyHKH il OOIPyHTOBaHI BCl 3aXOJIU
IOJI0 BJOCKOHAJICHHS CHCTEMH 3axUCTy I1HQOpMalii B KOMITHOTEPHIA MeEpexi

MEANYHOT yCTaHOBH «CiM’ 5.

CryneHTka TOKa3ana JOCTaTHIA  pIBEHb  BOJIOAIHHS  TEOPETUYHUMU
NOJIO’KCHHSIMU 3 00paHOoi TEMHM, MOKA3aB 3JaTHICTh (POPMYBATH BIIACHY TOYKY 30pY
(TEOPETHYHY MO3ULIIO).

PoGota odopmieHa Ta HanmucaHa TPaMOTHOK MOBOK. MICTUTh HEOOX1THUI
UTFOCTPOBaHMi Matepiai. ABTOp a100pe 3Hae mpobiieMy, yMie€ GOPMYJTFOBATH HAYKOBI
Ta MPAKTUYHI 3aBJAHHS 1 3HAXOAUTh AICKBATHI 3aCO0M JUIsl iX BUPILICHHS.

B miymomy po0oTa 3a0BOJIBHSE YCIM BHMOraMm 1 MOXe OyTH JONYIIEHA 10
3aXMCTY, @ HOro aBTOp 3aCAYrOBYE HA OLIHKY « ».

KepiBauk



PEINEH3IA
Ha KBami(ikaliifiHy poOdoTy OakanaBpa Ha TEMY:
BrockonanenHs cucreMu 3axucty Hdopmarii B iH(popMaLiiHo-
TEICKOMYHIKALIHHIA CUCTEM1 MEINYHOT YCTAaHOBU «CiM’sI»
[TaBnoBoi Banepii Onekcan apiBHU

[TosicHIOBaJIbHA 3aMUCKA CKJIAJAETHCS 31 BCTYMY, TPHOX PO3JLTIB 1 BUCHOBKIB,
PO3TAIIOBAHWX HA _ CTOPIHKAX, TA MICTUTh __ PHUCYHKIB,  TaOnWIb,  JHKEPEI
1 JOJaTKIB.

Meta poGoTH: 3a AONOMOIOK MPOTPAMHHX, AlMApaTHUX 1 OpraHi3aliifHux
3aXO/IB TOJMIMIIMTH 3aXHAIIEHICTh 1H(POpPMAL] B KOMITIOTEPHIA MEPEXKI MEIUMYHOT
yCcTaHOBH «CiM’s1» BiJl HECAHKI[IOHOBAHOTO JAOCTYITY.

VY po3aim Ornsn UnisiXiB BUTOKY 1HQOpMariii, BBy 3arpo3 Ha OlJl, ommc
OlJ] ommcaHi HaWNOWIMPEHIMI 3arpo3u OE3MEKM Ta OCHOBHI MOJIOKCHHS 3aXUCTY
1H(opMauii BT HUX.

Y posminm AHami3 Ta BOPOBAKEHHS 3ac001B 3axucTy 1HGopMmamii A
BJIOCKOHAJICHHS CHCTEMHM 3aXHCTy OINKACAHA KpaTka XapaKTepUCTUKA 00 €KTy
1H(popManiiHOI AISUTBHOCTI MeauuHOi ycraHOBH «CiM’si», po3poOsieHi il omwmcaHi
METOIM MIABUILEHHS 3aXUCTy 1H(OpMaLlii Bl HECAHKIIIOHOBAHOTO TOCTYIY.

[TpakTyHe 3HAYeHHS POOOTH MOJIATAE B MIJBHINEHHI PiBHS 1H(pOpMAaLiiHOI
0e3neKn MEPEXKI NUTITXOM MPOrPaMHUX, allapaTHUX 1 OpraHi3aliiHuX 3aX0/1iB.

3MICT Ta CTPyKTypa poOOTH [O3BOJIIKOTH PO3KPUTH MOCTABIEHY TEMY
HOBHICTIO.

Pobota odopmieHa Ta HanmucaHa TPaMOTHOK MOBOK. MICTUTh HEOOXITHUN
UTFOCTPOBaHMi Matepian. ABTOp a100pe 3Hae mpobieMy, yMie (GOPMYJTFOBATH HAYKOBI
Ta MPAKTUYH1 3aBJAHHS 1 3HAXOAUTh AICKBATHI 3aCO0M [UIsl X BUPILICHHS.

B mimtomy poGoTa BMKOHAHA V BIAMNOBIIHOCTI IO BAMOTL, K1 IIPEX SIBISIOTHCSI
y y > p

29

1o kBamidikaniitHoi podotn GakanaBpa 1 3aCIyroBy€ OLIHKH

Penenzent






