
 
 
 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 
 

  

 

 

 

 
 

  

   

     

 

   

 

   

     

     

     

    
 

 

 



 
 

 
 

 

 

 

 

 

 

 

 

  

 

 

 
 

 

 

 

 

 

 

 

 

 
 

  

  

 
 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 



 
 

 

 

 

 



 
 

 

 

 

 

 



 
 

 

 



 
 

 

 

 



 
 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 



 
 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

  

  

   

  

   

  

  

   

  

   

  

  

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

       

  
 

           

  
          

 

 

 

 

 

                               

 

   
   

    
 

       

      
         



 
 

 

 

 

   
 

    
 

   

      
          

 

    
 

    
 

   

      
          

 

     
     

   
 

       

     
           

 

   
 

    
 

 

  
      

   

      
 

   

  
               

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

              
       

  
 

         

  
 

 

 

 

 

 

 

 

                   
          

    
 

          

    
       

  

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

  

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

   
                                         

   
           



 
 

   
                 

   
           

  
       

    
                   

 

                                    

                        

 

                                        

 

 

     
 

 
 

         

        
      

 

 

 

   
 

 
 

 

    
 

 

    
      

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

https://securelist.ru/ddos-attacks-in-q2-2020/97701/
https://securelist.ru/ddos-attacks-in-q2-2020/97701/
https://securelist.ru/ddos-report-q1-2019/93890/
https://securelist.ru/ddos-report-q1-2019/93890/
https://cyber-security-group.cs.tau.ac.il/
https://www.pandasecurity.com/en/mediacenter/business/mirai-botnet-exploits-new-vulnerability/
https://www.pandasecurity.com/en/mediacenter/business/mirai-botnet-exploits-new-vulnerability/
https://www.trendmicro.com/en_us/research/20/g/new-mirai-variant-expands-arsenal-exploits-cve-2020-10173.html
https://www.trendmicro.com/en_us/research/20/g/new-mirai-variant-expands-arsenal-exploits-cve-2020-10173.html
https://www.netscout.com/blog/asert/lucifers-spawn


 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.zdnet.com/article/rangeamp-attacks-can-take-down-websites-and-cdn-servers/
https://www.zdnet.com/article/rangeamp-attacks-can-take-down-websites-and-cdn-servers/
https://www.zdnet.com/article/macos-systems-abused-in-ddos-attacks/
https://www.zdnet.com/article/macos-systems-abused-in-ddos-attacks/
https://www.bleepingcomputer.com/news/security/linux-webmin-servers-being-attacked-by-new-p2p-roboto-botnet/
https://www.bleepingcomputer.com/news/security/linux-webmin-servers-being-attacked-by-new-p2p-roboto-botnet/
https://www.bleepingcomputer.com/news/security/new-mozi-p2p-botnet-takes-over-netgear-d-link-huawei-routers/
https://www.bleepingcomputer.com/news/security/new-mozi-p2p-botnet-takes-over-netgear-d-link-huawei-routers/
https://www.zdnet.com/article/this-aggressive-iot-malware-is-forcing-wi-fi-routers-to-join-its-botnet-army/
https://www.zdnet.com/article/this-aggressive-iot-malware-is-forcing-wi-fi-routers-to-join-its-botnet-army/
https://www.cloudflare.com/learning/ddos/dns-amplification-ddos-attack/
https://www.cloudflare.com/learning/ddos/dns-amplification-ddos-attack/
https://www.imperva.com/learn/ddos/http-flood/
https://www.cloudflare.com/learning/ddos/syn-flood-ddos-attack/
https://www.cloudflare.com/learning/ddos/syn-flood-ddos-attack/
https://habr.com/ru/post/129181/
https://www.securitylab.ru/analytics/216251.php
https://timeweb.com/ru/community/articles/sposoby-zashchity-ot-ddos-ataki-1
http://www.panasenko.ru/Articles/12/12.html
https://www.anti-malware.ru/analytics/Technology_Analysis/Choosing-anti-ddos-technology
https://www.anti-malware.ru/analytics/Technology_Analysis/Choosing-anti-ddos-technology


 
 

 

 

 

 

  

  

  

  

 

  

  

  

  

  

  

  

  

 

 

 

 

 

 

 

 



 
 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

 

 

 

 

 


