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PE®EPAT

[ToscHroBabHa 3anucka: 60 c., 8 puc., 2 Tadn., 4 nogatku, 22 jpKepena.

O06’ext mocmkeHHs: [HpopMaIiHO-TENEKOMYHIKALIHI CUCTEMHA KOMEPLIHHUX
H1ANPEMCTB.

Mera pobGotu: CTBOpeHHs MeTOAMKM 3axucty Big DOSarak, ska
BUKOPHCTOBYBAJIA JUIs AHAII3y HEHPOMEPEKY.

Metoan  po3pOOKU:CIOCTEPEKEHHS, TMOPIBHSHHS, aHali3, ONUC, MOIYK,
ajanTaris.

Y nepumiomy poszaial Oysio mnpoaHamizoBaHo ctaH Ha 2019 - 2020 poku 3
DOSarakamu, MmeToamu 1MX arak, BUAU OOTIB. Byso mpoBeAcHO aHalli3 3HAMACHUX
BpA3JIMBOCTEHN, Ta 3acO0M iX HEHTpai3yBaTH.

VY cnoewianbHid 4acTMHI OyB TPOBEACHWM aHAm3 MEPEXK KOMEPUIHHUX
OIANPUEMCTB, iX OCHOBHI THUNH, MEPEBArW Ta HEAONIKH, OyB MPOBEACHHN aHami3
HalOUbI monyaspHux DOS artak, a Takok aHajIl3 CydyacHHMX 3aco01B 3axucty. byna
CTBOPEHA HeWpoMepeska Juisl aHajmizy Tpadika, Ta METOIMKA.

Y eKOHOMIYHIi YacTWHI OyJHM PO3PaxOBaHI BUTPATH HA BIPOBAKEHHS JAHOT
METOJMKHA HA MiANPUEMCTBO, PO3POOKY Ta BIPOBAIKEHHS HEHPOMEPEXKI, PO3PaxOBaHi
MOTOYHI BUTPATH Ha OOCIYroByBaHHS cuUCTeMH, OIIHEHO MOXKJIMBHA 30UTOK BIJ
DOSaraku, 3arajibHuii €eKT BiJ BIPOBAIKEHHS CHCTEMH 1H(POpPMALIHOI Oe3neKu,
OylM BH3HAYEHI Ta MPOAHAII30BAHI MOKA3HUKA E€KOHOMIYHOI €()EKTHMBHOCTI CHUCTEMH
1H(pOpMaLIiHOT OE3MEKH.

[TpakTiuHe 3Ha4YeHHs POOOTH MOJIATaE y 3MEHINEH1 Yacy pearyBaHHs Ha DOS
aTaKy.

HaykxoBa HOBU3HA poOOTH MOJSATAE Y CTBOPEHI HEHPOMEPEXKI AJIS MIBUAKICHOTO
aHamizy Tpadiky.

HEMPOMEPEXA, METOJIUKA 3AXWUTCY BIJ] DOS ATAK, BUJIU BOTIB,
BUJIN ATAK.
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Explanatory note: 60 pp., 8 figs., 2 tables., 4 appendices, 22 source.

Object of research: Information and telecommunication systems of commercial
enterprises

Purpose: To create a method of protection against DOS attacks, which was used
to analyze the neural network.

Development methods: observation, comparison, analysis, description, search,
adaptation.

The first section analyzed the situation for 2019 - 2020 with DOS attacks,
methods of these attacks, types of bots. The found vulnerabilities were analyzed and the
means to neutralize them.

In the special part the analysis of networks of the commercial enterprises, their
basic types, advantages and lacks, the analysis of the most popular DOS attacks, and
also the analysis of modern means of protection was carried out. A neural network for
traffic analysis and methodology was created.

In the economic part, the costs for the implementation of this technique were
calculated for the enterprise, development and implementation of the neural network,
calculated current costs for system maintenance, estimated possible damage from DOS
attack, the overall effect of the information security system, identified and analyzed .

The practical value of the work 1s to reduce the response time to a DOS attack.

The scientific novelty of the work lies in the creation of neural networks for high-
speed traffic analysis.

NEURAL NETWORK, METHOD OF PROTECTION AGAINST DOS
ATTACKS, TYPES OF BOTS, TYPES OF ATTACKS.



PE®EPT

[TosscauTenbhas 3anucka: 60 c., 8 puc., 4 npunoKeHUs, 22 UCTOYHUKA

O0bekT  uccaeaoBanus:  MHPOpMamoOHO-TEIEKOMYHUKALIOHBIE ~ CUCTEMBI
KOMEPYECKUX MPEITPUATHH.

Ilens pabGotel: Cozmanue MeToAWKM 3amuThl oTr DOS arak, Kotopas
WCIOJIb30Basa JUIsl aHAIu3a HEUPOCETS.

Mertoapl pa3paOOTKW: HAONIOJCHUE, CPAaBHCHHWE, aHAJIM3, OMHCAHKME, TOUCK,
aJanTanusl.

B nepBoM pazaene Obuio mpoaHaau3upoBaHo coctosiHue Ha 2019 - 2020 roawl ¢
DOS arakamu, MeTogamMu 3THX arak, BUAbl OOTOB. BbUT MPOBEACH aHANIN3 HalIEHHBIX
VA3BUMOCTEN, M CPEACTBA IS MX HEUTPAIA3ALIAH.

B cneumaneHOW wactTM  ObUT TOPOBEAEH AaHAIM3 CETEH  KOMMEPUYECKHX
NPEANPUATANA, WX OCHOBHBIC THIIbI, MPEUMYIICCTBA M HEAOCTATKH, ObLI MPOBEIAECH
aHam3 HamOonee monyisipHbix DOS arak, a Takke aHalM3 COBPEMECHHBIX CPEJICTB
3ammMThL. bbula co3aaHa HERPOCETh IS aHATM3a TPaPHUKa, U METOAMKA.

B »skoHOMMYeCKO# YacTu OBLIM pPacCUMTaHbl 3aTparThl HA BHEIPEHUE JAHHOM
METOJMKMA Ha MNPEAnpUsiTHE, Pa3padOTKy W BHEAPEHUE HEUPOCETH, PACCUMTAHHBIC
TEKYLIUE PACXOJbl HA OOCITYKUBAHKUE CUCTEMBI, OIIEHEHO BO3MOKHBIN yiepo or DOS
ataku, oOmuid 3PpQPEKT OT BHEAPEHUS CUCTEMbI HHPOPMAIMOHHOM 0€301MacHOCTH, ObLTH
ONMPENENCHBl W MPOAHAIM3UPOBAHBI TOKA3aTEeIM AKOHOMUYECKOU 3(P(PEKTUBHOCTH
CUCTEMBI HH(POPMAIIMOHHOUN 0€30MaACHOCTH.

[IpakTueckoe 3HAUY€HHE PabOThl COCTOMT B  YMCHBIICHUM  BPEMEHHU
pearupoBanus Ha DOS araky.

Hay4yHas HoBM3HA pa0OTHI 3aKII0YAETCS B CO3JaHUN HEWPOCETH AJIsI CKOPOCTHOTO
aHanu3sa Tpaduka.

Heiipocetn, Metomuka 3AXUTCY OT DOS ATAK, BUJIbI Gotoe, BHUJIbI
ATAK.



CITMCOK YMOBHHMX CKOPOUEHb

1.DOS—po3noaineHa aTaka Ha BiIMOBY B OOCITyTOBYBaHH1
211K — nepcoHanbHUi KOMI KOTEP

3.DNS — cucrema A10JaTKOBUX IMEH

4 UDP — npoTokoyiaararpaM KOpucyBada

5.IP — 1neHTH(IKATOP MEPEKEBOTO PIBHS

6.VPN- BipTyanbHa MpuBaTHA MEPEKa

7.WAF — da>pBos BeO 101aTKiB

8.CDN — reorpa(iuHo po3nofijicHa Mepexka

9. ACL — cnucok ynpaBlliHHS JOCTYTIOM.

10.113 — mporpamHe 3a0€3MeUEHHS.
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3.2.3 BapricTh Ha 3aKyMIBIIO JILEH3IHHOTO OCHOBHOTO Ta AOAATKOBOIO MPOTPAMHOIO

3a0€e3MeUeHHSI.

Microsoftwindows 10 professional — 6 983 rpu
Microsoftsever — 25216 rpu
NagiosLogServer — 111860 rpu

K3m3 = 144059 rpu

324 Butpatu Ha 1HTErpamiro cucreMu Oesneku Big DOS y Bke ICHYHOUy

KOPIOPaTUBHY CUCTEMY:

PoGoTta mpoBOIMTHECS MPALIBHUKOM CaMOro MiANpUEMCTBA 3 OknaaoMm B 15000 rpH B
Micsb. [TpamiBHUK 3aTpaTuTh Ha IHTErpanio o0naaHaHHs 2 poboul aH1. Takum YuHOM

BUTPATHU HA THTETPALlIIO CKIAAYTh:

15000 * 2 N 1500 % 2 * 0,22
22 22

= 1664 rpH

Ku = 1664 rpu
3.2.5. Po3paxyHOK BUTPAT HA CTBOPEHHS HEHPOMEPEXKI

3.2.5.1 Bu3HAUYCHHS TPYAOMICTKOCTI pPO3pOOKM Ta ONPALIOBAaHHS MPOTPAMHOIO

MPOJYKTY.

t=tr3-Hte+tattoptHtonp+tn

YMOBHA KUIBKICTh OMEPATOPIB Y Mporpami:
Q=q*xc+x(1+p)=222%1,25%1,006 =279

TpuUBaTICTE BUBYEHHS TEXHIYHOTO 3aBAAHHs, 3 YpaxyBaHHSAM YTOYHEHHd T3 Ta

KBaiQikallii nporpamMicra.

QB 279x1,2
= = = 6 roJJUH

BB ek 75708
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ne B — xoedinieHT 30UIBIIEHHS TPUBAIOCTI €Taly BHACIIOK HEAOCTATHHOIO OMUCY

3aBgaHHs, B=1,2...1,5

k — koe(imieHT, WO BpaxoBy€e KBaTi(IiKALi0 MPOrpaMicTa 1 BH3HAYAETHCS CTaXKEM

pobotu 3a paxom k = 0,8.

TpuBamcTh po3po0OKK OJIOK-CXEMH aITOPUTMY:

. Qe 279 _ 17
1T 20k 20%08 A%
TpuBanicTh CKJIaJaHHs MPorpamMmu 3a OJIOK CXEMOIO:
N 279 17
"P=o0%k 2008 /oA
TpuBasmcTe onpaintoBadHs nporpamu Ha [1K:
1,5xQ 1,5%279
tonp = = = 105 roauH

5xk 5x0,8
TpuBaTICTE MIATOTOBKH TEXHIYHOT TOKyMeHTawli Ha [13:

279 279
th= 50,75 =

20xk 20 20 % 0,8 + 20 * 0;75 = 28 roanuH

TpyaomicTKICTh pO3pOOKH Ta ONMPALOBAHHS TPOrPAMHOTO MPOAYKTY:
t=10+6+17+17+105+28=183 roaunu
3.2.5.2 Po3paxyHOK BUTPAT HA CTBOPEHHS MPOTPAMHOTO TPOIYKTY:

Butpatn Ha CTBOpEeHHs mporpamHOro mnpoaykty K3 ckimagaroTeCs 3 BUTpAT Ha
3apo0ITHY IIaTy BUKOHABLS MPOTrPaMHOrO 3a0e3MeyeHHs 331 Ta BapTOCTI BUTPAT

MalIUHHOrO Yacy, 0 HEOOX1AHWH A1 onpaltoBaHHs mporpamu Ha [1K 3mu.
Knz=33n0+3M4

3apobiTHa mpals BUKOHABLS BPAaxOBYE€ OCHOBHY Ta JOJATKOBY 3apoOiTHY Mjary, a

TaKO3K BIJIpaxXyBaHHs HA COI1aJIbHI MOTPEOM Ta BUBHAYAETHCS 3a (POPMOJIYIO:

33n=t*3np, rpH,
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Ji€ t— 3arajbHa TpUBANICTh CTBOpeHHS [13 roauH,

3n0p — CpeAHBOrOIMHHA 3apO0ITHA TJIaTa MPOrpaMicTa 3 HapaXyBaHHIMU TPH/TOUHY. Y

2020 poui cepenHs 3apoOiTHA MIara mporpaMicra ckiana 366 rpH/rom.
330 = 183*366 = 66978 rpH

Bapricte mMammHHOrO uacy s HajaromkeHHss nporpamu Ha [IK Bu3HawaeTbes 3a

dbopMonyo:
3mu=tonp*Cmu*ta, rpH,
Jie tonp — TPYAOMICTKICTh HAJIArOPKEHHS HajiarokeHHs mporpaMu Ha [1K, roaus,
tIl — TPy AOMICTKICTh MIArOTOBKK AoKyMeHTarlii Ha [1K, roauH,
Cmu — Bapricth 1 roguau mammHoro vacy 1K, rpa/rog.

CM4 po3paxoBYETHCS 3a GOPMYJIOHO:

®d3as *x Ha N Kinmns * Hans
Fp Fp

Cmy = P x tHan * Ce +

ne P — BctanoBnena notyxHicte [1K, kBt
Ce — Tapu( Ha EIEKTPUYHY €HEPTIIO
®d3ain - 3anuikosa BapTicTh [IK Ha moTOUHMIA pik
Ha — piuna Hopma amopru3zanii [TK
Hamns — piuHa Hopma amopTur3allii Ha JIIIEH31HHE TPorpaMHe 3a0€3MEeUEHHS
Kz — BapTicTh JIEH31MHOT0 MPOrpaMHOTo 3a0€3MEUYCHHS

Fp — piunnii ponn podoyoro vacy 1920

C 0,412 % 279 x 2,74 + 20000 » 0,15 + 82745+ 0.2 317,1
== %k %k ==
ME=0 ’ 1920 1920 ’

3m=105%317.1+28 = 33295.5 rpu

K3 = 66978+33295,5= 100273,5 rpH
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TakuM YMHOM KamiTadbHI BHTPAaTH HAa MPOCKTYBAHHS Ta BIPOBAKCHHS

HpOGKTHOi MCTOAHMKH CKJIagac:

K =30000+63 480+144059+1664+100273,5 = 339476,5 rpu

3.3 Po3paxyHOK NOTOYHMX(EKCILTyaTallliiHAX ) 3aTParT:

3.3.1 Baprictb BiiHOBJICHHS i MoaepHi3auii cuctemu(CB),

Cs = 20000 rpn/pik

3.3.2 Butparu Ha KepyBaHHS CUCTEMH B HUTOMY(CK)

333

Butpat BHKIWMKaHI AaKTUBHICTHO KOPUCTYBA4ylB CHCTEMH 1HQOPMALIHHOI

0e3nexun(Cak)

[lin «BUTpaTaMM Ha KEPYBaHHs CHCTEMOIO» MAKThCS HA yBa3l BUTPATH, MOB’ s3aHl 3

KCPYBaHHSIM Ta aJMiHICTPYBaHHSIM CEPBEPIB Ta IHUIMX KOMIIOHEHTIB cucTeMH. [lo wmiei

CTaTTI BUTPAT BIIHOCSITH HACTYIIHI BUTPATH:

HapuaHHst aiMiHICTPAaTHBHOTO NEPCOHANTY Ta KIHIIEBUX KOPHCTYBAYEH
CH = 20000

AMOpTH3alliiiHI BiApaxyBaHHs BiJl BAPTOCTI 0OnagHaHHs Ta [13.
31130,85

3apo0iTHA mi1ata 00CIYyrOBYKOHYOr0 NEPCOHATY.

C3 = 144000+12960 = 156960 rpu

Aytcopunr CO=0

HapuanbeHi kypcu Ta ceptudikariss 00CIyroBy040ro NePCoOHaNy

TexHiuHE i1 aAMIHICTPATUBHE aAMIHICTPYBAHHS Ta CEPBIC

Crok = 6789,53

Butparu Ha €1eKTPOEHEPTIIO.

Ce=1,236%*2112%2,74=7152,58 rpu

Cx= 20000+31130+156960+0+6789,53+7152,58+34531,2=256663,31

Cax = 390000 rpn
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[ToTouHi(eKkcruTyaTaiiifHi) BATPaTH:
C =256663,31+390000+20000=666663,31
3.4 Ouinka MOXJIHBOTO 30uTKy BIADOS araku:
tI — yac mpocTorO By3ja a00 CErMEHTY KOPIIOPATUBHOT MEPEXKI
tB — Yac BIJHOBJICHHS MICJIS aTaKW NEPCOHAIIOM, IO 00CITYTrOBY€E KOPIIOPATUBHY MEPEXKY
30 — 3apo0iTHa maTa 00CIyroByrOYOro MepcoHary

3¢ — 3apo0iTHA MIaTa CniBpOOITHUKIB aTaKOBAHOTO BY3Jia a00 CErMEHTA KOPHOPATHUBHOT

MEPEKI
Yo — UucenbHICTh 00CTYTrOBYKYOro MEpCoHaNy

Yc — UncenpHICTh CMIBPOOITHUKIB aTAKOBAHOTO By371a a00 CErMEHTY KOPIMOPATUBHOI

MEPEKI

O — o0csr npoaaxiB aTAKOBAHOTO By371a a00 CErMEHTY KOPIIOPATUBHOI MEPEXKI HA PIK
[ — yncno aTakoBaHMX BY3/11B @00 CErMEHTIB KOPIMOPATHBHOI MEPEKI HA PIK

N — cepeHe 4MC0 aTak Ha PiK

VYhyuieHa BUroja Bil MPOCTOK aTaKOBAHOTO By3jia ad0 CErMeHTa KOPIOPAaTUBHOT

MEPEKI CTAHOBUTD:
U=TIo+18+V

ae Iln — omyadyBaHi BTpatd poOOYOTo 4acy Ta MPOCTOi CHIBPOOITHUKIB aTaKOBAHOTO

By3J1a 200 CErMEHTa KOPMOPAaTHBHOI MEPEXI.

[IB — BapTiCTh BIAHOBIECHHS MPALE3JATHOCTI By3Jla ad0 CErMEHTa KOPIMOPATUBHOI

MEPEXKI.
V — BTparty BiJi 3HKECHHS 00CATY MPOJIAXK

15000 4+ 15000 4+ 15000 4+ 12000 + 24000 + 15000 + 15000
[ln = 176 x 8 = 5045,45
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20000 + 15000 + 15000
[IB = 176 *4 =1136,36

~ 5000000

Sogg— * (814 +10) = 52884,61

U = 5045,45 + 1136,36 + 52884,61 = 59066,42
B =5%10+59066,42 = 2953321
3.5 3aranbHuii eQeKT Bl BOPOBALKEHHS CUCTEMH 1HPOPMALIITHOT Oe3NEKH.
E=B*R—C=2953321% 0,3 —666663,31 = 219332,99

3.6 BuzHaueHHS Ta aHajl3 TMOKA3HUKIB €KOHOMIYHOI €(EKTUBHOCTI CHCTEMH

1H(pOpMaLIHHOT OE3MEKH.
3.6.1 KoedinieHT MOBEPHEHHS IHBECTULIH, Y cepl iHPOopMaLiitHOT Oe3NEKH.

E 21933299

ROSI = K~ 3394765 0,65
ROSI>(8,58-4,1)1100
ROSI>0,0448
3.6.2 TepMiH OKYMHOCTI MiAMPHUEMCTBA:

To K - = 1,54

~E ROSI 0.65
TakuMm YMHOM NPOEKT OKyNmuTh cede 3a 1,54 poku.
3.7 BUCHOBKH:

KamitaneHi 1HBECTHIT OKyNArOThCs AOCUTH IIBHIKO BXKE 3a MIBTOPA POKH, AOCUTH
BEJIMKI €KCITyaTaliifiHl BUTpaTH MEHIII HIK 30MTOK Bi MokimBuX DOSarak. OnHuM 13
HaHOUIBIINX €KCIUTyaTalliHAX BUTPAT € 3apo0iTHA MjiaTa 0OCIyTrOBYHOUOI0 MEPCOHAITY.

Bubip NagiosLogServer oOyMmoBneHuii ii  (QyHKUIOHANIOM, HaAAIMHICTIO Ta



64

YHIBEPCATBHICTIO MOPIBHAHO 3 KOHKypeHTamu. OKpIM TOrO JILEH31S Wi€i Mmporpamu

KynyeTbes 1 pa3 1 B Haaasl He noTpedye OHOBJIEHHSI KOYKHUH PIK.
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