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PE®EPAT

[ToscHroBanbHa 3anucka: 70 c., 9 puc., 14 Tabn., 4 noaarkis, 21 mxepen.

OO0’ €KT JOCTIKEHB. CUCTEMA BUSBJICHHS MOPYIIEHb KoprnoparuBHoi [TC.

Mera aunaoMHOi POOOTH: JOCHIIPKEHHST CHUCTEMHU BHUSBICHHS TOPYIIEHB
koprnoparuBHOi [TC Ha MOXKITUBICTE PO3MI3HAHHS (PAKTIB KOMI FOTEPHOTO CA0OTAXKY.

[TpeaMeTomM NOCHIKEHD € PO3MI3HAHHS KOMIT FOTEPHOrO Ca00TaXy, IHTETPYOUr
CUCTEMY BUSIBJIEHHS MOPYLICHb PA30M 13 CUCTEMOIO BiJIEOCTIOCTEPEIKEHHS.

B nepmwomy po3auti Oyiao oOrpyHTOBAHO aKTYalbHICTh MPOOJEMH CBOEYACHOTO
BUSBJICHHS MOPYIICHb 1 BU3HAYCHO IOLUIBHICTE BUKOPUCTAHHS CHUCTEMH BHSIBICHHS
nopyuieHb. OXapakTepU30BaHO HEAOIKM CUCTEMU BHSIBJICHHS MOPYLIEHb B KOHTEKCTI
po3Mmi3HaHHs  (PAKTIB  KOMIT IOTEPHOrO caboTtaxy. I[IpoanamizoBaHO HOPMAaTHBHI
JOKYMEHTH B cdepi BuUsBICHHS cabotaxy. CdopMoBaHO 3anadvi, sKi HEOOXITHO
BUPILINATH B XO1 BAKOHAHHS POOOTH.

B npyromy posmimi Oynao AOBEIEHO HEOOXIAHICTH BIPOBAKEHHS CHCTEMHU
BUSBJICHHS MOPYIICHb JJI pO3Mi3HABaHHs (DAKTIB KOMI FOTEPHOTO CaboTaxy, 0OpaHo
(YHKIIOHATBHUI  MpOoQuIb  3aXUIICHOCTI Ta  po3poOJEHO  MOAETL  3arpos.
[TpoaHanizoBaHO 1 MOPIBHSHO MNPOTpaMHi PIMIEHHS CUCTEMH BHUSBJICHHS MOPYLICHb,
3aMpoOMOHOBAHO METOJA peami3amli Takoi CHCTEMM 3 YpaxXyBaHHSIM BHCYHYTHX
TH)KCHEPHUX 1 OpraHizalifHuX 3axoiB. 3ampPONOHOBAHWI METOI pealmizauii CHCTEMHU
BUSBJICHHS MOPYLIEHHS OyJIO PEeai30BaHO HA MTPAKTHILI.

B TpeThoMy po3auii MpOBEACHO PO3PAXyHOK BUTPAT HA PO3POOKY, BIPOBAIKEHHS
Ta EKCIUTYaTAaLl0 3aPOMOHOBAHOTO METOY, BABHAYEHO TEPMIH OKYITHOCTI IHBECTHUIIH.

HaykoBa HOBH3Ha mossirae B 00 €JHAHHI O3HAK ca00Ta)Ky B CUCTEMI BUSBIICHHS

NOPYILIEHB Ta CUCTEMI BIAEOCIIOCTEPEKEHHS BecepearHi kopnopatuBHoi [TC.

CUCTEMA BHABJIEHHA ITOPYIIEHD, ITOPYIIEHHA, MOJEJIb 3AI'PO3,
[TPODJIb SAXUIIEHOCTI, [HO®OPMAIIMHO-TEJIEKOMYHIKALIIMHA
CUCTEMA, KOMIT'FOTEPHUM CABOTAXK.



PE®EPAT

[ToscuurensHas 3anucka: 70 ¢., 9 puc., 14 tad., 4 npusioskeHuid, 21 KICTOYHUKOB.

OOBEKT UCCIECOOBAHUIA: CcUCTEMAa OOHAPY)KCHHS HApPYyLICHWH KOPHOpPaTHUBHOM
HUTC.

Lens aummoMHONW pabOTHI: MCCIECAOBAHUE CHUCTEMBI OOHAPY>KCHHsI HApPYLICHUH
koprnoparuBHoii MTC Ha BO3MOXKHOCTH pacrno3HaBaHHWs (PAKTOB KOMIIBEOTEPHOTO
caboTaxka.

[TpeaMeTom ucciienoBaHuid SABIASETCS PACIO3HABAHUE KOMITBIOTEPHOTO cad0Taxka,
UHTETPUPYS CUCTEMY OOHAPY>KEHUS HAPYLICHHIA ¢ CUCTEMON BUACOHAOIIOICHUSI.

B nepeom pazmene o00OCHOBaHA AaKTYalbHOCTb NPOOJIEMBI CBOECBPEMEHHOTO
OOHapy>KCHHsI HAPYIIEHUI W ONpEaesieHa LENeco00pa3HOCTh UCMOIb30BAHUS CUCTEMBI
oOHapy>keHHsI HapylieHud. OXxapakTepu30BaHO HEJOCTATKH CUCTEMBI OOHAPY>KECHUS
HApylLICHHA B CIEKTPE Ppacrno3HaBaHusi (PAKTOB KOMIIBIOTEPHOIO  caboTaxa.
[TpoaHanu3upoBaHbl HOPMATHUBHBIE JOKYMEHTHI B c(epe oOHapykeHus cadoTaxa.
CdopmupoBaHbl 331a41, KOTOPbIE HEOOXOIUMO PEIIUTh B XOJI€ BHINOJIHCHUS PaOOTHI.

Bo Bropom pazmene Obula O0Ka3aHa HEOOXOAUMOCTH BHEIPECHHUS CHUCTEMBI
OOHapy>KCHHsI HApYLICHWW Ui Paclo3HaBaHWs (PAKTOB KOMIBIOTEPHOrO caboTaxa,
BbIOpaH (PYHKIMOHAIBHBIA MPOQUIb 3AUIMIICHHOCTH W pa3padoTaHa MOJENb Yrpo3.
[TpoaHanu3upoBaHbl M CPABHEHBI NPOrPAMMHBIC PELICHHS CHCTEMbI OOHAPYKCHHS
HApYLICHUN, TPEUIONKEH METOJ PEATM3ALMKN TAKOW CHUCTEMBI C YYETOM BBIJBHHYTHIX
WHKCHEPHBIX M OPTaHU3ALMOHHBIX MeponpusaTuil. [IpeiokeHHbI METO peann3alu
CUCTEMBI OOHAPY>KEHU s HAPYLIECHUS ObLIT PEaTM30BaH Ha MPAKTUKE.

B Tpetbem pazgene mpoBeAeH pacueT 3arpar Ha pa3paboTKy, BHEAPEHUE H
AKCITYaTalUIo MPEIOKEHHOTO METOIA, ONPEIEIECH CPOK OKYNAaeMOCTH MHBECTHULIMIA.

Hay4yHas HOBM3HA 3aKT04aeTCs B 00ObCAMHEHUH MPU3HAKOB cab0Ta)ka B CUCTEME

OOHapy>KCHHsI HApYIICHUHA W CHCTEME BHJACOHAONIOJEHUS BHYTPU KOPHOPATHBHOM

HUTC.
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CUCTEMA OBHAPY)XXEHHWS HAPVIIEHUN, HAPYIIIEHUE, MOJIEJIb

YI'PO3, [TPODUJIb SAIMIEHHOCTH, NHOOPMAILIMOHHO-
TEJEKOMMYHUKAITMOHHASI CUCTEMA, KOMIThIOTEPHBIN CABOTAX.
ABSTRACT

Explanatory note: 70 p., 9 fig., 14 tab., 4 applications, 21 sources.

Object of research: breach detection system of the corporate information and
telecommunications system.

Purpose of degree work: investigation of the breach detection system of the
corporate information and telecommunications system for the possibility of recognizing
the facts of computer sabotage.

The subject of research is the recognition of computer sabotage by integrating the
breach detection system with the video surveillance system.

In the first section, the urgency of the problem of early detection of breaches was
substantiated and the feasibility of using a breach detection system was determined. The
disadvantages of breach detection system in the spectrum of recognition of facts of
computer sabotage was characterized. The regulatory documents in the field of
detection of sabotage was analyzed. The tasks that need to be solved in the course of the
work are formed.

In the second section, the necessity of introducing a breach detection system to
recognize the facts of computer sabotage was proved, a functional security profile was
selected and a threat model was developed. The software solutions of the breach
detection system are analyzed and compared, a method for implementing such a system
1s proposed, taking into account the proposed engineering and organizational measures.
The proposed method for implementing of the breach detection system was
implemented in practice.

In the third section, the costs of developing, implementing and operating the
proposed method were calculated and ROSI has been determined.

The scientific novelty consists in the combination of signs of sabotage in the

violation detection system and the video surveillance system within the corporate ITS.



BREACH DETECTION SYSTEM, BREACH, THREAT MODEL, SECURITY
PROFILE, INFORMATION AND TELECOMMUNICATION  SYSTEM,
COMPUTER SABOTAGE.

CITMCOK YMOBHHMX CKOPOUEHb

APT — advanced persistent threat;

BDS — breach detection system;

IDS — intrusion detection system;

IPS — intrusion prevention system,;

NGFW — next-generation firewall;

SIEM - security information and event management;
SPAN — port mirroring;

TAP — test access point;

WAN — Wide Area Network;

APM — aBTOMaTu3oBaHe poO0OYe MICIIE;

EOM - enekTpoHHO-00UYMCITIOBAJIbHA MAIIMHA,

Ib — indopmaniiina 6e3neka;

[30/]] — iH(opmartis 3 0OMEKEHUM JAOCTYIIOM;

ITC — indpopmaniiiHO-TENEKOMYHIKAI[liTHA CHCTEMA,
[13 — nporpamue 3a0€3NEYCHHS;

CBII — cucreMa BUSIBJICHHS TOPYLICHB;

C3I — cny>x0a 3axucty iH(popMmallii,
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BCTVII

CydacHi MiIOpPUEMCTBA BHKOPUCTOBYKOTH OCTaHHI TPEHAM B PO3B’sA3yBaHHI
BlIacHUX Oi3Hec-3a4a4u 3aid AocsaraHHs wineil. Humwm Bxe cranu iH(opMaiiiini
TEXHOJOT11, aBTOMaTh3awis 00poOKH 1HPOpMAaILii, ETEKTPOHHA KOMEPLIIS, BAKOPUCTAHHS
XMApHUX 1 MEPEKEBHUX TEXHOJOTIH, Ta 1H. OJHAK, 3 TAKAM [IBHJIKUM 3POCTAHHSM
NOMUATY HA MPOrpaMHO-anaparHi MPOAYKTH BiOYBA€TbCS MPOMOPLIHE 3POCTaHHS
KUTBKOCTI 3arpo3, M0 MOXKYTh HAIUKOAWTH 1H(QOpPMALiiiHIA cuCTEM] yCTaHOBU ado 1
B3arajii MpU3BECTH J0 1i OAHKPYTCTBA. 3JIOBMUCHUKHU BAAKOTHCS 10 PIZHUX MAHIMYJISIIH
1 UTbOBUX NIii, TOYMHAOYM Bl (panbcudikaiii mporpaMHOro 3a0e3neueHHs Ha poOodiid
CTaHIli 1 3aBEPIIYIOYM LJICCIPIMOBAHUMHU aTakaMH Ha JEPXKaBHI 00’ €KTH KPUTUYHOI
1HQPACTPYKTYpH, sKI 3 JIETKICTIO JIOJIAKOTh CUCTEMHU  BUSBJICHHSI/3aMOOIraHHS
BTOPrHEHb, 3aXMILIEHI BEO-LLIIO3M, OpaHAMayepd HOBOTO TOKOJIHHS, CUCTEMH
KEpyBaHHs MOAiIsIMM Oe3neku Ta iH. HOBITHIM 3aXWCTOM BiJ TakuMx 3arpo3 craia
CUCTEMA BUSIBIICHHS MOPYIIEHb, sKa 3apEKOMEHAyBaja ceOe B 3axXiJHUX KpaiHax sK
3aci0 BHSBIICHHS AKTHBHOCTI IIKIJIMBAX TNPOTpaM BCEPEAMHI MEPEKI  MICHsS
NOPYILICHHS.

3BiT Mandiant-Trends 3a 2016 pik mokazaB, IO AJs BUSBJICHHS TMOPYLICHHS
KOMIIaHISIM B CEPEIHbOMY HEoOXxiAHO 99 nHiB. B TOH wac sk juisi OTpUMaHHS
aJIMIHICTPATUBHOTO JOCTYIY 1 HAHECCHHS 30MTKIB 3JIOBMHUCHHKAM HEOOX1AHO JuIIE 3
aai [1]. 3a meld yYac MNOPYIIHMKH MOXYTh BHUKpacTh 1HQOpPMaLiiiHI aKTHUBH
NIANPUEMCTBA, BUBECTH 3 JIaJy E€JIEMEHTH KOPHOpPaTHBHOI Mepexi, Tomo. s Toro,
00 crcreMa (PyHKIIOHYBaja sIKICHO, BUSBIISUIA 1 BIACTEXKYBaAIA BC1 MiI03P1II MEPEKEBI
AKTUBHOCTI, ii HEOOXIIHO MNPaBHJIBHO MIArOTYBATH, HANATYBATH, YHPABIATH 1
niarpumyBati. CaMe 3 MM BUHMKAKOTh CKJIQAHOCTI. HalOUIbIn pPO3MOBCHOIKEHA
NOMHJIKA HAJAIITYBaHHS CUCTEMH BHSIBIICHHS MOPYIICHb 13 TAKUMH BaKIMBAMHU
JETaIsIMU, SIK: OTepaniiiHa CUCTEMA, CIIMCOK 3aTBEPDKEHUX JOJATKIB Ta MPOrpam, SIKUM

JIO3BOJICHE MIJKIIIOUEHHS 10 Mepexi [HrepHet. Crnemanicti C31 3a0yBatoTh CBOEYACHO
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NEPEMIISIIATH CIUCOK 3aTBEPLKEHUX MPOrpaM, 4epe3 10 MEBHUN MEPEIIK TOAATKIB HE
KOHTPOJIFOEThCS CUCTEMOKO BHSIBICHHS mopyineHb koprnoparuHoi [TC. Ille opniero
CKIQJHICTIO TMPH HAIAMTYBAHHI CHCTEMH BHSIBJICHHS TMOPYLICHb € BU3HAYCHHS
MO>KJIMBOI MOAIT IUISIXOM aHami3y BXIAHOTO Tpadiky, JOCHIKEHHS PI3HUX KOMOIHALIN
€BPICTHKM, OL[IHKM PU3HKIB, AHA3y 3BITHOCTI MPO MOPYUIeHHs Ta 1H. OJHaK, cHcTEMA
BUSBJICHHS MOPYLICHb 1HOAI MOE 3HAXOAWTH TUIBKM TOPYIIEHHS 1 JHKEPENo ix
BUHUKHCHHS, 4 JICKOJHM BUSBJISITH MOPYIICHHS 1 MOOIYHI araku, 10 paHilie He Oyiin
3HAlIeH]1. B Taknx BUMaaKax BaXKKO CPOrHO3YBATH SIKMI BapiaHT (moais abo mojis Ta
no0iyHa araka) BiIOYAEThCS B MOTOYHMI Yac.

TakuM 4MHOM, CHUCTEMA BHUSBIICHHS MOPYIIEHb MA€ BEIUKY KIUIBKICTH MEpeBar
IPU NMPAaBUJIBHOMY HaJlJalITyBaHHI. B CykymHOCTI 13 OpaHaMayepaMy HOBOTO MOKOJIIHHS
(NGFW), cucremam BusienieHHs (IDS) Ta 3ano6iranns (IPS) BTOpraeHb, aHTUBIPYCHAM
[13, BDS crane yHi1(piKOBaHUM PILICHHSAM JJisl BUSIBJICHHS, MOHITOPHHTY, KOHTPOJTIO Ta
3ano0iranHsM 3arpo3aM. OIHaK, HE3MIHHMM JIMIIAETCA OAHE 3ANMTAHHA. SIK CUCTEMA
BUSBIICHHS TOPYWICHb MPOTUIISITAME BUXOAY 13 JIaly BaKIIMBUX €IICMEHTIB
KOMIT'FOTEPHOT CHCTEMH, 3HUINYIOUM a00 MOAM(DIKYHOUHM BaKIMBI 1H(OpMALIKHI
aktuBn? CaMe BUPIMIEHHS LBOTO MHUTAHHS OyJO MOCTABICHO K METa 1 JOLUIBHICTH
JUTTOMHHMX AOCHIIPKEHb.

O6’exTOM AOCHIKEHDb B KBai(iKaliifHiii poOOTI BUCTyNae CHCTEMA BUSBIICHHS
nopyumens kopnopatuBHoi [TC. B ¢cBoro uepry, npeAMETOM OOCTIIKEHD € PO3MI3HAHHS
KOMII'FOTEPHOTO CabO0TaXy, IHTErPYKOUM CHCTEMY BHUSIBICHHS MNOPYLIEHb Pa3oM 13
CUCTEMOIO B1I€OCIOCTEPEKEHHS. [locTaBieHa METa BMHAXOHKCHHS METOAY MPOTUALT
MO>KJIMBUM (paKTaM KOMIT FOTEPHOTO cab0TaXXy 3 BUKOPUCTAHHSIM CHCTEMHW BHSBIICHHS
MOPYIICHh € BAXKOK B 4Yaci 1 MOPEeIMETI OIIHIOBAHHI B YMOBax OOCTEKyBaHOi
kopnoparuBHoi [TC mianpueMcTaa.

BaxkkicTh B 4aci moyiirae B TOMy, IO 3 KOXXHUM THEM 3’SIBJISIFOTBCS HOBI LIUISIXHU
00X0ay ICHYKOUMX CHUCTEM 3axXUCTy IH(OpMallii, BAKOPUCTOBYIOUH SIK NPSIMHIA BUBII 3
naay enemeHtiB ITC, Tak 1 3MiHYy OpaBHJI PO3MEKYBAHHS IOCTYNYy 3 MOJAIBIIAM

3HUIICHHSIM a00 BUKPAJECHHSM 1H(pOpMaIlii.
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BaxkkicTh B MpeAMETI OLIHIOBAHHI MOJISIrae B 00’ €KTUBHOCTI, a/ke KokHa BDS €

VHIKQUIBHOK, a/UKE Mae€ PI3HI NapaMeTpy HAJTAIITYBAHHS 1 CTBOPUTH YHI(PIKOBAHE

piteHHst 3axucty KopnopatuBHMX [TC Bix (akTiB KOMITIOTEPHOrO caloTaxy, sKe
3aI0BUIbHUTH 1H(QOPMALIifHI CHCTEMH PI3HUX YCTAHOB, MAWYKE HEMOKIIUBO.

1 CTAHIIMTAHHSA. ITOCTAHOBKA 3AJIAUI
1.1 AxTyanpHICTh MPOOIEMH

3poCTaHHd KITBKOCTI Kibeparak, 10 MaHye B YKPAaiHCBKOMY Ta CBITOBOMY
KiOepmpoCcTOpi, HAMITOBXYE OpraHizaii OUTbll PETEIbHO 3aXUIIATH CBOT1 O13HEC-aKTUBH
[2]. Texnonorii, skl me 2-3 poku TOMy OyJu J1€BUM 3aCO00M 3aXHMCTY BiJ TOHILIHIX
3arpo3, CbOrOJHI CTal0Th HE3JATHUMH MPOTUCTOSITH HOBITHIM aTakaM, Ikl CTAHOBJISITh
HeOE3MeKy OprasizamisMm, o HaaxoauTk 3 Mmepexi [aTeprer. Illaxpai BparoTeCs 10
CKJIQJIHUX QJITOPUTMIB, 3aCTOCOBYIOUM HEIOJIKA B MPOTrPAMHOMY 3a0€3MEYECHHI, TUM
caMUM OOXOJSYM CHCTEMH BHSBJICHHS BTOPTHEHb, OpaHaMmayepH, aHTuBipycHe [13,
KOMIUIEKC 3ac00iB 3axHCTy, TOmO. OAHAK, MBHJIKE 3POCTaHHS KIUIBKOCTI MOPYLICHb,
NOB’SI3aHUX 3 BTPYYAHHSM B pOOOTY KOMI' FOTEPHUX CHCTEM, 3aMIHOK0, TPUXOBYBAHHSIM
abo cTHpaHHsAM mporpam Ta iHpopmalli poOUTh KOPIMOPATUBHY MEPEKY KOMEPLIHHUX
YCTAaHOB BPA3JIMBOKD 1 HE3AXUIICHOK. SIK BIACHIAKYBATH JDKEPEIO BUHUKHEHHS
npoliieM, SKIIO MOPYIICHHS cTajocs 4epe3 oackkuil (akrop? CydacHi npobiemu
noTpeOyIOTh CyYaCHUX PillicHb. BIPOBaKEHHSI CUCTEMM BUSIBJIEHHS mopyiieHs B [TC
Oprasizaiii € JOUUIbHUM pPIMICHHSIM I 3aXHCTy AKTWBIB YCTAHOBU Bl MOPYLICHb,
IUISIXOM  BHSIBJICHHS, 3amoOiraHHss Ta MNPOTUlI MOXKJIMBOMY  PO3MOBCIOIKCHHIO
3JIOBMUCHOI aKTUBHOCTI BCEPEAMHI KOPNOPAaTUBHOI Mepexi. OqHaK HOro HeIOCTATHBO
JUIS  TOro, MO0 BCTAHOBUTH [UKEPENO TMOPYLICHHS, SKIIO BOHO TMOB’SI3aHO 13
NOIIKOKEHHSM (DI3MYHOTO CTaHy amaparHoro 3a0e3nedeHHs, HOCIiB 1H(opmarii,
TOLLO.

JIOUWINBHICTE BUKOPUCTAHHS! CHCTEMHU BHSBIICHHS TOPYIICHHS B SIKOCTI PIIICHHS
3aXMCTY BiJl NOTEHUIAHUX aTaK IPYHTY€ETbCS ACKIJIbKOMA MEPEBArAMH, CEPET IKUX

— CHCTEMAa BUSBJICHHS TMOPYLICHb JO3BOJIIE BYACHO BUSBUTH, JOCIIIUTH

JISUTBHICTD MOPYIIEHHSI B MEPEK1, 3HAUTH MPUUYNHY NOPYIIEHHS 1 JIOKATI3yBaTH,



13

— BOPOBAKEHHS MPEBEHTUBHMX 3aX0JIIB, 0 YHEMOKJIUBIIIOKOTh 3JIOBMUCHI Jii,

JO3BOJISIFOTh 3MEHIIWTH MMOBIPHICTh peamizamii KiGep3arpo3u, HKEPENIoM SIKOi €
BUHUKHCHHS MOPYIICHHSI BCEPEINH1 KOPIIOPATUBHOT MEPEXKI,

— CYYaCHI PILICHHS CUCTEM BHSBJICHHS TOPYWIEHb JO3BOJSIOTH 3HANWTH

HeOE3MEUHI BPA3JIMBOCTI, TOMHUJIKHA Ta 3JI0BMHCHY AKTHBHICTh MEPEKEBOTO Tpadiky,

10 MOKE OyTH.

OpHak, cuUCTEM1 BHSBJICHHS NOPYIIEHb HE BIOPATUCH 13 LUICCOPIMOBAHUMH
JUSIMHA, [0 BUBOJSATH 13 JIaJy €JIEMEHTHA KOMIT FOTEPHOI CUCTEMU a00 B3arajil 3HUIIYIOTh
iH(popmarliro, 1o o0polOmoeThes. Hanpukian, sk cUCTEMI BUSIBJCHHS MOPYIICHb
PO3MI3HATH CTOPOHHIO JIOJWHY B MEXKaxX KOHTPOJIBOBAHOI 30HHW, sKa MpoMIuIa
aBTOPU3ALIID Yepe3 OONIKOBH 3amuc KOPUCTYBaya CUCTEMHM, 1 MJIAHY€ HACTYITHHUMHU
JsIMU BUKPAcTH a00 3HMUMTH 1H(popMarito. AGO IHIIWH NMPUKIAL. K 3HANTH JIFOANUHY,
sKa HajalTyBaja Ha CBOEMY poOOYOMY MICHI BIJAAIICHUAN TOCTYII 1 MpaItoe 3 A0MY, Ha
MArO4M Ha I[I€ J03BOJIy BlJ KEPIBHULTBA 1 MOPYLIYIOUM NMPH LBOMY MOJITHKY O€3MEKH.

Ha BupilieHHs nux, Ta iHIIMX 33434 cpssMOBaHa KBatidikaiiifHa podora.
1.2 TIpoGnemu CBOE€YACHOTO BUSIBJIEHHS MOPYIIEHD B KopriopatuBHii [TC

[TpobnemMa CBO€YACHOrO BHSIBJICHHS TMMOPYUICHb CKOJIMXHYJA CBIT MICHS
macmtabHux kibeparak y 2017 poumi. Tak, BAITKY IbOTO POKY Ha TEPUTOPIi YKpaiHu
BinOynacs kiOepaTtaka, skKa BHKOpUCTOBYBaida BpasnuBicte B [I3 «M.E.doc», B
pesyapTari uyoro cramacs DDoS-araka. Hacmiakom miei araku Oyna mapanizoBaHa
poboTa [ep)KaBHMX Ta TPUBATHUX MIANPUEMCTB, TaKUX SK «YKP3aTi3HULSY,
«Ykpnowmra», «HoBa momra» Ta iH. Ilicas XBWII NMOTYXKHMX BTPy4YaHb B POOOTY
1H(pOPMALIAHOT CUCTEMM BEJMKHX MMIANPUEMCTB, MUTAHHA 3aXUCTy 1HQOPMALIHHUX
AKTWBIB TMOCTAJI0 HA MEPLIMHA IJIaH, TOPsSA 3 TAKAMU MOKA3HWKAMH, SIK MPUOYTOK,
eexTuBHICTh Ta 1H. Kibepartaku, ski BXKe CTAIMCA PO3CHIAYBAINACS CHELlATICTaMU 13
3axuCTy 1HQopManii BXKE MICHS TOro, sK crajacs MNoAis. BHsBICHHs mIKepena
NOPYLIEHHS 3aiiMaio OLIbIIE Yacy, aHDK BIAHOBJIEHHS POOOTOCHPOMOKHOCTI CUCTEMM.
CaMe TOMY Ha CBITOBOMY PHHKY TMOYaJM 3 SBJISITHCS PI3HI 3aco0M 3amoOiraHHs

BTpy4YaHHsM, Takl gk [PS, IDS, NGFW ta ixure. Cnemianictu IBM, BUBYarOUM NMUTAHHS
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HaiiGuib1ma KijabpKiCTh AHIB HA BHSBICHHS MOPYIIEHHS BUTPAYA€ThCA B 1HAYCTPIi
pO3Bar: CepeiHs 3HAYCHHS MepeBullye 9 wicsmiB. B Toil yac sk NOpYIIEHHS B
eHepreTuuHii cdepl BusBigeTbes 3a 150 nHiB. OTpuMaHi JaHi CBiYaTh MPO TE, IIO
CBOE€YACHE BUSBJICHHS MMOPYIICHHS JOMOMOXKE YHUKHYTH YCTaHOBaM (aTalbHUX
30MTKIB 1 30€pErTH LUTICHICTh IH(QOPMALIIHHAX AKTHBIB.
Y apyromy rpadiky, ¢axipismu IBM Oyiio mpoaHanizoBaHO CEPEIHIO KUIbKICTh
IHIB 1751 3ano0IraHHs MOPYLICHHS 3a TUMU K raiy3sMu [3]. KinbkiCTh IHIB 3HAYHO
3MIHUJIACS, TAK CaMO SIK 1 3MIHWJIACh YE€ProBicTh rainy3eil. Taki jaH1 BKa3yrTh Ha T€, 1110
BUSBJICHHS MOPYLICHHS OJHIEI cpepu €KOHOMIKM MOKe BiaOyBarucs mBuame (ado
JIOBIIE), aHDK 3amoOiraHHs mopymeHHro Toi Kk cdepu. Illo Takox CBIAYATH Ha

BaKJIMBICTh CBOEYACHOTO BUSIBJIEHHS 1 3a001raHHS IOPYIICHb.
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BUIJISAI, Yepe3 IO BUTpaTH Ha 0OpoOKy Ta 30epiraHHs iH(QOPMALIAHAX AKTHBIB B

YCTaHOB1 3pOCTATUMYTh.

1.3 AHani3 HOPMAaTUBHO-MPaBOBOI 0a3u B cdepi BUSABICHHS (PaKTIB cabOTaxKy

1H(popMmaliiHoi Ta KibepOe3neku

HopmaruBHo-npaBoBa 0aza VYkpaiHu B cdepi BUSBICHHS (akTiB cabOoTaxKy
1HpopMaLIiHOT Ta KIOEpOE3MEeKN HaXKalb JIHIIE TPOAOBKY€E CBI MOBUIBHHUIA PO3BUTOK.
ba 6utbe, B YkpaiHi HeMae yHI(PIKOBAHOIO BHU3HAUEHHS KOMIT FOTEPHOTO CabOTaXKy.
Jlue crarrs 361 KpuminaneHoro Kopekcy VYkpaiHu, sika TpakTye MOKApaHHS 3a
HECAHKIIOHOBAHI Jii, MmO BIUIMBaIOTH Ha pobGory EOM [4]. Opnak us crarts
pPErIaMeHTY€e BIANOBIAAIBHICT, aJIc HE YTOYHIOE MOTHB, IO € HEAOMIKOM. B CBOMO
yepry Kpuminansauii Koaexe EcToH1i BU3HaUae KOMIT IOTEpHUNA ca00TaXK K «BBEICHHS
iHpopmanii ado mporpam, ix momu(ikaiiis, pyldHyBaHHS a00 OJOKYBAaHHS 3 METOH)
CTBOPCHHS MEPEIIKO B POOOTI KOMIT IOTEPHOI ad0 TEICKOMYHIKAIIAHOI CUCTEMUY 1
BU3HAYAE BIANMOBIJAIBHICTh came 3a mi aii [5]. BpaxoByroum neil TepmiH, MOHATTS
KOMIT IOTEpHOTO caboTaky B HOPMATUBHO-MPaBOBIA 0a3i ECTOHII BIAMIISETHCS Bl
NOHATTS HECAHKIIIOHOBAHMX 1 B HOPMAaTWBHO-NPaBOBIi 0a3i Ykpainu. Came TOMY B
KkBasTi(pikariitHiii poOoTi 32 OCHOBY KOMIT FOTEPHOTO caboTaxKy Oyne B3SITO BU3HAYCHHS
13 Kpuminansaoro Koaekcy EcToHii.

B 1991 poui 3a kimacudikaropoMm I[HTEpmoay KoMmm OTEpHHMA caboTax OyJio
BITHECEHO A0 Kiacu(pikaropy iH(POPMALIHHKAX 370YMHIB 1 BH3HAYCHO SIK BUMHEHHS
OPOTUNPABHUX [, 110 MPU3BEIW 10 BUAAIEHHS a00 MPUBEIN A0 HEMPUAATHOTO CTaHY
1H(popMaliro ad0 CKIIAA0BY KOMIT FOTEPHOI CUCTEMMU, 1O ii 00podtoe [6].

BignoeigHo 10 3akoHy Ykpainu «IIpo oCHOBHI 3acaau 3a0€3MECUCHHS
KiOepOe3nekn VYKpaiHW» BU3HAYCHO MOHATTA «KIOCPIHUMACHTY», IO MOXE OyTH
HACJIIIKOM BWHWUKHECHHS MNOPYIICHHS 1H(QopMauiiiHoi Oe3nekn. KpiMm 1poro, wmum
3aKOHOM TaKO>K PO3KPUTO OCHOBM 3a0€3MEYCHHs IHTEPECIB JIFOJAWHHU, CYCHIJIBCTBA TA
JepKaBd B LIIOMY, HalllOHAJILHUX 1HTEpeCiB YKpainu B kiOeprmpoctopi. Takok num

3aKOHOM BCTaHOBJICHO, INO 3a NOPYWIEHHS y cdepi KibepOe3neku ocoOu HECYTh
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BIJIMOBIIAJIBHICTE TEPEN0aYeHY KPUMIHAJBHUAM, aAJMIHICTPATUBHUM Ta [MBLILHUM,
3aKOHOJIaBCTBOM [7].

[TocranoBoto Kabinety Minictpie Ykpainu «I[Ipo 3arBepmkeHHs 3arajlbHUX
BUMOT JI0 K10ep3axucTy 00 €KTIB KPUTHUYHOI 1HQPACTPYKTYPH» PETIaMEHTOBAHO, IO
JepkaBa MOBHHHA 3a0€3MCUMTH MEPEKEBUI 3aXUCT KOMIIOHEHTIB Ta 1H(OpPMaLIHHAX
pecypciB 00’ekTa KpUTHYHOI 1HPOPMALIHOT IHPPACTPYKTYPH, CEPEN AKAX 3aXUCT BiA
aTaK «HYJLOBOTO JHs, (pimpTpawii MepeskeBOro Tpadika, BUSBICHHS Ta 3a00IraHHsIM
aTakaMm Ta BTOPrHEHHSM Ta iH. [8].

3akoHoM  Ykpainm «IIpo iH(opmamiroy BH3HAYEHO TOHATTA  «3aXHCT
iHpopMaIli», a TaKOXK CTaTTEr 9 3aTBEPIKEHO, LI0 3aXUCT iH(oOpMaLli € OJHUM 13
BUIB 1H(OPMaLIHHOT AisUTbHOCTI [9].

3rigno go ACTY ISO 27002:2015 «IndopmaitiitHi TexHoJ0r1i. MeToIM 3aXUCTy.
3B1J MPAKTUK MIOA0 3axXOMAiB 1H(popManiiHOi Oe3nekn» TepMIH «moali 1HpopMariitHoO
Oe3nexkn» [10] BU3HAUaAeThCS K «OyAb-saKa MoAis 1H(POPMALIHHOT OE3MEKH, 10 MOXKE
OyTH 1ICHTU(IKOBAHE MOSBOK MEBHOIO CTaHY CHCTEMH, CEPBICY ab0 MEPEXKI, SIKE
BKa3ye€ Ha MOJIMBE NOpyweHHs mnomitukd Ib abo BiaMoOBa 3axoAdiB 3axucTy, abo
BUHUKHCHHS HEBIJIOMOI PaHillIE CUTyalli, Ika MOKE MaTH BIAHOLICHHS 10 Oe3nekmy. Lle

BU3HAUEHHS € CyMIKHHUM MOHATTIO «TOPYIICHHS 1H()OpMaLiiHOT OE3MEeKmy.

1.4 CucremMa BHUSIBJICHHS NOPYIICHb. BU3HAYECHHs 1 KiacH(ikamis METOAIB ii

PO3ropTaHHs

BusiBieHHS NOpyIIEHb — 1€ MPOLEC PO3KPHUTTS MOMIN, IO MPU3BEIU 10 3MIHH
NOYaTKOBOrO CTaHy 1H(pOpMaIIifHOT Oe3neKH.

VYHI1(IKOBAHOTO TEPMIHY «CHCTEMHW BHSIBICHHS MOPYIICHb» HEMAE 1 KOXKEH
JIOCIIITHUK BKJIAJA€ B 1€ CJAOBOCMOJYYEHHS CBIA 3MicT. OJHAK, CHIJIbHUM € T€, IO
TOJIOBHAM IpHU3HAUYeHHsIM BDS € BHsIBICHHS aKTUBHOCTI 3T0BMUCHOTO 113, 3apaskeHnx
OPUCTPOiB ad0 1HHIMX 3arpo3 B MEXKAX MEPEXi MICHs MOPYLIEHHS, K€ BXKE CTaJIOCH.
ToMy, cucTeMa BUSIBIEHHS TMOPYIIEHb — [I€ NPOrpaMHO-anapaTHUi KOMIUIEKC,
NPU3HAYCHUH JJI1 BHUSIBJICHHST AKTMBHOCTI 3JIOBMHCHHX NPOTPaM BCEPEIMHI MEPEXKI

nicis nopyweHHs. BDS moke OyTW K anmaparHuM, TaK 1 TPOrPAMHUM PILICHHSIM,
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PO3pOOJIEHUM 3 METOK) BHSBIICHHS O3HAK 3arpo3u Ta MOMNEPEHKEHHS OpraHizarii mpo
MOTEHIITHO HeOe3neuHy AisUTbHICTH [11].

Cucrema BUSIBIICHHSI MOPYLICHb MA€ 2 METOAM PO3TOPTAHHS:

— M03acMyroBudi  MoOHITOpHHr  gaHmx udepe3 TAP/SPAN  (Mepexee
BIJIBEICHHS/ BIIA3EPKAJICHHS TTOPTIB),

— pO3rOpPTaHHsA 1 BCTAHOBJIECHHS KIHIEBUX TO4YOK Ha APM kopuctyBauis
CUCTEMH.

UYepes CKIaJHICTh TPOEKTYBAHHS 1 BEMMKY BApTICTh MOHTYBAHHSI BIIPOBAIKEHHS
CUCTEMU BHSBJICHHS MOPYIICHb 3-3a JOMOMOIOK NEPIIOT0 METOAY B1AOYBAEThCA Aeaall
piaLe 3a 1HI.

[TpaBunbHe posropranss BDS cuctemu n03BoIse:

— BHUSIBUTH AKTHBHICTh 3JIOBMUCHHMX MPOTpaM BCEPEAMHI MEPEXKI MICHIS aKTy
NOPYLIEHHS,

— CHHXPOHI3yBaTH CBOK POOOTY 3 CUCTEMAMM OE€3NEKU MEPIIOTO PIBHS (CUCTEMA
3ano0iraHHs BTOPrHEHb, OpaHaMayep Ta iH. ),

— BHM3HAQUYWATW MOPYIICHHS LUISIXOM PI3HUX KOMOIHAIl €BPUCTUKH, OLIHKA
pPH3UKY, aHam3y Tpadiky, pO3yMiHHS MOJITUKY 3aXHCTY JAHWX, BUBYEHHS 3BITIB MPO
NOPYILIEHHS Ta 1H.

— 30CEPEIUTUCH HA 3JTOBMUCHIN ISJILHOCTI B CUCTEMI, IKY BOHA 3aXUIIIAE;

— 3Haxoaut APT Ta ananTuBHI 3arpo3u;

— BUSIBJIATH KiOeparaku, sKi OOIMIUIM €IEeMEHTH YIPABIIHHS MEPEKEBOIO
O€3IeKOI0;

— CKOPOTUTH 30MTKH BlJ MOXIIMBHX YCIIIIHUX NOPYIIEHb.
1.5 ApxiTekTypa METOIIB PO3rOPTAHHS CUCTEM BUSIBIICHHS MOPYLICHb

APXITEKTYpPY METOIY [03aCMyrOBOr0 MOHITOPUHTY JAHMX 34 JOMOMOIOK)
BIJI3EPKAJICHHST TOPTIB KOMYTaropa 300paxeHOo Ha pucyHky 1.3. Jlanuii meTton
pPO3ropTaHHs € Oibll (JIHAHCOBO 3aTPATHUM y BCTAHOBJIEHHI Ta CYMPOBOII, aHIK METOA
PO3rOpTaHHs 1 BCTAHOBJIEHHS KIHIEBUX TOUOK HAa APM kopuctyBauiB cucremu. OnHaK

MEPEBArOK0 bOr0 METONY € JOAATKOBUN €Talm MOHITOPUHIY BXIJHOrO Tpadiky, II0 B
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— drive-by ekcmoiiTH, 10 HampaBieHI MNpoTH BeO-Opay3epiB, IUIATIHIB,
po3mmpenb (Hanpukiaa Java, Flash);
— EKCIUIOMTH, SIKi TOCTABJIEH] 32 JOMOMOTOK) COLIAIBHOI 1HKEHEPIi:
— EKCIUIOUTH, SKi MOTPEOYIOTh B3aEMO/IIi 3 KOPUCTYBAYEM;

— eKCIUIONTH, siKi BOyA0BaHI B [okyMeHTH ¢opmaty PDF, docx, HTML.
1.6.2 3nosmucue 113

3noBmucHe [13 — e HacTUpAMBE MporpaMHe 3a0€3MEUYCHHS, 0 TPU3BOJIUTH J0
TAEMHOTO JOCTYMY JI0 MPUCTPOIO 1HPOpMaIIHHOT cucTeMU O€3 BiIoMa KOPUCTYyBaya 1€l
CUCTEMH. 3aBAaHTAKEHHS T BCTAHOBJICHHS 3I0BMUCHOTO [13 motpebye BIANOBIAHMX 1M
KopucTyBaya cuctemu. Cuctema BHSIBICHHS TMOPYLICHb MOBMHHA 130itoBath B [TC
3apaXkeHi MPUCTPOT, 3HAXOASMUM Takl Ali, SK:

— 3aBaHTAKCHHS BeO-Opay3epa;

— 3aBAHTA)KCHHS BKJIAJICHb €IEKTPOHHOT MOLITH,

— 3aBaHTaKCHHs 1HQOPMALIHHUX AaKTHBIB, 10 30€pIracTbCsi Ha >KOPCTKOMY
JMCKY MPUCTPOIO Ta 1H.;

— 3aBAaHT@)KCHHsT CUCTeMHOro [I3, BUKOpHCTaHHS SKOrO  3a00pPOHEHO
KOPHCTYyBa4aM CHUCTEMH MOJITUKOK Ib yCTaHOBH 1 pErflaMEHTOBAHO B CaMiii CHCTEMI

BUSIBJICHHS IOPYILECHb.
1.6.3 TposiH

TpositH — e Pi3HOBHI 3IOBMUCHOTO 113, K€ MPOHUKAE B KOMIT FOTEP Y BHUIJISAL
JineH30BaHoro I13 1 po3MOBCIOMKYETHCS 32 BIACHUM PO3CYJIOM. 3aJa4Y€t0 CUCTEMH
BUSBJIICHHS MOPYIICHb BH3HAYATH IMMIJ03PUTy AKTUBHICTH B MEPENIKY BCTAHOBJICHUX
nporpaM, 3amo0irti il  mojanblie PO3MOBCIOPKCHHS, 130JIFOKOYM  OKPEMO  BIJ

1H(GOPMALIHHO-TENCKOMYHIKALIHHOT CUCTEMH YCTAHOBH.
1.6.4 ABTOHOMHI 1H(PEKITIT

ABTOHOMHI 1H(eEKUli — e i1H(IKyBaHHS 1HPOPMAIAHOI CHCTEMH YCTAHOBH,

HUIIXOM BUKOPUCTaHHS 3apaKEHUX MPUCTPOIB (HOYTOYKIB, IMJIAHIIETIB Ta 1H.) ado
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3apaXeHUX HOCIIB 1H(opMaLii 3a MekaMHi KOpnopaTuBHOi Oe3neku. J[o Takux cutyarii
MOKHA BIJIHECTH poOOTYy B JITaKy, Kade 3 HE3AXUIUEHUMH MEpekamu abdo mpu
BUKOPHCTaHHI 3apaxeHuX HocliB iHGopmamii (USB-HakonuuyBay, 30BHIMHIA SSD-
IUCK, TOO). [TiAKITFOUEHHS 10 KOPMOPATUBHOI MEPEXK] HEINEHTH(PIKOBAHUX MPUCTPOIB
TAKO MOXKE 1H(PIKYBATH BHYTPILIHIO MEPEXKY YCTAHOBU. 3aBaaHHsM BDS € BusiBisTH 1

NOBIAOMJISTH PO Taki 1HQEKIIT Ta 1301F0BATH 11 MOMIMPEHHS MUIIXOM 3a3HAYECHUX JIH.
1.6.5 Bpa3znuBocTi HyJIbOBOTO JTHS

BpaznmuBocTi HyJNBOBOTO JHS — I[I€ paHille HEBIAOMA Bpa3jMBICTh, fKa
¢yHKIiOHye B 1H(pOpMaUidHIA CHCTEMI 1 €KCIUIyaTyeTbCs 3JI0BMHUCHUKAMH B
MEPEKEBUX aTakax. 3aBJAaHHSM, [0 MOKJIAJEHO HA CUCTEMY BHSIBJICHHS MOPYIIEHb, €
BU3HAUEHHS MIA03PUIOro Tpadiky, aKTUBHOCTI, MPOLECIB B 1H(HOPMALIHHINA cHCTEMI 1 iX
CBOE€YacHe 1301t0BaHHA Bia 1HmWMX enemeHtiB [TC  ycranoBu. Kpim  Toro,
aJMIHICTPATOPY CHUCTEMHM BHUSIBJICHHS TMOPYIICHb PEKOMEHAYETHCS BIACTEKYBATH

OHOBJIEHHS 0a3 3axucty BDS 1 cBo€uacHO BCTAHOBJIFOBATH iX.
1.7 TlocTaHoBKa 3a1a4i

BpaxoByroun Buille3a3Haue€HE HEOOXIAHO MIAKPECTUTH, 110 KoprnopathBHa [TC,
Ha SIKii peaii3oBaHa CHCTEMA BHSBJICHHS MOPYLICHb 3aXMINAE BiJl MEBHOTO CHEKTPY
NOPYLIEHD, IO MPU3BOAUTH 0 MEPENIUYECHUX 3arpo3 y MOMEPENHIA TIJiaBi, BCE XK €
BPa3JMBOK [0 BHHHMKHEHHS (DaKTiB KOMI FOTEPHOro caboTaxy. TakuM 4MHOM, Taka
1H(pOpPMAaLIHHO-TENEKOMYHIKALIHA cucTeMa NOTpeOye BUPIMICHHS HACTYITHUX 3a7a4 B
JUTUTOMHINA poOOTI:

1) locnipKeHHsT PUHKY HasiBHUX CUCTEM BHSIBJICHHS MOPYIIEHb. AHaI3 3arpo3s i
BUSBJICHHS THX, 110 BKa3YIOTh HA MPUCYTHICTH (PAKTIB KOMIT FOTEPHOTO Ca0OTaXYy.

2) ®opMyBaHHST BAMOI IO CHCTEMHM BHWSBICHHS MOPYIIEHb, IO MAaKTh CTaTH
YMHHUKOM (POPMYBaHHS 3aX0/IIB JUIsl PO3MI3HAHHS (DAKTIB KOMIT FOTEPHOTO Cab0TaXKy.

3) BuzHaueHHs HAWONTUMAJBHIIIONO MPOrPaMHOIO PIMICHHS, YPaXOBYHOUH

BUCYHYTI I0 HOTO BUMOTH.
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4)Po3po0ka MeToy pearmizanii CUCTEMH BUSIBIIEHHS MOPYLICHD /I PO3NI3HAHHS
(haKTiB KOMI FOTEPHOTO CA0OTAKY.

5)Bu3HaueHHss Ta aHaml3 E€KOHOMIYHOI €()EKTHBHOCTI BHPOBAIKCHHS LIBOTO

METOY.
1.8 BucHOBOK

BusiBieHHS 370BMHCHOI AaKTHMBHOCTI B KOPHOPATHBHIA MEPEXi € CKIaQAHUM
3aBJAHHSM B Oprasizauisx, iHQOpMaliiiHa cucTema sKuX Hamidye aecsitkn APM.
CrarucTiyHl AaHl MOKa3aju, [0 CEPeIHIA Yac BUSBICHHS MOPYUIEHHS € Hadararto
OuTbIIMM, HDK 4ac 3ano0iraHHs. B Takomy BMNAAKy JACpKaBHUM Ta NPHUBATHUM
YCTAaHOBaM HEOOXIAHO KOHTPOJIOBATH NOJIi, 10 B1AOYBAKOTHCS BCEPEAMHI MEPEKI,
BCTAHOBUTH 3aCO0M 3armo0iraHHs MOPYIICHHSIM Ta MaKCMMAaJIbHO aBTOMATH3yBaTH ILICH
OPOLEC 3a/Ulsl YHUKHEHHS JHOACBKOTO (paktopy. CucremMa BUSIBICHHS MOPYIICHb €
VHIBEPCAJIbHUM  PIIICHHAM 1€l TpoOJieMH, MO 3 JIErKICTKO BH3HAYae, OJIOKye
NOPYWIEHHS, a 3a HEOOXIOHICTIO HaBITh BOPOBAIKYE 3aXOAWM MPOTUAlI HOro
NOJANbIIOr0 PO3MNOBCIOKEHHS. CydyacHl MPOrpaMHi 1 amaparHi PILICHHS CUCTEM
BUSBJICHHS MTOPYIIECHD BXKE 3aPEKOMEHYBAIIN K €(PEKTHUBHUIA IHCTPYMEHT Y BHSIBJICHHI
NOPYLIEHB, IO CMOHYKAKOTh TaKl 3arpo3u, sK:. ekcruioiitu, APT-3arpo3u, Bpa3imBOCTI
HYJBOBOrO JHA Ta 1H. OJHAaK, HEBUPIIICHWM THWTAHHAM € BHSBICHHS (DAKTIB
KOMIT FOTEPHOTO Cab0Taxy.

Cucrema BUSBJICHHS MNOPYIICHb € JIETKOK Yy BCTAHOBJIEHHI Ta MOAANBIIOMY
YIPaBIiHHI UM KOMIUIEKcoM. Opranizamii, fKi XO4YyTh 3aXUCTUTH KOPHOPATHUBHY
MEPEXKY BIJ MOTEHIIAHO HEOE3MEUHUX 3arpo3, W0 NPU3BEIYTh 10 OPOOIeEM Yy
(yHKIIOHYBaHH1 1HPOPMALIIHHO-TEICKOMYHIKAIHHOT CUCTEMH, a B JEAKAX BUMAJKaX
10 OaHKpPYTCTBa, MOBMHHI OOpaTHM METOJA PO3TOPTAHHS CHUCTEMHU BUSIBJICHHS, SKHAN
Outebie macye a0 copMoBaHOro iH(popMaiiHOro, (PI3MYHOro Ta OOUMCIHOBAIBHOIO
cepenopuma. HailObimbml pO3MOBCIOMIKEHUM METOJOM PO3FOPTaHHS € BCTAHOBJICHHS
KIHIIEBUX TOYOK Ha APM kopucTyBadyiB, SIKAi J03BOJISIE AJAMIHICTPATOPY CUCTEMH
BUSBJICHHS MOPYIICHb BIJACTEXKYBATH CTaH KOPHOPATHMBHOI MEPEXI YCTaHOBH 4YEpe3

3’eanyBady BDS, aucTaHLiHO BCTAaHOBIIOBATM OOMEKEHHsS, MpaBwiia OJIOKYBaHHS
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3moBMucHUX nomid 1b, mpaBuia 13078011 3aPAKEHUX MPHUCTPOIB  BCEPEAMHI
KOPIOPATHBHOI Mepekl Ta 1H. PO3ropraHHss 1 ymnpaBiaiHHS CHCTEMOK) BHSBJICHHS
NOPYLIEHb € E€KOHOMIYHO OOIPYHTOBAHHMM, aKE€ BIPOBADKEHHS TAKOI CHCTEMH €
3HAYHO JCHICBIIMM PILICHHSIM, aHDK pealtizaiis (akTiB KOMI FOTEPHOTO CA0OTAXKY.

B po3zaini Oyna HaBeaeHa nMpoOjieMaThKa CBOEYACHOTO BHUSBJICHHS MOPYIICHb B
HUIOMY, @ TAaKOXK CIPUYMHEHHUX KOMII FOTEPHHM Ca0OTaXEM, BHU3HAUEHI HAiIOBIIC
BUSBITIOBAHI 1 BIIHOBJIIOBAIBHI BiJl MOPYUICHb T'ally31 €KOHOMIKH, BU3HAYCHO MOHSTTS
CUCTEMH BHSBJICHHS MOpyweHb. KpiM Toro, Oyao NpoaHaIi30BaHO HOPMATHBHO-
npaBoBy Oazy YKpaiHu B c(epl BUSBICHHS MOPYWIEHb, C(HOPMOBAHO BHU3HAYECHHS 1
BUCBITJIEHO apXITEKTYpPy METOAIB PO3rOPTAHHS CHUCTEMH BUSBJICHHS MOPYIICHb. B

kBasTi(pikariitHiii podoTi OysiM MOCTaBNEH1 3aAa4l, IKI HEOOX1AHO BUPILINTH B 1 MEXKax.
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2 CIIELIAJIBHA YACTHUHA

2.1 BubGip npoisiro 3axXMILIEHOCTI 1 aHaJ13 3arpo3

Cucrema BUSBIECHHS TOPYLIEHb 3a CBOIM BH3HAYEHHSM € 3aXHCHUM
THCTPYMEHTOM, [0 3HAXOAWTh 3JO0SKICHY AKTHBHICTb BCEPENMHI KOPIOPATUBHOI
MEpEXKI 1 CUTHAIZYE MNP0 MOXJIMBE mopymieHHd. OpHak, Ui TOro, moO OLIHWUTH
JOUIIBHICTh BIPOBA/UKEHHS TakOi CUCTEMH, HEOOXIJHO OOIPYHTYBAaTH KPUTHUYHICTH
TUNOBUX KoprnopatuBHUX [TC B NHUTAaHHAX BUSIBICHHS KOMIT FOTEPHOIO CabOTaxy.
CaMe TOMy 3a/au€r0 AMIUIOMHOT POOOTH € po3poOKa MIEBOr0 METOJ JUIsi PO3MI3HAHHS
NOPYLIEHB, IO MOXYTh CIOHYKATH KOMI FOTEPHUI caboTax.

Ockineku kopriopatuBHa [TC 00poOnsie 1HpopManio 3 0OMEKEHUM JOCTYTIOM,
J0 HEi BUCYBAETHCS PsAJ BUMOT, SIKI MOBHHHI OyTHM BUKOHAHHI B YMOBAX YWMHHOIO
3aKOHOJABCTBA YKpaiHHU.

Bignosigno no HJ{ T3I 2.5.005-99 B npoananizoBaHiii B Mepiojl MPOXOIKEHHS
npaktikd [TC Oyno BuzHaueHo (yHKIIOHaIbHMA npodine 3axumenocti B KC, mo
BXOJATh 10 ckiany AC kimacy 3, 3 MOIABULIICHUMU BUMOTaMH 10 3a0€3MEYCHHS
KOH(D1AEHIIIHOCTI, LUTICHOCTI 1 AOCTYMHOCTI 00poOimoBaHoi 1Hpopmanii [12].

3KIL.2 = { KI-2, KA-2, KO-1, KB-2, II/I-1, HA-2, 11O-1, LIB-2, AP-1, J1B-1,
HP-2, HH-2, HK-1, HO-2, HII-2, HT-2, HB-1 }

3rigno 3 H/ T3 2.5.004-99 [13]:

KJ/1-2 — bazoBa noBipua koH(piaeHUiiiHICTh. Ll mocnyra n03Bonisie KOpUCTyBady
KepyBaTu MOTOKaMM 1H(opMalii Bl 3aXUIIEHUX 00'€KTIB, IO HAJEXKaTh HOrO JOMEHY,
J0 1HIIMX KOpPHCTyBayiB. PiBHI JaHOi MOCIIYTM PaH>KUPYIOTHCS HA MiJCTaBl MOBHOTH
3aXMCTY 1 BUOIPKOBOCTI KEPYBaHHSI.

KA-2 — ba3zoBa aamiHicTpaTMBHa KOH(IAEHIIHHICTh. Llg mocnyra mo3Bossie
aJMIHICTPaToOpy a0 CHELiaJbHO aBTOPU30BAHOMY KOPHCTYBaudy KEPyBaTH MOTOKAMH
iHpopMmalli Bia 3axMIIEHUX OO'€KTIB 10 KOpHUCTyBadiB. PiBHI [maHOi mMOCIyrd
PAHKUPYIOTHCS HA M1ACTaBI MOBHOTH 3aXUCTY 1 BUOTPKOBOCTI YITPABIIiHHSI.

KO-1 — IToBropHe BHUKOpUCTaHHs 00'ekTIB. Ll mocmyra no3Bossie 3a0€3N€YUTH

KOPEKTHICTh MOBTOPHOTO BHUKOPHUCTAHHS PO3JALTIOBAHUX OO'€KTIB, TApaHTYIOUH, IO B
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pazi, KO PO3AUTIOBAHUMA 00'€KT BUAUIIETHCS HOBOMY KOPUCTyBauy a00 MpOLECY, TO
BIH HE MICTUTh 1H(OpMaIli, sKa 3aJulIWiIach Bl MONEPEIHLOTO KOPUCTyBada ado
porLecy.

KB-2 — ba3oBa koHQiaeHuiiiHicTh npu oOMIiHI. Ll mocayra mo3BOJsiE
3a0€3MEUYUTH 3aXUCT O0'EKTIB B1J HECAHKI[IOHOBAHOTO O3HAHOMIICHHS 3 1H(OPMAIIIELO,
[0 MICTUTBCS B HUX, MIJ 4ac iX €KCHMOPTY/IMIOPTY 4epe3 HE3aXUILNEHE CEPEIOBHIIE.
PiBH1 naHOi MOCIYrM paHXMPYKOTHCS HA MIACTaBl MOBHOTH 3aXUCTY 1 BHOIPKOBOCTI
KEpYBaHHsI.

[/I-1 — MiHimMajibHa OOBIpYa LUTICHICTB. Llg mociyra J03BOJIsIE KOPUCTYBavdy
KEepyBaTh MOTOKaMHU 1H(OpMaLii BiJl IHIIAX KOPUCTYBAUIB A0 3aXMUIICHUX O0'€KTIB, IO
HaJIe’)KaTh Horo aomeHy. PiBHI JaHOi MOCIYIM PaH>KUPYIOThCS HA MiACTaBl MOBHOTH
3aXUCTY 1 BUOIPKOBOCTI KEPYBaHHSI.

[IA-2 — baszoBa aaMi”iCTpaTMBHA WUTICHICTE. ILld mocayra Ao3BoJsie
aaMiHicTparopy ad0 CHEiaIbHO aBTOPU30BAHOMY KOPHCTYBady KEPyBaTH MOTOKAMH
iH(dopmMarllli BiT KOPUCTYBAdiB JIO 3axulIeHUX O0O0'ekTiB. PiBHI MaHOi MTOCIyru
PAHKUPYIOTHCS HA M1ACTaBI MOBHOTH 3aXUCTY 1 BUOTPKOBOCTI KEPYBaHHSI.

[HO-1 — O6mexennid Biakar. Lg mocnyra 3a0e3neuye MOMIIMBICTh BiIMIHUTH
orepartito abo MOCIIIOBHICTh ONEpaliili 1 TOBEPHYTH (BLAKATUTH) 3aXUIICHANA 00'€KT 10
NOMEPEAHBOI0 CTaHy. PiBHI 1aHOT MOCIYrM PaHXKMPYHOTBCS HA MIJCTaBl MHOKHHHU
orepartii, 1uist SKMX 3a0€3MeUy€eThCs BIIKAT.

I[IB-2 — baszoBa wmuticHictTh npu oOMiHI. Ll mociyra no3Bonsie 3a0e3ne4ynTH
3aXMCT 00'€KTIB BlJ HECAHKIIOHOBAHOI Moau(ikawii iHpopMarlii, 00 MICTUTECS B HUX,
M7 4ac iX €KCHOpTY/IMIOPTY YEPE3 HE3AXUIIEHE CEPeNoBHINE. PiBHI AaHOI MOCIYrd
PAHXKUPYIOTHCS HA M1ACTaBI MOBHOTH 3aXUCTY 1 BUOTPKOBOCTI KEPYBaHHSI.

JP-1 — KBotu. Llg mocayra n03BONSE KOPUCTYBAYaM KEPYBATH BUKOPUCTAHHSIM
nocayr 1 pecypciB. PiBHI JaHOT MOCITyTH PaH>KAPYROTHCS HA MMICTaBl MOBHOTH 3aXHCTY 1
BUOIPKOBOCTI KEPYBaHHS JOCTYMHICTIO mociyr KC.

JIB-1 — Pyune BigHoBneHHs. Ll nocnyra 3a0e3nedye nosepHeHHst KC y BigoMuid
3aXWIICHANA CTaH MIC/Is BIAMOBM a00 mnepepuBaHHs OOCIYroByBaHHs. PiBH1 aaHOi

MOCJIYTH PaHXXUPYIOTHCS HA MIACTaBl MIPH aBTOMATH3allli MPOIECY BIAHOBJICHHSI.
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HP-2 — 3axumennii »xypHai. Peectpanis 103BOJIsIE KOHTPOJIFOBATH HEOE3NEYHI
s KC mii. PiBH1 1aHO01 NOCIYTH paH>KUPYIOTHCS 3aJIEKHO Bl MOBHOTH 1 BUOIPKOBOCTI
KOHTPOJIIO, CKJIAJHOCT1 3ac001B aHam3y JaHUX KYPHAIIB PeecTpaii 1 CIPOMOXKHOCTI
BUSIBY OTEHUIHHUX MOPYILCHb.

HU-2 — Opunouna iaeHTtudikamis 1 apTeHTH(IKamig. [nenTudikamis 1
aBTeHTU(DIKaIlIs 103BOJISAIOTh K33 BU3HAUMTH 1 MEPEBIPUTU OCOOUCTICTh KOPUCTYBAYa,
o HamaraeTecs oaepxatu goctyn a0 KC. PiBHI maHOi MOCIyTH PaH>KUPYROTHCS
3aJIC’KHO B1J] YMCTIA 3a/IITHUX MEXAH13M1B aBTEHTH(IKaIlIi.

HK-1 - OpnonanpapieHuii AOCTOBIpHMEM KaHaj. g mocmyra a03BoJise
rapaHTyBaTl KOPUCTYBau4y MOMIIMBICTH Oe3nmocepeannoi B3aemoii 3 K33. PiBH1 gaHoi
NOCTYTH PaHXUPYOTBCS  3aJIEKHO BI1J THYYKOCTI HajgaHHs MoxmuBocTi K33 abo
KOPHUCTYBaYy 1HIIIFOBATH 3aXUIICHUI OOMIH.

HO-2 — Po3noain 00oB's3kiB aaMiHicTparopiB. Llg nocimyra n03Bosisie 3MEHIIUTH
NOTEHI1HH1 30MTKH B1J HAaBMUCHUX a00 MOMHJIKOBMX il KOpUCTyBada i OOMEXHUTH
ABTOPUTAPHICT KepyBaHHsA. PiBHI [JaHOi MOCAYrM paH)XKUPYKOTbCS Ha MMIACTaBI
BUOIPKOBOCTI KEPYBAHHS MOKITMBOCTSIMM KOPUCTYBAYIB 1 aJAMIHICTPATOPIB.

HII-2 — K33 3 rapantoBaHoo HuticHICTIO. Lls mocnyra Bu3Hayae Mipy 3JaTHOCTI
K33 3axumartu cebGe 1 rapaHTyBaTé CBOK CIPOMOKHICTb KEPYBATH 3aXHULIECHUMH
00'eKTaMH.

HT-2 — CamorectyBanHs mnpu ctapti. CamorectyBaHHs Jo3Bojsie K33
NEPEBIPUTH 1 HA MiACTaBI [BOrO TAPAHTYBATH NPABWIBHICTE (YHKIIOHYBAaHHS 1
LHUTICHICTE MeBHOT MHOXUHU (QyHKIA KC. PiBHI maHOi MOCAYrd paH>KUPYIOTHCS Ha
M1JCTaBl MOKJIMBOCTI BUKOHAHHS TECTIB y MPOIEC] 3aMyCKy a00 MTaTHOI poOOTH.

HB-1 - AsBreHTu®ikaumis By3na. llg mnocnayra po3sossie oanomy K33
ineHTu(dikyBarn iHmMA K33 (BCTAaHOBUTH 1 NEPEBIPUTH HOro 1ACHTUYHICTB) 1
3a0e3neunty 1HIWoMy K33 MOXIMBICTE 1ACHTU(]IKYBATH MEPIIANA, NEPI HIK MOYaATH
B3aeMOIK0. PiBH1 JaHOT MOCTYTH paH>KUPYOTHCS HA MMiICTABl MOBHOTH peai3altli.

Bucynyti Bumorm no Oe3nexkm kxopnopatuBHOi ITC craHyTe OCHOBOIO ISt

3aXMCTY BiJl BPA3JIMBOCTEH, IO PEATI3YOTh KOMIT FOTEPHHIA Cab0Tax.
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[Tpn ominmi 3axuuieHocTti 1H(opmarili Becepenuni [TC oany 3 HaHTOJOBHIIIMX
NpoLEIyp CKIaaae po3podka Mojeni 3arpo3. Came MOJIEb 3arpo3 € PYIIHHOK CHIIOK)
OPUA NPUHHATTI YIPABIIHCHKOTO PILIEHHS OO0 HEOOXITHOCTI BIPOBAIKYBATH CUCTEMY
BUSIBJICHHS MOPYIICHb B OOPOTHOI 3 YAHHWKAMM, 1110 MPH3BOAATH A0 KOMIT FOTEPHOTO
caboTaxy.

3rimo 3 HJ T3I 1.1-003-99 mig moxaemmo 3arpo3 po3yMirOTh aOCTpaKTHHIA
(dopmasizoBaHuii a0 HepopMaTi30BaHUA OMUC METOJIB 1 3aCO0IB 3A1HCHEHHS 3arpo3
[14].

OCKUJIbKM MOJIENTb 3arpo3 HE Ma€ YHI()IKOBAHOTO BUTJISY, PO3MJITHEMO 3arpo3u,
10 MOXKYTh COPUYMHUTH KOMIT IOTEpHUNA caboTax B TMNOBMX KoprnopatuBHux [TC. 3a
OCHOBY B35ITO METOMKY M0Oya0BH Mojen 3arpo3 Big HCJI, mo cknamaerbes 3:

— kiacudikailii JoKkepen 3arpos;

— Kiacuikarii Bpa3iuBOCTEM;

— aHa/li3y B3a€EMO3B’SI3KY 3arpo3 Ta BPA3JIMBOCTECH MIJIAXOM OOYMCIICHHS
Koe(ileHTY HEOE3MEKH.

JI>kepena 3arpo3 MOKHA MOJUTUTH HA aHTPOIMOTCHHI, TEXHOTEHHI Ta CTUX1HHI.

Koedimient Hebe3nexkn 00UnCIiOeThes 3a GopMysaoro 2.1,

K{xXK>xK
K1-1e6 = % (21)

ne Ky, Ky, K5 — nokasHuk# KpuTepiiB JKepen 3arpo3 (OLIHIOETHCS B 11ana30H1 Bij
1 o 5);

125 — MakcUMaJIbHE YUCIO TO0OYTKIB MOKa3HUKIB K 3.

JIJisl aHTPOMOTEHHUX JIPKEPEN 3arpo3 KOePIIEHTH BU3HAYAOTHCS SIK:

K| — cTymiHb TOCTYMHOCTI 10 00’ €KTY;

K, — cTyninb kBasiikaiii 1 MOTHBAILI,

K35 — piBeHb HacmiakiB ((paraabHICTB).

Tabmuist 2.1 — AHTPONOreHHI JIKEPENIa 3arpo3
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BusHaunMo B3a€MO3B’S30K TEPEPaXOBAHUX BHILE JUKEPEN 3arpo3  Ta
Bpa3auBOCTEd. PO3paxyHOK 1 moAasblie BU3HAYECHHS AKTyalIbHUX 3arpo3, MO MOXKYTh

MPU3BECTH IO KOMIT  FOTEPHOrO CadOTaXKy, BIIOYBATUMETHCS 32 TOTIOMOTOK0 (DOPMYJIH:

K1-1e6 = K1-1e6 (#.3.) X K1-1e6 (Bp.) (22)
ae:
Kies (13) — KO€dilieHT HEOE3MEKN HKEPEIT 3arpo3, AKUH PO3PaXx0BaHO B TaOIMIAX
2.1-2.3;
Kies (sp.) — KOCPILIEHT HEOC3NEKU BPA3JIMBOCTEH, KU PO3PaX0OBAHO B TAOIMLAX

2.4-2.6.

Tabnuis 2.7 — B3aeM03B 130K JKEPEN 3arpo3 1 00’ €KTUBHUX BPa3JIMBOCTEH

Hoxepeno 3arpos | Kies (13) | BpasnusicTs | Kies p.) Ko

AHTpPOIOTeHHI JIKepesia 3arpo3

Bi - - -
II[CYTHI’CTB 3ac001B 3aXUCTY BiJ 0.600 0,480
KOMIT FOTEPHOTO caboTaxky
T -
) ‘ eHanex&‘If 36ep1raHH‘s[ 0512 0.410
OcHOBHHUI MTepCoOHA 0,800 iHQOopMaLi THUX aKTUBIB
T -
eH‘aJ'I‘eX(Ha 3aXHIIEHICTh ‘ 0.288 0.230
MepeKi BiJ aTak 3JJOBMHCHUKIB
Henpasunbnae Hanamrysanus [13 | 0,384 0,307
JIonOMi>KHHIA TIEpCOHAT 0.256 BiL[CYTHi’CTb 3ac00iB 3aXUCTY BiJ 0.600 0.154
(mpubupanbHULSA, OXOPOHELb) KOMIT FOTEPHOTO caboTaxy
Bi - G -
II[CYTHI’CTB 3ac001B 3aXUCTY BiJ 0.600 0.360
KOMIT FOTEPHOTO caboTaxky
X 0,600 H i
akepu , eH‘aJ'I‘eX(Ha 3aXHINEHICTh ‘ 0.288 0.173
MEpeKi BiJ aTaK 3JJOBMHCHUKIB
Henpasunbae Hanamrysanus [13 | 0,384 0,230
Bi - - -
II[CYTHI’CTB 3ac001B 3aXUCTY BiJ 0.600 0.230
KOMIT FOTEPHOTO caboTaxy
K 0,384 H i
OHKYPEHTH , eH‘an‘encHa 3aXHIIEHICTh ‘ 0.288 0.111
MepeKi BiJ aTaK 3JJOBMHCHUKIB
Henpasunbnae Hanamrysanus [13 | 0,384 0,147
TexHOreHHI qKepena 3arpo3
Hoxi
CIHEHS0BAHE NpOTpaMHe 0,600 | HenpasunbHe HanamtyBaHHsa [13 | 0,384 0,230
3abe3neueHHs
‘ Bi - G -
3acrapisie anapaTHe 3a0e3meueHHs 0,256 IHCYTHI,CTB 3aCOOIE 3aXUCTY BIA 0,600 0,154
KOMIT FOTEPHOTO caboTaxy
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Henpasunbae Hamamrysanus [13 | 0,384 0,098
Bi . i .
Mepesxa «lHTepHeT> 0,288 | = ICYTHICTE SACOBIBSAXHELY BULY g 600 | (173
KOMIT FOTEPHOTO caboTaxy
[TponowsxeHHs TabnwMi 2.7
Jlxepeno 3arpos | Kie6 (13) | Bpasnusicts Kues ep.) Kues
TexHOreHHI JKepena 3arpo3
H Oepi
‘ eHanexcr‘If 3 epll"aHH‘SI 0.512 0.147
iH(pOpMaITHUX aKTHBIB
M I 0,288 H i
epexa «lHTepHEeT» , eHANIENKHA SAXUIEHICTS 0.288 0,083
MepesKi BiJ aTaK 3JJOBMHCHHUKIB
Henpasunbnae Hanamrysanus [13 | 0,384 0,111
Bi - Gi -
‘ II[CYTHI’CTB 3aco0iB 3aXUCTY Bif 0.600 0.130
Cucrema 1H)XEHEPHUX 0216 KOMIT FOTEPHOTO cabOoTaxy
. , T -
KOMYHIKaIIiif ‘ eHanemr‘If 36ep1raHH‘$1 0512 0.111
iH(pOpMaIlTHUX aKTHBIB
CruxiiiHi Kepena 3arpo3
[oxexa | 0,288 | Micuesnaxomkennsi o6’exty | 0,128 0,037

Tabmung 2.8 — B3aeM03B 30K JuKepen 3arpo3 1 cy0’€KTUBHUX BPA3JIMBOCTEM

Hoxepeno 3arpos | Kies (13) | BpasnusicTs | Kies (p.) Ko
AHTpPOIOTeHHI JIKepesia 3arpo3
I1
OPYIICHIA PEIIMY 0216 | 0,173
KOH(1 IeHITI THOCTI
I1
OpYIUEHHS pe>f(I/IMy OOCTyIly 0.192 0.154
. Ha 00’ €KT
OcHoBHMII TepcoHa 0,800 i -
OMUJIKH KOPUCTYBadlB 0.256 0.205
CHUCTEMU
I1
OMIJIICH GHCTEMHOTO 0.512 0.410
anMiHicTpaTopa
i i II
JIONOMI>KHUI TepCOHAaN 0.256 OpYIUEHHS pe>f(I/IMy OOCTyITy 0.192 0,049
(mpubupanbHULSA, OXOPOHELb) Ha 00’ €KT
I1
Xakepn 0,600 OPYHICHHA PERUMY AOCIYIV | 0192 | 0,115
Ha 00’ €KT
I1
KOHKypeHTH 0,384 OPYHICHHA PEHUMY OCIYIV | 0,192 | 0,074
Ha 00’ €KT

Tabmung 2.9 — B3aeM03B 30K [DKEPEN 3arpo3 1 BUMAAKOBUAX BPA3JIMBOCTEM

Jxepeno 3arpos | Kies (13) | Bpasnusicth | Kies p.) Kies
TexHOreHHI mKepena 3arpo3
Heninenszosaue mporpaMmue 3001 B poOOTI IpOrpaMHOro
" porp 0,600 P porp 0384 | 0230
3a0e3neueH s 3a0e3neueHns
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Bi - -
1IMOBa B po6oT1 TEXHITHAX 0.240 0.144
3aco0iB
[TponowsxeHHs Tabnwill 2.9
Jlxepeno 3arpo3 | K6 (1.3) | BpaznusicTb K6 (8p.) Kues
TexHOreHHi mKepena 3arpo3
. Bi ooTi i
3acrapine anapatHe 3a0e3nedenHs | 0,256 1AMOBa B PO OT,I TORHITHIX 0,240 0,062
3aco0iB
3601 B 13);)66:3TlenpeorpaMHoro 0384 0.111
MEYEHHS
Mepexa «IaTepueT» 0,288 Bi Gor -
iTMOBa B po OTI TEXHIYHUX 0.240 0,069
3aco0iB
‘ 3601 B pobOTI IPOrpaMHOTO 0384 0.083
Cucrema 1H)XEHEPHUX 0216 3a0e3nevyeHHs
. , Bi . -
KOMYHIKarfiif iTMoBa B po6oT1 TEXHIYHUX 0.240 0.052
3aco0iB
CruxiiiHi Kepena 3arpo3
II
o O?K"Me};mc | 0144 | 0,041
r JKYBaJIbHUX KOH KITi i
Toxexa 0,288 pHH Y YRR
OLIKOIXKEHHST CHCTEM 0.288 0,083
EIEKTPOXKUBIIEHHS

[Toka3nuku, siki Ouibme 0,1, HeCyTh 3arpo3y BHHHUKHECHHS KOMII FOTEPHOTO

caboTaxxy Bcepeauni koproparuBHoi [TC.
2.2 Ornsg iCHYHOYMX TPOrPaMHUX PIIIEHb CHCTEMH BUSIBIIEHHS OPYLIEHb

PHHOK mpencTaBieHUX PIIIEHb CHCTEM BUSBICHHS MOPYLIEHb PI3HOMAHITHHWM 1
3QIEKUTH B1J TaKuX (PAKTOPIB, SIK: PO3MIP MIANPUEMCTBA, KITbKicTh APM, QyHKII0HAND
[13 ta 1. HaiiGubun kopmopamii [T-impycrpii, taki sk ESET, Cisco, Symantec,
Microsoft, FireEye, Cyberbit Mmarote BnacHi BDS-pillieHHs, SKUMH KOPUCTYFOTBCS Pi3H1
KoMnaHii cBITy. OJHAK, BCTAHOBIICHHS Ta OOCIYyTOBYBaHHSI TPOrPAMHOI0 3a0€3MEYCHHS
BIJl IIMX BUPOOHMKIB JIsl BJIACHUKIB KOMITaHIid MOKYTh OOIUTHCS YAMaUMU KOUITAMM,
110 3HAYHO NEPEBUUIYBATHME caml 30MTKM Bix peamizauii 3arpo3. CaMme ToMy, NMpu
OMJIsIZII MPEACTABIIEHUX HA PUHKY CHCTEM BHSBJICHHS MOPYLICHb BAKIMBAM (PAKTOPOM

Oyze BapTICTh BCTAHOBJIEHHS Ta YTPUMAHHS TAKO1 CHCTEMHU.
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2.2.1 ESET Enterprise Inspector

ESET Enterprise Inspector (EEI) — ne koMmminekcHa cucTeMa BHUSBICHHS
MOPYIICHb 1 PearyBaHHs KIHIIEBUX TOYOK, sKa BKJIOYae B ceO€ Takl (PyHKIi, sk
BUSBIICHHS 1HUWACHTIB, YOPABIIHHSA IHOMACHTAMH 1 pearyBaHHsM, 301p JaHUX,
IHMKATOPU BUSIBJICHHS KOMIIPOMICIB, BUSIBJICHHS QHOMAJIid, BUSBJCHHS IMOBEIIHKH,
MOPYIICHHS MOJIITUKH.

Ocnoeni nepeparu EEL: Businennss APT-3arpo3, po3ciiayBaHHs MOPYLICHb Ta iX
BUITPABJICHHS, BUSIBIICHHS IM1103PUIOT MOBEAIHKM, BUSBICHHS MOPYIIEHHS NOMTUKA 1B
KOMMAaH1i, MHUTTEBA 130JISLis] CKOMIIPOMETOBAHMX MPUCTPOIB, OILIIHKA KPUTHYHOCTI

3arpo3, TEryBaHHs BOKJIMBUX MPUCTPOiB/3aaad/¢aiinis/mporecis [15].
2.2.2 Cisco Advanced Malware Protection (AMP) for Endpoints

Cisco Advanced Malware Protection (AMP) for Endpoints — 1ie enuHa cucrema
BJOCKOHAJIEHOTO 3aXMCTy BiA WKiAnuBoro [13, mo oxomioe Beck Mepioj aTtaku: 10 ii
noyarky, mig vac ii mpoBeaeHHs 1 micns 3aBepweHHs. Cucrema 3ale3nedye
Oe3nmepepBHU  aHaII3 1 PO3UIMPEHY AaHAJITUKY, [0 MIATPUMYIOTh MOMIJIMBOCTI
peTpocnekTHBHOI Oe3neku Cisco.

Ocnogni nepeparu Cisco AMP for Endpoints: Toukoswmii 3axuict APM, KOHTpOJIb
enieMii, BIICTE)KECHHS penyTaiii (aiiny, 130J1b0BaHE CEPEAOBUIIE, KOHTPOJIb JIAHIIFOTa
aTaky, PO3LIMPECHWH aHalli3 3arpo3, BUSBICHHS MIA03PLIOi aKTHMBHOCTI, CHPOLICHE
YTPUMaHHSl 3arpo3, CHTHANI3YBaHHS TPU BHSIBJICHHI 3M1H B poOOTI KOPIOPAaTUBHOI

MEPEKI, KOHTPOJIb TPAEKTOPIT (aiisTy Ta CKOMIPOMETOBAHUX MPUCTPOIB [16].
2.2.3 Symantec Advanced Threat Protection

Symantec Advanced Threat Protection (ATP: Endpoint) — pimenns mono
3aXMCTY BIJ CKJIQJHUX 1 LUICCOPIMOBAHHUX 3arpo3 Ha PIBHI KIHUEBUX TOYOK, LIO
3a0e3neuye MOBHMM LMK O€3MEKM Bl 3amoOIraHHs TPOCTHX 3arpo3 A0 BUSBICHHS 1
pearyBaHHs Ha OUTbll CKIaAHl: OJOKYBAaHHsS 3arpo3 Ha pPI3HUX €Tanax arakk 3

MIHIMAQJIbHUM YHCJIOM TOMWJIKOBHX CHPAllbOBYBAHb, BHSBJICHHA aHOMaNii 1
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PO3CIiIyBaHHs MIAO3PUIMX TOJINA;, ONMEpaTUBHE BIAOOPAKEHHS KOMILJIEKCHMX arak 1
HACJIIIKIB B1J HUX HA BCIX KIHIIEBUX TOYKAX.

OcHoBaumu nepeBaramu Symantec ATP e€: anHamiThka 3arpo3, po3CiiayBaHHs

N1A03PIINX N0/, 130JIs1I1sl 3apaXKEHUX TPUCTPOIB Ta 1HIIE [17].

2.2.4 Microsoft Defender Advanced Threat Protection

Microsoft Defender Advanced Threat Protection 3a0e3nedye nmpoduIakTHYHMIA
3aXMCT BiJ 3arpo3, J03BOJIIE BUSBIISATH MOPYIIEHHS 1 BUSBIISTH 3arpo3u, B TOMY YHCHI1
BPa3JMBOCTI HYJbOBOTO JHS, BHKOPHUCTOBYIOUM CYYacCHI MOMJIMBOCTI aHAII3y
MOBEAIHKM 1 MAaNIMHHOTO HaBYaHHSA. A TakoX Hajgae (PYHKIIOHAIBHICTh 3
PO3CITIAYBAaHHS 1 pearyBaHHs HA MOPYIICHHS.

OcnogHi nepeBaru Microsoft Defender Advanced Threat Protection: BusiBiieHHS
PO3IIMPEHUX AaTaK, CUTHANI3YBAHHS NMPW BUSBICHHI 3MiH B KOPHNOPATHBHIA MEpExi,
PO3CIiIyBaHHs 1 yCYHEHHS HACI1AKIB, B3aemois 3 Microsoft Defender, BOynoBana 6a3za

JAHUX aHAJIITUKK 3arpo3 [18].
2.2.5 FireEye Endpoint Security

FireEye Endpoint Security — 3axuct podo4nx CTaHIIi Bl Cy4acHHX KiOep3arpos.
3abe3neuye cniBpOOITHUKIB 1H(OPMALIHHOT O€3MEeKN HAAIHHUM I1HCTPYMEHTOM JUIs
BUSBIICHHS, aHalI3y Ta PpO3CHiAYyBaHHS IHIMJCHTIB B HAWKOpPOTWI TEPMIHM B
MOPIBHSIHHI 3 TPAIUIIHHUMHU M1aX0AaMu. PillleHHS JO3BOJISIE MIBUIKO 1 TOYHO BXKABATH
3ax01B 100 MOl Ha KIHIIEBUX CTAHIIAX, a TAKOXK J03BOJige 00'€IHATH aKTHBHOCTI,
K1 BUPOOJIIOTBECS HA PIBHI MEPEXKI 1 HA PIBHI pOOOYHX MICIb, IO JO3BOJSE CKOPOTUTH
YacOBI BUTPATH HA BITHOBJICHHS B 3B'SI3KY 3 IHIMACHTOM 1H(QOpMaLiitHOT Oe3neKn.

Ocnoeni nepeBaru FireEye Endpoint Security: MOHITOPHHT 1 MIATBEPIXKCHHS

NOpyLEHb, OJIOKYBAHHS MOPYILICHb, 1IHTErpalis 3 iHmmMu miargopmamu FireEye [19].

2.2.6 Cyberbit EDR

Cyberbit EDR — cucrema BHSBICHHS MOPYLICHb 1 pEaryBaHHs Ha HUX JUIs

KIHIIEBUX MPUCTPOIB, sIKa BUABJISE 1 3a001rae mosiBl HEBIIOMHUX 3arpo3, B TOMY YMCII
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nporpam-BuMaradiB, a TaKOXK HAJa€ PO3IMHMPEH] MOXKIUBOCTI Uil MPOBEACHHS
EKCIEPTH3M Ta BUSBJICHHS PI3HUX 3arpo3. 3aBAsSKW MAIIMHHOTO HABYAHHS, aHAI3Y
IIKIUTMBUX MPOrpaM, MOBEIIHKOBOT aHATITHIl Ta BEJIMKUX MACUBIB JAHWUX LI0J0 MO
Ha [T-mepexxi Cyberbit EDR Moxe mBUAKO 3HAXOAUTH 3arpo3v, 3 SKAMH HE
CHPAaBIISAOTHCA TpaauiiiHi cuctemu 1b, 1 aBToMaTH3yBaTh MpoLEC BUSBICHHS 3arpo3,
EKOHOMJISTYH [TPH LIbOMY POOOYHIA Yac aHATITHKIB.

OcCHOBHI mepeBaru: BUSIBJICHHS HEBIAOMHX APT-3arpo3 B pexumi peaabHOro
qacy, MPUCKOPEHHSI pearyBaHHsl Ha MOPYIICHHS, AKTUBHUI MOILIYK 3arpo3, BU3HAYCHHS

npiOPUTETHOCTI 3arpo3 [20].

2.3 BuMOru 10 CHCTEMU BUSIBJICHHS MMOPYIICHB

[lepeniueHi pilIeHHsS] CUCTEM BHSIBJICHHS NOPYIIEHDb B po3aul 2.1 MarOTh CIEKTP
nepesar, skl 3a3HaueH1 BUPOOHWKOM. OpHaK, A BU3HAUYCHHS HAMKpaIIOi CUCTEMH
BUSBJIICHHS TOPYLIEHb, IO MAae€ po3Mi3HaBaThH (PakTH KOMIT FOTEPHOTO CabOTaxYy,
NOPIBHAEMO MPOrPaMHi PILICHHS 3a HACTYTHUMHU [MapaMeTPaMHu:

1) I3omswis CKOMOPOMETOBAHOTO IPUCTPOIO T BITHOBJICHHS.

2) HasBHICTH ACTATBHOTO KypPHATY 1CTOPIi MOIH.

3) HasBHICTE ACTATBHOIO COUCKY 3a4a4 3 BUMTPABJICHHSIMH.

4) MO>KIHMBICTh 3MIHU KIHIEBHX TOYOK.

5) MOXIMBICTh NPUMMHEHHS 3JTOBMUCHOT TISUTBHOCTI.

6) MOXUIMBICTE BITHOBUTH PEECTPY.

7) MoxJHBICTE BAMKHEHHS O0JIIKOBOIO 3anucy kopuctyBada BDS cucremu.

8) MOXIMBICTh BAMKHEHHS MEPEKEBOT TUIATH.

9) MOXIIHBICTh BiIKATy CUCTEMH.

10) Po3mvipeHe BUSIBICHHS 3]I0BMUCHUX MTPOrPaM.

11) BusiBnenHst nopymeHHs noiaituku 1b.

12) BusiBIIEHHST EKCIIJIONTIB.

13) IloBeniHKOBA aHATITHKA.

14) Anami3 penyrauii ¢aimnis.

15) HasiBHICTH XMAapHUX M1COYHHULLb.



39

16) Indpactpykrypa (Ha 6a3i Windows, Windows Server, Linux, Mac, Android,
Virtual).

17) ABTOMaTH30BaHa KOPENSLisl IHUUACHTIB.

18) Bizyanizaiist IHHUACHTIB.

19) HasiBHICTE pOOOYOro MpoLECY YyIPABIIIHHS CIIOBIIICHHSIMH.

20) Ilepernsia nOpyEHb 3 YpaXyBaHHSIM MPIOPUTETHOCTI PU3HKIB.

21)HasBHicTh aBTOMAaTN30BaHOT BUOIPKH (PAIIB IHUUACHTY.

22) KoMmmiekcHUE aHasi3 miao3punx ¢aiiaie abo mMporeciB.

23) ®opMyBaHHsI €JIEKTPOHHUX 3BITIB CTAHY CUCTEMH.

24) MosxxnuBicTh poOoTH 13 1HTErpauiiinuMu npotokosamu Third Party Protocol,
SDK Tta CGI.

[TepeniyeHi mapaMeTpu CTaHYTh Y HAroMdl JJisi PO3TOPTAHHS CUCTEMHU BUSIBIICHHS

NOPYLIEHB 3 METOK) PO3MI3HAHHA (PAKTIB KOMI FOTEPHOTO Cab0Taxy.

2.4 Bu3HayeHHs KW OL[HIOBAHHS MPOTPAMHUX PILIEHb CHCTEMH BUSBIICHHS

MOPYIICHb

Busnaunmo mikainy onintoBanHs BDS pimens, nepeniuenux B po3ai 2.2.

Tabmuug 2.10 — [kana ouintoBanHs BDS piniens

Ominka XapaxkTepucTuka
0 @DyHKIIOHAT TPOTPAMHOrO PIIIEHHS CHUCTEMH BHUSBICHHS TMOPYIIEHb B3arajil He
peai3oBy€e MOTOYHUH MapamMeTp.
! OyHKIIOHAT MPOrpPaMHOrO pIMEHHS CHCTEMH BHSBICHHS IOPYLIEHb YaCTKOBO
peasi3oBy€e MOTOYHUN TTapaMeTp, YPaxoBYIOUH I€BHI OOCTaBHHU.
) OyHKIIOHAT TMPOrPaMHOrO pIIIEHHS CHCTEMH BHUSBICHHS NOPYIIEHb IOBHICTIO
peai3oBy€e MOTOYHUH MapameTp.

[lepemiueni Bumorm € Oa3uMcoM Uil PO3TOPTaHHST CUCTEMH B THIIOBUX
koprnoparuBHux [TC. [IporpaMHe pilieHHs, IKE OTPpUMAE HAHOUIBIIMI 3arajibHui Oad,

CTaHE OCHOBOK [Uisi (OPMYBaHHS METOAY PO3Mi3HABaHHS (PAKTIB KOMIT FOTEPHOIO

caboTaxy.



2.5 IlopiBHsIIbHA XapaKTepUCTUKA (PYHKIIOHATY MPOTPAMHHX PILIEHb CUCTEM BHSIBIICHHS OPYILIEHB

Tabmuug 2.11 — [TopiBHSHHS CHCTEM BUSIBIICHHS IOPYIIEHB

ESET Cisco Microsoft | FireEye .
i Symantec s Cyberbit )
ITapametp Enterprise | AMP for ATP Defender | Endpoint EDR IIpumiTka
Inspector | Endpoints ATP Security

[3omst1ist CKOMITPOMETOBAHOIO IIporpamsi piIIeHHS BiJ

NPUCTPOIO Ta BIAHOBJIECHHS , ) ) ! ! ) Microsoft ta FireEye Jmmf
130JTI0O0Th  CKOMITPOMETOBAHHN
NPUCTPi

HasBHiCTE AeTanpHOrO XXypHadly icTopii Microsoft Defender ATP mae

MO i OOMeXKeHHI KypHAT MOMIN, IO

2 2 2 1 2 2 CKJIAA€ThCST 3  TOmHii, dHacy

BUHUKHEHHS, Mi CLIst
BUHHKHEHHSI

HasiBHICTP neTaqpHOrO CIUCKY 3a1ad 3 | ) | ! ! ! Cisco AMP 3aHoTOBYyEe Ta

BUIMPABJICHHAMHI 30epirae Bci Bumpasienas BDS

MOKIUBICTE 3MIHU KIHIIEBUX TOYOK 0 0 0 0 0 1

MOXIHBICTb TMPHUIUHEHHS 3JIOBMHCHOI ) ) ) 9 9 )

TiSUTBHOCTI

MOKIHBICTD BiTHOBJICHHS PEECTPY 2 2 2 0 0 0

MOXIHBICTb BUMKHEHHS OOJIIKOBOTO 5 5 0 0 0 5

3anucy kopucrtysaua BDS

MOXIHBICTD BUMKHEHHSI  MEPEKeBOi ) ) 0 0 0 0

I1aTHu
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MO:XKMBICTh BIIKATY CHCTEMU 2 2 0 0 0 2
[Tponowsxenus Tabnwmii 2.11
ESET Cisco Microsoft | FireEye )
. S t g Cyberbit .
ITapametp Enterprise | AMP for YIAMEE | Defender Endpoint yoerol IIpumiTka
. ATP i EDR
Inspector | Endpoints ATP Security
Poswmnpene  BUABIEHHA  3JIOBMUCHUX Cisco AMP BusiBIisie 3TOBMHCHI
nporpam 0 1 2 2 0 2 IporpaMy,  BUKOPUCTOBYHOUHU
JIUIIE BacHl 0a3u JaHux
Businenns nopymensst monituku 1b 2 2 0 0 0 0
BusiBneHHst eKCIUIONTIB 2 2 2 0 0 0
IToBeniHkOBa aHANITHKA 1 2 2 1 1 2
AmHani3 penyTauii ¢painis 0 0 2 0 0 0
HastBHICTh XMapHHX TTiCOYHUID 0 2 2 0 2 0
Iadpactpykrypa (Ha ©0a3i Windows, ESET Enterprise Inspector mae
Windows Server, Linux, Mac, Android, 2 1 1 1 1 0 ITOBHICTIO PO3BUHEHY
Virtual) 1HppacTPyKTYpy
ABTOMATH30BaHA KOPEJISILIis 1HIIMIEHTIB 2 2 0 0 2 0
Bizyamnizariist iHIIUIEHTIB Cisco AMP bopmye
CTaTHCTUYHI 3BITH 3a
0 2 0 0 0 0 IHIMASHTaMH, 1[0 BiAOYyJIUCS
BCEpEHHI KOPIIOPaTUBHOI
Mepexi.
T - -
asIBHICTD npouecy yIIpaBJIi HHS 5 5 0 5 0 0

CIIOBILIICHHSIMU
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[Tponowsxenus Tabnwmii 2.11

ESET Cisco Svmantec Microsoft | FireEye Cuberbit
[Tapametp Enterprise | AMP for y ATP Defender | Endpoint }]::DR IMpumiTka
Inspector | Endpoints ATP Security
II
€perfial MOPYLIeHb 3 ypaxyBaHHAM 5 5 5 5 5 5
NP1OPUTETHOCTI PU3UKIB
HasBHicTe aBTOMaTH30BaHOi BHOIPKH Bubipka ¢aiimiB 1HOUACHTY
(baiiiB iHIUIESHTY 1 1 1 1 1 1 BINOYBAETBCS 32 JAOMOMOTOH
JFOACHKOTO (pakTopy
KOMHJ‘IGKCH‘I/II/I aHaJi3 mpo3piinx (ainis ) 5 5 0 ) 0
abo mporeciB
D —
OpPMYBaHHS €JIEKTPOHHHX 3BITIB CTaHY 5 5 5 5 5 5
CUCTEMHU
MosxnuBicTh POOOTH 13 1HTErpaui HHUMH
nporokonamu Third Party Protocol, SDK 1 1 0 0 0 0
ta CGl
3aranom 34 40 27 16 19 21

42
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OniHka MpOrpaMHUX PIIIEHb CUCTEMH BHSBJICHHS MOPYLICHb MMOKA3aja, WIO0
HaHOUIbII €(DEKTUBHUM 1 HAMOBHEHUM OUTBIIOK KUIbKICTHO HEOOXIMHUX (PYHKIH st
po3mi3HaHHs (PakTiB KOMIT 10TepHOro caboraxy € Cisco Advanced Malware Protection
(AMP) for Endpoints. Ilogamema po3poOka MeToay BIAOYBATUMETBCS came 3
ypaxXyBaHHSIM MOKJIMBOCTEH 11b0T0 [13.

Cucrema BUSIBJICHHS MOPYIIEHb 3/aTHA CUTHAII3YBAaTH MPO MOKJIMBUH aKT
NOPYLIEHHS B Tiil a00 1HIIIA JAHI[ KOPMOparuBHOI Mepexki. OaHak, il cuctemi npu
KJACUYHOMY METOJI PO3rOPTAHHI HE BUCTAYAE€ MOKIMBOCTI JOCHIIKEHHS O3HAK, IO
1H(OPMYIOTh PO 3MIHY (PI3UYHOTO CTAHY €JIEMEHTY KOMIT FOTEPHOI cuctemu. J[o Takmx
O3HAK MO>KHA BIJHECTH:

— MpU3HAK PO3MI3HAHHS 00JMYYs (BUSBJICHHS 00JIWYb, SKUM JI03BOJICHUH BX1J1 B
CHOCTEPEKYBAHY 30HY 1 BUSIBIICHHSI HECAHKI[IOHOBAHUX OOJIMYb B 1111 30H1),

— MPU3HAK HECAHKIIIOHOBAHOTO NEPETUHAHHS KOPJOHY KOHTPOJIbOBAHOT 30HU,

— MPU3HAK 3MIHM CTaHy NPHUMIIMIEHHS (BHSIBIICHHS HE3 SICOBAHUX SIBUIL B
CHOCTEPEKYBAHOMY MPUMIIIEHH], TAKHX K 3aCBITH KaMEPH, BOTOHb, UM Ta 1H.).

B ocHOBI po3po0ku MeTOQy pealtizalili CUCTEMH BUSIBIICHHSI MOPYLICHb JIEKATHME
CTBOPEHHS TaKOi CHCTEMH, IO 3MOXKE€ CHTHAII3yBaTH NP0 HASIBHICTh WX

BULIENIEPEPAXOBAHKX (DAKTIB, sIK1 MOKYTh MMPU3BECTH J0 KOMI FOTEPHOTO CabOTaxy.

2.6 Po3poOka wmetomy peamizaiii CUCTEMU BHSBJACHHS MOPYIIEHb st

PO3Mi3HaHHS (aKTIB KOMI FOTEPHOTO cabOTaXKy

OOpane mnporpamHe pimieHHs Big CiscO Mae€ TEPENiK MepeBar, OAHAK iX
HEAOCTATHBO ISl TOTO, NI00 3a0€3MEeUnTH 3aXUCT Bl MOKIIMBOIO BTPYYaHHS B poOOTY
kopnopatuBHoi [TC 3 momanemvM BujanieHHsM 1Hdopmallli abo BUXOAY 13 Jiaay
€JIEMEHTIB KOMIT” FOTEPHOT CUCTEMHU.

[{uM HEOOMIKOM € HEBUKOHAHA BUMOTA aHali3y penyrauii (aiiniB 1 MOKIMBICTh
3MIHU KIHIICBUX TOYOK. ABTOMAaTHYHa OIIHKA O€3MeyHOCTI (haiiyiB 1 MPOIECIB, IO
BUKOHYIOThCS HA APM mnpaiiBHUKA € JOJATKOBUM PIBHEM 3aXUIIEHOCTI BiJl MOKITMBUX
NOPYILIEHb. 3MIHA KIHIEBUX TOYOK cripusie jerurii moaudikauii kopnoparuHoi [TC y

pa3i Buxoay 13 naay enemenry ITC, Ha sxomy o0poOmwoerses [30JI. Onnak
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HEBUKOHAHOKO 331a4€K0 CUCTEMH BUSIBJIICHHS MTOPYIIEHD CTaJIa MOKJIUBICTD PO3MI3HAHHS
BUXOJ1y 13 JIay TAKOro €JEMEHTY 1 CBOEYACHE CUTHAII3YBAHHS MPO 1€ aAMIHICTPATOPY
cucremu. llle ogHUM PIBHOCWIIBHAM HEIOJIKOM CTajla HEMOXIIMBICTh CUTHAII3YBaHHSI
npo pyiiHyBaHHs a00 Moauikamiro 1HGopmarlii, 1o oOpoOIIOETECS B KOPHOPATUBHIM
ITC.

TakuM 4lMHOM, B yMOBaX TUMOBUX KopnopaTuBHUX [TC onTuMalbHAM PILICHHIM
JUTS PO3Mi3HABaHHS (PAKTIB KOMIT FOTEPHOro caboTaxy 3 BukopucTaHHsM Cisco AMP
for Endpoints crane:

1 BnpoBamxkeHHst 3ac001B HEMEPEPBHOIO KOHTPOIIKO 3a (13MUHUM cTaHoM EOM
B KopnoparueHiii [TC.

2 Po3poOka opraHizailiiiHMX 3axOJiB KOHTPOJIKO LUIICHOCTI 1H(popMauii B

koprnoparusHii [TC.

2.6.1 BropoBamkeHHs 3ac001B HEMNEPEPBHOIO KOHTPOJIIO 3a (DI3UYHUM CTAHOM

EOM B xoprioparusHiii [TC

Sk Oyno MOBEACHO B MOMEPEAHBOMY PO3/UTI, CHCTEMA BUSBICHHS MOPYLIEHD 32
CBOIM BH3HAQYCHHSIM € MPOrPaMHO-aMapaTHUM KOMIUIEKCOM, SIKA MOKE KOHTPOJIFOBATH
CTaH KOPHNOPATUBHOI MEPEXKI, ajiec HE B 3MO31 KOHTPOJIIOBATH (PI3WYHMIT CTaH €JIEMEHTIB
miei mepexi. ToMy, OIHMM 13 3ampONOHOBAHMX PpimeHb peam3aunii BDS  mis
pO3Mi3HAHHS (PAKTY KOMIT FOTEPHOrO CabOTaKy, MO0 MPU3BOAMTH JO BUXOMY 13 Jady
EOM € BCTaHOBJICHHSI JETEKTOPY cadOTaKy CHUCTEM BIJCOCHOCTEPEKEHHS 13
NOJABIIOK0 THTETPALIIERO 13 CHCTEMOIO BUSIBJIEHHS TOPYIIEHb.

JlerekTop caboTaxky — 1€ 3aci0 MOHITOPMHIY 1 (pikcaiii MOpPyuieHb 3 KaMmep
BIJICOCTIOCTEPEKEHHST 3 TMOJAJBIIAM BUSBJICHHIM TPUBOKHHUX CHUTyallid, TakWx SK
BTpara BIJCOCHTHAITYy, PO3(OKYCYBaHHS 300paKCHHS, MEPEKPUTTS KAMEPU CTOPOHHIM
IPEIMETOM, BiIBEPTAHHIM KaMEPH Ta 1H.

3BUYaliHa CUCTEMA BIACOCHOCTEPEKEHHS JHIIE (DIKCYE MO, SIKI BiAOYBAIOTHCS B
KOHTPOJIbOBAH1/ 30H1 OpraHi3anii, 1 J03BOJIsIE BCTAHOBUTH HKEPEIIO MOPYLIEHb, IO BXKE
crajocs. B TOl yac sk cucTeMa BiIEOCIIOCTEPEIKEHHS 13 BCTAHOBIICHUM JETEKTOPOM

cabotaxy 1H(popmye aaMmiHicTpatopa BDS B maHeni kepyBaHHS CUCTEMOIO BUSBICHHS






46

Tabmung 2.12 — TnymadeHHs IHTErpAlliHUX MPOTOKOJTIB

Hassa mporokony

Onuc

TPP (Third Party
Protocol)

Knient-cepBepHmii TPOTOKON 3 TpbOMa THUINAMH BIJHOIIEHB. 3aIHT
(BUKOPHCTOBYETBCSI ~ KJIEHTOM),  TOBIIOMJIEHHS  (BUKOPHUCTOBYETHCS
cepBepoM Ul HaiaCWiIaHHS 1HQOpMaLii Npo CTaH KIIEHTY), BIATOBIAbL
(mamicnani sik  Bignosigep Ha 3amuT). TPCP  BHUKOPUCTOBYeThCS st
1HIIIFOBAHHS, KOHTPOJIFO Ta CIIOCTEPEKEHHS 32 CEaHCAMHU MIK BIIAICHUMU
CTOPOHAMH.

SDK (Software
Development Kit)

Habip 3acobiB po3poOku, mo po3Bomsge (¢axiBusM 3 MPOTrPaMHOIO
3a0e3Me4YeHHs] CTBOPIOBATU [ONATKH JJIsi TEBHOrO MAakKeTy Mporpam,
nporpamMHoro 3abesmeueHHs 0a30BUX 3aco0iB  po3poOKu, amapaTHOi
miatGopMu, KOMI'FOTEPHOI CHUCTEMH, ITPOBHX KOHCOJIEH, omepariiHmx
CHCTEM 1 1HITHX TIATPOPM.

CGIl (Common
Gateway Interface)

Cranmapt iHTEepdECy, BUKOPUCTOBYBAHOTO [UIsl 3B'SI3KY 30BHIIIHBOL
nporpamu 3 BeO-cepBepoM. Ilporpamy, sika mpamroe 3a TakuM 1HTEpdeicy
CHUJIBHO 3 BeO-CepBepOM, MPHUIHATO HA3MBATH ILIIIO30M, XO4a 0arato XTo
BOJIiE€ Ha3BH «cKpunT» (cueHapiit) abo «CGl-nporpamay. Ilo cyTi mo3Bossie
BUKOPUCTOBYBAaTH KOHCOJIb BBEACHHS 1 BHUBENEHHS MU B3aeMOnii 3
KJIIEHTOM.

[{i 1HTErpamiiiHi MPOTOKOJIA TMOJIATAIOTh 32 OCHOBY KOMYTallli CHCTEMH

BUSIBJICHHSI TIOPYIIIEHD i3 JETEKTOPOM cadoTaky. BIpoBamKeHHs IETEKTOPY caboTaxKy

peaiizye HEAOMIK CHCTEMH BHSIBIICHHS MOPYLICHb B MATAHHI BUXOAY 13 JIAy €JIEMEHTIB

KOMII'FOTEPHOT CHUCTEMH, CBOE€YACHO MOBIAOMJISIIOUM NPO MOXKIIUBE MOPYIICHHS,

BIIOYBAETHCS B Tid a00 1HIIHA 00J1aCTI KOHTPOJBLOBAHOT 30HM OpraHizaii.

Ha pusky netekTopiB cabotaxy B YKpaiHl HaiOUIbII  PO3MOBCHOIKEHO

npeacTasieHi nporpaMHi pimenHs Bix TRASSIR, Macroscop.

[TopiBHsIEMO 0OM/BA PILIEHHS 32 HACTYITHUMK KPATEPISMU:

1) [TigpaxyHOK Bi/BiTyBaviB.

2) BusiBnenHs 00mb.

3) BiacrexeHnHs nepeMilieHHs 0ci0 MK KaMEpaMH B PEKUMI PEATBHOTO Yacy.

4) Po3nizHaHHs 00JIAYb.

5) Po3mizHaHHg aBTOMOOLIBHIUX HOMEPIB.

6) [TigpaxyHOK KUIBKOCTI JIFOACH.

11(0)
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7) MoxnuBicTh BcTaHOBAEHHS [13 Ha poOoue Mmicue mpaiiBHUKA (MEpPEKEBUNA
KJIIEHT).
8) CuHXPOHI13aLlid 13 CHCTEMaMU BUSIBJICHHS MOPYLICHb.
[TopiBHsiEMO mporpamMHi  pIOIEHHS 3a M[EPEIYEHUMH  MapaMeTpamu 3
BUKOPHUCTaHHAM mikanu Big 0 mo 1, zxe:
0 — NOTOYHMI mapaMeTp HE PeaTi30BaHO;

1 — mOTOYHMI mapaMeTp peai30BaHo.

Ta6muist 2.13 — TTopiBHSHHS AETEKTOPIB CA00TaXKY

ITapamerp TRASSIR | Macroscop

ITingpaxyHOK BiBiAyBadiB 0 1
BusiBnensst o6amub 1 1
BincreskeHHst mepeMileHHsT 0ci0 MisK KaMepaMH B PEKHUMI PeaIbHOTO 1 1
qacy

PoszmniznanHs o6auyb 1 0
Po3smnizHaHHs aBTOMOOIIBHUX HOMEPIB 1 1
[TigpaxyHOK KIJIBKOCTI JtOIeH 0 1
MosxmsicTh BcTaHoBieHHs [13 Ha pobode micue mpariBHUKa 1 0
(MepexeBUl KJTIEHT)

CuHxpoHi3aLis 13 CHCTeMaMH BUSIBJICHHS IOPYLICHb 1 1
Hegenuka BapTiCTh BCTAHOBJICHHS 1 0
3aranom 6 5

OTpuMaH1 MOKA3HUKK CBITYATh MPO TE, 0 HAMKpAIIMM JETEKTOPOM CabOTaxy y

CHIBBIHOIIEHH] «I(HA-IKICTEY € TRASSIR.
2.6.1.1 InTerpanis CUCTEMHU BUSBIICHHS TOPYIICHB 13 JETEKTOPOM Ca00TaXKy

[TpoBeneMo MNPAKTHYHE HAJTAINTYBAHHS CHUCTEMU BHSBICHHS MOPYIIECHb 13
JETEKTOPOM Cab0TaKy 1 BIATBOPUMO MPU3HAK PO3MI3HAHHS O0IAYYS.

Jlis Ttoro, mo0 mnpaBUABHO iHTErpyBatu nociimkyBanuit Cisco AMP for
Endpoints 13 oOpanum aetektopom cabotaxy TRASSIR, B HajmamTyBaHHSX CUCTEMU
BUSBJICHHS! TIOPYIIEHb HEOOX1HO TO3BOJIMTH BUKOpUCTaHHS npotokony TTP 1 nonatu
CUCTEMY BIJICOCTIOCTEPEXKEHHST y Tnepemk iHterpamii. [li mii J03BOSATH CUCTEMI
BUSBIICHHS TOPYLICHb BUKOPUCTOBYBATH IHTErpaliiiHi MPOTOKONM A1 POOOTH 13

IPOrpaMHO-aMAPaTHAM 3a0€3MEYCHHSIM, SIKE TAKOX BHKOPUCTOBYE IJIsi KOMYyTalli Wi
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NEPENIKY MPaBWJ, IO B MOJANBIIOMY YHEMOMIIMBUTH IF0 MOJIK0. 3ampONnOHOBAHUMN

NEPENIK MPaBUII MO>KHA BKITFOUMTH B [10cagoBy IHCTPYKIIF0 KOPUCTYBAYlB CUCTEMH.

2.6.2.1 Ilepenik mpaBWJI aAMIHICTPATOpa CUCTEMH BHUSBICHHS TOPYLICHb IS

3a0e3MeUeHHs] KOHTPOJTIO LITICHOCTI 1H(popmanii B koprnoparuHii [TC

1 Onwuc. Ileit nepemik BU3HAYAE OCHOBHI MPaBUJia KOHTPOJIO IUTICHOCTI
tH(popmarlii, mo oOpoOIIOEThC U aJAMIHICTPaTOpa CUCTEMU BUSBIICHHS MOPYIICHb
(mam — Aagminictparop CBII).

2 llpu3nauenns. Lleli mepenik NpuU3HAYEHWH JUIsl  YHUKHEHHS  (DaKTIiB
KOMIT FOTEPHOTO Cab0Taxy HIIsxoM Moau(ikaiii ado 3HulIeHHs 1H(opmMarlii Ta GopMye
nepenik aid Anminictparopa CBII anms KoHTponto 3a HuUTCHICTIO 1H(pOpMaii, mo
00pOOTIOETHCS.

3 OO0nacTh 3acTOCyBaHHs. BUMOrM bOro Mepesiky CTOCYIOThCS AJMIHICTpaTopa
CBIL

4 ITpaBuna.

4.1 Agminictpatop CBIl noBuMHEH mepernsaatd HaJaHI MpaBa JOCTYITY
kopuctyBauiB CBII no tHpopmanii B kopnopatusHiii [TC yctaHoBu He piauie 1 pa3y Ha
MICSILb.

4.2 Anminictparop CBII moBMHEH BHIQIATH MpaBa AOCTYMy A0 1HQOpMalii
oOnikoBux 3anuciB kopuctyBauiB CBII, ski Oynu 3BUTbHEH1. AamiHictpatop CBII
TAKO MOBUHEH MEPETIIAIATH HASBHICTh TAKAX OOJIIKOBUX 3aMUCIB 1 pa3 Ha MICSLb.

4.3 Angminictpatop CBII mOBHHEH MPUXOBAaTH MOKIIMBICTh BUAAJICHHS 3aMKCIB B
JKypHaJTi moaii juis kopuctysadis CBIL

4.4 Anminictpatop CBII moBuHEeH poOMTH pPE3EPBHE KOMIIOBAHHS JAHWUX HE
piame 1 pa3y Ha 3 Micsi.

4.5 Anminictpatop CBII moBMHEH NMPUXOBATH MOKJIMBICTh HAJAHHS MPAB 3MIHA
HAJIAINTYBAHHS B CUCTEM1 BUSIBJIEHHS MOPYLICHB 151 KopucTyBauis CBIL

4.6 Anminictpatop CBII noBuHen 1 pa3 B 3 MiICALl NPOBOAMTH «TECT HA
NPOHUKHEHHS», Yy3TO/UKYIOUM 4Yac TMPOBEACHHA 1 00JacTh MPOHUKHEHHS 3

KepiBHALTBOM YCTaHOBH.
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4.7 Apminictpatop CBIl moBHHEH NPOBOJAWTH «TECTM HA MNPOHMKHEHHS» 34

JOMOMOrOK)  BJIACHUX MOXKJIMBOCTEH, IO HE CYNEPEYUTh BHUMOTaM YWMHHOTO

3aKOHOJABCTBA YKpaiHu, abo 3amyuaroud A0 uboro QaxieuiB miei cpepu. OOpane

pILICHHS TNOBMHHO OyTW Yy3rojkeHe 3 KepIBHHITBOM YCTaHOBM 1 MHUCBMOBO
3aIEKJIAPOBAHE POMOPSHKEHHAM 3 MANMKACOM KepiBHUKA YCTaHOBH.

4.8 Anminictparop CBII, BusiBuBIIM 3M1HY CTaHy 1H(opMarii, 1o 0OpoOIOeEThCs

B KoprnoparuBHiil [TC, moBUHEH HEraitHO MOBIAOMUTH NPO 1ie KepiBHUITBO yCTAaHOBH

Ta AISTH 32 iX PO3MOPIIKEHHSIM.

2.6.2.2 Ilepenik mnpaBui KOPUCTYBA4YIB CHCTEMH BHSBIICHHS MOPYIICHb IS

3a0e3neueHHs LUTiICHOCTI iH(opMariii B kopnopatusHii [TC

1 Onwuc. Lleii nepenik BU3HAYAE OCHOBHI MpaBuiia Ajisl 3a0€3MEUCHHS [IUTICHOCTI
1H(popMallli, 1o 00POOIIFOETHCS TSl KOPUCTYBAYIB CUCTEMH BUSIBJIEHHS MOPYLIEHB (Iai
— Kopucrysau CBII).

2 llpu3nauenns. Lleli mnepenik NpU3HAYEHWH UIsl  YHUKHEHHS  (DaKTIiB
KOMII'FOTEPHOT0 cabOTaxXy HUIsIXOM Mo (ikanii ado 3HUIIEHHS 1HPopMalii Ta popmye
nepenik g KopuctyBaua CBII s 3a0e3neyeHHs IUIICHOCTI 1H(popManii, mo
00pobiroeThes B kopnoparueHii [TC.

3 O0nacte 3acTOCyBaHHS. BHMOTM 1BOTO MEPENIKY CTOCYKOTBCS — BCIX
Kopucrysauis CBIL

4 ITpasuna.

4.1'Y pasi BusiBiicHHs (DaKTiB 3MiHM CTaHy a00 BHUIAJICHHS KPUTHYHO BaXKJIMBO{
iHpopmanii KopuctyBay CBIIl NOBHHEH HETaHO MOBIIOMMTH MPO 1€ AJIMIHICTPATOpa
CBIL

4.2 KopuctyBady CBII 3a00poOHEHO BHOCHTH 3MIHM B HAIAIITyBAHHS CUCTEMU
BUSBJICHHS MOPYLICHb, HAMAratucs BUAATUTH 1HQOpMaiiro 0e3 HasBHUX I LbOTO
paB IOCTYIY.

4.3 KopucryBau CBII npu poboti 3 iHpoOpMalli€er0 TOBUHEH BUKOPHCTOBYBATH

TUTBKHM CIIy>k00B1 HOcli iHpopmanii (USB HakonuuyBayi, 30BHILIHI JUCKH, TOLIO).
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4.4 KopuctyBauy CBII 3a00poHEHO 3MIHIOBAaTH HAJAlITYBAHHS CHCTEMH,
BUJAIISITA CUCTEMHMIA )KYPHAJT MOA1H, TOLIO.

4.5 KopuctyBauy CBII y pa3i BHUSBICHHS MNOPYUIEHHS Ha poOodYidl cTaHIii
NOBHHEH MEPEPBATH CBOKO poOOTY Ta BUKIMKATH AamMinictparopa CBII Ha cBoe poOoue
MICLIE.

4.6 KopuctyBauy CBII 3a00poHEHO CaMOCTIHHO yCyBaTh NOPYIIEHHS Ta
NPUXOBYBATH (DAKT BUSIBIICHHS NOPYILICHHS.

477V pa3i Buxomy 13 naay podoyoi cranmii Kopuctypau CBII mnoBuHeH
Bukimkaru Aaminicrparopa CBII Ha cBoe poboue micie.

3anponoHoBaHa METOMKA peai3alli CHCTEMU BUSIBICHHS MOPYLICHB MOJSTAE y
BCTAHOBJIEHHI JETEKTOpa cadoTaxy, (POPMyBaHHS MEPEIIKY MPaBU JJIs MEPCOHATY
YCTQHOBM  JIOMOMOXXE BYACHO BHUSBUTH 1 MNPOTHAISATH  MOKIMBUM  (pakTam

KOMII'FOTEPHOTO CabOTaXKYy.
2.7 BUCHOBOK

CreniainbHa YaCTHHA CKIAJAETHCS 3 OOIPYHTYBAaHHS AOLUIBHOCTI BIPOBAIKCHHS
CUCTEMH BHUSBIICHHS TOPYLIEHb B MHATAHHI PO3Mi3HABAHHS KOMIT FOTEPHOTO CabOTaxy
LUIIXOM BHU3HAYCHHs (YHKIIOHATBbHOrO npoduiro 3axumeHocTi AC Tta noOynoBu
MOJIEJTI 3arpo3.

OtpumaHi pe3yJIbTaTH, IO JAOBOAATH HASIBHICTH (PAKTIB KOMII FOTEPHOTO
cabotaxxy B koprnopatuBHiid ITC, craqu oaHMM 13 TOJIOBHMX YMHHHUKIB B MiaAOOPI
HAsBHUX TMPOTPAMHUX pPIIICHb CHCTEMH BHSBICHHS MOpPylUIeHb. byna mnpoBenacHa
NOPIBHAJIbHA XaPAKTEPUCTHKA BCIX ICHYFOUMX MPOrPaMHUX MPOAYKTIB 32 KPUTEPISMH,
110 MOBUHHI 3310BOJBHATH KOkHY CBII, 1 00paHo HalionTuManbHILIEC PILICHHS, MO
MOJIATJIO 32 OCHOBY PO3POOKH METOY PO3MI3HAHHS KOMI FOTEPHOTO CadOTaXy IUITXOM
BUKOPUCTAHHS TAKOI CUCTEMU.

OOpana cucTtemMa BHSBICHHS TOPYLICHb 3 YpPaxyBaHHSM 1H)KCHEPHHX Ta
OpraHizamiifHMX 3axo0/iB, TaKUX SK BCTAHOBJICHHS JCTEKTOPIB cadOTaxXy Ta
BITPOBA/DKEHHSI MEPENIKY MPaBWil KOPUCTYBauiB Ta aamiHicTparopis CBII nonsrim B

OCHOBY METOIY peaji3alii CUCTEMH BUSBIECHHSI MOPYLICHb ISl PO3Mi3HAHHS (DaKTIB
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KOMIT'10TepHOTO  caboTaxy. Takok, mnuTaHHS MiAOOPY JACTEKTOPY CabOTaxKy
PO3IISIAANOCS 3 YpaxXyBaHHSAM KPUTEPIiB, IO MOXKYTh CUTHATI3yBaTH (PAKT BUXOIY 13
naay enemenTiB koprnoparuBHOi ITC. Kpim TOro, 3amis 3akpiluicHHsS TEOPETUYHUX
3acall  3ampolmOHOBAHOrO METOAY OyJ0 MPAaKTHYHO PEATI30BAaHO 1 MEPEBIPEHO
€¢(DEKTUBHICTh IHTETPYBAHHS CHUCTEMH BIJCOCHOCTEPEKEHHSI 13 BHKOPUCTAHHSIM
JETEKTOPY cabOTaXy 13 CUCTEMOI) BUSIBJICHHSI MOPYIIEHb.
3anponoHoBaHWii MeTox Oyno BOpPOBaJKEHO B KopnopatuBHy ITC micus
NPOXO/DKCHHS MPAKTUKKU. 3arajlbHUil BUCHOBOK €(EKTMBHOCTI 1 JAOLUIBHOCTI METOMY

OyJIO BUCBITJIIEHO KEPIBHULITBOM OPraHizaiii OKpEMUM BIATYKOM.
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3 EKOHOMIYHA YACTHUHA

3.1 OOrpyHTyBaHHS BUTPAT Ha PEATI3aL[l0 3aMPOIMIOHOBAHOIO METOTY

Metor 0OIpyHTYBaHHSI BUTPAT Ha BOPOBA/KEHHS METOAY peanizailii CUCTEMH
BUSIBJICHHS TIOPYIICHb JJIs1 PO3MI3HAHHS (PAKTIB KOMIT FOTEPHOTO CadOTaXy € TOBEACHHS
JOUITBHOCTI  3aMpPOMOHOBAHMX PINICHb HUIAIXOM  PO3PAXyHKY KamiTalbHUX Ta
EKCIUTyaTallifHuX BUTPAT, OI[IHKA BEJIMYMHU MOKIIMBOTO 30UTKY B1J aTaKu, BABHAYCHHS

Ta aHAJTI3 MOKA3HUKIB EKOHOMIYHOI €(PEKTUBHOCTI.
3.2 Po3paxyHKH BUTpAT HA peali3allito 3anporOHOBAHOTO METOAY

[Ipy po3poOii Ta BOPOBAHKCHHI 3aMpPOTOHOBAHOIO METOMY HEOOXITHO
pO3paxyBaTH BUTPATH OOCTEKYBAHOT yCTAHOBHU. 3 ypaxyBaHHSIM BUMOI'M KEPIBHMIITBA

HA3BY YCTAHOBH B IUIUIOMHINA poOoTi 3MiHeHO Ha TOB «ABTol Limrocy.
3.2.1 Po3paxyHOK KamiTaqbHUX ((PIKCOBAHUX) BUTPAT

Kamitaneni  (dikcoBani) BuTpath Ha  Po3poOKy Ta  BIOPOBAIKEHHS

3aMPOIMIOHOBAHOTO METOY CKIaAaroTh [21]:

K= K11p + Kas + Kans + Kyjage + Ky (3.1

ne Ky, — BapTicTh po3pOOKH CHCTEMM BHSBIICHHS MOPYLICHb TA 3ATyYCHHS IS
[bOTO 30BHIIIHIX KOHCYJIBTAHTIB, TUC. TPH;
Ki; — BapricTe 3akynmiBial amapaTHOro 3a0e3MeYeHHsT Ta JAONOMIKHUX
MaTepiajiB, THC. TPH;
Ky, — BapTicTh 3aKymiBeab JIIEH3IHHOTO OCHOBHOTO M J10JJATKOBOTO
nporpamHoro 3adesneucHus (113), Tuc. rpH;
Kiase — BUTPATH HAa HABYAHHS TEXHIYHMX CIHELIAICTIB 1 0OCIYrOBYKOUYOIrO
NEPCOHAITY, TUC. TPH;
Ky — BUTpaTtu Ha BCTAHOBJICHHs OONAQIHAHHS Ta HAIArOJKEHHS CHUCTEMHU

1H(pOpMaLIiHOT OE3MEKH, TUC. TPH.
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BuxigH1 AaHI CTAHOBIIATS:
Ky, = 13500 rpu (BapricTh pO3POOKM CUCTEMH BHUABICHHS HOPYLICHb Ta
3aTyYEHHS A0 [[bOTO 30BHILIHIX KOHCYJIBTAHTIB),

K,;= 16345 rpH (BapTicTh AOJATKOBUX KaMep BIACOCIMOCTEPEKECHHS ),
54960 rpH 3a CBII Cisco AMP for Endpoints
K, = 64760 rpH
9800 rpH 3a zetekTop cabotaxxy TRASSIR

Bapricte 3akyniBal  JIIIEH31MHOIO  OPOrpaMHOrO  3a0E3MEYCHHST CUCTEMH
BusBieHHs nopyiieHb Cisco AMP for Endpoints cranoButk 54960 rpH, BpaxoByrOUH
KUTbKICTh pOOOUYMX CTaHI1i HA MPOAHATI30BAHOMY MIAMPUEMCTBI.

Bapricte 3akymiBmi  TIOEH31HHOTO MPOrpaMHOTO  3a0€3MEYECHHS  JIETEKTOPY
cabotaxxy TRASSIR 10 icCHYHOUMX Kamep BiEOCHOCTEPEKEHHS (BPAXOBYIOUHM IXHIO
KUTBKICTB ) CTaHOBHATH 9800 rpH.

Kiass = 13450 rpH (BUTpaTH HA HABYAHHS AAMIHICTPATOPA CUCTEMH BUSBIICHHS

NOPYIIEHB ),

Ky = 2750 rpH (BATpaTM Ha BCTAHOBIICHHA OOJAAHAHHS Ta HAJIarOLKCHHS

CUCTEMH BHSIBIICHHSI IOPYILIEHB ).

Bu3HaunMo KamitajbH1 BUTPATH:

K =13500 + 16345 + 64760 + 13450 + 2750 = 110805 rpH

3.2.2 Po3paxyHOK pIYHHAX NOTOYHUX (E€KCILTyaTaliiHuX ) BUTPAT

Pi4H1 NOTOYHI BUTPaTH CKIIAAAKOTHCS 3.
C=0C,+Cey +Co + Cpoc (3.2)
ne C,— piunuii (pOHI aMOPTU3ALIHHUX BIAPAXYBaHb,

Cex — BapTICTh EIEKTPOEHEPTIi, M0 CHOKUBAETHCA anaparypord CHCTEMHU

BHUABJICHHSA IIOPYHICHDL ITPOTAI'OM POKY:!



57

Cen = P X Fy X 11, (3.3)

ne P — BCTaHOBNIEHA MOTYKHICTh anapatypH iHpopmaliiiHoi 6e3neku, kBT,
F,— piunnii pona poOOYOro 4acy CUCTEMH BHUSBIICHHS IOPYILICHD,
Ll — Tapu Ha eneKTPOEHEPTIO, IPH/KBT roauH;
C, — BUTpATW Ha 3aJyYEHHS CTOPOHHIX OpraHi3aiiid s BUKOHAHHS JIESIKHX
BU/IIB OOCITyTOBYBAaHHS, HABYaHHS Ta CEPTUPIKaIIIO 0OCITYTOBYKYOIr0 MEPCOHAIY;
Crc — BHTPaTH Ha TEXHIYHE W OpraHizalifHE aaMIHICTPYBaHHS Ta CEPBIC
CUCTEMH BHSIBIICHHS TOPYILIEHb.
Piunuit ponn amopruzaniitnux Biapaxysanb (C,) cknanae 25% BiJ KamiTaIbHAX

BUTpAT:

C,= 110805 % 0,25 = 27701,25 rpH

[TotyxHicTs (P) koM roTepiB Ta HOYTOYKIB CTaHOBUTH 1,12 kBT.

3a 40-roguHHOTO POOOYOro THXKHA PpiuHU (PoHA PoOOYOro 4acy CHCTEMH
indopmauniiinoi 6e3neku (F,) cranosurs 1920.

Tapud nHa enekrpoeneprito (L) cknagae 1,96 rpa/kB1 - roamH.

BapricTe enexkTpoeHeprii, Mo CHoKUBAETHCS anapaTrypor0 CUCTEMH BHSBIICHHS

NOpyLEHb TPOTATOM POKY (Ce;) CTAHOBHTS:

Cer= 1,12 x 1920 x 1,96 = 4214,78 rpH

Butpatn Ha TexHiuHe i OpraHizauiiiHe aaMIHICTPYBaHHS Ta CEPBIC CHUCTEMH

BUSBJIEHHS nopywmeHs (C,) cknaaarots 11500 rpH.

C,= 11500 rpH
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Butpatn Ha TexHiuHe W OpraHizaiiiiHe aaMIHICTPYBaHHS Ta CEPBIC CHUCTEMH
BUSBIIEHHS NopyweHb (C,,) Bu3HauaroThess TOB «Aprollnrocy 1 cknamarote 2% Bifg

BapTOCTI KaITAIBHUX BUTPAT.
Croe = 110805 x 0,02 = 2216,10 rpu
Bu3HaunMo pivH1 TOTOYHI BUTPATH:

C=27701,25+4214,78 + 11500 + 2216,10 = 45632,13 rpn

3.3 OnuiHKa BEJIMYMHU MOXKIIUBOTO 30MTKY B1J] aTaku

YnyluieHa BUrojia Biji MPOCTOK0 aTaKOBAHOTO By3Jia ad0 CErMEeHTa KOPHOpPaTUBHOT

MEPEKI CTAHOBUTD:
U=0,+I;+V (3.4)

ne Il; — omnadyyBaHi BTpatd poOOYOro 4Yacy Ta MNPOCTOi CHIBPOOITHHKIB
aTaKOBAHOI'O By3/1a a00 CErMEHTAa KOPHOPaTUBHOI MEPEXKI, TPH;
[, — BapricThb BIOHOBJICHHS MpalE3daTHOCTI By3lda ab0 CerMeHTa
KOPHNOPaTUBHOI MEPEXKI1 (MEPEyCTAaHOBJICHHSI CUCTEMMU, 3M1HA KOH(Irypaiiii Ta iH. ), TpH;
V — BTparu BiA 3HWKEHHS OOCITY MPOJAXKIB 34 Yac MPOCTOK aTaKOBAHOIO
By3/1a 200 CErMEHTA KOPHNOPATUBHOI MEPEXKI, TPH.
Brpatu Bia 3HWKEHHS TPOAYKTHBHOCTI CIIBPOOITHUKIB aTaKOBAHOrO By3ja abo
CErMEHTa KOPIOPATUBHOI MEPEXKI SIBJISIOTH COOOK BTPATH iXHBOI 3apoOITHOI IiaTH

(omaTa HEMPOAYKTUBHOI Mpaill) 3a 4ac MPOCTOK0 BHACIIIIOK aTaKH:

M, =22 x ¢, (3.5)
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ne F — micaunuii pona pododoro yacy (npu 40-a rommHHOMY POOOYOMY THKHI
CTaHOBUTH 176 ron)
3. — MicsiuHa 3apoOiTHA IJj1aTa CHiBpOOITHMKA aTaKOBAHOIO By3Jia a00 CErMEHTa
KOPIMOPATUBHOI MEPEK1 3 HAPAXyBaHHSIM €TMHOTO COLIIAJIBHOTO BHECKY, T'PH HA MICSIIb;
Y, — YMCEeNBHICTh CHIBPOOITHHKIB aTaKOBaHOTO By3na ab0 CErMeHra
KOPIOPATHBHOI MEPEXKI, 0CI0.;
t; — 4ac mpocTor By3ja ad0 CErMeHTa KOPMOPaTUBHOI MEPEkKl BHACIIJIOK
aTaKu, TOJIUH.
Po3paxyHok BuTpar Ha 3apo0iTHY TMjaTy CHIBPOOITHHKIB 3a MICSALb 3

HapaxyBaHHsIM €CB npuseacHo B Ta0wmii 3.1.

Tabmuus 3.1 — Burpatm Ha 3apo0iTHy miary CHiBPOOITHHKIB 3a MICALb 3

HapaxyBaHHsIM CCB

Butparu nHa
Kinbkictb Micsiuna | Burparu Ha €nuHui 3apo0iTHY
ITocana criBpoOITHHUKIB, | 3apo0iTHa | 3apodiTHY | coLianbHUN niarty 3
ocib IUIaTa, TPH | IJaTy, TPH | BHECOK, IPH | ypaxyBaHHSIM
€CB, rpn
5 .
CHOHATBHIH 1 25000 25000 5500 30500
JIUPEKTOP
DiHAHCOBHH HPEKTOP 1 18700 18700 4114 22814
CPIBHUK BIAALLY 1 15000 15000 3300 18300
MPONaKy aBTO
CPIBHUK BIAALLY 1 15500 15500 3410 18910
MPOKATY aBTO
M
CHEIDKED 3 Mponaky 3 12000 36000 7920 43920
aBTO
M
CHEIDKEp 3 NPoKaTy 2 12000 24000 5280 29280
aBTO
M
| VICHEIUKED 3 1 10500 10500 2310 12810
B1ITHOBJICHHA aBTO
- v
HCTEMHIH 1 11800 11800 2596 14396
anMiHicTpaTop
Beboro 190930

BusHaunmo ormiauyBaHi BTpaTd PoOOYOro 4Yacy Ta MNPOCTOi CHIBPOOITHUKIB

aTaKOBaHOTO By3J1a a00 CETMEHTA KOPIOPATUBHOI MEPEXKI:
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IT,= (190930 / 176) x 4 = 4339,32 rpu

Burtparn Ha BIAHOBJICHHSI Mpale3laTHOCTI By3yia ad0 CErMEHTa KOPMOPATHBHOI
MEPEXKI BKITFOYAOTh KIIbKA CKIaJI0BUX:

[y = Mgy + M + Ty (3.6)

ne I, — BUTpaTu Ha MOBTOPHE YBEACHHS 1H(OpMallli, TPH;
[, — BUTpaTH Ha BIAHOBIEHHS By3Jia a00 CErMEHTa KOPIIOPATUBHOI MEPEKI,
I'pH;
I1,; — BApTICTh 3aMiHM YCTAaTKYBAHHS a00 3aIMaCHUX YaCTHH, I'PH.
Burtparun Ha noBTtopHe BBeneHHs 1H(opmarii [1,; po3paxoByrOTbCcS BHXOIAYM 3
po3Mipy 3apoO0iTHOI TIaTH CHIBpOOITHUKIB aTaKOBAHOTO By3ja ald0 CerMeHTa
KOPIOPATHBHOI MEPEXKI 3, SIK1 3aiHATI TOBTOPHUM BBEJCHHSIM BTPAayYeHOi 1H(opMaii, 3

ypaxyBaHHSM HEOOX1THOTO JUISl LILOTO YaCy tyy:

Zsquc
HBH = — X ton (37)

ae ty; — Yac MOBTOPHOrO BBEACHHA 3aryOseHoi iH(dopmauii crniBpoOITHUKAMHA

aTakoBaHOro By3J1a ad0 cerMeHTa KOPMOPaTUBHOI MEPEXI, FOJIUH.
[T, = (190930 / 176) x 5 =5424,15 rpu

Butpatn Ha BiAHOBICHHS By3/a ab00 cerMeHTa KopnopaThuBHOI Mepexi [l
BU3HAUYAKOTHCS YacOM BIJHOBJICHHS MICIAs aTakud t; 1 PO3MIPOM CEPEIHBOTOJAMHHOT

3apOoOITHOT IJTATH CUHCTEMHOTO aIMIHICTPaToOpa:

Mo = 22252 x ¢, (3.8)
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ae 3, — MicsiuHa 3apo0iTHA TUIaTa CUCTEMHOIO aMIHICTPATOPA 3 HAPAXyBaHHSIM
€IMHOTO COLIAJIBHOTO BHECKY, TPH HA MICSALb,
Y, — 4ACENBHICTh 00CIYTOBYIOUOTO MEPCOHANTY, OCI0;
t; — 4ac BIIHOBIICHHS MICIISL aTaKW NEPCOHATIOM, 10 0OCIIyTOBYE KOPIIOPATUBHY
MEPEXKY, TOJIUH,
3,= 11800 + 11800 x 0,22 = 14396 rpH

T, = (14396 / 176) * 3 =245 39 rpu

Bu3zHauuMo BapTICTh BIJHOBJICHHS MPAILE3AaTHOCTI By3jda ab0 CErMeHTa

KOPIMOPATHBHOI MEPEXKI:
[T, =5424,15 + 245,39 + 0 = 5669,54 rpH

BTpatu Big 3HWXKEHHS OYIKYBAaHOTO OOCSry TMPOAAXKIB 3a 4Yac MPOCTOK)
aTaKOBAHOTO By3jia ad0 CErMEHTa KOPMOPaTMBHOI MEPEKi BU3HAYAIOTHCS BUXOISUH 13
CEPEIHBOTOJIMHHOTO 00CATY MPOJAXKIB 1 CyMApHOTO Yacy MPOCTOK) aTaKOBAHOTO BY3Ja

ab0 cerMeHTa KOpnopaTUBHOT MEPEXKI:
V=2 X (tg + ty + ty) (3.9)

ae O — o0csar mpogaxiB aTaKOBAHOIO By3la a00 CErMEHTa KOPHOPATHBHO{
MEPEXKI, TPH Y PIK;
F; — piunuii ponyg yacy podotu oprasizaiii (52 poOoUuX THKHI, S-TH IEHHUMA

POOOUMIA THXKIIEHB, 8-MU FOIMHHUE POOOUMIA ICHB ) CTAaHOBUTH OJM3bK0 2080 rof.

V =12792000 /2080 x (4 + 3 + 5) = 73800 rpu
BuzHauumo ymylieHy BUTOAY BiJl TPOCTOK aTaKOBAHOTO By3Jia ab0 CErMeHTa

KOPIMOPAaTHBHOI MEPEXKI:
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U=4339.32 + 5669,54 + 73800 = 83808,86 rpH

TakumM 4ywHOM, 3arajdbHuUii 30MTOK BiJA aTakd Ha BY30J ab0 CErMEHT
KOPNOPaTUBHOI MEPEK1 OpraHizaiii CKJIae:

B=YYUXNXI (3.10)

ae N — cepeiHE YHCIIO MOKIIMBUX aTaK Ha PIK;

I — yucno arakoBaHMX BY3J11B a00 CETMEHTIB KOPIOPATUBHOT MEPEXKI.

B = 83808,86 x 4 x 11 =3687589,80 rpn

3.4 3arambHuili eeKT B1J BOPOBAHKEHHS METOY

3aranbHuil eeKT BiA BOPOBAIKECHHS 3aMPONOHOBAHOTO METOIY BU3HAYAETHCS 3

ypaxyBaHHSM PU3WKIB BAHUKHEHHS (DAKTIB KOMIT FOTEPHOIO cab0TaKy 1 CTAHOBHUTB:

E=BXR-C (3.11)

ne B — 3aranbHumii 30MTOK BiJ aTakd Ha BY301 a00 CErMEHT KOPHOPATHBHO{
MEPEKI OpraHizanii;
R — ouikyBaHa HMOBIPHICTh aTaku Ha BY30J a00 CErMEHT KOPIOPATUBHOI
MEPEXKI1, YaCTKH OJIMHUILL;
C — OpIYH1 BUTPATH HA EKCIUTyaTallll0 CUCTEMH BUSIBIICHHS MOPYLIEHb, THC.
IPH.
3a BennumHy R Oeperbest cepeiHe 3HAYCHHS KOE(IMIEHTY HEOE3MEKH 13 MOAEII

3arpos, 110 po3TaioBaHo B Tadbnuii 2.9 1 gopieHioe 0,203,

E = 3687589,80 x 0,203 - 45632,13= 702948,60 rpH
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3.5 BuzHaueHHS Ta aHaIl3 MOKAa3HWKIB €KOHOMIYHOI €()€KTHBHOCTI CHUCTEMHU

BHUABJICHHS IIOPYHICHDL

OniHka €KOHOMIYHO1 €()EKTUBHOCTI CUCTEMH 3aXUCTY 1H(POpMALi, PO3MIISHYTOI Y
cnemiagbHId 4acTUHI JUIJIOMHOI poOOTH, 3MIMCHIOETHCS HAa OCHOBI BHU3HAYEHHS Ta
aHaJTII3y HACTYITHUX MMOKA3HHKIB:

a) koe(iieHT noBepHeHHS 1HBeCTHLINA (ROI).

0) TEpMIH OKYMHOCTI KamiTaJlbHUX 1HBECTUIL1H T,

KoediieHT MOBEpHEHHS 1HBECTHUIIA TMOKa3y€e, CKIJIbKM TPUBEHb J0JIaTKOBOIO
npuOyTKy MNPHHOCUTH OJIHA TPUBHS KamiTalbHUX I1HBECTHIIM Ha BIPOBAHKCHHS
cucremu 1H(popmauiiinoi 6e3nexu. [1{omo a0 1HPopMaNiiiHOT Oe3NEKN TOBOPATH HE PO
npuOyTOK, a Mpo 3ano0IraHHs MOXIJIMBHX BTPAT BiJl aTakKd HA CErMEHT a00 BYy30I]

KOPIOPATHBHOI MEPEXKI, & OTXKE:
E
ROSI = — (3.12)

ne ROSI — koe(inieHT MOBEPHEHHS 1HBECTHIIIIA;
E — 3aranpHmii edekt BiJ BOPOBAIKEHHS CUCTEMM iHPOpMaLiifHOi Oe3nekw,
TUC. TPH;

K — kanitanbHi iHBECTHIIIT, 110 3a0e3ne4niin ek €(EeKT, TUC. TPH.
ROSI =702948,60 / 110805 = 6,34

TepMiH OKYMHOCTI KamiTalbHUX I1HBECTUIIA TIOKa3ye, 3a CKUIbBKH POKIB
KariTajdbHl IHBECTHUL] OKYIUISITHCS 33 PAXYHOK 3arajibHOrO €(EKTy BiJl BIPOBADKEHHS

cuctemu 1HpopMaIliitHoi Oe3NeKH:

K 1
T, = =205 (3.13)

ne T, — TepMiH OKYITHOCTI KamiTaJbHUX IHBECTHUIIIH.
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T, = 110805 /702948,60 = 0,16, 1110 CTaHOBUTL 59 NHIB.

3.6 BucHoBOK

B exkonomiuHomy po3auni Oysio OOIPYHTOBAaHO €KOHOMIYHY JOLILJIBHICTh
BITPOBA/DKEHHSI 3aMMPOMIOHOBAHOTO METOMY peani3alli CUCTEMH BHUSBICHHS MOPYIICHb
JUTS PO3Mi3HAHHS (PaKTIB KOMIT FOTEPHOTO CabOTaxKYy.

Po3paxoBano kamitaibHi 1 €KCIUTyaTalllifHI BHTpaTH, sSKI MOKA3aId, WO Ha
pPO3poOKYy 1 BHPOBAHKEHHS 3aMPOIMOHOBAHOTO METOJY KEPIBHMIITBO OpraHizaiii
Butpatuth 110805 rpH, a mIOpIYHI BUTPATH HA EKCIUIyaTalild CUCTEMH BHSBJICHHS
NOPYLIEHD 3 MOXIJIMBICTIO BUSIBJIATH (PAKTH KOMIT FOTEPHOTO Cab0TaKy CTAHOBUTUMYTh
45632,13 rpH.

Bu3zHaueHo BEIMYMHY MOXIIMBOTO 30MTKY BIJ PEali30BAHOI aTrakud 4Yepes
yIOYILIERY BUroay, mo cknagae 70294860 rpH.

Kpim Toro, Oyno OIIHEHO TEPMIH OKYMHOCTI KamiTaJIbHUX IHBECTHIIIH, IO
cknanae 0,16 4acTKy poKy, O MPUOJIM3HO CTAHOBUTH 59 JHIB.

OtpuMaHi pe3yibTaTH CBIAYATh MPO TE, IO 3aMPONOHOBAHUI METOJ peanizallii
CUCTEMH BHSIBIICHHS MOPYLIEHb MOKHA BBKATH €KOHOMIYHO €(DEKTHMBHMM DILICHHSM B
NUTAHHIX BUSABJICHHS (DAKTIB KOMI FOTEPHOrO cab0TaXy, IO 3aXUCTUTh KOPHOPATHUBHY
ITC Biag MOKITMBOTO BUXOJY 13 JIay MEBHOIO €JIEMEHTY CUCTEMU a00 B1Jl 3HUUICHHS Yd
HECAHKI[IOHOBAHOT MOAM(IKaIlli BAXKIMBUAX 1HPOPMALIHHAX AKTHBIB YCTAHOBH LIITXOM

CBO€YACHOT0 OTOBIIIEHHS MPO e aamiHicTparopa CBIL

BHUCHOBKH
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B nepunit yactuni kBam@ikaiiitHoi po6otn Oys0 OOIPYHTOBAHO AKTYaJbHICTh
npoOJIEMH CBOEYACHOTO BHUSIBJICHHS 1 3amoOiraHHs MOPYUICHb B PI3HUX Tally3sx
€KOHOMIKHM, BHCBITJICHO ICHYIOUl LUISIXM BUPIIIEHHS Wi€i MpoOaeMH MUIAXOM
BIPOBA/UKEHHSI CUCTEMHU  BUSBJICHHS TOPYLIEHb, TMEPEYEHO AOUUIBHICTh i
BUKOPUCTaHHS, a TaKOXK BU3HAYCHO HEJOJIIKM B MUTAHHI PO3MI3HAHHS (PAKTIB, IO
MOKYTh MPU3BECTH J0 KOMIT FOTEPHOTO caboTaky. OKpiM TOro, Oyj0 mpoaHaai30BaHO
HOPMAaTUBHO-MTPaBoBY 0a3y B c(epi BUSABJICHHS NOPYLIEHb KiOepOe3neku, c(hopMOBaAHO
NOHATTS CHCTEMHW BHSIBIICHHS MOPYIICHb 1 KIACHM()IKOBAHO METOAM PO3rOPTaHHS, a
TAaKOX MOOYJOBAHO apXITEKTYpPYy PO3rOpTaHHsA. BH3HAUEHO 00 €KTH BHSBIICHHS TaKoOi
cuctemu. [loctaBiieHo 3a1ayi, o HEOOX1AHO BUPIIIUTH B XO/1 BAKOHAHHS 11€1 pOOOTH.

B npyriii wactuHi kBamigikauiiHoi podotn Oyno OOrpyHTOBAaHO HEOOXITHICTH
BIIPOBA/UKEHHSI CUCTEMM BHUSBIICHHS MMOPYIICHb B MWTAaHHI PO3MI3HABAHHS (DaKTIB
KOMII'FOTEPHOTO Cab0TaKy LUIIXOM OOpaHHS (PYHKIIOHATBHOTO MPOQUIIO 3aXHUILEHOCTI
AC 1 nmoOynoBu mojzenl 3arpo3. Takosk OyJio MPoaHATI30BAHO ICHYIOYl MPOTpamHI
PILICHHS CHCTEMU BHSIBIICHHS MOPYLIEHb, C(OOPMOBAHO BUMOTH IO CUCTEMH BHUSIBIICHHS
NOPYLIEHb, & TAKOX BUKOHAHO TMOPIBHSAJBHY XapaKTEPUCTUKY HASBHHUX PILICHb 1
oOpano HadonTuManbHimy. KpiMm TOro, OyJi0 3ampoOmOHOBAaHO BOPOBAAUTH B
koprnoparuBHy [TC ycraHOBM aerekropu caboTaxy Ta c(HopMyBaTH MEPETiK MpaBUil
JUIS KOPHUCTYBAYiB 1 AAMIHICTPATOPIB CUCTEMHM BHSBJICHHS NOPYIICHb 34Ul JUIs
€(PEKTUBHOTO PO3MI3HAHHS KOMIT FOTEPHOr0 caboTaxy. A Takoxk OyJi0 MPaKTHYHO
peaTi30BaHO 3aMpONOHOBAHUNA METOJ I1HTErpalii CHCTEMH BHSBICHHS TMOPYLICHb 13
CUCTEMOIO BIJIEOCIIOCTEPEIKEHHS 3 BAKOPUCTAHHSM ACTEKTOPY Cab0TaxKy.

B Tperiii yactuHi kBamidikauiiHoi podotn Oyyio OOIPYHTOBAHO BHTpaTH Ha
pPO3pOOKYy, BHPOBAPKCHHS 1 €KCIUTyartamii 3amponoHOBAHOro Metoay. OTpumani
PE3YAbTaTH KAMITAJbHUX Ta E€KCIUTyaTalliiHUX BUTPAT, BEIMYMHU MOKIMBOTO 30MTKY
BIJl PEaI30BaHOI aTakW 4YEpe3 YMYLIEHY BUTOAYy Ta TEPMIHY OKYINHOCTI KaliTaJbHUX

THBECTUIIINA MOKa3aJIM, 0 BUTPATH € EKOHOMIYHO JTOLIBHUMH Ta €(PEKTUBHUMH.

[TEPEJIIK TTOCHUJIAHB
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JOJATOK A. BIIOMICTb MATEPIAJIB JUITJIOMHOI POGOTU
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Ne | ®opmar HaiimenyBanus Kinbkicrs |  IIpumiTkn
JIUCTIB
Jlokymenmayis
1 A4 Pedepar 3
2 A4 CIHMCOK YMOBHUX CKOPOYEHB 1
3 A4 3MicT 3
4 A4 Beryn 2
5 A4 Cran nuragus. [loctanoBka 3amaul 13
6 A4 CrenianbHa 4aCcTHHA 29
7 A4 ExoHOMiuHa YacTuHA 10
8 A4 BucHoBkun 1
9 A4 [lepenik mocuianb 2
10 A4 Jomarok A 1
11 A4 Jlomarok b 1
12 A4 Jlomarok B 1
13 A4 Jlonmarok I' 1




JJOJJATOK B. ITIEPEJIIK MATEPIAJIIB HA OIITUYHOMY HOCII

Kabanos A.O. 125m-19-2.docx
Kabanos A.O. 125M-19-2.pptx
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JNOIATOK B. BIIT'YK KEPIBHHUKIB PO3/JIJIIB

Biaryk kepiBHMKAa EKOHOMIYHOTO PO3ALITY:
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KepiBHuk po3aiiny

(mirmec) (iminiamm, mpizBHIIC)
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JIOJATOK T. BIAI' VK KEPIBHHKA KBAJII®IKALIIMHOI POBOTH

BIAI'YK
Ha kBaJjidikauiiiny podory cryaenra rpynu 125m-19-2 Kabanosa A.O.
Ha Temy: «Meroa peaJiizanii cHcTeMH BUSIBJICHHS MOPYIUEHDb VI PO3MI3HAHHS

(paxTiB KOMII’FOTEPHOIrO cadoTaAKY»

[TosicHIOBanbHA 3amMCKa CKIAAA€TbCs 3 THUTYJBHOTO ApKyIla, 3aBJaHHS,
pedepary, COUCKY YMOBHMX CKOPOYEHb, 3MICTY, BCTYIY, TPbOX PO3MILIIB, BUCHOBKIB,
NEPENiKy TOCWJIaHb Ta JOJATKIB, po3TalioBaHMX Ha 70 CTOpiHKax Ta MICTUTH 9
PUCYHKIB, 14 Tabnuiib, 21 mKepena ta 4 10AaTKy.

AKTYyaJIbHICTh TEMM TOJISra€ B HEOOXIAHOCTI PO3POOKH METOMY CBOEYACHOTO
BUSBIICHHS TOPYIIEHb, SIKI MOXYTh HPH3BECTH 10 KOMIT FOTEPHOTO Cal0OTaxy B
kopnoparusHii [TC.

3MICT Ta CTPYKTypa KBami(ikaiitHoi poOOTH J03BOJISIFOTH PO3KPUTH MOCTABJICHY
TEMY B TOBHOMY 00CS31.

CTyneHT TmOKa3aB [JOCTaTHIA piBEHb OO0I3HAHOCTI B LbOMY MHTAHHI,
POaHATI3yBaBIIX NPOOIEMATHKY, BABYMBIIN HOPMATUBHO-NIPABOBY 0a3y, HOCIIIIUBLIN
ICHYKOYl MporpamMHi  pINIEHHS 1 BUHAWIIOBIIM HOBWUH METOA  PO3MI3HAHHS
KOMII'FOTEPHOTO  Ca00TaXy, BHKOPUCTOBYIOUM CHCTEMY BHUSIBICHHS MOPYIICHb Ta
CUCTEMY B1I€OCHOCTEPEKEHHS. KpiM TOro, CTYAEHT MOKAa3aB BIACHY TOUKY 30PYy IIOAO
NOCTaBJIEHUX MUTaHb B pOOOTI, OOTPYHTOBAHO HAJAKOUM BIAMOBIAl Ta HU3KY MUTaHb.

[TpakTiyHa 3HAYYLIICTh MOJATAE B MOKIIMBOMY BUKOPUCTAHHI 3aIPONOHOBAHOTO
METOJYy peam3alii CHCTEMH BHSBICHHS TOPYWIEHb JJI1 PO3MI3HAHHS (PaKTIB
KOMII'FOTEPHOr0 caboTaxy B icHytouli kopropatusHii [TC.

B sxocTi HEOOMIKIB €17 BIA3HAYATH HACTYIHE. HEUITKICTh OKPEMHUX BHCHOBKIB,
OKpPEMI HEBIJIMOBIAHOCTI BUMOTraM MpH O(POPMIIEHHI.

PiBeHp 3amo3wueHp y kBamiQikaimiiHiii poOOTI HE MEPEBHUILYE BHMOT
«[TonoskeHHsI PO CUCTEMY BUSBIICHHS Ta 3aM00IraHHs Mlariaty.

Kpamidikamiiina pobota BiANOBIAAE yCIM BUMOraMm WIOAO MIATOTOBKKA POOIT
MaricTpiB Ta 3aCAyroBYy€ OILIHKK «BIAMIHHO», a ii aBTop KabanoB A.O. — NpUCBOEHHS
kBasti(pikarii marictpa 3a crnenianbHicTO 125 KibepOesneka.

Kepipauk kBamidikauiifHoi podoTy,
KaHJUJIaT TEXHIYHUX HAYK, TOLEHT 0.0. Cadaposr

KepiBHuK crieniaibHOi YaCTUHM,
ACUCTEHT 1O.B. KoBansoBa



