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PEDEPAT

[TosicHroBasIbHA 3amucka: 85 c., 22 puc., 3 go1., 23 mKepen.

O06’exT po3poOku: cuctemMa (HyHKIIOHYBAHHS MECEHIKEpA.

Merta kBamidikamiitHoi poOOTH: po3poOKa CEepBEpHOI YACTHHH COIIaTbHOTO
MeceH/Kepa Ha OCHOBI Java/Spring.

Y BCTymi pO3TIsiIa€ThCs aHAMI3 Ta Cy4acHUN CTaH MPOOIeMH, KOHKPETU3YEThCS
MeTa KBamidikaniiHoi poOOTH Ta ramy3b il 3aCTOCYBaHHS, HABEACHO OOTPYHTYBaHHS
aKTyaJIbHOCTI TEMU Ta YTOYHIOETHCS MOCTAHOBKA 3aBAaHHS.

Y mepmioMy po3aili MPOBEACHO aHajli3 MPEIMETHOI Taly3l, BHU3HAYCHO
aKTyaJbHICTh 3aBJlaHHA Ta TMPU3HAUYCHHS pPO3POOKHU, PO3poOJieHa TOCTAaHOBKA
3aBJaHHS, 3a/laHl BUMOTH JI0 MPOrpaMHOI peani3auii, TEXHOJOTd Ta MpOorpamMHUX
3ac00iB.

Y npyromy po3aull BUKOHAHO aHali3 ICHYIOUMX pIIIEHb, OOpaHO BUOIp
miatpopMu i po3poOKH, BHUKOHAHO TMPOEKTYBaHHA 1 pPO3pOOKa MpOrpamH,
HABEJICHO OIKC AJITOPUTMY 1 CTPYKTYpH (PYHKIIIOHYBaHHSI CUCTEMU, BU3HAUYCHI BX1/IHI
1 BUXIJHI JaHl, HaBEJEHI XapaKTEPUCTUKHU CKJIaAy IMapaMeTpiB TEXHIYHHX 3aco0iB,
ONMCAHWM BUKJIUK Ta 3aBaHTaXCHHS 3aCTOCYHKY, OITMCaHa poOoTa Mporpamu.

B exkoHOMIYHOMY  pO3[UJli  BU3HAYEHO  TPYJIOMICTKICTH  PO3POOIIEHOI
iH(popMaIiiHOT MIACUCTEMH, NPOBEICHUN MiIPAXyHOK BapTOCTI POOOTH IO
CTBOPEHHIO 3aCTOCYHKY Ta PO3PaxOBaHO Yac Ha OTO CTBOPEHHS.

[TpakTiuHe 3HAUEHHS TMOJIATAE Y CTBOPEHHI CHCTEMH, IO HAJIA€ MOKJIHBICTH
O0OMiHY MOBITOMJICHHSIMH, TIEPETJISIIN Ta OHOBJICHHIO 0COOMCTOT 1H(OpMAIlii, TOIIYKY
IHITUX KOPUCTYBAYiB.

AKTYyallbHICTh CHUCTEMU OOMIHY MOBIIOMJICHHSIMU OOYMOBJIEHA HEOOXIJIHICTIO
MIBUJIKOT Ta €()eKTUBHOI KOMYHIKaIIii.

Coucox xmouoBux ciaiB: BA3A JJAHUX, TIOBIJIOMJIEHHAA, CEPBEP,
KJIIEHT, ITPOI PAMHII IHTEP®ENC, 3ACTOCYHOK, IIIMOPYBAHHSAL.



ABSTRACT

Explanatory note: 85 p., 26 figs, 3 apps, 23 sources.

Object of development: the system of functioning messenger.

The purpose of the diploma project: development of the server part of the social
messenger based on Java / Spring.

The introduction considers the analysis and the current state of the problem,
specifies the purpose of the qualification work and the scope of its application,
provides a justification for the relevance of the topic and clarifies the problem.

In the first section the analysis of the subject area is carried out, the urgency of
the task and purpose of development is defined, the statement of the task is
developed, requirements to software realization, technologies and software are set.

The second section analyzes the existing solutions, selects the platform for
development, performs design and development of the program, describes the
algorithm and structure of the system, determines the input and output data, provides
characteristics of the parameters of technical means, describes the call and
application load, describes the program .

The economic section determines the complexity of the developed information
subsystem, calculates the cost of work to create an application and calculates the time
for its creation.

The practical significance is creation of a system that provides the ability to
exchange messages, view and update personal information, search for other users.
Keywords: DATABASE, MESSAGE, SERVER, CLIENT, SOFTWARE
INTERFACE, APPLICATION, ENCRYPTION
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BCTVYII

CrniikyBaHHS B MECEHKepax CTaJo 3BUYANHUM JIJIOM JJisi HAaC, KOKHOTO JTHS
MU OOMIHIOEMOCH TIOBIJIOMJICHHSMH 3 HAIIUMH OJU3BKUMU abo apy3smu. I3
PO3BUTKOM Ta MOLIMPEHHSAM [HTEpHETY BHHHKJA 1€l CTBOPEHHS HOBOTO CIIOCOOY
CHUIKYBaHHA MDK JIIOJIbMH — 3a JIONOMOTOI0 COLIaJbHUX MepexX. MOXKIHUBICTH
MIBUIKO Ta JIETKO HAMICIATH TOBIJIOMJICHHS IHININA JIFOMWHI 3MIHWJIA TPUBHYHUN
croci® CHUIKYBaHHS. 3 PO3BUTKOM TEXHOJOTIM COIllajdbHI MEpeXi CTaiu OuIbII
OpIEHTOBAHMMHU IIiJ] MOOLIBHI MPUCTPOI, LIe YMHHUK, B CBOIO YEPTy, CIPHUSAB TOMY,
10 JIFOJU MOYaad NPUIUIATH COLIaIbHUM Mepexam Ouibuie yacy. Ha moro nymky,
COILllaJIbHI MEpeXi He HeCyTh y €001 HeOe3MeKH 3aJeKHOCTI MPHU pallioHATLHOMY
BUKOPHUCTAHHI.

[TonynsipHICTh MECEH/KEPIB CTPIMKO 3pOCiia 3a OCTaHHI POKH, JIIOJIA BCE
OlJTBIIIC BIAXOMATH BiJ] KIIACHYHHUX COLIAILHUX Mepex Takux sk Facebook (Meta) Ta
NEPEexXOoATh N0 CHUIKyBaHHS y MeceHkepax. LlpoMy € 1ekiibka TMOsICHEHb:
BIJICYTHICTh y OaraThOX TMOMYJAPHUX MECEHDKEpax peKIaMH, IIBUIKOIA Ta
HAJIHHICTh, MIHIMATICTUYHUIN Ta 3py4HUH 1HTep(elc, HAsIBHICTh JIMIIE MOTPIOHOrO
dbynkmionany. Takox cii 3a3HAYUTH, M0 TMOSBA KOPIOPATUBHUX MECEH/KEPIB
JI03BOJIWJIA BIJIUTH BiJ KJIACMYHOTO CHOCOOY KOMYHIKallli MpaliBHUKIB BCEPEIHHI
KOMMaHli — OOMiHY MOBIJIOMJICHHSIMU Ha TomITy. [le 103BOMMI0 HATAroAuTH O1IBII
MIBUJKY Ta €PEKTUBHY KOMYHIKAIIIIO.

3apa3 Ha pUHKY ICHYIOTh J€K1JIbKa MOMYJISIPHUX J0JATKIB, IKI BAKOHYIOTH POJIb
mecenmkepiB. Lle Taki momatku sik: Telegram, Slack, Viber, WhatsApp Ttomro. B
KOXXHOTO JIOAATKy € CBOT IUIFOCH Ta MIHYCH, HassBHICTh BOYJIOBaHO1 pEeKJIaMH, PiBEHb
3aXUCTy JaHUX KOPHUCTYBAuiB, 3pYYHICTh IHTEPPEHCY.

OCHOBHOI0O METOI0 J1aHOi POOOTH € CTBOPEHHS 3pYyYHOrO MPOrPaMHOTrO
1HTEepeicy 3 BIAKPUTUM MPOrPAMHHUM KOJOM, KM MOXe OyTH BUKOPUCTAaHUUN
MOOUTEHUM KJII€EHTOM a00 BeO-Opay3epoM.

3aBgaHHs MaHOi KBamidikamiitHoi poOOTH MOKPUBAE HABUYKH Ta KOMIIETEHIII],
SKUMHU TMOBHHHI BOJIOJAITH OakanaBpu HampsMy 122 «Komm’roTepHl Haykw» raiysi

3HaHb 12 «IH(hopmaliliHi TEXHOIOT1I».



PO31LT 1

AHAJII3 IPEJMETHOI OBJIACTI TA TOCTAHOBKA 3AJTAYI

1.1. 3arajabHi BitomMocTi 3 mpeaMeTHOI rajay3i

Po3BUTOK Ta MOMIMPEHHS MIBUAKICHOTO I[HTEpHETY MOBHICTIO 3MIHWJIO CBIT.
CycniapCTBO OTpUMANO TMOTYXXKHUM 1HCTPYMEHT KOMYHIKAIli Ta OTpUMaHHS
iH(popmarii: «[HTepHET AOCTYNMHUN OyIb-KOMY 1 MpPEACTaBIsIE CO0OI0 OE3KiHEUHE
iH(popmarliiine none. B HbOMy mpencraBieHa cama pi3HOMaHITHA 1Hdopmaris —
JerajbHa 1 HelerajabHa, MOpajibHa Ta aMOpalibHAa, CoIliajiibHA, MOJITHYHA, TIPABOBA,
MeJIMYHa, EKOHOMIYHA, pPeliriiiHa, KOMIT I0TepHa Ta OyAb-sKa 1HIIA, KA 3aBaHTaAKEHA
JIOJIMHOIO B 1Ie moje 3a jnonomorotro komm’torepa. llle 50 poxiB Tomy InTepHer
CMUJIMBO MIT OM CTaTH mpeaMeToM (TeMoro) (haHTaCTUYHUX POMAaHIB, ajie 3apa3 — IIe
peanbHU, OKpeMUI, CTBOPEHUH JIIOJIMHOIO CBIT, B IKOMY MOXHA OITMHUTUCS 3aBASKU
BIJIIOBIIHIM KOMIT IOTEPHIM TexHiri [1]».

I3 po3ButkoMm IHTEepHETY mMoyanu 3’SBISTUCS PI3HI COLIATIbHI MEpexi, SKi
JTIO3BOJISITA KOPUCTYBa4yaM 3 PI3HUX KyTOUKIB CBITY OOMIHIOBATHCH TTOB1IOMJICHHSIMH,
JITUTHACS HOBUHAMH, TTOITUPIOBATH 0COOUCTI poTorpadii.

3apa3 Mojenb cowialbHUX Mepexxk mnovarky 00-X, a came nepeBaHTa)KeHi
dbyHKIIOHATIOM, SIKMM TOTPIOHWN JajJeKo HE BCIM KOPHUCTyBauaM, CHCTEMH Y
MUHYJIOMY. 3’SBJISIIOTBCS JOJATKH, SIKI OpPIEHTOBAHI Ha MEBHY /110, HANPUKIAI,
NOIIUPEHHS 0ocoOucTUX Gotorpadiit abo 0OMIH MUTTEBUMU MOBIAOMIICHHAMH.

MuTtTeBI IOBiJOMIIEHHS 200 cucTeMa OOMiIHY MUTTEBUMU TOBIIOMIICHHSAM — II€
TeJIEKOMYHIKaIliiiHa ciyx0a st OOMIHY TEKCTOBUMM TOBIJOMJICHHSMH MIXK
KOMIT F0TepaMu ab0 1HITMMH PUCTPOsiMH Yepe3 IaTepHer [2].

Knientcbky nporpamy /uist cucteMu 0OMiHY MOB1IOMJIEHHSIMU 4acTO HAa3UBAIOTh
MECEHIKEPOM.

Ha BimMiHy Bij] €I€KTPOHHOI MOIITH, CUCTEMA OOMIHY TTOBIJJOMJICHHSIMH HAaJIa€

MO>KJIMBICTh CIIUJIKYBATHCSl B PEXKUMI PEAIbHOTO Yacy, adu OTpPUMATH MOBIAOMIICHHS
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KOPHCTYyBady HEMOTPIOHO WTH y TOIITOBY CKPUHBKY Ta TEPEBIPATH YU TPUNAILIA
oMy HOBI moBigomiieHHs. Lle € MOXITUBUM Yepe3 Te, IO CUCTeMa BHKOPUCTOBYE Y
CBOill poOOTI cHeliaJbHI MPOTOKOIM, HAMPHUKIAJ, BEOCOKET — TMPOTOKOJN, IO
3a0e3redye JBOHANPABICHUN MOBHOMYIUIGKCHHI KaHan 3B's3ky depe3 omauH TCP-
COKET.

Haitnonynspuimmumu MeceHkepaMu B YKpaiHi CTaHOM Ha ChbOrofHi € Viber,
KM KOpHUCTyBalics xoda O pa3 99% xopuctyBadiB cmapTdoniB, Facebook
Messenger Ta Telegram, KiJIbKiCTh KOPUCTYBaUiB OCTAHHBOT'O 3apa3 CTPIMKO 3POCTAE.
[Monynsapuuit Ha 3axomi WhatsApp He BOJIOJI€ IIUPOKOIO ayAUTOPIEI0 B HAIIIN
KpaiHi, HUIM KOPUCTYETbCSI MEHILE MTOJIOBUHU KOPUCTYBaYiB.

OCHOBHI KOMIIOHEHTH CHCTEMH:

cuctema i1eHTudikanli (agpecalii) KJII€HTIB — YHIKaJbHI 1I€HTU(]IKaTOpH
KOPHUCTYBAauiB, 1110 J03BOJISIIOTH BIPI3HATH X OJIUH BiJl OJTHOTO;
— cucTtemMa 00JIIKy CTaHy KIIIE€HTIB — CHEIiaJibHI CTaTyCH, IO JO3BOJISIOTH
MOBIJJOMHUTH 1HIIIMM KOPUCTyBayaM Ipo CTaTyC KOPUCTyBaya,
— CHCTeMa JOCTaBKHU MOBIJOMJIEHb — Iepe/ladya MOBIIOMJICHHS BiJ OJHOTO
KOPHUCTYBaya JI0 1HILOTO;
— CIIMCOK KOHTaKTiB — KOPUCTYyBad Ma€ 3MOT'Yy CTBOPIOBATH BJIACHI CIIUCKU
KOHTAKTIB;
— cuctema 30epiranast 0cooucToi iHpopMaIlii — KOpUCTYBad MOXKE 3aJ]aBaTu
ocoOucTy iH(popMmallito, pearyBaTu abo BUAAISTH Ti.
Po3pobmtoBanuii 101aTOK IpU CTBOPEHI OPIEHTYBABCS HA ICHYIOU1 aHAJIOTH TakKi
gk Viber ta Telegram, BUKOPUCTOBYIOUHM iX ME€pEBAru Ta YHUKAIOYU HEJOIKIB.
Viber
Viber 3amyctunum s mmpokoi ayauropii y rpyani 2010 poky, y 2018 kommanis
3BITYBasa mpo noHaja 1 Mutbapa kopuctyBadiB y 190 kpainax cBity. 3apa3 mpaBa Ha
Viber HajexaTh SMOHCHKI# komnanii Rakuten.
ABTOpOM 1iiei € aMepUKaHChKO-13paibCKkuii po3poOHUK TamsMoH Mapko.

[{ixaBuMm (hakTOM € Te, 0 Yepe3 «I3paiibChKe KOPIHHS» J0JIaTOK € 3a00pOHEHUM
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«CIOHICTCHKMMHU ImuryHamm». IIpore, uuciaeHH1 apaOChKi CalTH MPOMOHYIOThH

KOPHCTyBavaM ITOPaJIH, K OOIHTH 11 010KyBaHHS [3].

Puc. 1.1. Jlorotun momatky Viber

Honatok Viber € 6€3KOIITOBHUM JJIsl 3aBaHTaKEHHS, POTE Ma€ IIaTHI QPyHKIII1
cepen SIKMX: BIJIKJIIIOUEHHSI PEKJIaMH, JIesKI HaOOpU CTIKEpiB, SKUMH KOPHUCTyBau

MOKe OOMIHIOBAaTUCH Yy MOBIIOMJIEHHSIX, CTBOPEHHS! KOMEPIIHHUX OOTIB.

My Notes >

Chats
e My Notes new 230 B Weicome toMy Notes!

ARV

v Forward any message to save

v Backup just ke any chat
. What2Watch s 4
v Check off notes when done

":5:“ Jake: Loved it
> v View on any device!

Maddy Johnson
Hey? Are you at work already? |
have some questions regarding ©  Buytoothpasie

International foodies
g Sticker Buy Peanut Butter =«

Lisa Kantor
Incoming cal
FC Barcelona ©
Vote for today's Man of the Match
Robin Champ

Brooke Smith

8 o
& L

Puc. 1.2. Menro ta ygar Viber
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ITepeBaru:
— OE3KOIITOBHUI JOCTYM JI0 OCHOBHOTO (DYHKIIIOHAITY;
— JIOBOJII MPUEMHUH JTU3aMH,
— IIHUPOKE BUKOPUCTOBYBAHHS PIZHUMHM KOMMAHISIMU i1 €()EeKTUBHOTO
CIIJIKYBaHHS 3 KJIIEHTaMHU.
Henomniku:
— BIJCYTHICTh BeO-Opay3ep KIIIE€HTY;
— HasBHICTh PEKJIaMU;
— TaTHI QyHKIII].

Ha Biaminy Big Viber po3po6iitoBaHu 101aTOK MOXKE OyTH BUKOPUCTAHUH SIK
BeO-Opay3epoM Tak i MOOUTEHUM KJIIEHTOM. Y PO3pOOIIOBAHOMY JOJATKy MOBHICTIO
BIJICYTHS Oy/Ib-siKa peKjiaMa Ta IIaTHI PyHKITII.

Telegram

Telegram Oyno 3acHoBano y 2013 pomi Oparamm IlaBmom Ta Mukomoro
HypoBumu. KinbKicTh aKTUBHUX KOPHCTYBauiB IIOMICSISI CTAaHOBUTH Osn3bko 500
MiTBHOHIB 0ci0. [IpoekT mpakTnyHOo moBHICTIO (inaHcye [laBno y oOcsa3i monam 13

MIJIBHOHIB JT0JIapiB mopiuHo [4].

Puc. 1.3. Jlorotun gogatky Telegram
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3a ocraHHI pOKH MOMYJSpHICTH Telegram 3pocrae, 0cOOJMBO cepen MOJIO/I.

Telegram moyr00ISI0TH 3a MIBUJIKICTh HOTO pOOOTH Ta 3pYUHUM 1HTEpdEHcC.

Dog Problems

{ 0 DwgDog &
Francesca Nu
El
»
( Emest Grooves
“\v Dan

Q Makzo Tono

—-

Puc. 1.4. Yar B Telegram

[lepeBaru:
— BIACYTHICTb PEKJIAMHU;
— IIBUAKOMIS,
— 3py4yHuUH 1HTEpPeEIiC.
Hemoniku: 3 ocranHiMu OHOBIIOBaHHsAMU B Telegram ngomaerhcs Oarato
GbyHKILIH, K1 HE NOTPIOH1 OUIBIIINA KIIBKOCTI KOPUCTYBAYiB.

Po3po0biioBana cuctema Ha BiMiHy Bix Telegram e € mepeBaHTaXeHOIO.

1.2. [Ipu3HavyeHHs PO3pO0KM Ta rajay3b ii 3aCTOCYBAHHSA

Jlanuii nogaTok Moke OyTH BUKOPHCTAaHHM KOpUCTyBayaMu JUIsl CIUIKYBaHHS

yepes Mepexy [HTepHer.
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HeoOxigHiCTh CTBOpPEHHSI JIaHOTO MPOTPAMHOrO MPOJAYKTY OOyMOBJIEHA
OakaHHSM HaJaTH 3PYYHUU CEpBIC I CHIIKYBaHHS 0e3 Oy/b-SKOi KOMEpIiHOT
CKJIaI0BOI Ta SAKUM MOXe OyTH BUKOPUCTAHUHM SIK MOOUTPHUM KJIIEHTOM Tak 1
Opay3epHUM.

[TpusHaueHHss po3poOKK — cTBOpeHHs 3py4uHoro API, skuil Halae MOKIUBICTh
KOpHCTyBauy OOMIHIOBATHUCH MOBIJIOMJICHHSMHU 3 1HIIMMH KOPHCTyBauaMH, IIyKaTH
IHIIMX KOPUCTYBadyiB. JOJaBaTH iX JO CIHMCKY KOHTaKTIB, peAaryBaTd BIIACHUU

00JIIKOBUH 3aITHC.

1.3. IlincTraBu 11t po3pooKHU

3riJHO HAaBYAJIBHOTO IJIaHy Ta OCBITHBOI IPOrpaMu, y KiHI{I HABUYAHHS CTYICHT
Ma€ BUKOHATU KBalli(ikaiiitny poooTy.
Tema poboTM Mae OyTH y3rojkKeHa 13 KEPIBHUKOM MPOEKTY, BHUITYCKOBOIO
Kadeaporo.
OTxe, miicTaBaMH JIJ1s1 BUKOHAHHS KBaJl(DiKaIiHOT pOOOTH €:
— HaBYAJIbHMM IJIaH Ta rpadik HaBYAIbHOTO MPOIIECY;
— OCBITHS nporpama Hampsmy 122 «Komn’roTepHi HayKn»;
— Haka3 pekTopa HaiioHanpsHOTO TEXHIYHOTO YHIBEpPCHUTETY «JIHIMpOBCHKA

nositexHika» Ne 268-c Bix 18 tpasus 2022 p.

1.4. ITocTaHOBKA 3aBAaHHA

Mertoro kBamiikaiiiHoi podOTH € Po3poOKa CEPBEPHOI YACTUHU COIIATBHOTO
MECEH/Kepa Ta HaJlaHHs 3py4Horo API, skuii 3a10BOJIbHSIE BUMOTH KIIIEHTA.
Peanizarrist mocraBieHoi MeTu nependadac BAKOHAHHS HACTYITHUX 3aBAaHb:
— TIPOEKTYBaHHs Mojiell 0a3u JaHuX,
— 0oOpaHHS JOIITBHOT apXITEKTYPH MPOAYKTY;

— po3poOKa MPOrPaMHOTO KOy MPOAYKTY;
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— PpO3rOopTaHHS MPOTPaAMHOTO MPOAYKTY Ha CEpBEpI.
Kinnepuit mpoaykTt sBisie coOoro yHiBepcanbHui APl Bukonanuii 3a

crannapramu REST.

1.5. Bumoru 10 nporpamMu a0 nporpaMHoOro BUpooy

1.5.1. Bumoru 10 pyHKIiOHAJILHUX XapaKTEePUCTUK

Po3po0mroBanuii IporpaMHUil NPOAYKT IOBUHEH MaTH HACTYIHI (DYHKIIII:

— KOPHUCTyBay Ma€ MOXJIMBICTh 3apEECTPYBATUCS Y JOAATKY;

— KOpPUCTyBau HE IIOBHHEH MAaTH MOXJIMBICTh 3apeecTpyBaTUCA 3a
ICHYIOUUM JIOT1HOM, HOMEPOM TesieoHYy a00 eJIEKTPOHHOIO MOIITOIO;

— KOPHUCTyBady Ma€ MOKJIHUBICTh aBTOPU3YBATUCA Yy JOJATOK 3a JIOTIHOM,
KU OyJ10 00paHO IpU PEECTpallii;

— KOpUCTYBad MOKE pelaryBaTH BJIACHI JaHl, sKi OynM yKa3zaHl Mpu
peecTparlii;

— KOPHUCTyBay Ma€ MOXJIMBICTh 3MIHUTH BJIACHUU MapoOJib;

— KOPHUCTYBa4 MO’KE€ IIYKATH THIIMX KOPUCTYBAYiB 32 JIOTIHOM;

— KOpPUCTYBad Ma€ CIHUCOK KOHTaKTIB Ta MOXE BUAAIATA Ta JOJaBaTH
IHIIMX KOPUCTYBAYiB;

— KOpPUCTyBau Ma€ MOXIJIUBICTb HAJCUJIATA TOBIJIOMJICHHS  I1HIIUM
KOpPHUCTYyBaydam;

— KOpUCTyBad Ma€ MOXIJIMBICTh BHJAISATH Ta penaryBaTH BIAcHI
[MOBIIOMJICHHS,

— KOPHUCTyBau Ma€ MOXJIMBICTh BHJAJIUTHU YaT 3 1HIIUM KOPHUCTYBadeM 13
BTPATOIO MOBIJOMJICHB JJIs1 000X CTOPIH;

— Mpu OTpPUMaHI TOBIJIOMJICHHS BiJ 1HIIOTO KOPUCTyBaya, SKIIO
KOPHUCTYBa4 3HAXOJIUTHCA Y MEPEXKi BIH Ma€ OyTH MpoiH(OPMOBaHUI TTPO

HOBE TIOBIJOMJICHHS, 0JIpa3y K BOHO OYJIO BIAMPABIICHO;
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JlaHi, sIKI HAIXOATh BiJl CEpPBEPY A0 KIIEHTY MOBUHHI OyTH MpEICTaBIEHI
y JSON ¢dopmari;
APl nonatky moBuHeH OyTH 3aJIOKYMEHTOBAaHUM Ta ONMMCAHUN HA OKpeMiit

HTML cropinii.

1.5.2. Bumoru o ingopmaniiiHoi 0e3nexkn

Po3po6mtoBanuii  mpoayKT Mae OyTH O€3MeUYHMM JiJIi OCOOMCTHUX JIaHWX

KOpI/ICTYBa‘-IiB Ta JOTPUMYBATHUCh HACTYIIHUX BHUMOTI':

cecisi KOpHCTyBaua HE MOBUHHA OyTH «HECKIHUEHHOIO» , KOPUCTyBada
NOTPIOHO MOBTOPHO AaBTOPU3YBATU 4epe3 NEAKUM Mpomikok yacy. Llei
¢byHkuioHan mae OyTH peanizoBanuil nuisixoM JWT-TokeHiB;

3alliTH TIOBMHHI OyTH 3axuiieHHi 3a gormomoror CORS-headers;

NapoJib KOPUCTYBaya MOBUHEH OyTH HAJIIMHO 3a1Iu(POBAHUM;
MOB1JIOMJICHHSI KOPUCTYBayiB MOBUHHI OyTH 3amudpoBaHi;

CepBepHa YacTHHA IMOBHMHHA OyTH 3axuiiieHa Bijx SQL iH’ eKIii;

poToKoJI nepeaayi qanux HTTPS.

1.5.3. Bumoru 10 cki1aaxy Ta mapaMeTpiB TeXHIYHHMX 32¢00iB

JInst KOpeKTHOiI Ta WMIBHUIKOI PpoOOTH pPO3pOOJIIOBAHOI MporpaMu HEOOXiIHi

HACTYMHI1 YMOBH:

orepariiiaa cuctema Linux abo Windows 10;
oneparuBHa mam’ st [RAM] He menme 2 I'B;
Bigeonam’ate [VRAM]: 64MB;
IIBUJIKICHUM [HTEepHeT;

HDD a6o SSD 06’emom Bin 8 I'b;

npoiiecop Intel Core i3 a6o AMD Ryzen 3.
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1.5.4. Bumoru 0 indopmaiiiiinoi Ta mporpamMHoi cymicHocTi

Po3pobinene mporpamae 3a0e3neueHHs MOBUHHO Oy TH:
— cyMicHHUM ¢ onepariiaumu cucremamu Linux ra Windows 10;
— CYMICHHM 3 Oy/Ib-SIKHM IMOCTaYaIbHIKOM TIOCITYT PO3TOPTaHHS;
— BUXIJHI KOJY IIporpaMu MOBUHHI OyTH pO3MIIIEHI Ha OJTHOMY 3 CEPBICIB,
10 Ha/Ia€ TIOCIYTH KOHTPOJIIIO BEPCiil pO3pO0IIOBaHIX CUCTEM;
— st poOOTH Ta po3poOKu HeoOXimHo BukopuctoByBatu IntellijiIDEA abo

Eclipse.
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PO3/11 2

MMPOEKTYBAHHS TA PO3POBEKA ITHOOPMAIIHHOI CUCTEMHA

2.1. ®yHKUioOHAJIbHE PU3HAYEHHS CHCTEMH

OyHKIIOHATHPHUM MPU3HAYCHHIM CHUCTEMH € HaJaHHs aJbTEPHATHBHOI MEpEKi
JUISL CIIITIKYBaHHSI KOPUCTYBAYiB.
OcHoBHI (QyHKIIII:
— peecTpailisi Ta aBTOpHU3aIlisi KOPUCTYBayiB J0JIaTKY;
— OOMIH MOBIJJOMJICHHSI Y PEKHUMI peaJbHOTO Yacy;
— TOUIYK CHiBPO3MOBHUKIB,;

— penaryBaHHS BJIACHOI'O OOJIIKOBOTO 3aIlUCy.

2.2. Onuc 3acTOCOBAaHMX MAaTEMAaTHYHHUX METO/IiB

Y poszpoOmtoBaniii  iH(MoOpMaIliiHIA cucTeMi MaTeMaTH4YHI METOAM HE

BUKOPHUCTOBYBAJIMCh.

2.3. Onuc BUKOPUCTAHUX TEXHOJIOTI Ta MOB IIPOIPAMYBAaHHS

Po3pobmtoBanuii mporpaMHHUl MPOAYKT € CEPBEPHUM JOJATKOM, TOMY IIpH
po3po6I1i Oy BUKOPUCTAaHI TEXHOJIOTIT HAIllJIeHI Ha CTBOPEHHS caMmMe TaKux
nonatkis. [Ipu po3pob11i qomatky Oynu BukopucTani pisHoMaHiTHI REST mpunIiumnmy,
SIK1 BAKOPUCTOBYIOTHCS TIPH cydacHii po3pobi B IT immycTpii.

REST — 1ue apXiTeKTypHUH CTWIb, SIKMM MPOCYBAa€ MEBHI CTaHAAPTU MIXK
KOMII'FOTEPHUMHU CHUCTEMaMH, 3HAYHO CHPOIIYIOYHM iX KoMmyHikamito. Cucremu, siKi

BuKOpucTOBYIOTh REST mnpuuiunu wacro nasuBaroth RESTful. IIi cucremu
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XapakTepHI TUM, IO Y HHUX BIACYTHIH CTaH Ta PO3AUIAIOTH 3ajadi KIIEHTY Ta
cepBepy[5]. Omke, REST apxiTekTypa 60a3yeThCsi Ha TAKUX MPUHIUIIAX:

1. BIACYTHICTBH CTaHIB — I1I€ O3HAYAE, M0 CEPBEPY HEMOTPIOHO 3HATHU OY/Ib-
IO MPO T€ B SIKOMY CTaHi rnepedyBae KIEHT Ta HaBnaku. L{e no3Bomsie HaOyTu
CUCTEMI THYUYKOCTI Ta HaJIHHOCTI;

2. PpO3MAUICHHS KIIEHTY Ta CEpBEpy — 3TIHO LBOTO MPUHIUIY peaizaiis
KJIIEHTa Ta cepBepa Mae OyTH BHKOHaHa HE3aJEKHO BiJ oAuH ojHoro. Lle
JI03BOJIsIE JOCATTH 3MiH B KOJOBIM 0a3i kiieHTy abo cepBepy, sKi He
BIUIMBAIOTh Ha 1HIITY CTOPOHY, 00 KIIIEHT HE 3HA€E HIYOTO MPO CEPBEP, a CEPBEP
PO KJIIEHT,

3. KOMyHIKallisi MDK CEpBEpOM Ta KIIEHTOM OyIyeTbcs Ha TaKUX
CTaHAapTax:

3.1. icuye 4 6azoBux HTTP miecmoBa, siki 3acTocoByioTh B REST
cuctemi — GET mns orpumanns pecypciB, POST mis ctBopeHHS
pecypciB, PUT mis onosienns pecypcy, DELETE nns Bumanenus
pecypey;,
3.2. 1UISIXW Ha CepBep MaroTh 1H(QOPMATUBHO BKa3yBaTH Ha PeCypc
Ta OyTH JIAKOHIYHMMH, HanpukIiaz, users/5/chat/1;
3.3. B 3arojioBKax 3amuTiB KJII€HT HAJCHIIA€ TUIl KOHTEHTY, SIKHW BiH
MOKe 00poOuTH,
3.4. BiAmOBimI BiA cepBepa MICTATh CTaTyC KOJH, IO TOBIIOMIISIOTH
KIIEHTY mMpo ycmimHicTh omepamii. Ha koxxue HTTP miecnoBo €
NEBHUHN YCIIIIHUMI CTAaTyC KOJ.

4. nns 3a0e3MeueHHs] IMIBUIKOJIL JOJATKy JEsKi 3aluTH MOXYTh OyTH

3aKEIIOBaHI.
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REST APl Model

JSON Data
D GET, POST,

PUT, DELETE
Mobile/Web/ Server
desktop client

Puc. 2.1. B3aemognis komnonentiB REST apxitextypu

B sxocTi MOBH mporpamMyBaHHSI CEpBEPHOI YaCTHHH J0AATKy Oysia oOpaHa Java
Ta cremiaabHui (PeMBOpPK IS pO3pOOKH BeO-3aCTOCYHKIB SPring i criopigHeHi 3
HUM (peiimBopk Taki sk Spring Boot, Spring Security, Spring Data. B sxocti 6a3u
nannx Oyma obpana NOSQL 6aza manux MongoDB. Takox mpu po3poobii
BUKOpHcTOBYBaBcs Docker.

Java

Java — 11e 00’ €eKTHO-0piEHTOBaHA MOBA MPOTrPAMYyBaHHS 13 CTPOTOIO THUITI3AIlIIO.
CunTakcuc Java 3HauHO 3amo3uueHHHM 3 Takux MoB sk C ta C++, 30kpema 3 C++
OyJI0O B34TO 3a OCHOBY OO0’€KTHY MOJENb, fKka Oyja aemo moaudikoBaHa. Java €

OJIHIEI0 3 HAUMOMYJISIPHIIIMX MOB MTPOrpaMyBaHHS JJIsl pO3POOKH CEPBEPHOI YaCTUHU

(() Java

g

Puc. 2.2. Jlorotun Java

WEB-nonarkis.
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Spring
Spring — 1e ¢peliMBOpK 3 BIAKPUTHM MPOTPAMHUM KOJOM, PO3pOOJICHUI
koMmriianiero Pivotal. Spring Hamae KOHTEWHeEp, SIKMW 1€ HA3WBAIOTh KOHTEKCTOM
porpamu, 110 CTBOPIOE Ta KEPYy€e€ MPOTPaMHUMH KOMIOHEHTamH. Lli KoMmoHeHTH
NOB’sI3aH1 OJWH 3 OJHUM BCEpEAMHI KOHTEHHEpPY 1 pa3oM CTBOPIOIOTH ILTICHHUN
nojgatok [6]. Po3poOka i3 BuUKOpHCTaHHSAM SPring 3HAYHO 3a0MIA/DKYE dYac Ta

MOJIETIIY€E caM MPOIEC MOPIBHIHO 13 KIIACHYHOIO BEO-PO3POOKOIO 13 BUKOPUCTAHHSIM

Java EE.

&) spring

Puc. 2.3. Jlorotun ¢ppeiMBOpKY

Spring Boot
Spring Boot cmporye cTBOpeHHS aBTOHOMHMX JOJATKIB Ha OCHOBI Spring,
HaJa04u 1ie Oubiie KoM(pOpTy Ta THYYKOCTI mpu po3pobIti. Ock Jesiki 0COOIUBOCTI,
iK1 Hagae Spring Boot:
— BOynosanui Tomcat, Jetty abo Undertow cepsepy;
— HAJaHHS HEOOXIIHMX NPOrpaMHUX O10JIOTEK TaKUM YHHOM, IO
PO3POOHHK MOYKE HE MIKJIIyBAaTUCS PO HECYMICHICTb BEpCiid;
— aBTOMaTHYHa KOHQIrypaiiss MpPOEKTy — CTBOPEHHS HEOOXiIHUX
KOMITIOHEHTIB JJ1s1 (QYHKI[IOHYBaHHS A0JIaTKy 0€3 y4acTi po3poOHUKa,;
— HaJaHHSI METPUK, 10 BiJ0OpakatoTh CTaH CEpPBEPY.
Spring Security
Spring Security — 1ne (¢GpeHMBOpPK, OpIEHTOBaHHI 3a0E3MEUYCHHS K
aBTeHTU(IKaIi, 1 aBTOpHU3aIii qoaarkiB Java. Sk 1 y Bcix mpoekTax Spring, peajibHa

cuna Spring Security MoJsira€ B TOMY, HACKIJIbKHU JIEFKO MOT0 MOKHA PO3IIUPUTH IS

21



3aJJ0BOJICHHS MOTped KopuctyBava. Lle ne-pakTo cranmapt amis 3aXucTy Iporpam Ha
ocHOBI Spring [7].
Spring Data
Spring Data — 1e ¢peliMBOpK, OCHOBHA I[iJIb SIKOTO 3pOOUTH poOOTY 3 0a3010
JaHHUX  JIermor  Juisi  po3poOHuka. DpeiiMBOpK  A03BOJNSE  PO3POOHHUKY
abcTparyBaTHUCh BiJ HAlNMCaHHS 3alWTIB [0 0a3M JaHUX, BHUKOPUCTOBYIOUHU
cremianbHi mporpaMui Meroau. Spring Data mpariioe sik 3 pensmiiHUMHA Oa3zaMu
JTAaHUX TakK 13 HepeIsmiiHuMHA. ['0JOBHOIO 0COONUBICTIO (PpeiMBOpPKY € moOymaoBa
3allUTIB  3a JIONOMOTOI  CloBOcmojydeHb, Hanpukiaan findUserByld a6o
updateUserWhereldls.
NoSQL
bazu ganux NoSQL Oynu cTBOpeHi JJisi IEBHUX MOJENEH JTaHUX, BOHU MalOTh
THYYKl CXEMaMH, IO JI03BOJIsIE po3poliisaTu cydacHi nporpamu. NoSQL HaOyno
IIIUPOKOTO TIOIMHUPEHHSI dYepe3 MPOCTOTY PO3POOKH, BHUCOKY MPOAYKTHBHICTH 32
BEJIMKUX MacIITallB IaHUX Ta (PYHKIIOHAJIBHICTb.
Hagigminy Big pensiniitaux BJl, B NOSQL nHemae Tabnuip, i 6a3u 30epiraioTh
nani o iHmomy. NOSQL B/l OyBaroTh Takux THUITIB:
— rpadoBi;
— JIOKYMEHTHI,
— KJII0Y-3HAYCHHS,
— IIHAPOKa KOJOHKA.
VY Tabmumi 2.1. HaBenEHO MOPIBHAHHS 000X THUMIB 0a3 JaHHHUX, 1X KJIFOYOBI

BIJIMIHHOCTI

22



Taomung 2.1.

BigmiHocTi pensiiiHuX Ta Hepenaminaux b/

Pensmitini bJ1 NoSQL B/]
Pemstiitai b1 ba3u nanux NoSQL
MpU3HAYCH] IS MIpU3HAYCHI IS
TpaH3aKLUIHHAX poboTH 3 10/1aTKaMHU B
JOJTaTKiB, e 0OpOOKH | AKUX HEOOXiTHA
TpaH3aKUii HAYyTh Yy HU3bKA 3aTPUMKA.

Po6oui Harpy3ku | pexxumi peabHOTO [TonrykoBi 6a3u maHux
yacy Ta 100pe NoSQL mpusnaueni
MIXOIATE I U1 AHAJTITUKU
aHAJTITUYHOI OOPOOKH Yy | 4aCTKOBO
PEXKUMI PEATLHOTO CTPYKTYpPOBaHUX
qacy. JTAHUX.

Pensmiiina Mmoaein
HOpMAJII3Y€ AaHl Ta
30epirae ix y BUTJISAI1

TaOINIb, 110 basu nannx NoSQL
CKJIaJIAal0ThCA 3 PSIIKIB | 30€piratoTh JiaHi Mo
Ta cToBNUiB. Cxema 1HIIOMY, ICHYIOTb TakKi
YITKO BA3HA4ae MOJICII SIK IMapu

MoJteIs TaHHX Ta6n1/1u.i, Ak, «KITI0OY-3HAYCHHS,
CTOBIIII, 1HJIEKCH, JIOKYMEHTH Ta rpadu,
BITHOCHHHU MIXK OIITUMI30BaH1 I
TaOIUIAMU Ta 1HIII BHCOKO1

enemenTH bJI. Taka BJl | npogykTUBHOCTI Ta
3a0e3reuye IMUTICHICTh | MAacIITa0OBAHOCTI.
MOCUJIaHb y
BITHOCHUHAX MK
TAOJIUIISIMU.
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[Iponorxenus Tadmuii 2.1.

Pemstniitai b1

NoSQL BJI

[1poAyKTHUBHICTD 3QJICKHUTH BiJl
JHUCKOBOI migcuctemMu. s
MaKCHUMAaJIBHOT MPOyKTUBHOCTI

[IpoayKTHUBHICTH
3a3BUYal 3aJIEKUTH Bl
po3Mipy Kiactepa

[TpoyKTUBHICTB : N 0a30BOro anapaTHOTO
HE0OX1THA ONITUMI3allis
L ) 3a0e31CUCHHS,
3aIMTIB, IHAEKCIB T CTPYKTYPH :
: 3aTPUMKH MEPEXKi Ta
TalbauIl.
JO/TaTKa.
ba3u manux NoSQL
3a3BUYal
HIATPUMYIOTh BUCOKY
PO3IIbHICTh 3aB/SIKU
Pensiuiiini 6a3u 1aHux 3a3BUYail | 1abJI0HAM JTOCTYITY 3
MacTadyHOThCS MUIIXOM MO>KJIUBICTIO
30UTbLIEHHS! OOYMCITIOBAILHUX | MaclITa0yBaHHS Ha
MacitaOyBaHHs | MOKIIMBOCTEH anmapaTHOTO OCHOBI PO3MOA1ICHOT
3a0e3neueHHsa abdo 10JaBaHHsI apxitektypu. Lle
OKpEeMHX KO pobodunx T1JIBUIILY€ POTTYCKHY
HABAHTA)KEHb YUTAHHS. 3/IaTHICThH Ta
3a0e3neduye CTIHKy
MPOTyKTUBHICTh
Maii’ke B HEOOMEXKEHHUX
Macitabax.
ba3u manux NoSQL
4acTO MPOIMOHYIOTh
. KOMITPOMIC
Pensamuiini 6a3u mjaHux . P ’ )
: MOM'SIKIITYFOUYH Y KOPCTKI
. 3a0e3MnevyroTh Hadip .
BnactuBocri sracTusocteil ACTD: BUMOTH BJIaCTHBOCTCH
ACID ] ACID pns 6116111

aTOMAapHICTh, HECYNIEPEUHICTb,
130JIbOBaHICTh, HAJIMHICTb.

THYYKO1 MOJIEJI JIaHUX,
sKa TIPUITyCKae
rOpU30HTAIBHE
MaciTadyBaHHS.
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3akiguends tadmui 2.1.

Pemsmiitai b/1 NoSQL B/{

API

O0’€eKTHO-OPIEHTOBAHI
API no3Boisie
PO3pOOHUKAM JIETKO
3UNTYBAaTH Ta
3amuCcyBaTH JIaHi.
3aBasIKU
BUKOPHCTAHHIO
KITFOUIB CEKITIN
IpPOrpamMu MOXKYTh
BECTH MOIIYK 10
napam «KJIr4-
3HA4YEHHs», HabopaMm
CTOBIIIIIB 200
YaCTKOBO
CTPYKTYpPOBaHUM
JTOKyMEHTaM, II10
MICTATbH CEpiiHI
00’exTH Ta aTpuOyTH
IPOTPaM.

3anpocu 10 B/l BUKOHYIOThCS
Ha MoBi SQL, 111 3anuTtu
aHali3ye Ta BUKOHYE pelidliiiHa

b/l

MongoDB

MongoDB — noxymMeHTHO-Opi€HTOBaHa HepesIiiiHa 6a3a JaHUX 3 BIIKPUTUM

BUX1IHUM kojgoM. MongoDB 36epirae qokymentu B JSON-niogionomy (opmari, mae

THYYKy MOBY HJsi ()OpMYBaHHS 3aIlMTIB, MOXE CTBOPIOBATH I1HACKCH I PI3HHUX

30epekeHnX aTpuOyTiB, epekThBHO 3a0e3meuye 30epiraHHs BEIUKUX OlHAPHUX

00'€KTIB, MATPUMYE KYpPHATIOBAHHS OIEpaIlii 31 3MiHH 1 1oaaBanHs qaHux B B/ [8].

MosknmuBocti MongoDB:

THy4YKa MOBa ()OpMYBaHHs 3aIHTIB,;

edexkTrBHE 30epiraHHs OlHApHUX JaHUX BEIUKUX 00csTiB, Goto abo
BIJIEO;

JIOKyMEHTHO-OPIEHTOBAHE CXOBHIIIE,

BIIMOBOCTIHKICTh Ta MacCIITA00BAaHICTb,

MIITPUMKA 1HJEKCIB;
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— KYpHYJIIOBaHHSI ONEpPaILIii.

mongoDB.

Puc. 2.4. Jlororun MongoDB

Swagger

Swagger — e (peidMBOpPK, 3aBASKH SIKOMY MOXKHA Bi3yalli3yBaTHh JOCTYIIHI
3alUTH, 110 0OPOOITIOIOTHCS CEPBEPOM, JII3HATHUCS MPO BXIAHUMN Ta BUX1IHUMA dopmMar
nanux. Takoxx Swagger 3py4yHO BUKOHYBATH 3alIUTH Ha CEPBEp.

3a3Buyail swagger BUKOPUCTOBYIOTh backend-po3poOHuKM /711 HaJaHHS TTEBHOL
JOKyMEHTAIlli PO MOXIMBOCTI NPOrpaMH IHIIMM PO3pOOHUKaM. Swagger
BiloOpakae yci oOpoOJIfOBaHI CEpPBEPOM 3alUTH, JMIIE y Mapy KIIKIB MOXHa
3poOUTH HEOOX1THUI 3aIUT Ta MOJUBUTUCH HA BI/IMOBIJIb CEPBEPY.

Y poszpoOmtoBaniii mporpami Swagger akTUBHO BUKOPHCTOBYBABCS JIJISt
BUKOHAHHSI 3alUTIB HA CEPBEP ITiJT YaC TECTyBaHHS Ta PO3POOKH.

Docker

Docker — me mnardpopma s KOHTeHHepw3allii 3 BIIKPUTAM KOJOM.
[Iporpamma 103BOJISIE PO3POOHUKAM YMAKOBYBAaTH MPOTpaMU B KOHTEHHEPU —
CTaHapTHU30BaHl BUKOHYBaH1 KOMIIOHEHTH, 10 MOEAHYIOTh BUXITHUNA KOJI POTPaMu
3 010;i0oTeKaMH ONEpaIiifHOl CHUCTeMHM 1 3aJIe)KHOCTSAMH, HEOOXITHUMHU IS
BUKOHAHHS IILOTO KOIY B OY/Ib-IKOMY CEpEIOBHIIII.

KoHTelinepu cpolyoTh pO3ropTaHHs PO3NOAUICHUX A0JATKIB 1 CTAIOTh Jieali
MOMYJISIPHIIIIMMU, OCKIJIBKU OpraHizallii mepexoisiTh Ha BJIACHY XMapHy pO3pOOKy Ta
riOpumHi  MyJIbTUXMapHi  cepenoBuia. Po3poOHWMKM  MOXYTh  CTBOPIOBATH
koHTelHepu Oe3 Docker, ane margopma poOUTH pPO3rOpPTaHHS Ta KEPyBaHHS

KOHTEHHepaMu JiermuM Ta Oe3meunimmm [9].
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2.4. Onuc CTPYKTYPH CUCTEMHU Ta AJITOPUTMIB Ti (PyHKI[IOHYBaAHHA

[Tporpama noriuHo po3duta Ha TUPEKTOPIi, SIKI BIAMOBINAIOTH 332 Ty YH IHIIY

TCMATHKY:

messenger Ch\Users\Kostya'ldeaProjects\messenger

main

com.ntu.messen ger

Contraller

Puc. 2.5. Iupekropii Controller, Criteria, Exception, Service, Config
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converter

filter

CorsFilter

1Filter

UsernamePa ordFilter

hwtBAuthenticationProvider

IwtTokenBased&uthentication

Puc. 2.6. [amn qupexropii 3 kimacamu

28



Puc. 2.7. Inun aitnm npoexTy

CTpyKTYpHO J10JIJaTOK MO>KHA MOJIJIUTH HA JIB1 OCHOBHI1 YaCTUHHU:
— JUPEKTOpii 3 java Kilacamu,
— JAMpeKTOpii 3 TonmoMibKHUMU Qaiinamu ((paitim koHDiryparii, CKpUITy).

VY nmupekropii api/controller sHaxonsaTecs Ki1acu, B IKUX MICTUTBCS iHGOpMaIis
po Te, K1 cepBep 0OPOOITIOE apecH Ta sIKi pe3yJIbTaTH MOBUHEH MOBEPHYTHU MICIA
00pOOKH.

Jupekrtopis api/criteria MicTUTh J1Ba KJIacH, SKi JO3BOJIAIOTH peajizyBaTH Ha
cepBepl MariHailiro 3amuTiB.

JlupekTopisi api/exception MicTUTh JBa KJIacH, SIKi BUKOPHUCTOBYIOTHCS KOJIH
BUHUKAE MEBHA BUKJIIOUHA CUTYyallisi — HE OYyJIO 3HaiifieHO 3amuc B 0a3i, KOpUCTyBay
HE Ma€ OCTyMy 110 GyHKITIOHAITY.

JlupekTopist api/Service MiCcTUTh KJacH, siIKi BUKOHYIOTh OCHOBHHMU ()yHKITIOHAIT
JOJIATKY .

Y mupekrtopii config MicTATbCS KIacw, IO MOBHICTIO KOH(IrypyrOTh
KOMITOHEHTH JI0JIaTKY: HaJaIITyBaHHS 0a3H JJaHWX, CHCTEMH O€3TICKH TOIIIO.

Jupektopis data/converter wmicTuTh IOMOMDKHI iHTepdeiich mus  JIerkoi
KOHBEpTAIlli OJJHOTO KJIaCy B IHIITHH.

Hupekropis data/dto mictuts Tak 3Bani DTO (Data Transfer Object) monermeni
KJIaCH, SKI BUKOPUCTOBYIOTH a0W PO30MTH TEBHUN Kjac Ha JCKUJIbKAa TEMaTUYHUX

KJIACIB MEHIIIHX 33 PO3MIPOM.
29



Jupekropis data/model micTuTh Ki1acu, 110 OMUCYOTh Ta0HMIIl B 0a3i JaHMX.

Y naupekrtopii repository/mongo Mictarbes iHTEepdeicH, sKi I03BOJSIOTH

OTpUMaTH JOCTYyH N0 omnepamiii 3 0a30i0 JaHuX, Takud QYHKIIOHAN Haaae

dbpeiimBopk Spring Data.

Hupexropis security/filters mictute HeoOXinHI QUTBTPU SKI MPOXOAUTH KOKCH

HTTP 3anut nepen tum sik BiH Oyze 0OpoOIeHHiT cepBepoM.

Hupektopis security/jwt MICTUTh JIOTIKY TIOB’S3aHy 3 ayTEHTHQIKAIIE0

KOpHCTYBaya 1o jwWt-TOKEHY.

Takoxx BaXJIMBUMHU (paiiiaMu IIPOCKTY €:

— application.yaml — ¢aiin, mo mictute neBHI KoHGirypamii, aie y yaml

(dbopmari, € anbTEPHATUBOIO 10 KOH(DIrypyBaHHs y Java ko,

— pom.xml — daiin, sSKuid MICTUTH Teperik 010i0TeK, sKi HEOOXimHI I

poOOTH MPOEKTY, MPHU MPOIeci MOOYAOBH MPOEKTY HE0OX11HI 010J10TeKy

3aBaHTAXYIOThCS Y CUCTEMY,

— docker-compose.yaml — ¢aiin, 3 onrcom nMporpaMHUX KOMITOHEHTIB, SIKAH

HeoOximuuii cuctemi Docker miis konTeiiHepr3alii 101aTKY .

AnropuT™M 00pOOKHM 3amUTIB PO3POOIIOBAHOI MPOrpaMy 300paKeHa HAa PUCYHKY

HIDKXYC.

(OpaqHA HeodiigHom

Controller 3a wnsxom

) 3aMKTY
Handler Mapping  +--------------------- »  Controllers

OTpAMaHMI 0T exT
NOBEPTAETSCA Y

’J: BiONoBigs Ha 3anuT
QinsTpauiA

User Request

3anKTY

v

Request filters » Dispatcher Servlet

Request Response

Puc. 2.8. O6po6xka 3anuTiB
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I

Repasitory

MongoDB




Cnouatky ycl 3aluTH TPOXOAATh dYepe3 (GUIbTpU, A€ MEPEeBIPAETbCS U
KOPHCTYBa4 TOM, 3a KOTO cebe BHUIAE, 3 TKOTO JIOMEHY HJie 3aluT, Ui HE 3aKiHUYUBCS
gac mii JWT-TokeHna kopuctyBaya.

[Tpu ycmimHi# ¢iapTpalii 3anut notpamisie B DispatcherServlet, cnemianbuuii
KJIac SIKAW € BXiTHOK TOYKOK ycix 3amutiB. B DispatcherServlet BukopucroByeThes
Handler Mapping — metop, sikuii BU3HAYa€ 10 SKOTO KOHTPOJIEPY CHPSIMYBATH 3aITUT.

[Ticnst momamaHHs y KOHTpOJIep, MporpaMa Tepefae mapaMeTpu 3amuTy [0
HEOOXIIHOTO CepBiCy, SKUW y CBOIO UYEpPry BHUKOPUCTOBYE TMOTPIOHUN HoMy
PETIO3UTOPIH, 10 B3aEMOJIIE 3 0a3010 JIaHHMX.

[Ticns meBHUX omepauiil cepBic NOBEpTaE 00’ €KT-pe3yJbTaT KOHTpPOJIEpY, a
KOHTPOJIEP MOBEPTAE BIAMOBIIb KIIEHTY.

AnroputM 3anutiB 10 bJ]

3anutu 10 B/] cTBOpIOIOTHCS uyepe3 crheliadbHUil MPOoIIapoK adCTpakiii, KU
Hajae ¢periMBopk Spring Data, 1ie 3BiIBHIOE pO3pOOHUKA Bijl HAITUCAHHS THIIOBHX
3aIIUTIB Ta AY>KE MPUCKOPIOE po3poOKy. Bix po3poOHHKa HEOOXITHO CTBOPUTH TaK
3BaHUM peno3uTopiii Ta yHachigyBaTH WHoro Bi MongoRepository, cTBOpUTH
CUTHATYpy MeTody Oe3 peamizaiii, CHIAyIO4YH MEBHUM CEMAaHTUYHUM TIPaBUIIAM.
Hanpuknaa, sxkmo y woaeni aaHux € nosie Username 1 HEOOXITHO 3HAUTH
KOPUCTYBaua 3a UM IM M, TO po3poOHuk orojomye Merosa findByUsername Tta
nepeaae y sSKocTi apryMenty meroay Username, a cam ¢peiiMBOpK BXKE peai3oBy€
noOy1oBy mnojaioHoro 3anmuty 10 bJ[. ®peliMBOpK [103BOJISIE CTBOPIOBATH 3alUTH

PI3HOMAHITHOI CKJIATHOCT1, BAKOPUCTOBYIOUU COPTYBaHHS a00 (piIbTPyBaHHS.

yCreateDat

Puc. 2.9. IIpuknan pernosutopito MessageRepository
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er> findByUsernan

sByUsern nailOrPhonelumb

n> findAT1ByIdIn(Li

Puc 2.10. ITpuknax peno3utopiit UserRepository

Takox peno3utopii HagaroTh API, saxuii no3Bosisie 30epiraTu, BHUIAJATH,
MoaudikyBaru 3anucH y bJ[, ocHOBH1 MeToIu:
— findAll() — 3naxoauts yci 3anucu y B/I;
— findByld(String id) — 3HaxoauTh 3amuc 3a nMepeIanuM iAeHTH()IKATOPOM;
— save(Object object) — 30epirae nani B 6a3y abo OHOBIIIOE 1X SKIIO BOHU
ICHYIOTb;
— delete(Object object) — Bugansie 3amuc 3 6a3u;
— deleteByld(String id) — Bugaisie 3amnuc 3a i1eHTH(PIKATOPOM.
[Homi 3aco0iB  (peldMBOpPKY HEAOCTaTHbO 1 TOAl PO3POOHUK  Mae
BukopuctoByBatu 1HImMN APl mans komywnikarii 3 BJl. ¥ po3pobitoBaniii mporpami
JUIsl TakuX BUMAIKIB OyB Bukopuctanuii MongoTemplate, kmac, 1o mg03BOJISIE

cniikyBatucs 3 bl y 00’ €KTHO-Op1€EHTOBaHOMY CTHIII.

Puc. 2.11. Ilpuknan Bukopuctanus MongoTemplate

32



KomyHnikariiss Mi>k cepBepOM Ta KIIEHTOM
KomyHikaiiiss Mk cepBEepOM Ta KIIEHTOM B1I0YBAETHCS MIJISAXOM HaJCHUIIAHHS
3anmuTiB . YCi 3alMTH TMOBHHHI MaTH y CBOiX 3arojioBkax 3aroyioBok Authorization,

akuid MicTuTh JWT-TOKEeH, TOKEH MOKHA OTpUMAaTH IIPH aBTOPH3AIIii.

POST v http://localhost:8080/login
Params

Authorization Headers (8) Body @ Pre-request Script Tests Settings Cookles
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION eco  Bulk Edit
username voko
password 123321
Body Cookies Headers (19) Test Results @® 2000k 195ms 108KB Save Response v
Pretty Raw Preview sualize JSON = O Q
i

eyJhbGci0iJIUzUxMid9.

wYmM30SImNzIKLTQ2NFUtODCcxZSewY.
F1dGhvcemlBaWVzIjpbI1VTRVIiXS
E3LCI1eHAiIOFE2NTQ3MDKSMTAS.

2ImNmEyYTUzNzkiLCIpc3Mi0iJtZXNzZWSnZXItYXBpIiw
dXN1cklkIjoiNjISZjhjMzYxN2FhY2E1ZDE30DkxY2M3IiwiaWFOI]

L3_15FqEH BVi1M13m8MgVo9aZlYo3arCrHutTXs4uGjZqillcxh5C6uY-UDPtcYvK_R6L5s0xSbTNIAE4A",
3

a §
Puc. 2.12. OtpumaHHsI TOKEHY Bij cEpBEpY
Tabmuus 2.2.
Onuc 3anuTiB 10 CepBEPY
HTTP Tino 3anuty
Iax (Ha3Ba moss - ITapamerpu Omnuc
METOJ
THIT)
) IToBeprae
GET api/vl/chat/ - -

CITMCOK YaTiB

DELETE | api/vl/chat/{chatld} - Inentudiatop Bunanse gar

qaTy
. . . . IToBeprae
2 =
GET zipllvllcontacts. size={size}&page i CTop}HKa, CIHCOK
={page} pO3Mip

KOHTAaKTIB
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[Iponorxenus Tadmui 2.2.

HTTP
METOL

HInsax

Tino 3anuty
(Ha3Ba moJs -
THIT)

ITapamerpu

Oric

GET

api/vl/contacts/present/{id}

InenTudikarop
KOpHCTyBa4a

IToBeprae un
KOPHUCTYBAY € y
CITUCKY
KOHTAaKTiB

POST

api/vl/contacts/{userld}

InenTudikarop
KOpHCTyBava

Honae
KOpHCTyBaJa J10
CITUCKY
KOHTAaKTiB

DELETE

api/vl/contacts/{userld}

InenTudikarop
KOpHCTyBaJa

Bupanse
KOpHCTYyBaya 13
CIIHCKY
KOHTaKTiB

GET

api/vl/messages/last

IToBeptae
OCTaHHE
[IOB1IOMIIEHHS
KOXKHOTO 4ary
KOpHCTyBay4a

GET

api/vl/messages/last/chat/{id}

IToBepTae
OCTaHHE
MMOB1JOMJIEHHS
MEBHOIO YaTy

POST

api/vl/messages/

text - string,
recepientld -
string

Hancunae
MOBIIOMJICHHS
KOPHUCTYBauy

PUT

api/vl/messages/{id}

text - string

PenaryBanus
[IOB1IOMJICHHS

DELETE

api/vl/messages/{id}

Bupnanenns
IOBIIOMJIEHHSI

POST

/login

username -
string,
password -
string

IToBeprae y
BignoBinas JWT
TOKEH JJIst
BHUKOPUTAHHS

API
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3akinyeHHs Tadaumi 2.2.

HTTP Tino 3anuty
nsax (mazBa mons - | Ilapamerpu Ornuc
METO/
THIT)
username -
string,
firstname -
string,
lastname - CrtBOpeHHS
POST /sign-up string, - KOPHUCTYyBaya y
password - cucremi
string, email -
string,
phoneNumber
- string
IToBeptae
iH(opmMmariiro
GET api/vl/user/ - - npo
ABTOPHU30BAHOI'O
KOpHUCTyBaya
username -
string,
firstname -
string, Omnosioe
PUT api/vl/user/ lastname - - 9006HCTY .
string, email - iHpopmarito
string, KOpHUCTyBaya
phoneNumber
- string
OHoBII0€
PUT api/v1/user/password 5'3 ?z\évord ) - napoib
KOpHCTyBaya

CrpykTtypa 6a3u 1aHuX
VY po3pobioBaHiii mporpaMi BUKOPUCTOBYIOTHCS HEpelsiiiiHa 0aza JgaHux
MongoDB. 3amicte mnoHsTTS Tabmuui y Takux bJl BUKOPUCTOBYIOTH MOHSTTS
KOJIEKIIl, a 3aMiCTh DPsAKY TaOmUIl — AOKyMeHT. Tak sK Taki 0a3u JO3BOJSIOTH
CTBOPIOBATH THYYKI MOJIEJ, HE TIPHB’S3aHI JI0 KOPCTKOTO (popmaTy, TO KUIBKICTh
PAIKIB 1 CTPYKTypa MOXE BIAPIZHATUCSA y PI3HUX JOKyMeHTax. Hurkde HaBeneHa

ctpyktypa b/l y O1b111 3BU4HOMY petsiiiiiHoMy gopmari.
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{%_id
email {} _class
} password {} createDate
updateDate {} participants
username {} updateDate
contacts

createDate

_class EE message

: enabled {% _id
+ phoneNumber {} _class

i firsthame {} createDate

} lasthame
sender
updateDate
chat

text

Puc. 2.13. Ctpykrypa Tabmuis bJ]

Tabmuus «USer» MICTUTh JaHl MpO KOPHCTyBaya, CIOUCOK HOro KOHTAKTIB,
Maposib y 3ar(ppOBaHOMY BUTIIS/IL.

Tabmuis «chaty MiCTUTB CIIMCOK YYaCHUKIB.

Tabmuusg «message» MICTUTh 1H(OpMaIil0 NOpo TMOBIIOMICHHS, TEKCT Y
3amu@poBaHOMY BUTJISII, CIICHIAIbHAN 00’ €KT-MIOCUJIaHHS Ha JOKYMEHT B 0a3l, 110
B1JI00Opakae BIAMPaBHUKA, T TOCUJIAHHS HA YarT.

V tabmunsx 2.2. — 2.4. HaBeIeHO OIMCH II0JIIB KOJIEKIIIMH.

Tabmums 2.3.

Konexiisa User

Kononka Tun Onuc
id Objectld ¥ HIKAITbHHI
11eHTr(IKaTOp

Jlorin, yHiKaJIbHE

username String Horte
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3akiguends tadmui 2.3.

Tabmuus 2.4.

Kononka Tun Ommc
. Howmep tenedon
phoneNumber | String MEP (ony,
YHIKaJIbHE T10JI€
firstName String Im'st kopucTyBaua
) [Ipi3Buma
lastName String PISBHII
KOpHUCTYBaua
Yy akTUBHUM
enabled Boolean : .
00JIIKOBHH 3aIIuc
[Tapons y
password String 3amupoOBaHOMY
BUTJISII
Cnoucoxk
contacts Array 11eHTU(IKATOPIB
1HIIUX KOPUCTYBayiB
Yac cTBOpeHHS
createDate IsoDate P
KOpHUCTYyBaua
Yac oHOBJICHHS
updateDate IsoDate
KOpHUCTYyBaua
. . ITomra, yHIKaJIbHE
email String 24
oJie
Konexkuis Message
Kononka Tun Onuc
. . VHIKaIbHUN
id Objectld ) :
- 11eHTrdIKaTOp
BignpaBHuK
sender DBRef AUIP
IIOB1JOMJICHHS
Yar y saxui
chat DBRef [IOBI1IOMJIEHHS
aJpeCcoOBAHO
TekcT MOBIHOMIIEHHS
text String y 3amuQppoBaHOMY
BUTJISAII
Yac cTBOpeHHS
createDate IsoDate p

[IOB1IOMJIEHHS
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3akiguends tadmui 2.4.

Komnonka Tun Onuic
updateDate IsoDate Hac oHoBIIeHHS
TIOB1IOMJICHHS
Tabmuus 2.5.
Komnexmis Chat
KonoHnka Tun Omic
_id Objectld YHIKanbHuA
11eHTudikatop
participants | Array IﬂeHTH(b%KaTOpH
YYaCHHKIB
createDate IsoDate Yac cTBOpEHHS 4arty
updateDate IsoDate Yac OHOBJIEHHS YaTy

Hwxue HaBeeHO NMPUKIIAAN JaHUX Ta sIK BOHM BursiAaoT y MongoDB.

Puc. 2.14. Tlpuxnan qanux 3 Tabmur User
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Puc. 2.15. [Ipuknan nanux 3 Tabmuii Message

2.5. O0rpyHTYBaHHS TA OPraHi3amisg BXiTHMX Ta BUXITHUX JAHUX MPOTrPaMu

Bxingni gaHi nmoTparuisitoTh 40 po3poOstoBaHoi nporpamu y JSON ¢dopmari,
BX17H1 1aHi popmye KiaieHT. BuxinHi gani takox npencrasieri y JSON ¢gopmari, ix

CTPYKTYypa Ta po3Mip 3ajekaTh BiJl 3alUTY Ta KUIBKOCTI HassBHUX JaHUX.

2.6. Onuc po3po0dJieHol cucreMn

2.6.1. Bukopucrasi TexHi4YHi 3aco0u

[Tix wac po3podu IC Oysnn BUKOpUCTaH1 HACTYIHI TEXHIUHI 3aCO0U:
— ormnepaTtuBHa am’sth oocsirom 16 I'b;
— mpouecop Intel Core i5 6500 3.2GHz;
— SSD 06’emom 500I'B;
— HDD 06’emom 1Th

— Bigeoamanrep NVidia GeForce 970;

2.6.2. BukopucTtaHi nporpamHi 3acoou

[Tix gac po3poOKM BUKOPUCTOBYBAJIMCH HACTYITHI TPOTPaMHi 3aCO0H:

— cepenosuile po3pooku IntelliJ IDEA;
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— omepariiiHi cucremu Windows 10 Ta Ubuntu;

— Docker Desktop;

— Heroku;
— Git, Github.
IntelliJIDEA
IntelliJIDEA -  inTerpoBaHe  cepeloBHUINE  pPO3POOKM,  HaHYaCTIIIC

BUKOPUCTOBYEThCS sl po3poOku Ha Java, Scala, Kotlin a6o Groovy. Mae sk
KOMEPIIiiHY Tak 1 0€3KOIITOBHY BepCii.
Docker Desktop

Docker Desktop — 1ie mpocTa B ycTanoBIi mporpama aiist Mac ado Windows, sika
JIa€ 3MOTY CTBOPIOBATH KOHTEMHEPHI MPOrpaMH Ta MIKPOCEPBICH Ta JUIUTHCS HUMH.
Docker Desktop Bkmtouae Docker Engine, xiaient CLI Docker, Docker Compose,
Docker Content Trust, Kubernetes i Credential Helper [10].

Heroku

Heroku — e xmapHna PaaS muatdopma, sika miarpuMye 0arato MmomyIsipHUX MOB
nporpamyBaHHs. Heroku BHKOPHCTOBYETbCS PO3POOHUKAMH ISl PO3TOPTAHHS,
MmacmitaOyBaHHS Ta ynpaBiaiHHg gogatkamu. OcHoBHa mepeBara Heroku mepen
IHIIMMHU TOAIOHMMH CEpBICAaMU Yy TOMY, IO y MIAQTOPMU MPUCYTHS MOMKIHMBICTH
O€3KOIITOBHOTO PO3TOTPAaHHA JOJATKIB.

[Tportec posropranus Ha Heroku myxe mpoctuit Ta mBuakui. Haiimermmm
CIIOCOOOM  pO3roTaHHs Jgomatky Ha Heroku e BkasyBaHHS pENO3HTOPIO C
nporpamuuii kogom Ha Github. Heroku Bi3bMe icHyrouuii KOA Ta aBTOMATHYHO
3poOUTh PO3rOTaHHS BKAa3aHOI T'UIKU. TaKoX SKIIO JOJATOK BUKOPHUCTOBYE TIEBHI
pecypcu, Hampukiaaa 0a3y NMaHuxX, 1 pO3pOOHHUK Oakac KOHTPOJIOBATH iX pa3oMm i3

nonaTkoM Ha Heroku To icHye MOKIIMBICTh CTBOPUTH iX MPH PO3TOPTAHHI.
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Deployment method GltHub

u CL Connected

App connected to GitHub

Connected to E] KostlantynVoznluk/messenger by 4 Kostlantynvoznluk
Code diffs, manual and auto deploys are

avallable for this a
e 0 Releases In the actlvity feed link to GItHub to view commit diffs

Automatic deploys P Y¥ou can now change your maln deploy branch from "master” to “maln” for both manual and automatic deploys, please

Enables a chosen branch to be automatically follow the Instructions here.
deployed to thls 2pp
Enable automatlc deploys from GitHub

Every push to the branch you specify here will deploy 2 new version of this app. Deploys happen automatically: be sure that this

ests have passed before you push. Learn more

branch Is slways In a deployable state and any

Choose a branch to deploy

[ P nosgl-messenger &

O watt for €1 to pass befora deploy

u have a Continuous Integration service configured on your repo.

Only enable this optlon

Enable Automatic Deploy:

Manual deploy Deploy a GltHub branch

Deploy the current state of a branch ta this This will deploy the current state of the branch you speclfy below. Learn more.

app Chaose a branch to deploy

P nosgl-messenger ¢ Deploy Branch

Puc 2.16. Posropranns va Heroku

Data Stores Choose where to store your data

Stackhero for InfluxDB Bucketeer Yugabyte Cloud Redis To Go

#1 Redis Provider with over
’50.000 Redis instances.

Fully-managed YugabyteDB-as-
a-Service running on AWS and
Google Cloud.

Redis Enterprise Cloud

Use Amazon 53 from your
Heroku application.

InfluxDB on dedicated instances,
up-to-date versions and
attractive prices.

Stackhero for MariaDB SentinelDB CloudKarafka

Message streaming as a service
powered by Apache Kafka

From the creators of Redis.
Enterprise-Class Redis for
Developers.

A privacy by design. GDPR-
compliant database with per-
record encryption

MariaDB on dedicated
instances. up-to-date versions
and super attractive prices

v

Treasure Data

&

Crunchy Bridge Cloudcube JawsDB Maria

MariaDB, the open source drop-
in replacement for MySQL now
available on Heroku

Flexible AWS 3 file storage
vithout the hassle.

Crunchy Bridge is a fully Analytics Platform on Heroku
managed Postgres service from

the Postgres Experts

A

ObjectRocket for Mongo...

High-Performance MongoDB +
Fanatical Support™ |
objectrocket.com/mongodb-
heroku

Felix Cloud Storage

Simple and efficient file storage
service based on Amazon 53

Stackhero for Redis

Redis on dedicated instances
up-to-date versions and super
attractive prices.

Keen

Managed Kafka pipeline to
stream, store, analyze. and
visualize event data

Puc 2.17. Jlonatkosi pecypcu Heroku
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Git, Github
Git — me OC3KOIITOBHA PO3MOJiIEHA CUCTEMa KOHTPOJIO BEPCiii 3 BIAKPUTHM
BUXITHUM KOJIOM, MPHU3HAYCHA I IMBHUAKOI Ta €deKTHBHOI poOOTH 3 yCIM, BiX
MaJux J10 Ay>Ke BEJIUKUX MpoekTiB. Bin mepeBepirye iHcTpyMeHnTd SCM, Taki sk
Subversion, CVS, Perforce 1 ClearCase, 3aBAsku TakuM (QYHKIISIM, SK JOKAJIbHE
pO3TaTyKeHHS, 3py4HI 00JIaCTI IIepexo1y Ta Kijbka pooouunx mporecis [11].
Github — BeOcepBic, 1m0 Hagae MOKIUBICTH 30€piraHHS Ta BEPCIOHYBAHHS

nporpaMHOTo 3a0e3nedeHHs. bazyerbcst Ha cucteMi kepyBaHHs Bepcisimu Git.

2.6.3. BUKJIMK Ta 3aBaHTa:KeHHS NMPOrpaMu

Po3pobnenuii nporpaMHuid MPOAYKT, a caMe CEPBEPHY Ta KIIEHTCHKY YaCTHUHU
MOKHa 3HaWTH 3a anapecamu [12] Ta [13] BigmoBimHo. Takok A0JATOK MOKHA
PO3TOPHYTU JIOKAJIBHO, JJI 1bOIO HEOOXI1JHO 3aBATAHXXUTH BUXIJHUN MPOTPaAMHUIMA
Kox Ta cepenoBuiie Docker, micis 3aBaHTaXCHHS HEOOXITHO BHUKIMKATH KOMAaHIY

docker-compose up -d y KoMaHIHOMY PSJIKY.
2.7.3. Onuc inTepdeiicy kopucryBaua
[aTepdeiic kopucTyBaua CTBOpEHO 3a JomoMorow dpeitmBopky Swagger. Ha

CTOPIHII TIPYCYTHI yC1 €HIMOIHTH, K1 0OPOJIOE CepBEP, TAKOXX HABOJIUTHCSI CITUCOK

00’€KTIB, K1 CIIYTYIOTh TUIAMH 3aIIPOCIB.
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OpenAPI definition @ =

N3lapi-docs

Servers

serverurl v

Authorize ﬂ

user-controller ~

’ /apifvl/user v ﬂ‘
‘m Japi/vi/user v ﬂ‘
‘m /api/vl/user/password % ﬂ‘
’ /apifvl/user/search/username/{usernane} v ﬂ‘
message-controller ~

‘m Japifvl/messages/{id} v ﬂ‘
[ /api/vl/messages/{id} v ﬂ]
’ /api/vl/messages v i‘
’m /apifvl/messages/last v i‘
{m /api/vl/messages/last/chat/{id} v ﬂ‘

Puc. 2.18

. CMcok i1CHYIOUMX €HAMOIHTIB, YacTuHA |

[ /api/vl/messages/chat/{id} v il
registration-controller ~

[ o P v
contacts-controller ~

[ /api/vl/contacts/{id} v al
l /api/v1/contacts/{id} W il
[ /api/vl/contacts 4 il
’m Japi/vl/contacts/present/{id} N al
chat-controller ~

’ /api/vl/chat v il
[ /api/v1/chat/{id} v al

Puc. 2.19

. CIIUCOK ICHYIOUMX €H/IOIHTIB, YaCTHHA 2
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| /api/vl/messages/chat/{id} A#

Parameters ‘ cancel |
Name Description

id*

string 62918e2417aaca5d17891ccd

(path}

messageCriteria *

object "size"; 200,

(query) i "page": 0

Responses

Curl

curl -X "GET' \
"http://localhost: 86 ‘messages/chat/62978e2417aaca5d17891cc97s1ze=2006page=6" \
-H 'accept: application/json' \
ization: Bearer eyJhbGei0i)IUzUxMil9. eyJqdGhi0ilwziYnM30S 1nNzIkLTQ2N] Ut00cxZSOuY2InNaEy YTUZNzZKiLCIpc3Ni01 It TXNZZWSNZXItYXBpI iwic3Vil oidndrbylsInF1d6hveml 82NV 21 jpbIVIRVINSwid

Server response

Code Detalls

200
Response body

e2417aacasd17891cca",
620f8e2417aaca5d17891ccd",
t": "hello Kirill",
"senderName”: "voko",
“sentht”: [

Puc. 2.20. Ilpuxman Binnosizai Bix cepBepy Ha GET 3anwut 3 mapamerpamu
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message-controller ~

/api/vl/messages/{id} v i

m /api/vl/messages/{id} o a:

i /api/vl/messages A~ B
Parameters [ Canc ‘ | Reset l

No parameters

Request body applicationfjson

"text": "hello Kirill",
"recipientld”: "B29f8ddfl7aacasd17891ccs”

Puc 2.21. BingnpaBka 1noBiJIoMJIeHHs yepe3 Swagger

Responses

Curl

curl -X 'POST' \
http://localhost:8080/api/vl/messages’ \

-H ‘accept: application/json’ \
-H 'Authorization: Bearer eyJhbGciOilIUzUxMil9.eyJqdGkiOilwNzMwYmM30S1mNzJkLTQ2N]UtODCXZSOWY2ImNmEYYTUzZNzZKiLCIPC3Mi0iItZXNZZWSnZXTtYXBpTiwic3ViljoidndrbyIsInF1dGhvemloawVzIjpbILVTRVIiXSwid
-H 'Content-Type: application/json’

.

-d
“text" hello Kirill",
ecipientld”: "629f8ddfl7aaca5d17891cc8™

Request URL

http://localhost:8080/api/vl/messages

Server response

Code Details.

20 Response body

629f8e2417aacasd17891cca”,
629f8e2417aaca5d17891cc9",
hello Kirill”,
me”: “voko",

Puc. 2.22. BianoBias BiJ cepBepy Ha BIAMPABKY MOBIJOMIICHHS
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PO311J1 3
EKOHOMIYHUWU PO3L1
3.1. Po3paxyHOK TPYAOMiCTKOCTI Ta BAPTOCTI MPOrPAMHOI0 MPOAYKTY

[TouaTkoBi maHi:
1. mepenbauyBaHe yMCIIO OneparopiB mporpamu — 1771;
2. Koe]IIIeHT KOPEKIi mporpamu B Xo/i ii po3pooku — 0,05;
3. Koe(IIieHT CKIIAIHOCTI porpamu — 1,5;
4. xoedimieHT 30UIBIICHHS BUTpAT Mpaili BHACIIAOK HEJOCTAaTHHLOTO OMHUCY
3agadl — 1,3;
5. roauHHa 3apo0iTHA miata nporpamicta — 174 rpu/rop;

CepenHs ronuvHHaA oOIUlaTa mIporpamicta Oyrna BuUpaxyBaHa CIHPAIOYUCh Ha
BIJIKpUTI JDKEpena, a came TopTal «YKpaiHChKoi criuibHOTU TiporpamicTiB (DOU)».
B cepennromy Java po3poOHHK 3 1OCBiAOM poO0oTH OsM3bK0 poky oTpumye 700-1200
amepukaHchbkux gosiapiB [14]. TTorounuit kypc HBY craHoM Ha modaTok 4epBHs
2022 poky ctaHOBHUTH 29,25 TpUBEHB 3a OJWH aMepHKaHChbKuil nomiap [15], omke
CepeHs 3apIuiaTa B TPUBHAX Ha Micallb cTaHOBUTH 27787 rpH (950 nomnapis CILIA).

6. xoedimieHT KBamQikaiii mporpamicta, 00yMOBJICHHH BiJ] CTaXy poOOTH 3
nanoi creriaiabpHocTi — 0,8;
7. BapticTh MamuHO-ToauHU EOM — 16,33 rpa/ros.

Komm’totep y pobGouomMy crani croxuBae mnpubausuo 250 Barr / rox, mio
exBiBajeHTHO 0,25 kBT / roa. Bapricts ogHoro kBT Ha roiuHy, CTAHOM Ha Y€pBEHb
2022 poky, cranoButh 1,68 rTpH [16]. Takum YMHOM BapTICTh CHOXHBAHHS
€JIEKTPOEHEPT1i KOMIT'I0TEpOM 3a TrojauHy cTaHoBUTh 0,42 rpH. BapTicTh opeHau
KOMIT toTepa Ha Micsiib ctaHoBUTh 2800 rpH. [17], npu rpadiky pobotu 176 roaun
Ha MICSIlb, BapTICTh OPEHAM KOMIT IOTepa cTaHoBUTHUME 15,91 TpH. Ha TOMUHY.

OcraTouHa BapTicTh MammmHHO-roAMHO EOM nopiBHioe 16,33 rpH.
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HopmyBanHs mpami B mporieci ctBopeHHs [I3 icTOTHO YCKIagHEHO B CHITY
TBOPUYOI'O XapakTepy mpaili nporpamicra. Tomy TpyaomicTkicTe po3pooku [13 moxe
OyTH po3paxoBaHa Ha OCHOBI CHCTEMH MOJIEJCH 3 PI3HOIO TOYHICTIO OIIHKH.

Tpynomictkicth po3po0ku I13 po3paxoByeThes 3a HOpPMyJIOLO:

t=t, +t, +t, +1, +1 , +1, mogumo-romus, (3.1)

ne 1, — BUTpaTu mparli Ha IMiATOTOBKY W OMKC MOCTABIICHO1 3a/1a4i (IPUAMAEThCS
50 Tr0IMHO-TO/IHH);

t, — BUTpaTH mparll Ha JOCIIKCHHS aJITOPUTMY PIIlIeHHS 3aa4i;

t, — BUTpaTu mpaiil Ha po3poOKy OJIOK-CXEMH aJrOPUTMY;

t, — BUTpaTu mpaili Ha MPOrpaMyBaHHsI 110 TOTOBIH OJIOK-CXEMi;

tom, — BUTpATH Ipalll Ha HalaroJKeHHs nporpamu Ha EOM;

ty — BUTpaTH mparlli Ha MArOTOBKY JOKYMEHTAIIIi.

Uepe3 yMOBHE YHCIIO OINEpaTOpiB MPOrPaMHOrO 3a0e3MEeUeHHsS BU3HAYAIOTHCS
CKJIaJIOB1 BUTpaTH.

YMOBHE 4HuCII0 OnepaTopiB (MiAIpOrpam):

Q=0q-C-(1+ p), moauno-romum, (3.2)

ne ( — nependadyBane yucio omneparopis (1771);
C — koedimient cknaanocTi nporpamu (1,5);
P — KoediieHT KOpeKLii mporpamMmu B xo/i ii po3pooku (0,05).

3BIJICM YMOBHE YHCJIO ONIEPATOPIB B MPOTpami:
Q=15-1771- (1 +0,05)=2789,325

Butpatu mpaii Ha BUBYEHHS OMMCY 3ajadyl 1, BU3HAYAETHCS 3 ypaxXyBaHHSIM

YTOYHEHHS OMUCY 1 KBai(ikalii mporpamicra:
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{ =B
" (75.85) k

JIOAUHO-TOIUH, (3 . 3)

ne B — koedimieHT 301bIIEHHS BUTPAT Ipalll BHACIIOK HEJIOCTATHHOTO OTUCY
3a]1aui;
k — xoeimienT kBamidikaiii mporpamicra, 0OyMOBJICHHIA BiJ CTaXy poOOTH 3

naHoi crierianbHOCTI. [Ipu ctaxi podotu A0 2 pokiB ctaHOBUTS (,8.
t,=(2789,325 - 1,2) / (75 - 0,8) = 55,786 n0AMHO-TOJIUH.

Burtpartu npaiii Ha po3poOKy airopuTMmy pillleHHS 3a/1a4l MOXHa OOYHMCIUTH 3a

dhopmyIioro:

t, = W , IOIUHO-TOIHH, (3.4)

ne Q — yMOBHE 4HCIIO OTIEPaTOPiB MPOTPAMU;

k — koeimieHT kBaidikarii nporpamicra.

[limcTaBuBIIM BIANOBIIHI 3HAYEHHS B opmyJty (3.2), OTpUMAEMO:
ta=2789,325 /(20 - 0,8) = 174,3 110IUHO-TO/IHH.
Butpartu Ha ckiiagaHHs IPOTpaMHu 1O TOTOBIN OJIOK-CXEMi:

Q

t = W , JTFOIMHO-TOIMH. (3.5)

t, = 2789,325/ (25 - 0,8) = 139,47 moauHO-TOIUH.
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Butpatu nparii Ha HajaropKeHHs nporpamu Ha EOM:

— 3a YMOBH aBTOHOMHOI'O HAJIArOJPKCHHA OJJHOI'O 3aBAaHHI:

Q

t,. =m , TIOJJMHO-TOJIUH. (3.6)

tom, = 2789,325 /(5 - 0,8) = 697,33 110 AMHO-TOIHH.
— 32 YMOBH KOMIUIEKCHOTO HAJIarOPKCHHS 3aBJIaHHS:
t\ =15-t , JTFOINHO-TO/THH. (3.7)
= 1,5 - 697,33 = 1045,995 1m0ANHO-TOIMH.

Burtpatu npaiii Ha MiArOTOBKY TOKYMEHTAllli MOYKHA BU3HAYHUTH 32 (POPMYJIOL0:
t, =1,, +1,, , OAUHO-TOIMH, (3.8)

ne ty, — TPyAOMICTKICTb MIATOTOBKH MaTepiaiiB 1 pyKOIHUCY:

Q
tOp = m , JIOJTUHO-TOJIMH, (3.9)

too - TPYZIOMICTKICTD peJaryBaHHsl, Me4aTKu il 0(hOPMIICHHS TOKYMEHTAIlli:
t,, = 0,75't0p , TIOJAUHO-TOH. (3.10)

[licTaBuBIIM BIAMOBIIHI 3HAYEHHS, OTPUMAEMO:
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top =2789,325 /(17 - 0,8) =205,1 moANHO-TOIUH.
foo =0,75 - 205,1 = 153,825 10 AUHO-TOQUH.

ty = 205,1 + 153,825 = 358,925 nr0aAMHO-TOIHH.

3a gomomoru ¢dopmynu (3.1) oTpUMaEMO TOBHY OIIHKY TPYJOMICTKOCTI

po3pooku I13.
t =50+ 55,786 + 174,3 + 139,47 + 697,33 + 358,925 = 1476 nroauHO-TOMH.
3.2. Po3paxyHOK BUTPAT HA CTBOPEHHSI MPOrpamMu

Burtpatu Ha ctBOpeHHs I3 BkiroyaTh y cebe BUTpATH Ha 3apOOITHY ILIATHIO

BHKOHABIA Ta BUTPATH MAIIMHHOI'O 4acCy HGO6XiI[Hi M1 HAJIArOPKCHHA IIpOTrpaMH Ha

EOM.

Kpo =337 + 35, rpm, (3.11)
1€ 337 — 3apo0iTHA MJIaTa BUKOHABIIIB, 1110 BU3HAYAETHCS 32 (HOPMYIIOH0:
35 =t Cpp, rpH, (3.12)

ne t — 3aranpHa TPYJOMICTKICTb, JTFOJUHO-TO/IVH;
Crzp — cepeliHs TOIMHHA 3apo0iTHA TUIaTa Mporpamicra, rpH/TOMHA.

3,6 — BapTicTh MalIMHHOTO Yacy, HEOOX1THOTO JIJIsi HAJIaroXKEHHS TpoTrpaMu Ha

EOM:

3,6 = omn - Cou, o, (3.13)



ne  tom; - TPYIOMICTKICTh HamaromkeHHs nporpamu Ha EOM, rox;
C,w - BapTicTh MammHo-roguHu EOM, rpu/rox (16,33 rpa/ron).
3 ypaxyBaHHSIM CEpEIHBOI IaTH y po3Mmipi 174 rpH/TogumHa Ta 3arajibHOIO

TPYAOMICTKICTIO 1476 JIOIMHOTO-TOAUH OTPUMYEMO:
337 = 1476 - 174 = 256 824 rpH.
3. =697,33 - 16,33 = 11 387,4 rpH.
Krno = 256 824 + 11 387,4 = 268 211,4 rpH.

OuikyBaHuii niepion crBopeHHs [13:

B, -F, Mic (3.14)

Fp - micsaunnii ponn pododoro yvacy (mpu 40 rogMHHOMY POOOYOMY THIKHI
ckiaaae 176 rogun).

3BiJicH OYIKyBaHUM Yac Ha CTBOPEHHSI MPOrPAMHOTO MPOIYKTY:
T=1476/1-176 = 8,39 wmic.

BucnoBok: BapTicTs po3poOKu mporpaMHOTO 3a0€3MeUeHHs, a caMe CEPBEPHOI
YaCTUHU COINIAIbHOTO MECEHIPKepa, CTaHOBUTH mpuOmmsHo 268 211,4 rpH, nane
nporpaMHe 3a0e3leueHHs He mependadae noAaTKoBUX BUTpar. OUiKyBaHUN TEpion
CTBOPEHHSI TIPOTPaMHOTO MPOAYKTY npu 40-rofMHHOMY pOOOYOMY THXKHI CTaHOBUTH

1476 roguuu ado 8,39 micsr.
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BUCHOBKHA

Mertoro kBamiikariitHoi po6oTu Oys0 CTBOpeHHs 1HPOPMAIIITHOI CUCTEMH, 1110
MOxe OyTH BHUKOpHUCTaHa MOOUIbHMM a00 Opay3epHHM KIIEHTOM, MaTHUMeE 3PYYHHM
nporpaMHuil iHTepdeic Ta HeoOX1THUM QyHKIIOHA.

B pesynbrari BUKOHaHHS KBamiikaiiiHoi poOoTH Oyna po3podsieHa cepBepHa
YacTHMHA COLIAJIbHOTO MeceHkepy. He 3Bakaroun Ha 1CHYIOUM KOHKYPEIHIIO,
po3po0Ka TOAATKy € aKTyalbHOIO, Yepe3 HasSBHICTh NMEBHUX y ICHYIOYMX aHAJIOTIB
TaKMX HEAOJIKIB SIK HasIBHICTb pPEKJIaMH, I[EePEBAHTAXKEHICTh, BIJACYTHICTh
KpOCIIaT(OPMEHHOCTI.

[lin 4yac BUKOHaHHS 3aBJaHHS KBamiikamiiiHOi poOOTH OyJIM BUHOHAHI
HACTYMHI 3ajadyi:

1. CTBOpEHHs aJlrOpUTMY AJIA peanizauli 3aaadi;

2. po3poOKa cepBEepHOi YACTUHU IIPOTPaMH;

3. CTBOpEHHS MOjieii 0a3u JaHuX;

4. po3ropTaHHA MPOrpamMu Ha CTOPOHBOMY CEPBICI.

CtBOpeHul MpOrpaMHH MPOAYKT HaJla€ HACTYIMHUM (PYHKITIOHAIT:
1. MOXIJIMBICTB 3apEECTPYBATUCS T ABTOPU3YBATUCS Y CUCTEMI,
2. MOXJIMBICTh pelaryBaTH 0COOUCTY iHO(OpMaIrito;

3. KOpHUCTyBad Ma€ KHUTY KOHTAKTiB Ta MOXKE€ pelaryBaTH 1i;

4. MOJIMBICTb MOIIYKY 1HIIUX KOPUCTYBayiB;

5. 0OMiH TOBIJIOMJICHHSI 3 1HIIMMH KOPUCTYBayaMH Yy PEXKHUMI peasbHOTO
qacy;

6. pemaryBaHHS Ta BUAAJICHHS BJIACHUX TOBIIOMJICHb.

[Iporpama po3poOieHa 3 BHUKOPHUCTAHHSAM MOBH TMpOTrpaMyBaHHA Java Ta
crieniaigbHOTO PpeiimBopky it WEB po3po6ku Spring.

VY kBamidikamiiiHid poOoTi OyJI0 BHU3HAYEHO TPYIOMICTKICTH Ta MOpaxoBaHa
BapTICTh PO3pOOJEHOI CHUCTEMHU. 3arajbHa BapTICTh MPOTPAMHOTO TMPOAYKTY

cTtaHOBUTH 268 211,4 rpH, yac Ha cTBOpeHHs — 1476 roaunu a6o 8,39 micsiii.
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KO ITPOI'PAMUA

ChatController.java
package com.ntu.messenger.api.controller;

import com.ntu.messenger.api.service.ChatService;
import com.ntu.messenger.api.service.UserService;
import com.ntu.messenger.config.SwaggerConfig;
import com.ntu.messenger.data.converter.ChatMapper;
import com.ntu.messenger.data.dto.chat.ChatDto;
import com.ntu.messenger.data.model.Chat;

import com.ntu.messenger.data.model.User;

import io.swagger.v3.0as.annotations.Operation;
import io.swagger.v3.0as.annotations.security.SecurityRequirement;
import lombok.RequiredArgsConstructor;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;
import org.springframework.web.bind.annotation.*;
import java.util.List;

@RestController

@RequestMapping(path = "api/v1l/chat™)
@RequiredArgsConstructor

public class ChatController extends SecurityController {

private final ChatService chatService;
private final UserService userService;

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})

@GetMapping(produces = MediaType.APPLICATION_JSON_VALUE)
public ResponseEntity<List<ChatDto>> getUserChats() {
User current = userService.findUserByld(getUserDetails().getld());
List<Chat> userChats = chatService.getUserChats(current);
return new ResponseEntity<>(ChatMapper.MAPPER.map(userChats), HttpStatus.OK);

}

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})

@DeleteMapping(path = "{chatld}")
@ResponseStatus(code = HttpStatus.NO_CONTENT)
public void deleteUserChat(@PathVariable("chatld") String chatld) {
User requester = userService.findUserByld(getUserDetails().getld());
chatService.removeChat(requester, chatld);
}
}

ContactsController.java
package com.ntu.messenger.api.controller;

import com.ntu.messenger.api.criteria.PageCriteria;
import com.ntu.messenger.api.service.ContactService;
import com.ntu.messenger.api.service.UserService;
import com.ntu.messenger.config.SwaggerConfig;
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import com.ntu.messenger.data.model.User;

import com.ntu.messenger.data.model.UserProjection;
import io.swagger.v3.0as.annotations.Operation;
import io.swagger.v3.0as.annotations.security.SecurityRequirement;
import lombok.RequiredArgsConstructor;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;
import org.springframework.web.bind.annotation.*;
import javax.validation.Valid;

import java.util.List;

@RestController

@RequestMapping(path = "api/v1l/contacts")
@RequiredArgsConstructor

public class ContactsController extends SecurityController {

private final UserService userService;
private final ContactService contactService;

@Operation(security = {@SecurityRequirement(name = SwaggerConfig.BEARER_KEY)})
@GetMapping(produces = MediaType.APPLICATION_JSON_VALUE)
public ResponseEntity<List<UserProjection>> getUserContacts(@Valid PageCriteria pageCriteria) {
User current = userService.findUserByld(getUserDetails().getld());
List<UserProjection> userContacts = contactService.getUserContacts(current, pageCriteria.getSize(),
pageCriteria.getPage());
return new ResponseEntity<>(userContacts, HttpStatus.OK);

¥

@Operation(security = {@SecurityRequirement(name = SwaggerConfig.BEARER_KEY)})
@GetMapping(path = "present/{id}", produces = MediaType.APPLICATION_JSON_VALUE)
public ResponseEntity<Boolean> isinContactList(@PathVariable("id") String id) {

User current = userService.findUserByld(getUserDetails().getld());

return new ResponseEntity<>(contactService.isinContactList(current, id), HttpStatus.OK);

¥

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})
@PostMapping("'{id}")
@ResponseStatus(HttpStatus. CREATED)
public void addContact(@PathVariable("id") String id) {
User current = userService.findUserByld(getUserDetails().getld());
contactService.addContact(current, id);

}

@Operation(security = {@SecurityRequirement(name = SwaggerConfig.BEARER_KEY)})

@DeleteMapping("{id}")

@ResponseStatus(HttpStatus. ACCEPTED)

public void removeContact(@PathVariable("id") String id) {
User current = userService.findUserByld(getUserDetails().getld());
contactService.removeContact(current, id);

}

}

MessageController.java
package com.ntu.messenger.api.controller;

import com.ntu.messenger.api.criteria.MessageCriteria;
import com.ntu.messenger.api.service.MessageService;
import com.ntu.messenger.api.service.UserService;

import com.ntu.messenger.config.SwaggerConfig;

import com.ntu.messenger.data.converter.MessageMapper;
import com.ntu.messenger.data.dto.message.LastMessageDto;
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import com.ntu.messenger.data.dto.message.MessageDto;

import com.ntu.messenger.data.dto.message.PrivateMessageSendDto;
import com.ntu.messenger.data.dto.message.MessageUpdateDto;
import com.ntu.messenger.data.model.Message;

import com.ntu.messenger.data.model.User;

import io.swagger.v3.0as.annotations.Operation;

import io.swagger.v3.0as.annotations.security.SecurityRequirement;
import lombok.RequiredArgsConstructor;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.messaging.simp.SimpMessagingTemplate;
import org.springframework.web.bind.annotation.*;

import javax.validation.Valid;

import java.util.List;

import static java.util.stream.Collectors.toList;

@RestController

@RequiredArgsConstructor

@RequestMapping(path = "api/vl/messages™)

public class MessageController extends SecurityController {

private final MessageService messageService;
private final UserService userService;
private final SimpMessagingTemplate messagingTemplate;

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})
@GetMapping(path = "chat/{id}", produces = MediaType.APPLICATION_JSON_VALUE)
public List<MessageDto> getMessagesByChat(@PathVariable(*id™) String chatld, @Valid MessageCriteria
messageCriteria) {
User requester = userService.findUserByld(getUserDetails().getld());
List<Message> messages = messageService.getMessagesByChatld(chatld, requester, messageCriteria);
return messageService.decryptMessages(messages);

}

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})
@GetMapping(path = "last™)
public List<LastMessageDto> getlL astChatMessages() {
User requester = userService.findUserByld(getUserDetails().getld());
List<Message> encrypted = messageService.getChatsLastMessages(requester);
return messageService.decryptMessages(encrypted)
.stream()
.map(MessageMapper.MAPPER::mapToLastMessage)
.collect(toList());

}

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})
@GetMapping(path = "last/chat/{id}", produces = MediaType.APPLICATION_JSON_VALUE)
public MessageDto getLastMessage(@PathVariable("id") String chatld) {

User requester = userService.findUserByld(getUserDetails().getld());

Message message = messageService.getChatLastMessage(chatld, requester);

return messageService.decryptMessage(message);

¥

@Operation(security = {@SecurityRequirement(name = SwaggerConfig.BEARER_KEY)})
@PostMapping(produces = MediaType.APPLICATION_JSON_VALUE, consumes =
MediaType.APPLICATION_JSON_VALUE)

public MessageDto sendPrivateMessage(@RequestBody @Valid PrivateMessageSendDto privateMessageSendDto)

{
String senderld = getUserDetails().getld();

Message encrypted = messageService.savePrivateMessage(senderld, privateMessageSendDto);
MessageDto dto = messageService.decryptMessage(encrypted);
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messagingTemplate.convertAndSend("/topic/messages/user/" + privateMessageSendDto.getRecipientld(), dto);
return dto;

¥

@Operation(security = {@SecurityRequirement(name = SwaggerConfig.BEARER_KEY)})
@DeleteMapping(path = "{id}")
@ResponseStatus(HttpStatus. ACCEPTED)
public void deleteMessage(@PathVariable(*"id") String messageld) {
User requester = userService.findUserByld(getUserDetails().getld());
messageService.deleteMessage(messageld, requester);

¥

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})

@PutMapping(path = "{id}", consumes = MediaType.APPLICATION_JSON_VALUE)
@ResponseStatus(HttpStatus. ACCEPTED)

public void modifyMessage(@PathVariable("id") String messageld, @RequestBody MessageUpdateDto updateDto)

User requester = userService.findUserByld(getUserDetails().getld());
messageService.modifyMessage(messageld, requester, updateDto);
}
}

RegistrationController.java
package com.ntu.messenger.api.controller;

import com.ntu.messenger.api.service.UserService;

import com.ntu.messenger.data.dto.user.UserCreateDto;

import lombok.RequiredArgsConstructor;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation.PostMapping;
import org.springframework.web.bind.annotation.RequestBody;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;
import javax.validation.Valid;

@RequiredArgsConstructor
@RestController
@RequestMapping(path = "/sign-up")
public class RegistrationController {

private final UserService userService;

@PostMapping(consumes = MediaType.APPLICATION_JSON_VALUE, produces =
MediaType.APPLICATION_JSON_VALUE)
public ResponseEntity<String> signUp(@RequestBody @Valid UserCreateDto user) {
return userService.signUpUser(user) ? ResponseEntity.status(201).body("Created") :
ResponseEntity.status(400).body("Rejected");
}
}

SecurityController.java
package com.ntu.messenger.api.controller;

import com.ntu.messenger.security.user.MessengerUserDetails;
import org.springframework.security.core.Authentication;
import org.springframework.security.core.context.SecurityContextHolder;

public abstract class SecurityController {

protected MessengerUserDetails getUserDetails() {
Authentication auth = SecurityContextHolder.getContext().getAuthentication();
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¥

return (MessengerUserDetails) auth.getPrincipal();

}

UserController.java
package com.ntu.messenger.api.controller;

import com.ntu.messenger.api.service.UserService;

import com.ntu.messenger.config.SwaggerConfig;

import com.ntu.messenger.data.converter.UserMapper;
import com.ntu.messenger.data.dto.user.UserCreateDto;
import com.ntu.messenger.data.dto.user.UserDto;

import com.ntu.messenger.data.dto.user.PasswordUpdateDto;
import com.ntu.messenger.data.model.User;

import io.swagger.v3.0as.annotations.Operation;

import io.swagger.v3.0as.annotations.security.SecurityRequirement;
import lombok.RequiredArgsConstructor;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.http.ResponseEntity;

import org.springframework.web.bind.annotation.*;

@RestController

@RequestMapping(path = "api/v1/user")
@RequiredArgsConstructor

public class UserController extends SecurityController {

private final UserService userService;

@Operation(security = {@SecurityRequirement(name = SwaggerConfig.BEARER_KEY)})
@GetMapping(produces = MediaType.APPLICATION_JSON_VALUE)
public ResponseEntity<UserDto> getCurrentUser() {

User current = userService.findUserByld(getUserDetails().getld());

UserDto dto = UserMapper.MAPPER.map(current);

return new ResponseEntity<>(dto, HttpStatus.OK);

¥

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})
@PutMapping(consumes = MediaType. APPLICATION_JSON_VALUE, produces =

MediaType.APPLICATION_JSON_VALUE)

public ResponseEntity<UserDto> updateUser(@RequestBody UserCreateDto updateDto) {
User current = userService.findUserByld(getUserDetails().getld());
UserDto dto = UserMapper.MAPPER.map(userService.updateUser(current, updateDto));
return new ResponseEntity<>(dto, HttpStatus. ACCEPTED);

}

@Operation(security = {@SecurityRequirement(hame = SwaggerConfig.BEARER_KEY)})
@PutMapping(path = "password", consumes = MediaType.APPLICATION_JSON_VALUE)
@ResponseStatus(HttpStatus. ACCEPTED)
public void updatePassword(@RequestBody PasswordUpdateDto updateDto) {
User current = userService.findUserByld(getUserDetails().getld());
userService.updatePassword(current, updateDto.getPassword());

¥

@Operation(security = {@SecurityRequirement(name = SwaggerConfig.BEARER_KEY)})
@GetMapping(path = "search/username/{username}", produces = MediaType.APPLICATION_JSON_VALUE)
public ResponseEntity<UserDto> searchUserByUsername(@PathVariable(* username™) String username) {
return userService.findUserByUsername(username)
.map(user -> new ResponseEntity<>(UserMapper.MAPPER.map(user), HttpStatus.OK))
.0rElseGet(() -> new ResponseEntity<>(null, HttpStatus.NO_CONTENT));
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MessageCriteria.java
package com.ntu.messenger.api.criteria;

import lombok.Getter;
import lombok.Setter;
import javax.validation.constraints.Max;
import javax.validation.constraints.Min;

@Getter
@Setter
public class MessageCriteria {

@Min(1)
@Max(200)
private Integer size = 50;

@Min(0)
private Integer page = 0;

}

PageCriteria.java
package com.ntu.messenger.api.criteria;

import lombok.Getter;
import lombok.Setter;
import javax.validation.constraints.Max;
import javax.validation.constraints.Min;

@Getter
@Setter
public class PageCriteria {

@Min(1)
@Max(200)
private int size = 20;

@Min(0)
private int page = 0;

}
EntityNotFoundException.java

package com.ntu.messenger.api.exception;
public class EntityNotFoundException extends RuntimeException {
public EntityNotFoundException() {
super();
public EntityNotFoundException(String message) {

super(message);

¥

ForbiddenAccessException.java
package com.ntu.messenger.api.exception;

public class ForbiddenAccessException extends RuntimeException {

public ForbiddenAccessException() {
super();
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public ForbiddenAccessException(String message) {
super(message);

¥

ChatService.java
package com.ntu.messenger.api.service;

import com.ntu.messenger.api.exception.EntityNotFoundException;
import com.ntu.messenger.api.exception.ForbiddenAccessException;
import com.ntu.messenger.data.model.Chat;

import com.ntu.messenger.data.model.User;

import com.ntu.messenger.data.repository.mongo.ChatRepository;
import com.ntu.messenger.data.repository.mongo.MessageRepository;
import lombok.RequiredArgsConstructor;

import org.springframework.data.mongodb.core.MongoTemplate;
import org.springframework.data.mongodb.core.query.Criteria;
import org.springframework.data.mongodb.core.query.Query;

import org.springframework.stereotype.Service;

import java.util.*;

@Service
@RequiredArgsConstructor
public class ChatService {

private final ChatRepository chatRepository;
private final MessageRepository messageRepository;
private final MongoTemplate mongoTemplate;

public Chat createChatBetween(List<String> chatParticipantslds) {
Chat chat = new Chat();
chat.setParticipants(new HashSet<>(chatParticipantslds));
return chatRepository.save(chat);

¥

public Optional<Chat> getPrivateChat(String participantOne, String participantTwo) {
Chat chat = mongoTemplate.findOne(Query.query(Criteria.where("participants')
.all(participantOne, participantTwo)),
Chat.class);
return Optional.ofNullable(chat);
}

public List<Chat> getUserChats(User user) {
return mongoTemplate.find(Query.query(Criteria.where("participants™).is(user.getld())), Chat.class);

¥

public Chat getChatByld(String chatld) {
return chatRepository.findByld(chatld).orElse Throw(EntityNotFoundException::new);
}

public void removeChat(User requester, String chatld) {
Chat chat = chatRepository.findByld(chatld).orElse Throw(EntityNotFoundException::new);
verifyRequesterHasChatAccess(requester, chat);
messageRepository.delete AlIByChatld(chatld);
chatRepository.delete(chat);

¥

private void verifyRequesterHasChatAccess(User requester, Chat chat) {
if (chat.getParticipants().contains(requester.getld())) {
return;

}
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throw new ForbiddenAccessException(*Access denied");

¥
ky

ContactService.java
package com.ntu.messenger.api.service;

import com.ntu.messenger.api.exception.EntityNotFoundException;
import com.ntu.messenger.data.model.User;

import com.ntu.messenger.data.model.UserProjection;

import com.ntu.messenger.data.repository.mongo.UserRepository;
import lombok.RequiredArgsConstructor;

import org.springframework.stereotype.Service;

import java.util.List;

import java.util.Set;

import java.util.stream.Collectors;

@Service
@RequiredArgsConstructor
public class ContactService {

private final UserRepository userRepository;

public void addContact(User user, String id) {
User contact = userRepository.findByld(id).orElseThrow(EntityNotFoundException::new);
if (Icontact.equals(user)) {
Set<String> contacts = user.getContacts();
contacts.add(contact.getld());
userRepository.save(user);
}
}

public void removeContact(User user, String id) {
User contact = userRepository.findByld(id).orElse Throw(EntityNotFoundException::new);
if (Icontact.equals(user)) {
Set<String> contacts = user.getContacts();
contacts.remove(contact.getld());
userRepository.save(user);
}
}

public List<UserProjection> getUserContacts(User user, int limit, int page) {
var contactslds = user.getContacts()
.stream()
.Skip(page * limit)
dimit(limit)
.collect(Collectors.toList());

return userRepository.findAlIByldIn(contactslds);
}

public Boolean isInContactList(User user, String contactld) {
User contact = userRepository.findByld(contactld).orElse Throw(EntityNotFoundException::new);
return user.getContacts().contains(contact.getld());
¥
¥

MessageService.java
package com.ntu.messenger.api.service;

import com.ntu.messenger.api.criteria.MessageCriteria;
import com.ntu.messenger.api.exception.EntityNotFoundException;
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import com.ntu.messenger.api.exception.ForbiddenAccessException;
import com.ntu.messenger.data.converter.MessageMapper;

import com.ntu.messenger.data.dto.message.MessageDto;

import com.ntu.messenger.data.dto.message.PrivateMessageSendDto;
import com.ntu.messenger.data.dto.message.MessageUpdateDto;
import com.ntu.messenger.data.model.Chat;

import com.ntu.messenger.data.model.Message;

import com.ntu.messenger.data.model.User;

import com.ntu.messenger.data.repository.mongo.MessageRepository;
import lombok.RequiredArgsConstructor;

import org.springframework.data.domain.PageRequest;

import org.springframework.security.crypto.encrypt. TextEncryptor;
import org.springframework.stereotype.Service;

import java.util. Arrays;

import java.util.List;

import java.util.stream.Collectors;

@Service
@RequiredArgsConstructor
public class MessageService {

private final ChatService chatService;

private final UserService userService;

private final MessageRepository messageRepository;
private final TextEncryptor textEncryptor;

public Message savePrivateMessage(String senderld, PrivateMessageSendDto privateMessageSendDto) {
var message = new Message();
var chat = createPrivateChatlIfNotExists(senderld, privateMessageSendDto.getRecipientld());

message.setText(textEncryptor.encrypt(privateMessageSendDto.getText()));
message.setSender(userService.findUserByld(senderld));
message.setChat(chat);

return messageRepository.save(message);

¥

public List<Message> getMessagesByChatld(String chatld, User requester, MessageCriteria messageCriteria) {
verifyThatUserHasAccess(requester.getld(), chatld);
Integer size = messageCriteria.getSize();
Integer page = messageCriteria.getPage();
return messageRepository.getMessagesByChatldOrderByCreateDate(chatld, PageRequest.of(page,
size)).getContent();

public List<MessageDto> decryptMessages(List<Message> messages) {
return messages.stream()
.map(this::decryptMessage)
.collect(Collectors.toList());

¥

public MessageDto decryptMessage(Message message) {
message.setText(textEncryptor.decrypt(message.getText()));
MessageDto dto = MessageMapper.MAPPER.map(message);
dto.setSenderName(message.getSender().getUsername());
return dto;

¥

public Message getChatLastMessage(String chatld, User requester) {
verify ThatUserHasAccess(requester.getld(), chatld);
return
messageRepository.findFirstByChatldOrderByCreateDateDesc(chatld).orElse Throw(EntityNotFoundException::new);
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}

public List<Message> getChatsLastMessages(User requester) {
List<Chat> userChats = chatService.getUserChats(requester);
return userChats.stream()
.map(chat -> getChatLastMessage(chat.getld(), requester))
.collect(Collectors.toList());

¥

public void deleteMessage(String messageld, User requester) {
Message msg = messageRepository.findByld(messageld).orElseThrow(EntityNotFoundException::new);
verifyUserCanModifyMessage(requester.getld(), msg);
messageRepository.delete(msg);

¥

public void modifyMessage(String messageld, User requester, MessageUpdateDto messageUpdateDto) {
Message msg = messageRepository.findByld(messageld).orElseThrow(EntityNotFoundException::new);
verifyUserCanModifyMessage(requester.getld(), msg);
msg.setText(textEncryptor.encrypt(messageUpdateDto.getText()));
messageRepository.save(msg);

}

private void verifyThatUserHasAccess(String participantld, String chatld) {
Chat chat = chatService.getChatByld(chatld);
if (chat.getParticipants().contains(participantld)) {
return;

¥

throw new ForbiddenAccessException("Access denied");

}

private void verifyUserCanModifyMessage(String senderld, Message message) {
if (message.getSender().equals(userService.findUserByld(senderld))) {
return;

}

throw new ForbiddenAccessException(*Access denied");

¥

private Chat createPrivateChatIfNotExists(String senderld, String recipientld) {
return chatService.getPrivateChat(senderld, recipientld)
.0rElseGet(() -> chatService.createChatBetween(Arrays.asList(recipientld, senderld)));
}

}

UserService.java
package com.ntu.messenger.api.service;

import com.ntu.messenger.api.exception.EntityNotFoundException;
import com.ntu.messenger.data.converter.UserMapper;

import com.ntu.messenger.data.dto.user.UserCreateDto;

import com.ntu.messenger.data.model.User;

import com.ntu.messenger.data.repository.mongo.UserRepository;
import lombok.RequiredArgsConstructor;

import org.springframework.security.crypto.password.PasswordEncoder;
import org.springframework.stereotype.Service;

import java.util.Optional;

@Service
@RequiredArgsConstructor
public class UserService {

private final UserRepository userRepository;
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private final PasswordEncoder passwordEncoder;

public User findUserByld(String id) {
return userRepository.findByld(id).orElseThrow(EntityNotFoundException::new);
¥

public Optional<User> findUserByUsername(String username) {
return userRepository.findByUsername(username);

¥

public Boolean signUpUser(UserCreateDto userCreateDto) {
if ('userRepository.existsByUsernameOrEmailOrPhoneNumber(userCreateDto.getUsername(),
userCreateDto.getEmail(),
userCreateDto.getPhoneNumber())) {
return createNewUser(userCreateDto);

¥

return false;

}

public User updateUser(User user, UserCreateDto dto) {
UserMapper.MAPPER.updateFromDto(dto, user);
userRepository.save(user);
return userRepository.save(user);

¥

public void updatePassword(User user, String hewPassword) {
user.setPassword(passwordEncoder.encode(newPassword));
userRepository.save(user);

}

private Boolean createNewUser(UserCreateDto dto) {
User user = UserMapper.MAPPER.map(dto);
user.setPassword(passwordEncoder.encode(dto.getPassword()));
user.setEnabled(true);
userRepository.save(user);
return true;

}

}

ChatService.java
package com.ntu.messenger.api.service;

import com.ntu.messenger.api.exception.EntityNotFoundException;
import com.ntu.messenger.api.exception.ForbiddenAccessException;
import com.ntu.messenger.data.model.Chat;

import com.ntu.messenger.data.model.User;

import com.ntu.messenger.data.repository.mongo.ChatRepository;
import com.ntu.messenger.data.repository.mongo.MessageRepository;
import lombok.RequiredArgsConstructor;

import org.springframework.data.mongodb.core.MongoTemplate;
import org.springframework.data.mongodb.core.query.Criteria;
import org.springframework.data.mongodb.core.query.Query;

import org.springframework.stereotype.Service;

import java.util.*;

@Service
@RequiredArgsConstructor
public class ChatService {

private final ChatRepository chatRepository;
private final MessageRepository messageRepository;
private final MongoTemplate mongoTemplate;
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public Chat createChatBetween(List<String> chatParticipantslds) {
Chat chat = new Chat();
chat.setParticipants(new HashSet<>(chatParticipantslds));
return chatRepository.save(chat);

¥

public Optional<Chat> getPrivateChat(String participantOne, String participantTwo) {
Chat chat = mongoTemplate.findOne(Query.query(Criteria.where("participants')
.all(participantOne, participantTwo)),
Chat.class);
return Optional.ofNullable(chat);

¥

public List<Chat> getUserChats(User user) {
return mongoTemplate.find(Query.query(Criteria.where("participants™).is(user.getld())), Chat.class);

¥

public Chat getChatByld(String chatld) {
return chatRepository.findByld(chatld).orElseThrow(EntityNotFoundException::new);

}

public void removeChat(User requester, String chatld) {
Chat chat = chatRepository.findByld(chatld).orElse Throw(EntityNotFoundException::new);
verifyRequesterHasChatAccess(requester, chat);
messageRepository.deleteAlIByChatld(chatld);
chatRepository.delete(chat);

¥

private void verifyRequesterHasChatAccess(User requester, Chat chat) {
if (chat.getParticipants().contains(requester.getld())) {
return;
}
throw new ForbiddenAccessException(""Access denied");
}
}

CorsConfiguration.java
package com.ntu.messenger.config;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

import org.springframework.web.servlet.config.annotation.CorsRegistry;
import org.springframework.web.servlet.config.annotation.EnableWebMvc;
import org.springframework.web.servlet.config.annotation.WebMvcConfigurer;

@Configuration

@EnableWebMvc
@PropertySource("classpath:security.properties™)

public class CorsConfiguration implements WebMvcConfigurer {

@Value("${cors.allowed.host}")
private String host;

@Override
public void addCorsMappings(CorsRegistry registry) {
registry.addMapping("/**")
.allowedOrigins(host)
.allowedMethods("PUT", "DELETE", "GET", "POST", "PATCH", "OPTION")
.allowedHeaders("*")
.maxAge(7200)
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.allowCredentials(true);

¥

JwtConfiguration.java
package com.ntu.messenger.config;

import lombok.Getter;

import org.springframework.beans.factory.annotation.Value;
import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.PropertySource;

@Configuration

@Getter
@PropertySource("classpath:security.properties™)
public class JwtConfig {

@Value("${jwt.access.ttl. minutes}")
private Long jwtTtl,

@Value("${jwt.access.secret}")
private String jwtSecret;

¥

MongoConfiguration.java
package com.ntu.messenger.config;

import org.springframework.context.annotation.Configuration;
import org.springframework.data.mongodb.config.EnableMongoAuditing;
import org.springframework.data.mongodb.repository.config.EnableMongoRepositories;

@Configuration

@EnableMongoAuditing

@EnableMongoRepositories(basePackages = ""com.ntu.messenger.data.repository.mongo')
public class MongoConfiguration {

¥

SecurityConfig.java
package com.ntu.messenger.config;

import com.ntu.messenger.data.repository.mongo.UserRepository;

import com.ntu.messenger.security.filter.CorsFilter;

import com.ntu.messenger.security.filter.JwtAuthorizationFilter;

import com.ntu.messenger.security.filter.UsernamePasswordFilter;

import com.ntu.messenger.security.jwt.JwtAuthenticationProvider;

import com.ntu.messenger.security.jwt.service.DefaultiwtTokenService;

import com.ntu.messenger.security.jwt.service.JwtTokenService;

import com.ntu.messenger.security.user.MessengerUserDetailsService;

import lombok.RequiredArgsConstructor;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

import org.springframework.context.annotation.PropertySources;

import org.springframework.http.HttpStatus;

import org.springframework.security.authentication.AuthenticationProvider;

import org.springframework.security.config.annotation.authentication.builders.AuthenticationManagerBuilder;
import org.springframework.security.config.annotation.web.builders.HttpSecurity;

import org.springframework.security.config.annotation.web.configuration.WebSecurityConfigurerAdapter;
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import org.springframework.security.config.http.SessionCreationPolicy;
import org.springframework.security.core.userdetails.UserDetailsService;
import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
import org.springframework.security.crypto.encrypt.Encryptors;

import org.springframework.security.crypto.encrypt. TextEncryptor;

import org.springframework.security.crypto.password.PasswordEncoder;
import org.springframework.security.web.authentication.HttpStatusEntryPoint;

@Configuration

@PropertySources(value = {@PropertySource("classpath:security.properties™),
@PropertySource("classpath:application.yaml™)})

@RequiredArgsConstructor

public class SecurityConfig extends WebSecurityConfigurerAdapter {

private static final String SECRET = "You know nothing Jon Snow";
private static final String SALT = "40932872adb21086743faf3db57a9eaf";
private static final String API_DOCS = "/v3/api-docs/**";

private static final String SWAGGER = "/swagger-ui/**";

private final JwtConfig jwtConfig;
private final UserRepository userRepository;

@Value("${secured.api.path}")
private String SECURE_API_PATH,;

@Value("${public.signup.path}")
private String SIGN_UP_PATH,;

@Value("${cors.allowed.host}")
private String CORS_ALLOWED_HOST;

@Override
protected void configure(HttpSecurity http) throws Exception {
http.cors().and().csrf().disable()
.authorizeRequests().antMatchers(SIGN_UP_PATH, SWAGGER,
API_DOCS).permitAll().antMatchers(SECURE_API_PATH).authenticated()

.and()
.exceptionHandling().authenticationEntryPoint(hew HttpStatusEntryPoint(HttpStatus. UNAUTHORIZED))
.and()

.addFilter(new UsernamePasswordFilter(authenticationManager(), jwtTokenService()))
.addFilter(new JwtAuthorizationFilter(authenticationManager()))
.addFilterBefore(simpleCorsFilter(), UsernamePasswordFilter.class)

.sessionManagement().sessionCreationPolicy(SessionCreationPolicy. STATELESS);

¥

@Bean
public JwtTokenService jwtTokenService() {
return new DefaultJwtTokenService(jwtConfig);

¥

@Bean
public AuthenticationProvider jwtAuthenticationProvider() {
return new JwtAuthenticationProvider(jwtTokenService());

¥

@Bean
public UserDetailsService userDetailsService() {
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return new MessengerUserDetailsService(userRepository, jwtConfig);

}

@Bean
public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder(8);

¥

@Bean
public TextEncryptor textEncryptor() {
return Encryptors.delux(SECRET, SALT);

¥

@Override

public void configure(AuthenticationManagerBuilder auth) throws Exception {
auth.userDetailsService(userDetailsService()).passwordEncoder(passwordEncoder());
auth.authenticationProvider(jwtAuthenticationProvider());

}

@Bean
public CorsFilter simpleCorsFilter() {
CorsFilter corsFilter = new CorsFilter();
corsFilter.setHost(CORS_ALLOWED_HOST);
return corsFilter;
}
}

SwaggerConfig.java
package com.ntu.messenger.config;

import io.swagger.v3.0as.models.Components;

import io.swagger.v3.0as.models.OpenAPI;

import io.swagger.v3.0as.models.security.SecurityScheme;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

@Configuration
public class SwaggerConfig {

public static final String BEARER_KEY = "bearer-key";

@Bean
public OpenAPI securedOpenApi() {
return new OpenAPI().components(new Components().addSecuritySchemes(BEARER_KEY, new
SecurityScheme().type(SecurityScheme. Type.HTTP)
.scheme("bearer")
.bearerFormat("JWT")));
}
}

WebSocketConfig.java
package com.ntu.messenger.config;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Configuration;

import org.springframework.context.annotation.PropertySource;

import org.springframework.messaging.simp.config.MessageBrokerRegistry;

import org.springframework.web.servlet.config.annotation.EnableWebMvc;

import org.springframework.web.socket.config.annotation.EnableWebSocket;

import org.springframework.web.socket.config.annotation.EnableWebSocketMessageBroker;
import org.springframework.web.socket.config.annotation.StompEndpointRegistry;

import org.springframework.web.socket.config.annotation.WebSocketMessageBrokerConfigurer;
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@Configuration

@EnableWebSocket

@EnableWebMvc

@EnableWebSocketMessageBroker
@PropertySource(“classpath:security.properties™)

public class WebSocketConfig implements WebSocketMessageBrokerConfigurer {

@Value("${cors.allowed.host}")
private String host;

@Override
public void configureMessageBroker(MessageBrokerRegistry registry) {
registry.setCacheLimit(32768)
.setApplicationDestinationPrefixes(*'/app™)
.enableSimpleBroker("/topic", "/queue");
}
@Override
public void registerStompEndpoints(StompEndpointRegistry registry) {
registry.addEndpoint("/ws")
.setAllowedOrigins(host)
.withSockJS();
}

}
ChatMapper.java

package com.ntu.messenger.data.converter;

import com.ntu.messenger.data.dto.chat.ChatDto;
import com.ntu.messenger.data.model.Chat;
import org.mapstruct.Mapper;

import org.mapstruct.Mapping;

import org.mapstruct.factory.Mappers;

import java.util.List;

@Mapper
public interface ChatMapper {

ChatMapper MAPPER = Mappers.getMapper(ChatMapper.class);

@Mapping(target = "modifyDate", source = "updateDate")
@Mapping(target = "chatUsers", source = "participants")
@Mapping(target = "chatld", source = "id")

ChatDto map(Chat chat);

List<ChatDto> map(List<Chat> chats);
}

MessageMapper.java
package com.ntu.messenger.data.converter;

import com.ntu.messenger.data.dto.message.LastMessageDto;
import com.ntu.messenger.data.dto.message.MessageDto;
import com.ntu.messenger.data.model.Message;

import org.mapstruct.AfterMapping;

import org.mapstruct.Mapper;

import org.mapstruct.Mapping;

import org.mapstruct.MappingTarget;

import org.mapstruct.factory.Mappers;

import java.util.List;

@Mapper
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public interface MessageMapper {
MessageMapper MAPPER = Mappers.getMapper(MessageMapper.class);

@Mapping(target = "senderName", ignore = true)
@Mapping(target = "sentAt", source = "createDate")
@Mapping(target = "changedAt", source = "updateDate")
MessageDto map(Message message);

@AfterMapping

default void fixDtoConvert(@MappingTarget MessageDto dto, Message message) {
dto.setSentAt(message.getCreateDate());
dto.setChangedAt(message.getUpdateDate());
dto.setChatld(message.getChat().getld());
dto.setSenderName(message.getSender().getUsername());

¥

LastMessageDto mapToLastMessage(MessageDto dto);

List<MessageDto> map(List<Message> messages);

}

UserMapper.java
package com.ntu.messenger.data.converter;

import com.ntu.messenger.data.dto.user.UserCreateDto;
import com.ntu.messenger.data.dto.user.UserDto;

import com.ntu.messenger.data.model.User;

import org.mapstruct.Mapper;

import org.mapstruct.Mapping;

import org.mapstruct.MappingTarget;

import org.mapstruct.NullValuePropertyMappingStrategy;
import org.mapstruct.factory.Mappers;

import java.util.List;
import java.util.Set;

@Mapper(nullVValuePropertyMappingStrategy = NullValuePropertyMappingStrategy.IGNORE)
public interface UserMapper {

UserMapper MAPPER = Mappers.getMapper(UserMapper.class);

@Mapping(target = "password", ignore = true)
User map(UserCreateDto userCreateDto);

UserDto map(User user);

List<UserDto> map(Set<User> users);
@Mapping(target = "id", ignore = true)
@Mapping(target = "password", ignore = true)

void updateFromDto(UserCreateDto updateDto, @MappingTarget User user);
}

ChatDto.java
package com.ntu.messenger.data.dto.chat;

import lombok.Getter;
import lombok.Setter;

import java.time.LocalDateTime;
import java.util.List;
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@Getter

@Setter

public class ChatDto {
private String chatld;
private List<String> chatUsers;
private LocalDateTime modifyDate;

¥

LastMessageDto.java
package com.ntu.messenger.data.dto.message;

import lombok.*;
import java.time.LocalDateTime;

@Data
@AllArgsConstructor
@NoArgsConstructor
public class LastMessageDto {
private String id;
private String senderName;
private String text;
private String chatld;
private LocalDateTime sentAt;
private LocalDateTime changedAt;

¥

MessageDto.java
package com.ntu.messenger.data.dto.message;

import lombok.Getter;
import lombok.Setter;
import java.time.LocalDateTime;

@Getter
@Setter
public class MessageDto {
private String id;
private String chatld;
private String text;
private String senderName;
private LocalDateTime sentAt;
private LocalDateTime changedAt;

}

MessageUpdateDto.java
package com.ntu.messenger.data.dto.message;

import lombok.Getter;
import lombok.Setter;

@Getter

@Setter

public class MessageUpdateDto {
private String text;

¥

PrivateMessageSendDto.java
package com.ntu.messenger.data.dto.message;

import lombok.AllArgsConstructor;
import lombok.Getter;
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import lombok.NoArgsConstructor;

import lombok.Setter;

import javax.validation.constraints.NotBlank;
import javax.validation.constraints.NotNull;

@Getter
@Setter
@AllArgsConstructor
@NoArgsConstructor
public class PrivateMessageSendDto {
@NotBlank
private String text;

@NotNull
private String recipientld;

¥

PasswordUpdateDto.java
package com.ntu.messenger.data.dto.user;

import lombok.Data;

@Data
public class PasswordUpdateDto {
String password,;

¥

UserCreateDto.java
package com.ntu.messenger.data.dto.user;

import lombok.Getter;

import lombok.Setter;

import javax.validation.constraints.Email;
import javax.validation.constraints.NotBlank;

@Getter
@Setter
public class UserCreateDto {

@NotBlank
private String username;

@NotBlank
private String firstname;

private String lastname;

@NotBlank
@Email
private String email;

@NotBlank
private String password,;

@NotBlank
private String phoneNumber;

¥

UserDto.java
package com.ntu.messenger.data.dto.user;

import lombok.Getter;



import lombok.Setter;

@Getter

@Setter

public class UserDto {
private String id;
private String username;
private String email;
private String lastname;
private String firsthame;
private String phoneNumber;

¥

BasicModel.java
package com.ntu.messenger.data.model;

import lombok.AllArgsConstructor;

import lombok.Data;

import lombok.NoArgsConstructor;

import org.springframework.data.annotation.CreatedDate;
import org.springframework.data.annotation.LastModifiedDate;
import java.time.LocalDateTime;

@Data

@AllArgsConstructor
@NoArgsConstructor

public abstract class BasicModel {

@CreatedDate
protected LocalDateTime createDate;

@LastModifiedDate
protected LocalDateTime updateDate;

}

Chat.java
package com.ntu.messenger.data.model;

import lombok.AllArgsConstructor;

import lombok.Data;

import lombok.EqualsAndHashCode;

import lombok.NoArgsConstructor;

import org.springframework.data.annotation.ld;

import org.springframework.data.mongodb.core.mapping.Document;
import java.util.Set;

@EqualsAndHashCode(callSuper = false)
@Data

@AllArgsConstructor
@NoArgsConstructor

@Document

public class Chat extends BasicModel {

@Id
private String id;
private Set<String> participants;

¥

Message.java
package com.ntu.messenger.data.model;

import lombok.*;
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import org.springframework.data.annotation.ld,;
import org.springframework.data.mongodb.core.mapping.DBRef;
import org.springframework.data.mongodb.core.mapping.Document;

@Data

@EqualsAndHashCode(callSuper = false)
@AllArgsConstructor
@NoArgsConstructor

@Document

public class Message extends BasicModel {

@Id
private String id;

@DBRef(db = "messenger")
private User sender;

@DBRef(db = "messenger™)
private Chat chat;

private String text;

¥

User.java
package com.ntu.messenger.data.model;

import lombok.*;

import org.springframework.data.annotation.ld;

import org.springframework.data.mongodb.core.index.Indexed;
import org.springframework.data.mongodb.core.mapping.Document;
import java.util.HashSet;

import java.util.Set;

@EqualsAndHashCode(callSuper = false)
@Data

@Builder

@NoArgsConstructor
@AllArgsConstructor

@Document

public class User extends BasicModel {

@Id
private String id;

@Indexed(unique = true)
private String username;

@Indexed(unique = true)
private String email;

@Indexed(unique = true)
private String phoneNumber;

private String firsthame;
private String lastname;
private boolean enabled;
private String password;

private Set<String> contacts = new HashSet<>();
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UserProjection.java
package com.ntu.messenger.data.model;

public interface UserProjection {
String getld();
String getEmail();
String getUsername();
String getFirstname();
String getLastname();

¥

ChatRepository.java
package com.ntu.messenger.data.repository.mongo;

import com.ntu.messenger.data.model.Chat;
import org.springframework.data.mongodb.repository.MongoRepository;

public interface ChatRepository extends MongoRepository<Chat, String> {
}

MessageRepository.java
package com.ntu.messenger.data.repository.mongo;

import com.ntu.messenger.data.model.Message;

import org.springframework.data.domain.Page;

import org.springframework.data.domain.Pageable;

import org.springframework.data.mongodb.repository.MongoRepository;
import java.util.Optional;

public interface MessageRepository extends MongoRepository<Message, String> {

Page<Message> getMessagesByChatldOrderByCreateDate(String chatld, Pageable page);
Optional<Message> findFirstByChatldOrderByCreateDateDesc(String chatld);
void deleteAlIByChatld(String chatld);

¥

UserRepository.java
package com.ntu.messenger.data.repository.mongo;

import com.ntu.messenger.data.model.User;

import com.ntu.messenger.data.model.UserProjection;

import org.springframework.data.mongodb.repository.MongoRepository;
import java.util.List;

import java.util.Optional,

public interface UserRepository extends MongoRepository<User, String> {
Optional<User> findByUsername(String username);
Boolean existsByUsernameOrEmailOrPhoneNumber(String username, String email, String phoneNumber);
List<UserProjection> findAlIByldIn(List<String> ids);
List<User> findByldIn(List<String> ids);
¥

CorsFilter.java
package com.ntu.messenger.security.filter;

import org.springframework.web.filter.OncePerRequestFilter;

import javax.servlet.FilterChain;
import javax.servlet.ServletException;
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import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.|OException;

public class CorsFilter extends OncePerRequestFilter {
private String host;

@Override
protected void doFilterinternal(HttpServletRequest httpServletRequest, HttpServiletResponse httpServletResponse,
FilterChain filterChain) throws ServletException, IOException {
httpServletResponse.setHeader("Access-Control-Allow-Origin”, host);
httpServletResponse.setHeader("Access-Control-Allow-Credentials", "true");
httpServletResponse.setHeader("Access-Control-Allow-Methods", "PUT, POST, GET, OPTIONS, DELETE,
PATCH");
httpServletResponse.setHeader("*Access-Control-Max-Age", "7200");
httpServletResponse.setHeader(""Access-Control-Allow-Headers", ""content-type, authorization™);

if (httpServletRequest.getMethod().equals("OPTIONS™)) {
httpServletResponse.setStatus(HttpServletResponse.SC_OK);
}else {
filterChain.doFilter(httpServletRequest, httpServletResponse);
}
}

public void setHost(String host) {
this.host = host;
}
}

JwtAuthorizationFilter.java
package com.ntu.messenger.security.filter;

import com.ntu.messenger.security.jwt.JwtTokenBasedAuthentication;
import io.jsonwebtoken.ExpiredJwtException;

import lombok.extern.slf4j.SIf4j;

import org.springframework.http.HttpHeaders;

import org.springframework.security.authentication. AuthenticationManager;
import org.springframework.security.core.Authentication;

import org.springframework.security.core.AuthenticationException;

import org.springframework.security.core.context.SecurityContextHolder;
import org.springframework.security.web.authentication.www.BasicAuthenticationFilter;
import javax.servlet.FilterChain;

import javax.servlet.ServletException;

import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;

import java.io.|OException;

@SIf4j
public class JwtAuthorizationFilter extends BasicAuthenticationFilter {

public JwtAuthorizationFilter(AuthenticationManager authenticationManager) {
super(authenticationManager);

¥

private void unsuccessful Authentication(HttpServletRequest request, HttpServletResponse response, Exception
failed) {
if (failed instanceof ExpiredJwtException) {
response.addHeader("JWT-Expired", "true");
Throwable cause = failed.getCause();
if (cause instanceof ExpiredJwtException) {
response.addHeader("JWT-Expired-Details", cause.getMessage());
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}
}
response.setStatus(HttpServletResponse.SC_UNAUTHORIZED);

¥

@Override
protected void doFilterInternal(HttpServletRequest req,
HttpServletResponse res,
FilterChain chain) throws IOException, ServletException {
String header = req.getHeader(HttpHeaders. AUTHORIZATION);

if (header == null || 'header.startsWith(""Bearer ")) {
chain.doFilter(req, res);
return;

¥

try {
Authentication authentication = authenticate(header);

SecurityContextHolder.getContext().setAuthentication(authentication);
chain.doFilter(req, res);
} catch (AuthenticationException failed) {
log.warn(*"Unsuccessful authentication attempt™);
unsuccessful Authentication(req, res, failed);
}
}

private Authentication authenticate(String authorizationHeader) {
String token = getBearerToken(authorizationHeader);
return getAuthenticationManager().authenticate(new JwtTokenBasedAuthentication(token));

}

private String getBearerToken(String headerValue) {
String[] authTypeValue = headerValue.split(" ");

if (authTypeValue.length 1= 2) {
return null;

¥

if (1"Bearer".equalslgnoreCase(authTypeValue[0])) {
return null;

}

return authTypeValue[1];

¥
¥

UsernamePasswordFilter.java
package com.ntu.messenger.security.filter;

import com.ntu.messenger.security.jwt.dto.JwtResponseDto;

import com.ntu.messenger.security.jwt.service.JwtTokenService;

import com.ntu.messenger.security.user.MessengerUserDetails;

import org.springframework.http.HttpHeaders;

import org.springframework.http.HttpStatus;

import org.springframework.http.MediaType;

import org.springframework.security.authentication. AuthenticationManager;

import org.springframework.security.core.Authentication;

import org.springframework.security.web.authentication.UsernamePasswordAuthenticationFilter;
import org.springframework.web.client.HttpClientErrorException;

import javax.servlet.FilterChain;
import javax.servlet.http.HttpServietRequest;
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import javax.servlet.http.HttpServletResponse;
import java.io.lOException;

public class UsernamePasswordFilter extends UsernamePasswordAuthenticationFilter {

private final JwtTokenService jwtTokenService;

public UsernamePasswordFilter(AuthenticationManager authenticationManager, JwtTokenService jwtTokenService)

{
super(authenticationManager);
this.jwtTokenService = jwtTokenService;

¥

@Override
protected String obtainPassword(HttpServletRequest request) {
String password = super.obtainPassword(request);
if (password == null) {
throw new HttpClientErrorException(HttpStatus.BAD_REQUEST, "Required parameter ‘password' is not
present™);

}

return password;

}

@Override
protected String obtainUsername(HttpServiletRequest request) {
String login = super.obtainUsername(request);
if (login == null) {
throw new HttpClientErrorException(HttpStatus.BAD_REQUEST, "Required parameter ‘username’ is not
present™);
}

return login;

}

@Override
protected void successful Authentication(HttpServletRequest request, HttpServiletResponse response, FilterChain
chain, Authentication authResult) throws IOException {
MessengerUserDetails userDetails = (MessengerUserDetails) authResult.getPrincipal();
JwtResponseDto responseDto = jwtTokenService.getToken(userDetails);

response.addHeader(HttpHeaders. CONTENT_TYPE, MediaType.APPLICATION_JSON_VALUE);
response.getWriter().print(responseDto);
response.getWriter().close();
}
}

JwtResponseDto.java
package com.ntu.messenger.security.jwt.dto;

import lombok.AllArgsConstructor;
import lombok.Getter;
import lombok.NoArgsConstructor;
import lombok.Setter;

@Getter

@Setter

@AllArgsConstructor
@NoArgsConstructor

public class JwtResponseDto {

private String access_token;

private Long expires_in;
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@Override
public String toString() {
return "{\n" +

"\t\"access_token\": \"" + access_token + "\" \n" +
"\t\"expires_in\": " + expires_in + "\n" +
1

}

}

JwtAuthorizationProvider.java
package com.ntu.messenger.security.jwt;

import com.ntu.messenger.security.jwt.service.JwtTokenService;

import com.ntu.messenger.security.user.MessengerUserDetails;

import lombok.extern.slf4j.SIf4j;

import org.springframework.security.authentication.AccountStatusUserDetailsChecker;
import org.springframework.security.authentication. AuthenticationProvider;

import org.springframework.security.core.Authentication;

import org.springframework.security.core.AuthenticationException;

import org.springframework.security.core.userdetails.UserDetails;

import org.springframework.security.core.userdetails.UserDetailsChecker;

@SIf4j
public class JwtAuthenticationProvider implements AuthenticationProvider {

private final UserDetailsChecker userDetailsChecker = new AccountStatusUserDetailsChecker();
private final JwtTokenService jwtTokenService;

public JwtAuthenticationProvider(JwtTokenService jwtTokenService) {
this.jwtTokenService = jwtTokenService;

}

@Override
public Authentication authenticate(Authentication authentication) throws AuthenticationException {
if (Isupports(authentication.getClass())) {
return null;
}

JwtTokenBasedAuthentication tokenAuthentication = (JwtTokenBasedAuthentication) authentication;
MessengerUserDetails ud = (MessengerUserDetails) getUserDetails(tokenAuthentication);
userDetailsChecker.check(ud);

tokenAuthentication.setPrincipal(ud);

tokenAuthentication.setAuthenticated(true);

return tokenAuthentication;

¥

private UserDetails getUserDetails(JwtTokenBasedAuthentication tokenAuthentication) {
return jwtTokenService.getUserDetails(tokenAuthentication.getToken());

¥

@Override
public boolean supports(Class<?> aClass) {
return JwtTokenBasedAuthentication.class.isAssignableFrom(aClass);

¥
¥

JwtTokenBasedAuthorization.java
package com.ntu.messenger.security.jwt;
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import com.ntu.messenger.security.user.MessengerUserDetails;

import lombok.Getter;

import lombok.Setter;

import org.springframework.security.authentication.AbstractAuthenticationToken;
import org.springframework.security.core.userdetails.UserDetails;

import java.util. HashSet;

@Getter
@Setter
public class JwtTokenBasedAuthentication extends AbstractAuthenticationToken {

private MessengerUserDetails principal;
private String token;

public JwtTokenBasedAuthentication(String token) {
super(new HashSet<>());
this.token = token;

}

@Override
public Object getCredentials() {
return null;

¥

@Override
public UserDetails getPrincipal() {
return principal;
¥
}

MessengerUserDetails.java
package com.ntu.messenger.security.user;

import lombok.AllArgsConstructor;

import lombok.Getter;

import lombok.NoArgsConstructor;

import lombok.Setter;

import lombok.experimental.SuperBuilder;

import org.springframework.security.core.Granted Authority;
import org.springframework.security.core.userdetails.UserDetails;
import java.time.Instant;

import java.util.Collection;

@Getter

@Setter

@SuperBuilder

@AllArgsConstructor

@NoArgsConstructor

public class MessengerUserDetails implements UserDetails {

private String id;

private String username;

private String password,;

private Boolean isEnabled,;

private Instant accessTokenExpiresAfter;

private Collection<? extends GrantedAuthority> authorities;

@Override
public Collection<? extends GrantedAuthority> getAuthorities() {
return authorities;

}
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@Override
public String getPassword() {
return password;

¥

@Override
public String getUsername() {
return username;

¥

@Override
public boolean isAccountNonExpired() {
return true;

¥

@Override
public boolean isAccountNonLocked() {
return true;

}

@Override
public boolean isCredentialsNonExpired() {
return Instant.now().isBefore(this.accessTokenExpiresAfter);

¥

@Override
public boolean isEnabled() {
return isEnabled,;
}
}

Roles.java
package com.ntu.messenger.security.user;
public enum Roles {

ADMIN,

USER

¥

MessengerApplication.java
package com.ntu.messenger;

import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;

@SpringBootApplication
public class MessengerApplication {

public static void main(String[] args) {
SpringApplication.run(MessengerApplication.class, args);

¥

application.yaml
spring:
data:
mongodb:

authentication-database: admin
username: root
password: root
database: messenger
host: localhost
port: 27017
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auto-index-creation: true
cors:
allowed:
host: https://messenger-memesenger.herokuapp.com
logging:
level:
root: info

Y manoMy moJaTKy HaBeeH1 yci daiiiam mporpaMu, iepeik GhaiiIiB 31 3MiCTOM

3HAaXOJUTHCS Ha €TIEKTPOHHOMY HOCI€BI.
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