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As of today, the detection of network traffic anomalies is an urgent task of ensuring 

the information security of any enterprise. The value of the information that is processed and 

stored in the ICS of enterprises increases, thereby increasing the motivation of criminals to 

obtain NSD for this information. Therefore, there is a need to implement a solution that will 

minimize the risk of attacks on information via the Internet. A modern and effective solution 

for an enterprise against threats of this type is the implementation of network traffic 

monitoring based on a machine learning algorithm[1-3]. 

There are many machine learning algorithms, so the information security specialist is 

faced with the task of deciding on an algorithm that will demonstrate the highest results of 

correct response to threats. As part of the study, a comparative analysis of the results of the 

application of seven machine learning algorithms in SBA - Naive Bayes, QDA, Random 

Forest, Decision Trees, AdaBoost, MLP, KNN was performed. 

Training and testing of the SBA model was performed on the basis of the CICIDS-

2017 dataset. The use of this sample in the research is due to the presence of records of 

modern attacks such as Brute Force, DoS, HeartBleed, WebAttack, Infiltration, Botnet, 

DDoS, which makes it more relevant to the current research.  

To train the model, the Python programming language and the libraries available in it 

were used, such as Sklearn - a library for implementing machine learning; Pandas is a library 

for data manipulation and analysis; Matplotlib - a library for visualizing data in the form of 

two-dimensional graphics; NumPy is a library for performing operations on multidimensional 

arrays of data[4-5]. 

The evaluation of the effectiveness of the application of machine learning algorithms 

in the framework of the study was carried out according to four indicators - Accuracy (an 

indicator of the ratio of the number of successfully classified attacks to the total amount of 

data); Recall (an indicator of the ratio of data classified as an attack to all attack data); 

Precision (indicator of the ratio of the number of successfully classified attacks to all 

classified records); F-measure (indicator of the harmonic mean value of sensitivity and 

accuracy). It was the F-measure that was used as a result of the overall success of the 

algorithm. The evaluation also includes an indicator of the time required for training the 

model, but this indicator is subjective and directly proportional to the technical characteristics 

of the PC on which the model is trained. 

Two approaches were used for modeling, in the first one, the four most important 

features for each of the attacks were used. This approach aims to investigate the effectiveness 

of applying a certain machine learning algorithm to certain types of attacks and its 

performance, which it demonstrates during simulation. The second approach is based on 

applying the algorithm to the features that occur most often in the set of records of all attacks. 

The results of the application of machine learning algorithms according to different 

approaches will be compared and analyzed. In this way, two combinations of features were 

formed for training the system - a combination of eighteen features and a combination of 

seven features. The aforementioned combinations are shown in Tables 1 and 2. 
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Table 1 – Combination of eighteen features for attack types 

Bwd Packet Length Max F Flow IAT Mean Fwd Packet Length Min 

Bwd Packet Length Mean Flow IAT Min Fwd Packet Length Std 

Bwd Packet Length Std F Flow IAT Std Total Backward Packets 

Flow Bytes/s Fwd IAT Total Total Fwd Packets 

Flow Duration Fwd Packet Length Max Total Length of Bwd Packets 

Flow IAT Max Fwd Packet Length Mean Total Length of Fwd Packets 

 

Table 2 – Combination of seven features for attack types 

The name of the feature Importance indicator Frequency of appearance of 

the symptom, % 

Bwd Packet Length Std 0,246620 38,9% 

Flow Bytes/s 0,178786 28,27% 

Total Length of Fwd Packets 0,102427 16,19% 

Fwd Packet Length Std 0.063894 10,11% 

Flow IAT Std 0,009896 1,55% 

Flow IAT Min 0,006940 1,09% 

Fwd IAT Total 0,005117 0,7% 

 

After determining the combinations of features for the implementation of machine 

learning, you can directly start training the model. A program code written in Python was 

applied and results were obtained. The values of the above criteria for evaluating the 

application of machine learning algorithms for eighteen and seven features are shown in 

Tables 3 and 4, respectively. 

 

Table 3 – Results of application of machine learning algorithms for eighteen features 

The name of the 

machine learning 

algorithm 

The value of the efficiency evaluation criterion 

F-measure Precision Recall Accuracy Час, хв 

Naive Bayes 0,63 0,63 0,64 0,78 3,2 

QDA 0,31 0,58 0,58 0,31 4,7 

Random Forest 0,88 0,96 0,83 0,94 22 

Decision Trees 0,90 0,97 0,86 0,95 29,66 

AdaBoost 0,91 0,95 0,87 0,95 378,2 

MLP 0,53 0,75 0,54 0,84 188,8 

KNN 0,95 0,94 0,95 0,97 2088,6 

 

Table 4 – Results of application of machine learning algorithms for seven features 

The name of the 

machine learning 

algorithm 

The value of the efficiency evaluation criterion 

F-measure Precision Recall Accuracy Час, хв 

Naive Bayes 0,65 0,66 0,64 0,82 1,9 

QDA 0,38 0,58 0,61 0,38 2,3 

Random Forest 0,88 0,96 0,83 0,94 20,37 

Decision Trees 0,91 0,93 0,89 0,95 12,56 

AdaBoost 0,88 0,93 0,85 0,94 168,51 

MLP 0,53 0,75 0,54 0,84 164,54 

KNN 0,94 0,94 0,95 0,97 214,41 
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CONCLUSION 

The models were trained on the basis of the above-mentioned two approaches. From 

the data shown in Tables 3 and 4, according to the main criterion for the success of model 

training 

By F-measure, two best algorithms can be distinguished - Decision Trees and KNN. 

But, according to the above data, in addition to the four evaluation criteria, an evaluation of 

the time required to train the model was also performed. The KNN algorithm performs very 

well on the four algorithm evaluation criteria, but requires significantly more time and 

computational resources to train the model. 

So, after analyzing all the obtained values, it can be concluded that the Decision Trees 

algorithm shows very good results according to the metrics for both eighteen and seven 

features, and also requires an adequate expenditure of time and, accordingly, computing 

resources, which are necessary for training the model. Based on the results of the research, the 

use of the Decision Trees algorithm in network traffic anomaly detection systems is the most 

optimal and balanced solution, which is based on its high performance indicators. 
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