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AHoTauia. Y cTaTTi 34iMCHEHO y3arasbHEHWI Orna4, KOHUENLiT NporpamHO-BU3HaYEHUX
TpaHcnopTHUxX 3acobis (Software-Defined Vehicles, SDV), 1o popmMyeTbCa AK KAKOYOBUIN Ha-
NPAM PO3BUTKY Cy4acHOT aBTOMObIiIbHOI NPOMMCIOBOCTI. Po3rnaHyTo TpaHcdhopmalito Tpaam-
LiHOT eNeKTPOHHOI apXxiTeKTypu aBToMOobiNA, 0COBAMBOCTI LLEeHTPaNi30BaHNX 064YMNCAIOBaA/Ib-
HUX nnatdopm, iHPpPaCTPYKTypy 3B'A3KY Ta NporpamHoOro 3abesneyeHHs, a TakOX PoJb NpPo-
rPaMHUX OHOBNEHb | XMapHUX cepBiciB y 3abe3neyeHHi PyHKLIOHa/NIbHOCTI TPAHCMOPTHUX 3a-
cobis. MpoaHanizoBaHoO piBHI po3BUTKY SDV, ix Nnepesary Ta NPobiemHi acneKkTn, Nos’A3aHi 3
Kibepbe3neKoto, CTaHAAPTU3ALLIEIO Ta iHXKEHEPHOI CKNaAHICTI0. BU3HAYeHOo nepcnekTusm no-
WwnpeHHA SDV y KOHTEKCTi aBTOHOMHOTO BOAiHHA, MepexKeBoi B3aemodii Ta unMdppoBoi mobinb-
HOCTiI.

Knouosi cnosa: Software-Defined Vehicle, SDV, asmomobineHa enekmpoHika, OC as-
momobins, yeHmpanizosaHa apximekmypa, ADAS, Kibepbe3neka, xMmapHi cepsicu.
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Abstract. The article provides a comprehensive overview of the concept of Software De-
fined Vehicles (SDV), which is emerging as a key direction in the development of the modern
automotive industry. The study examines the transformation of the traditional electronic ar-
chitecture of vehicles, the characteristics of centralized computing platforms, comiiiimunica-
tion and software infrastructures, as well as the role of software updates and cloud services
in ensuring vehicle functionality. Various SDV development levels, their advantages, and chal-
lenges related to cybersecurity, standardization, and engineering complexity are analyzed.
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The article also outlines the prospects for the spread of SDV in the context of autonomous
driving, networked mobility, and digital transportation ecosystems.

Keywords: Software Defined Vehicle, SDV, automotive electronics, vehicle operating sys-
tem, centralized architecture, ADAS, cybersecurity, cloud services.

Introduction. The automotive industry is rapidly evolving in both infor-
mation technologies and vehicle operation domains. The traditional vehicle
model, in which core functions are determined primarily by hardware compo-
nents, is gradually losing its relevance due to limited upgradeability and high
modernization costs. With the increasing number of Electronic Control Units
(ECUs) in modern vehicles, the conventional distributed architecture has
reached its scalability limits. The implementation of Software-Defined Vehicles
(SDV), based on centralized high-performance computing units, is considered a
promising solution to this systemic complexity [1].

In traditional vehicles, most functions-such as acceleration, braking, or cli-
mate control-are governed by hardware-based ECUs. In contrast, SDVs utilize
software to manage and enhance these functions, enabling vehicles to become
more flexible, configurable, and continuously updatable. This transformation
aligns with a broader cross-industry trend toward prioritizing digital capabilities
and seamless connectivity. SDVs are perceived as the next generation of ad-
vanced transportation systems, reflecting the ongoing evolution of automotive
innovation. Increasing attention is devoted to the in-vehicle user experience,
strengthened by technologies such as infotainment systems and integrated dig-
ital services [1].

Although SDVs still require a higher degree of technological maturity before
achieving widespread adoption, they offer substantial advantages over conven-
tional vehicles. Instead of being limited to features predefined during produc-
tion, SDVs can continuously update their software-based functionalities even
while already in service. This capability to address issues and introduce improve-
ments in real time drives the development of SDV technology and ultimately re-
sults in more efficient vehicle utilization [2].

As of today, fully implemented Software-Defined Vehicles (SDVs) have not
yet appeared on the market; however, there are demonstrative prototypes and
functional concepts, an example of which is shown in Fig. 1. Similar to autono-
mous vehicles, SDVs can be classified into levels 0-5. According to the Moritz
scale, Level 0 is defined as software-assisted, referring to features such as park-
ing assistance or adaptive cruise control. Level 1 represents connected vehicles
and includes auxiliary mobile applications and real-time traffic updates.
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Figure 1. — Stages of Software-Defined Vehicles

At Level 2, vehicle functions become capable of receiving over-the-air (OTA)
updates, although such updates remain limited to bug fixes rather than the in-
troduction of fundamentally new features. Level 3 is described as upgradable
and enables the deployment of new functionalities directly to vehicles already in
operation. SDVs at Level 4 transform the vehicle into a true software platform in
which the life cycles of hardware and software are decoupled. At this level, newly
released functions defined by the original equipment manufacturer (OEM) can
be deployed simultaneously to all vehicles in the OEM’s fleet-for example,
Tesla’s “Boombox” feature.

At Level 5, the vehicle becomes an open innovation platform where
third-party developers can provide software functions, and the driver decides
which of them to install. Although the industry is progressing toward Level 3 and
Level 4 SDVs, it will take time before Level 5 vehicles appear on public roads. As
with autonomous driving technologies, not all OEMs are likely to pursue Level 5
implementation, so in the future, a significant number of Level 3 and Level 4 ve-
hicles will coexist alongside Level 5 SDVs [2].

The aim of this research is to conduct a comprehensive analysis of the con-
cept of Software-Defined Vehicles (SDVs), to determine their key technological
characteristics and architectural solutions, to evaluate their impact on the auto-
motive industry, and to develop recommendations regarding the implementa-
tion and use of SDVs to improve safety, efficiency, and technological perfor-
mance of transportation systems. This work also considers how the integration
of advanced software and systems engineering ensures compatibility between
hardware and software components, enhancing vehicle performance, compli-
ance, safety, and cybersecurity while simultaneously achieving demanding cost
and timeline targets [1, 2].

Materials and Methods. Software integration testing in the automotive in-
dustry focuses on verifying whether various software components function to-
gether as intended when integrated into the overall vehicle system [1].
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The architectural model of a Software-Defined Vehicle is generally complex
and extends far beyond the physical vehicle itself (Fig. 2) [3]. It encompasses not
only the in-vehicle Electronic Control Units (ECUs) but also the supporting
off-board infrastructure. This architecture includes telecommunication equip-
ment and connectivity solutions that enable real-time data exchange between
the vehicle and the cloud. Backend systems are used to store data, manage soft-
ware updates, and provide critical backup functionalities, ensuring continuous
interaction with the vehicle to deliver data or operational capabilities.

lllustration of Various E/E Architectures and Their Designs
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Each ECU is dedicated Domain CPUs handle all Zone CPUs handle all task|
to one function functions of a vehicle domain within a certain physical arg
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Domain ECU — Data exchange lines

Figure 2. — Centralized Architectural Diagram

Since SDVs operate as “data centers on wheels”, high-performance compu-
ting (HPC) units and powerful Graphics Processing Units (GPUs) are required to
process sensor inputs and support advanced software systems such as Advanced
Driver-Assistance Systems (ADAS). Moreover, because SDVs offer significantly
greater connectivity capabilities than traditional vehicles, they rely on modern
communication networks-such as automotive Ethernet-to support high-speed
data transfer and low-latency operation [3].

The SDV middleware layer incorporates core operating systems such as
Windows or Linux, which provide internal communication with data transmis-
sion technologies. Communication subsystems connect the vehicle to external
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data centers, enabling the exchange of information and forming the foundation
for over-the-air (OTA) updates of onboard software as well as the integration of
new functionalities. SDVs also include a wide range of user-oriented applications
and software modules, including infotainment systems, digital cockpits, driver
assistance systems (ADAS), enhanced vehicle control interfaces, adaptive cruise
control, climate-control systems, and navigation modules. These components in-
teract with the SDV operating system through middleware, which acts as an in-
termediary software layer ensuring interoperability between the OS and individ-
ual applications. Together, these functions enhance comfort, usability, and
safety.

SDVs continuously monitor their own performance and plan maintenance
schedules by leveraging their capabilities in data generation and analysis. Predic-
tive maintenance allows vehicle operators to identify and resolve issues before
they develop into more severe faults [3].

Intelligent control systems and motion-control functions developed by ZF
are actively and strategically shaping the transition toward Software-Defined Ve-
hicles. ZF contributes by creating a standardized, modular software architecture
for the vehicle chassis and by integrating intelligent control systems such as
cubiX, which is already in mass production and provides harmonized coordina-
tion of dynamic driving functions [4, 5].

Smart Chassis

Intelligent Cameras

Middleware § 7 =
e

Figure 3. — Software Development Process

Thanks to data-driven services and innovative technologies such as
Steer-by-Wire and Brake-by-Wire, ZF is accelerating the digitalization and con-
nectivity of modern vehicles. New hardware platforms, such as ProConnect, en-
able seamless diagnostics and over-the-air (OTA) software updates, allowing
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manufacturers to design vehicles with future requirements and operational effi-
ciency in mind (Fig. 3) [4].

The foundation of future vehicle architectures is built on high-performance
zonal controllers, which host the vehicle’s central software. Similar to how the
human brain is connected to every part of the body, the central computers of an
SDV interact with all sensors and actuators, providing an unprecedented mobility
experience in automated driving, electromobility, vehicle motion control, and
integrated safety functions. Various types of vehicles can be incorporated into
this mobile-chassis platform, which consists of high-performance controllers,
continuous damping-control systems, braking systems, steering systems, and
electric drive units [5].

Figure 4. — ZF ProAl Central Computer

ZF ProAl is an automotive-grade central computer (Fig. 4) designed to sup-
port all vehicle platforms, software applications, and electric-drive configura-
tions-from cost-efficient entry-level models equipped with front-facing cameras
or basic parking-assist features to high-performance comfort configurations
used in Level 2—3 Advanced Driver-Assistance Systems (ADAS) and premium-seg-
ment vehicles.

The development of a Software-Defined Vehicle integrates several essential
layers: the physical platform (powertrain, battery, suspension), the electronic ar-
chitecture (sensors, control units), the software stack (operating systems, appli-
cations), and user-oriented design. Together, these components form a unified
digital driving experience.
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While developing the first generation of SDVs, Audi leverages the ad-
vantages of the Volkswagen Group. For example, the Group has established a
joint venture with the American automotive manufacturer Rivian. Together, the
companies will develop a shared electric and electronic architecture, and the
joint venture will accelerate software development, thereby stimulating innova-
tion across the broader Group (Fig. 5) [6].
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Figure 5. — First Generation of Audi SDV

In the future, SDV architecture will be standardized and scalable across all
vehicle models. This will allow it to be developed independently of individual
model line-ups and product cycles. The key advantage is that Audi vehicles will
be able to receive new functions throughout their entire lifecycle, easily and
cost-effectively, through over-the-air (OTA) updates [6].

Advantages and Disadvantages of SDVs. Like any vehicle architecture, Soft-
ware-Defined Vehicles have both advantages and challenges. SDVs require a
higher degree of system complexity due to the diversity of software platforms
and software architectures. Therefore, ensuring compatibility with both conven-
tional and advanced hardware becomes a key requirement [3].

Among the positive aspects, the following can be highlighted: improved
powertrain performance enabled by enhanced monitoring; continuous software
updates and the ability to introduce new features and capabilities; vehicle
self-monitoring through telematics and diagnostics, along with the possibility of
predictive maintenance; a personalized experience for every passenger, ranging
from customized instrument clusters to infotainment options; and enhanced
passenger comfort driven by an expanded portfolio of infotainment services.

The technology of Software-Defined Vehicles represents a significant step
forward in the automotive industry, but it also requires overcoming, several
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drawbacks. Strengthening cybersecurity measures is essential to protect vehicles
from cyber-attacks; in addition, there is a shortage of technical expertise. The
industry must attract and develop a new generation of specialists with experi-
ence in software development, cybersecurity, and data-management systems
[7].

Development Prospects and Expected Outcomes. According to analytical
forecasts, vehicles equipped with Level 2 ADAS may account for up to 52% of all
vehicle sales by 2030 (Fig. 6) [8]. Safety regulations requiring new vehicles to in-
corporate more sensors used in Level-2 ADAS are expected to drive a significant
portion of this market growth. As adoption increases, the overall cost of the re-
quired hardware and software components is likely to decrease.
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Figure 6. — Forecast Dynamics of Vehicle Sales by SDV

For example, original equipment manufacturers (OEMs) are now offering
Level-2 ADAS packages at significantly more affordable prices than in the past.
Meanwhile, the growing advantages and increasing customer willingness to pur-
chase vehicles equipped with automated-driving (AD) capabilities may raise the
share of Level-3 AD vehicles to 16% of total vehicle sales by 2035, compared to
less than 1% in 2025. Anticipating this shift in customer purchasing behavior,
readiness for such technologies continues to rise, as OEMs are actively develop-
ing the software and algorithms required to support Level-3 AD functionality. In
contrast, only 1% of vehicle sales in 2035 is expected to consist of vehicles capa-
ble of Level-4 AD or higher [8].
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Conclusion. The conducted research has made it possible to analyze Soft-
ware-Defined Vehicles (SDVs), which represent a key direction in the transfor-
mation of the automotive industry by combining a hardware platform with flex-
ible, upgradable software. SDVs open opportunities for continuous feature en-
hancement, personalization, and integration with digital ecosystems, improving
vehicle safety, efficiency, and user comfort. At the same time, their implemen-
tation is accompanied by a range of challenges-from technical complexity and
the need for standardization to cybersecurity concerns and workforce-readiness
issues.

Purchasing a vehicle may increasingly resemble subscribing to a service,
where new features and updates are delivered over time through applications.
This transition is expected not only to change the way we drive vehicles but also
to redefine mobility and the way users interact with their transport systems.
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