MiHnicTepcTBO OCBiTH i HAayKn YKpaiHu
HanionaabsHuii TexHiuHuii yHiBepcuTeT
«/IHimpoBchbKa MOJIiTeXHIKAa»

QakyaeTeT 1HGOPMAINHHUX TEXHOIOTIH

((paxymsreT)

Kadenpa __ IadopmMarmifHUX TEXHOIOT1H Ta KOMITIOTEPHOI 1HKEHEP11

(moBHa Ha3Ba)

INOACHIOBAJIBHA 3AITNCKA

kBadifikaniiina po6ora crynens __dakanagpa
(6axamaBpa, clieriamicTa, MaricTpa)

3mo0yBaua Jpozna [nmi Onerosuua
(I1IB)
aKaJeMi¥Hol rpynu 126-21-2
(umdp)
crnenmiaJabHOCTI 126 «Iadopmariiigi cHcTEMH Ta TEXHOJIOTI»
(k071 1 HA3Ba CTIENMIANBHOCTI)
3a ocBiTHBbO-TIpodeciiiHoI0 MpoTrpaMoIo «IadopManiiiHi CHCTEMH Ta TeXHOIOTI»

(odimiiiaa Ha3Ba)

Ha Temy Po3pobka full-stack Mecen/Kepy 3 BHKOPHCTAHHAM CYYACHUX BeOTEXHOIOT1H

(Ha3Ba 3a HAKA30M PEKTOpPa)

Oninka 3a IMKaJI010

KepiBnnk IIpizBuine, inimiaan - - .
peliTHHIOBOIO iHCTHTYTiiiHOI0

kBanidikamiiHoi poboru | mon. Coxonosa H. O.

po3uime: 3

Penensenr

HopmoxonTposep npod. Koporenxo I'M.

JHinpo
2025



3no00yBauy Jlpo3n 1.O.
(Tpi3BHmIe Ta iHIMiAIH)

crneniaJIbHOCTI

3a OCBiTHbO-NIpodeciiiHO0 NPOrpaMolo

3ABJIAHHSI

SATBEP/[ZKEHO:

3aBiAyBad Kadeapu

1HGOPMAIIWHUX TEXHOIOT1H

Ta KOMII' I0TePHOI iHKeHepil

(moBHa Ha3Ba)

I'marymenko B.B,

(mimmc) (mpizBHIIIE)

«__» 2025 poky

Ha KBaJdigikamiiiny podorty

CTYIIEH DaKaJaBpa

(DakanmaBpa, cremiamticTa, MaricTpa)

aKaJieMi4vHOI Tpynu

126-21-2

(nmdp)

126 «IadopMalriiidi CHCTEMH Ta TEXHOIOT1I»

Ha Temy Po3pobka full-stack MeceHIKepY 3 BHKOPHCTAHHAM CYIaCHHX BeOTCXHOJIOT1H

3aTBepKeHy HakazoM pekropa HTY «/lainpoBcbka momiTexHika» Bix 05.05.2025 No 336

Po3znin 3micT Tepmin BHKOHAHHSA
. . .04.2025-
. 1. Ormman 1cHyIOUHX pIIIeHb. 17.04
P 1
o 2. Amnani3 ramysi 03.06.2025
1. /lmzaii" 6a3H NaHHX. 17.04.2025-
Pozin 2 2. Jmzaim restful APL 03.06.2025
3. Jwuzaita web-socket.
Posin 3 1. E2E tectyBanHa 17.05.2025-
OSALL - 2. PydHe TecTyBaHHS 3aCTOCYHKY 03.06.2025

3aB,E[aHHH BHIAAHO

JlaTra Baga4i

(mimmmc KepiBHHKA)

03.02.2025

JlaTa mogaHHSA 0 eKk3aMeHaNiiiHOT KoMicii

IIpuiiasito 10 BHKOHAHHSA

(mimmic cTyneHTa)

Cokonosa H. O.
(mpi3BHIIE, 1HIMIAII)

Jposzal. O.

(mpi3BHIIE, 1HIMIAII)




PE®EPAT

IosicHoBaJIbHA 3amucka: 62 cropiHka, 29 pucyHkiB, 9 momarkis, 10
JOKepeIL.

Tema gumiaomuoi pobGoru: «Po3pobka full-stack wMeceHmkepy 3
BUKOPHCTAHHAM CYy4acHUX BeO TEXHOJIOT1ii»

IIpenmeT aocaizkeHHsI: apXITeKTypH1 MIAXOAW , TPUHITUIIA PO3POOKHU Ta
THCTPYMEHTaIbHI 3ac00H, M0 BUKOPUCTOBYIOTKCS JINISI CTBOPEHHS BeO-/10/1aTKY.

O0'exr pociimkenns: npouec po3podku full-stack BeO-momarkisB jyist
0OMIHY TOBIJIOMIIEHHSAMH 3 BHKOPHUCTAHHAM CY4aCHMX TEXHOJIOTIYHHUX PINIeHBb Ta
METO{OJIOT' 1.

O06’exT po3podiieHHsI: cepBepHa YacTHHA BeO-yary.

Mera  kBajdigikauniiinoi  poGorm: I1poekryBaHHs Ta  po3poOka
nosHogyukiionainsnoro full-stack (mporpamuuii 3acTOCYHOK, IIO OXOILIIOE SIK
(¢poHTeH I, Tak 1 OeKeH]T B €JIMHIIT KOMOBI1i 0a31) BeO-10/1aTKy (MeceH Kepa), 1Mo
JICMOHCTPY€ 3aCTOCYBAHHS CY4YaCHMX METOJIB, TEXHOJOIIH Ta IPUHIUIIB
po3poOKM  TporpaMHOTO  3a0e3ledueHHsl JUIi CTBOPEHHS CHCTEM OOMIHY
ITOBIJIOMJICHHSIMH B peajlbHOMY Yacl.

KarouoBi caoBa: Backend, BA3A JIAHMX, RESTFUL API,
WEB-SOCKET, TESTING.



ABSTRACT

Explanatory note: 62 pages, 29 figures, 9 appendix, 10 sources.

Topic of the diploma work: "Development of a full-stack messenger using
modern web technologies"

Subject of research: Architectural approaches , technologies , development
principles and tools used for creating the web application.

Object of research: The process of developing full-stack web applications
for messaging using modern technological solutions and methodologies.

Development object: server side of web chat.

Goal of the qualification work: Designing and developing a fully
functional full-stack web application (messenger), where full-stack refers to a
software application that includes both front-end and back-end in a single
codebase, to demonstrate the application of modern methods, technologies, and
software development principles for creating real-time messaging systems.

Keywords: NESTIS, DATABASE, RESTFUL API, WEBSOCKET,
TESTING.
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BCTYII

B enoxy uudpoBoi tpanchopmamii Ta mrodamzamii  KOMYHIKalllifH1
TEXHOJIOT11 BIJIITPAIOTh KIIIOUOBY POJIb V TOBCIKJICHHOMY JKHTTI Ta mpodeciitHiii
JisutbHOCTL.  BeO-moyatkm is oOMIHY  MUTTEBMMH  TIOBIJIOMJIEHHSIMH
(MeceHKepU) CTald HEBLI'€MHOI0 YAaCTUHOIO 1IHTEPHET-IIPOCTOPY, 3a0e3ledyoun
MIBUJKUH, 3pydHUi Ta e(peKTHBHMIT cIoCIO CIIJIKYBaHHS. AKTYyalbHICTh PO3POOKH
HOBUX Ta BJOCKOHAJCHHS ICHYIOUMX MCCCH/DKCPIB 3YMOBICHA IIOCTIHHO
3pOCTalOUMMH  BHMOTAaMH  KOPHCTYBadiB JI0 (DYHKI[IOHAIBHOCTI, O€3IeKH,
MIBUKOJIT Ta JIOCTYITHOCT1 TAKUX CUCTEM.

Metoro  jlanoi  kBamiikamiitHoi pobotm €  po3podka  full-stack
BeO-/10/1aTKy-Meccen ikepa. [IpoekTt nepebadae cTBOpeHHS CydacHOi matdopmMu
JUIs OOMIHY IIOBLAOMJICHHSMH, IO BKJIIOYAC peccTpaliio Ta aBTeHTU(]IKaIiio
KOPHUCTYBa4iB, CTBOPEHHS 1H/IMBIIYaJIbHUX Ta TPYMOBUX YaTiB, OOMIH TEKCTOBUMH
HOBLJIOMJICHHSMM B  peallbHOMY 4Yacl, a TaKoK YIpaBIiHHA IpoQUIIMU
KOPUCTYBaYiB, BKJIIOYAIOUA MOXKIMBICTh 3aBaHTakKeHHS MemiadaiimB. Jlus
peam3alili MpoeKTy BHKOPUCTOBYIOTHCS Cy4YacH1 TEXHOJIOTII Ta MIJIXOIH, 30KpeMa
¢peiimBopk Nest.js g cepBepnoi gactunu Ha Node.]s, 010moTeka React mis
KJIIIEHTCHKOI YacTWHU, CHCTeMa yhpaBmiHHSA Oazamu gaHux PostgreSQL s
30epiranng JaHux, a Takok Texuojorist WebSocket i 3abe3ieuenns KoMyHiKaiii
B peaJbHOMY Yaci.

Y poGoti jAeTaibHO PO3MIIAIOTLCA €Tald aHall3y IIpeaMeTHOl 00J1acTi,
IPOCKTYBAaHHS apXITEKTYpU CUCTEMHU, BUOOPY TEXHOJIOITYHOIO CTEKY, PO3pOOKH
OCHOBHOTO (pyHKITIOHATy, TECTYBaHHSI Ta pO3ropTaHHs JiojiaTky. OcobnuBa yBara

UPUIUIAETBCS  3aCTOCYBAHHIO CYYAaCHMX I[IPUHIMINB PO3pOOKH IPOTrPaMHOIO



3a0e31eYeHHs], TaKUX SIK MOJYJIBHICTh, MacITaboBaHicTh, Oe3lleKka Ta IITPUMKa
KOJTY.

Pesyiabrar podorn: (yHKIIOHAIBHUA IPOTOTHI BeO-10/IaTKy-MeCeHDKepa
3 peami30BaHUMHU (PYHKINSMH peecTpallli Ta ayTeHTH(IKaIli KOPHCTYBadiB,
yipas/iHus npoduieM (BKIOYaOuM 3aBanTakenus (ororpadiit na Google Drive),
CTBOPEHHS JaTiB Ta JIOJaBaHHAM/BHA A IeHHAM YHaCHUKIB, oOMiny
TOBIJIOMIICHHSIMH B pealhbHOMY daci. Takoxk pe3yibTaToM € po3pobiieHa cepBepHa
yactuna 3 RESTful API, WebSocket-cepsepom, iaterpaiicio 3 PostgreSQL ta e2e

TECTaMH JJI KIIIOYOBHUX KOMITOHEHTIB.



PO3JILT 1 JOCJTIIKEHHS NPEJIMETHOI OBJIACTI
INOCTAHOBKA 3ABJIAHDb JOCJIIKEHH S

Y jaHoMy poO3AUIl  TPOBOJMUTHCA JOCIIJDKEHHS TMpeJMeTHOiI obJacTi
PO3pOOKU BeO-MECCHIKEPIB, aHaIl3 ICHYIOYMX PIIICHb Ta OOIpyHTYBaHHs BUOOPY
TEXHOIIOTIYHOTO  CTEKY JUIS peajisaiii IpoekTy. Bu3HnadaloTbes KIIOYOB1
(YHKITIOHAJIBHI Ta He(YHKI[IOHAIHHI BUMOTH, a TaKOXK (POPMYITIOIOTHCSI KOHKPETHI

3aBJlaHHs OaKkaJlaBpChbKoi poOOTH.

1.1 Orisia cyvyacHuX Be0-3aCTOCYHKIB JIJIsl 00MiHY HOBiioMJIe HHAMU

Beb-3actocynku i1 oOMIHY — HOBUIOMJICHHSMH  (MECCHJKEpH) €
HEBLJ['€MHOI0 YacTHMHOK) CY4acHOTO IM(POBOrO IPOCTOpPY, 3ade3ledyroun
MHUTTEBUM 3B'S130K. Po3ymiHHS iXHBOi KiacHQikalili, €BOJIOIIi Ta BHMOT

KOPUCTYBA41B € BaAKJIMBUM JIJI1 PO3POOKH HOBOTO IIPOIYKTY.

1.1.1 BusnaueHns Ta KJiacu(pikaiiss MeceH/IzKepiB

MeceH pKep — 11e TIporpamMHe 3a0e31eueHHs Il OOMIHY ITOB1JIOMJIEHHSIMHA Ta
daiilaMmu depe3 Iurepuer y peaibHoMy 4aci abo acunxponno. Kiacudikaris
MEeCEH]KEPIB 3/IIMCHIOETHCS 32 PI3HUMHU KPUTEPISIMU:

e [lliiboBa aynuropis Ta NIPH3HAYEHHS:
o ComanbH1 (ocobucti): JIins HedopmansHOoTO criuikyBaHHs (WhatsApp,
Facebook Messenger);

o Kopnoparusui (komanjani): Jlist O613Hec-KoMyHIKalllif Ta CIIBIIpall



(Slack, Microsoft Teams);

o Jlma miarpumku KmeHTIB: JInsg B3aemojii Oi3Hecy 3 KIIIEHTaMH
(Intercom, Zendesk Chat).

e KirouoBuii pyHKIIOHAT:

o TekcToBHIi 4ar;

O TOJI0COB1/B1JI€O/I3BIHKH;

O oOMiH (aitnamu,

O IPYIOBI YaTH;

O CTaTyCH.

e Tunu mmdpyBaHHs:
o Hackpizae nmdpysanns (E2EE) s MakcumanbHoi KoH(IEHITHHOCTI
(Signal, WhatsApp);
o TpaucnoptHe muUQpyBaHHS.
HaBith y comlaJbHUX MECCHDKepax 3pocrae norpeda B KOHTPOJ Hal
MpUBaTHICTIO JaHUX. CrHocTepiraeThcs KOHBEPTreHIST (PYyHKITIOHAY MUK PI3HUMHA
TUTIAMHM MECCHJKEPIB, M0 BKa3y€ Ha OYIKYBAaHHS KOPUCTYBa4aMH YHIBepCaIbHHX

pllICHb.

1.1.2 EBoJitonist Ta IOTO4YHI TeHIeHIIl pUHKY MeCeH/I7KepiB

Mecenpkepd €BOIIONIONYBaJIM Bl IIpocTux TekctoBuxX 4ariB (ICQ) mo
OGaratodyHKIIOHATEHUX MOOUThHUX TuiaTgopMm (WhatsApp, Telegram). Kmrouosi
TEH/JIEHIli BKJIFOYAIOTh 3POCTaHHS BUKOPHCTAHHS MOOUIBHUX KaHAJIB, MOCUJIEHHS

HepcoHaizarii Ta 3ade3nedeHns Oe310BHOIO JOCBIIY Ha BCiX Kanajlax. HasBHICTD



BeO-Bepclit y MONYIBIPHUX MECEH/DKEPIB IATBEPUKYC aKTyalIbHICTh PO3POOKHU

full-stack BeG-3acTOCYHKY.

1.1.3 Kittro4uoBi o4iKyBaHHSI KOPHCTYBAYiB BiJl CY4aCHHX MeCEeH/IKepiB

CydacH1 KOpUCTyBa4l BUCYBalOTh BUCOKI BUMOTH JI0 MeceH kepiB [1]:

e dDyukuioHajabHicTh: MHUTTEBUE O00MIH IOBIAOMJICHHSIMHU, I'PYIIOBI Haru,
rOJI0COB1/BICO/I3BIHKHM, OOMIH (paiiylaMu, IHTETPalIii;

e besnexka Ta npuBarnicrh: Hackpizne mudpysanns (E2EE), xonTpois Haxg
nanumu, JBodakropHa ayrentudikamis (2FA), mpozopicth nomTuk. Icnye
CIIPUMHATTS KOMIIPOMICY MK (DYHKI[IOHAJIOM Ta NPHUBATHICTIO, TOMY HOBHMA
MeCCHJIZKEP IIOBUHEH IPAarHyTH JI0 OajlaHCy;

e IlponyxkruBHicTh: IllBHjKa jOcTaBKka TOBYIOMIIEHh, HH3BKa 3aTPUMKa
J3BIHKIB, ¢()eKTUBHE BUKOPUCTAHHS PECYPCIB;

e Hagiiinicts: CrabinsHa poOota, 30epekeHHS 1CTOpii, MPO30PICTh MOJITHK

KOMIIaHIi.

1.2 AnaJii3 iICHYIOMHX HOIYJISAPHHX MecCeH/IKepiB

AHaJi3 HoNy/ISIpHUX MECCH]DKEPIB J03BOJIAE 1LICHTU(DIKYBATH iXHI CUJIbHI Ta
cma0OKi CTOPOHM, a TAKOJK BU3HAYWTH HEe3a TI0OBOJICHI MMOTPpeOr KOPUCTYBaUiB.

1.2.1 Kpurepii 11t HOPiBHAJILHOI'O aHAJII3Y

JI1s1 00'eKTUBHOIO aHaI3y BUKOPUCTOBYIOTBCS TaKl KPUTEPIi:
e DyHKIIIOHA,

® ApXITeKTypHHM mAXig  (KIleHT-cepBepHa, P2P), Tum (MOHOIITHA,
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MIKPOCEPBICHA), [IPOTOKOJIU;
e Mogu, ¢ppeiimBopku, CYB]I (3a HassBHOCTI 1H(OpMaITii);
e Mojenb mudpyBansi, poTokoiH, 2FA, OIITHKY JTaHUX;
e JloctymnHicTs Ha pi3HUX OC Ta MPUCTPOSX.
{1 kpurepii BlioOpakaloTh CydacHl IIPIOPUTETH, Jie Oe3IeKa Ta apXiTeKTypa

€ He MEHII BayKJIMBUMU, HDK (PYHKIIIOHAIL.

1.2.2 Oruisig WhatsApp

WhatsApp — oJIiH 3 HAUTIOMYJIAPHININAX MeceH KepiB puc. 1.1 .

e KinouoBmii ¢yuknionasn: TekcroBi IOBIJIOMICHHS, T'0JIOCOB1/B1ICOI3BIHKI
(BKJIFOYAIOUM TPYIIOBI, JIEMOHCTpAIlI0 €KpaHy), cTarycH, oOMiH (paitmamu,
E2EE 3a 3amoBuyBanusm, WhatsApp Business;

e Apxitrekrtypa: Kment-cepepHa. /[ E2EE — npotokon Signal;

e OOme:xeHHsi: OOMexeHe CXOBWINE, BHUCOKE BHKOPUCTaHHSI JIaHUX,
BuIcyTHIcTh 1HTerpaii 3 CRM, oOMekeHa miTpUMKa, IMPUB'SA3Ka JI0 OXHOTO
HoMepa, BpaszJIMBICTh JIO 3JI0MY, IOMIMPECHHS Je3iHdopMariii, HEJIOIKH B

Oe3Iier MeTaJlaiuX Ta H1ITPUMIIL.



12:30 van

£ - BestFriend... .
< b Ayesha, Christos. ) l" *

o Ayesha

OMG yes, | miss you all

e

o Maya

Let’s do this again soon?

Ready when you are!

b @ o

Pucynok 1.1 - omsiyg inTepdeiicy WhatsApp

1.2.3 Orusip Telegram

Telegram Bijgomuii (hyHKIIIOHAJIOM Ta HMIBHJKICTIO, alie Mac HMUTAHHS 100
Oesrexu puc. 1.2.

e ®dynkmionas: Bemuki rpynu (jio 200 000), kanamm, Instant View, 6otu, Live
Locations, Telegram Passport, mocriitni KondepeH-A3BIHKH, 0OMIH
(haiinamu, 3HUKaIOHU1 IMOBIJOMIIEHHS (B CEKPETHUX YaTax),

e Apxirekrypa: Posnoauieni cepepu. Biacuuit nporokonr MTProto st

3B'SI3Ky. XMapH1 4datu mmdpyroThes Ha cepBepl (Telegram mae joctymm o

11
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witouiB). E2EE e juis cekpeTHux 4ariB Ta J3BiHKIB. 30upac IP-ajipecn,
MeTaJlaHl;

e [IlepeBaru: E2EE i cekpeTHUX 4aTiB/[3BIHKIB, BIAKPUTHUMA KOJ KIIICHTIB,
3HHKaO4l IOBIJIOMJIEHHS, MYJIBTHIDIAT()OPMHICTh, BEIUKI TPYIH/KaHaIIH,
NIBU/IKE BUJIAJICHHS JIAHUX;

e Henoaikn: Peectpamis 3a HomepoMm Tenedony, E2EE He 3a 3amoBUyBaHHSIM,
3aKpPUTHI CepBEpHUIA KOjI, 301p MeTa/IaHuX, MOXKIIMBA CIIBIPAIlS 3 YPSIaMU.

BaxumBa 11po30picTh HOJITHK OC3IICKH.

Eva Summer
online ,O

Search

2% Death Star 3.0 7:15 PM ¥
Darth: I'll trust you, For now, -’

Eva Summer 11:28 PM

Reminds me of a Chinese prove...

Lena Oxton o 97 PM |

r
e 1124 PM 2 L|
Mom 8:02 PM

Dont forget your blaster and helmet

&% Pandas HQ 1:14 AM

Eva: Phato Twenty years from now you will be more disappointed by the
things that you didn't do than by the ones you did do, so
throw off the bowlines, sail away from safe harbor, catch the

trade winds in your sails, 1128 PM

A% Old Pirates 0:02 AM
Jack: Yo-ho-ho, all aboard!

Mark Twain said that - 11:28 PM
Max Bright « Mon 11:2B PM

Coffee time? &

Mary Sue
Twenty years from now you will be maore disappointed by t...
Reminds me of a Chinese proverb: the best time to plant a

tree was 20 years ago. The second best time is now.

Lee Mon
We can call it Galaxy Star 7 ;)

11228 PM
Alexandra Z Mon

Workout_Shedule.pdf @ |write a message ® 4

%0620

Pucynok 1.2 - Ormsan qu3aiiny telegram

1.2.4 Orusax Signal: dyHKmioHANBLHI MOMKJIHBOCTI, apPXITeKTYpHI

0CO0JIMBOCTI, aKLeHT Ha Oe3leli, CHIbHI Ta cJIadKi cTopoHn



Signal cTaBUTL IpUBaTHICTH Ta OE31IEKy Ha IIepIIe MiCIIE:

e Odyukmionan: E2EE 3a 3amMoBdyBaHHSIM [II1 BCHOTO, BIJICYTHICTH
pPeKIIaMu/TPeKepiB, MYJIbTHILIAT(OPMHICTD, 3HUKAIOU] HOBIJIOMIICHHS, BEJIUKI
rpynu (jio 1000);

e Apxirekrypa: IlenrpamzoBana. IlIporokon Signal Protocol. Cepepu
30epiraloTb MIHIMYM MeTajanux. J[3Biakm P2P (aGo depe3 cepmep i
npuxoByBaHHS IP). KineHTChKHIT KOJT BIIKPUTHIA, CEPBEPHUNA — ITEpEBaKHO;

e IlepeBarm: Bucokuii piBenb Oe3ICKW/IIPUBATHOCTI, BIAKPUTUNA Kkoj, 0e3
pekIiaMu, Oe3KOIITOBHHIA;

e Hepmoumikn: Peectpaiis 3a HoMepoM TesieoHy (4aCTKOBO BUPIIICHO IMECHAMM
KOPUCTYBauiB), BPA3NMBICTH JI0 KOMIIPOMETAIli TPUCTPOIO, MOKIIUBE
OoKyBaHHS, MeHIma ©0Oa3a  KOPHCTYBauiB. BIIKPUTICTE KOAy €

dbyHgaMenTalIbHUM (haKTOPOM JIOBIPH.

1.2.5 Oriisiji KOpopaTHBHUX MeCeH/KePiB

KopropatuBui MeceHKEpH JEMOHCTPYIOTh TEHJEHIII Yy CHIBIpall Ta
yIIpaB/IiHHI CIUIbHOTaMU TaOMIs 1.1:
e Slack:

o dynkmioHana: Kanamm, npsmi nosiiomieHHs, Slack Connect, Huddles
(m3Binku), Workflows, inTerparii, Tpeau, nomyk, Slack Al

o Apxirexkrypa: Kinenr-cepepna, mikpoceppicna na AWS. Webapp
cepepH, real-time message cepepu (WebSockets), mapayBaHHS
JTaHUX;

o IlepeBarmu: baraTOMOBHICTB, IHTYiTUBHICTD, IHTETpaIlli, Oe3meKa;
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o Hepmouikn: Bapricth, oOMexeHHs: 03KOIITOBHOIO IUIAHY, HOTCHINIHAHI
PU3UKH TaHUX.
e Discord:
o ddynkmnioHaa: CepBepu/KaHalld, TOJIOCOBI/BIJIe09aTH, PO, OOTH;

o Apxirexkrypa: Kmenr-cepsepua. WebRTC s aymnio/sijieo. bekeny na

Elixir, Go. Mikpocepsicu, WebSockets;

o IlepeBarmn: ' HyUKICTB, SIKICHHIT TOJTOCOBHIi 3B'SI30K, BEIMKI CITUIIBHOTH;

o Hepnouikn:

KpuBa naBuyaHHs,

oOMexxeHusT OEe3KOMITOBHOT

Bepcli,

MIPOYKTUBHICTh, O€31eKa, MpUBaTHICTh. MiKpocepBicHa apXI1TeKTypa Ta

WebSockets/WebRTC e rairyzeBuMu cranjgapramu.

Tabmuus 1.1 - [opiBHsuibHaA TaOIMI HONY/ISPHAX MECCHKECPIB

Kpurepiii | WhatsApp | Telegram Signal Slack Discord
OcHoBHHH TekcT, Texker, Tekcrt, Kanamu, tpemn, |CepBepr/KaHamn
($yHKIIOHAT ronoc/Bijieo, ronoc/Bifieo, roioc/Bijieo, iHTerparmii, , TEKCT,
IPYIIH, CTaTyCH, BEJIHKI rpyny, ¢aiimm, |Huddles, ¢aiinu,| romoc/sigeo,
(aitmu, E2EE [3]| rpymu/kananm, E2EE 3a Workflows [5] pomi, 6oTH,
OoTH, (ainm, |3aMOBYYBaHHSM, ¢aiinu [7]
CEKPETHI JaTH 3HHKAKOT1
E2EE [4] [OB1IOMIICHHS
[2]
Monens 6esmexu| E2EE (Signal [E2EE (MTProto)] E2EE (Signal E2EE ITudpysanns B

Protocol) [3]

JIISI CCKPETHHX

Protocol) 3a

(1acTkoBO), 2FA,

tpansuti; E2EE

TaTiB//[3BIHKIB; |3aMOBIYBaHHIM SSO [5] BIJICyTHE JIISI
XMapHi — IH}p. [2] TaTiB
Ha cepBepi [4]
301p meraganux | 3uaunuii (Meta) Taxk (IP, Miuimanpauii | Tak (anamtuka) | Tak (aHamTHka)

upuctpoi) [4]

IligrpumEka

108, Android,

108, Android,

108, Android,

108, Android,

108, Android,




mwiargopm Web, Desktop | Web, Desktop, | Web, Desktop, | Web, Desktop, | Web, Desktop,
[3] macOS, Linux | macOS, Linux | macOS, Linux | macOS, Linux
[4] [2] [5] (7]
IlepeBaru Benwxa 6aza, [MIBuakicTs, |be3neka/mpuBatH| IHTerpamii, SIxicHHE roloc,
E2EE, BEIHKI 1CTB, BIZIKPUTHH | aBTOMATH3aITis, THYUKICTh
Ge3KOMTOBHUH, | TPYIH/KaHAIH, Kon, 6e3 KOMaH/THA CIIUTRHOT,
O13HEC-DYHKITIT 6otH [4] pexmamu [2] pobota [5] Oe3KOIMITOBHHMI
[3] [7]
Henomiku ITpuBarHIiCTH E2EE ne 3a Menma 6a3sa, Bapricts,  |[IpoaykTHBHICTS,
(Meta), 3aMOBYYBAHHIM,| peecTpariis 3a 0OMEIKCHHS Oe3meka,
MITPUMKa, |301p MeTalaHuX, HOMEpPOM free-mnany [5] MoJieparlis,
BpasimBocTi [3] [3axpuTwii cepBep|  (4acTKOBO IPUBATHICTh
(4] BHPIIIEHO)
1.3 Oruisijt apXiTeKTYpHHUX HiAX0XiB
e JIBopiBHueBa (2-tier): Kinieut (UI) Ta cepsep (b/1);
e TpupiBueBa (3-tier): Kment (Presentation), cepBep 3acTOCYHKIB

(Application/Logic), cepBep bJl (Data). 3abesneuye Kpamuid po3ioul

BLANOBIAAJILHOCTI Ta MaciiTaboBaHicTh. buibiiicts MecenkepiB (WhatsApp,

Discord, Signal, Slack) BUKOPUCTOBYIOTH IEHTPaII30BaHy KJIICHT-CEPBEPHY

1H(PaCTPYKTYDY.

1.4 MonoJiTHa apxiTekTypa vs. MikpocepBicHa apXiTeKTypa

e MomnoJiTHa: Bcl KOMIIOHEHTH B € JUHINA KOIOBI 0as3i;

o Ilepesaeu: llpocrima po3poOKa Ha cTapTi, MBUIIIMIA 3airyck MVP;
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o Heodonixu.: CKiIaguicTh MaciITadyBaHHs, IIOBUILHE PO3TOPTAHHS, HU3bKA

BIJTMOBOCTIHKICTb.
e Mikpocepsicua: IIporpama po30ura Ha HE3aJICIKHI CEPBICH;

o [Ilepesacu: Bucoka MacmTaboOBaHICTh, BIJIMOBOCTIMKICT, THYYKICTH
TEXHOJIOT1H, He3aJIeKHE PO3rOPTaHHA;

0 Hedonixu: Bwuma ckiIagHICTh Ha CcTapTi, moTpeda B OpKecTpaiii,
MOYKJTB1 MEPEKEB1 3aTPUMKH.
JIis  MeceHpkepiB 3 [OTEHIIAJIOM  3pOCTaHHS — MIKpocepBicHa

apXI1TEeKTypa € MepCHeKTUBHIMION. [6].

1.5 IlIpuHIIIH MOAYJIBHOTO IN3aHHY

MoymbHAH JTU3aifH — JIEKOMITO3UITISE CHCTEMH Ha HesalekHI MOy 3
YITKUMU 1HTepPeiicaMu.
OCHOBHI TIPUHITATIA MOTYJBHOTO JH3aitHy:

JIeKOMIIO3HUITIS;

[akaricyisiis;

CiraOke 3B's13yBaHHs;

Bucoka 3B'13HICTb.

[lepeBaramMu € TOKpallieHa CYIPOBO/KYBaHICTh, MAacIITabOBaHICTH,
TIOBTOPHE BUKOPUCTAHHS KOJTy, CIIPOIEHe TeCTYBaHHS, MPUCKOPEHHS PO3POOKH.
MoyJIbHICTB € OCHOBOIO JIJIS MIKPOCEPBICHOT apXITEKTYPH.

1.6 TexuHoJ1oril Is1 peaJii3allil cepBepHOl YACTHHH

e NestJS (Node.js/TypeScript): IlporpecuBnuii (peMBOpPK, HaTXHCHHHMA
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Angular. llepeBaru: wmacmraboBanicts mist /O (Node.js); BOymoBami
WebSockets; TypeScript; momynsHIcTh. [8] Hemomiku: KpuBa HaBYaHHS,
MOJKIIMBHIA OBEpXe]l.

Spring Boot (Java): Ilotyxumit (peiiMBopk s enterprise. IlepeBaru:
najiinicTe; marpuMka CPU-bound 3aBjanb; BellMka exocucteMa. Hepomiku:
BUIIIC CIIO’KMBAHHSI PECYPCIB; KpyTa KpUBA HaBUAHHS.

Express.js (Node.js/JavaScript): MiniMmamictuananii, rHyukuid. [lepeBaru:
JICTKICTB; MBUIKICTD st I/O; rayukicts. Helomnku: BIJICYTHICTh CTPYKTYPH;
PU3HUK HEKOHCUCTEHTHOCTI.

Jiisn mecempkepa Nest.js € JionuibHUM BuOopoM uepe3 I/O-edekTuBHICTD
Node.js, TypeScript Ta BOyioBany miaTpumky WebSockets. [8].

[epeBarn Bukopucrannss TypeScript y pospo6ui: Cratudyna THIN3aLis;
IOKpallleHa  SKICTb KONLY; qUTA0CIILHICTD; CYIPOBOKYBaHICT;
MPOAYKTHUBHICTh PO3POOHUKIB, Kpalia CIIBIpaIsd; MJITPUMKA Cy9aCHHX
MoxcmBocTed JS; cuwiabHa ekocucrema. Buwimku: JlogartkoBuil  Kpok
KOMIIUTAIII; KpWBa HABYaHHS, MOXJIMBA CKJIQJHICTh THINB Y BEIUKHUX
1poekTax; 1Hrerpamis 3 icayrouuM JS. TypeScript mijBunlye HaIHHICTH Ta

HKiCTB, 0 KPUTHYHO JJIA MGCGHI[}KepiB.

1.7 TexuoJiorii is peaJizamil KJII€HTChKOI YaCTHHH

React.js (0i0uioTexa): Pospobiiena Facebook, ¢oxycyerbes na view layer,
KOMIIOHEHTHMM  miaxi,  BipryansHuidi  DOM.  IlepeBaru:  BHcOKa
IIPOJAYKTUBHICTH, KOMIIOHECHTH; BEJIMKa €KOCHUCTEeMa; I'Hy4KicTh. Hemoiiku:

KpuBa HaB9aHHA JSX; He € MOBHUM (PPEHMBOPKOM.
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e Angular (¢peiimBopk): Komiuiekcuuii dpeitmBopk B Google, TypeScript
"3 kopoOku". IlepeBaru: cTpykTypoBaHicTh, TypeScript; moBHuii Habip
icTpyMenTiB. Henomiku: HalKpyTillla KpuBa HaBYAHHS; MOMIIMBI IPOOICMU
3 IPOJIYKTUBHICTIO TTOPIBHSIHO 3 React/Vue.

e Vue.js (nporpecuBuuii ¢gpeiimBopk): Jlerkuii, noeguye naiikpaiie 3 React
Ta Angular. IlepeBaru: merkicTb BHWBUEHHS, BUCOKAa TPOJYKTUBHICTE;
THYUYKICTh. HeJToMmKu: MeHIa eKocucTeMa.

Jlis Mecenjpkepa, Jie BaXIJIMBI MIBHAKE oHoBjIeHHss DOM Ta KOMIIOHEHTH,
React.js € pgomuibHEM BHOOPOM 3aBASKH TIPOJAYKTHBHOCTI Ta BEIWKIN

EKOCHCTEMI.

1.8 Cucremu ynpapJ/iinns 6azaMu JaHHX

e Pessiniiini CYB/ (SQL): Crpykryposani Tabmuii, SQL, ACID-rpan3akii;

o PostgreSQL: IToTyxHa, 00'eKTHO-peTAIiHA, ITPUMY€

JSON/JSONB, mnoBHOTEeKCTOBHII momykK, HamiiiHa. [9] Hemomiku:
PECYPCOEMHICTD; KpUBA HABYAHHA.

o MySQL: Ilonyimspua, Xopoiia HPOXYKTMBHICTh JUIS — YHTAHHS.
Hepomiku: MeHIIa THYYKICTh CXEMM; CKJIAQJHIINIE TOPU3OHTAIILHE
MacIiTaOyBaHHS.

e NoSQL CYBJA (umanp., MongoDB): ['myuki cxemu, ONTHUMI30BaH1 JIJIs
MaciradyBaHHs;

© MongoDB: JloxymeHto-opienToBaHa (BSON), TrHyuka cxewma,

ropusoHTaibHe MacuradyBannsg. Hejpomiku: MeHmn crpora HUIICHICTD

nmaumx; ckiaamgain JOIN'n.



Orxke, i po3poOKu Meccenjpkepa obpano PostgreSQL, mio
3abe3neuye IUIICHICTh JaHuX 3aBaakd (ACID) Ta THYUYKICTH depes

JSONB st noBijiomiiets. [9].

1.9 3abe3neuennst KOMyHikalii B peajibHOMY 4Yaci

e WebSockets: IloBnonymiekcauii kanan 4depe3 ogHe TCP-3'emnmannsa. [10]
IlepeBaru: HU3bKa 3aTpUMKa; JIBOCTOPOHHIN 3B'S30K; e(eKTuBHICTH. [10]
Hepomiku: cKiIajHICTh YUPABIIHHS 3'€IHAHHSIMHU; MOMUIIMBE OJIOKYBaHHS;
HaBaHTAXXEHHS HA CEPBED.

e Long Polling: Imitamis push wepes HTTP. IlepeBaru: mmupoxa mijarpuMka.
Hemomiku: Buiia 3arpuMka; Oubimii oBepxes. [10].

e Server-Sent Events (SSE): Ojnocroponniii 1oTik Bij cepBepa 10 KII€HTa
gepe3 HTTP. Ileperaru: mpocrtoTa; aBTO mepemiakitoueHHs. Hemomiku:
OJTHOCTOPOHHI# 3B'A30K (HE M1JIXOUTH IS 4arty). [10].

Orxe, WebSocket € cramgaprom jiist yar-10aTKiB

1.10 36epiranns daiijis

Bub6ip Google Drive API nns dortorpadiit mpoduiro € KOMIPOMICOM MIK
3PYHYHICTIO JIJIS KOPUCTYyBada Ta HEOOXIJHICTIO PETeILHOIO YIIPaBIIHHS OS3IIEKOI0
Ta lpaBaMu JOCTYILY.

e Xwmapui cxoBuma 00'ektiB (AWS S3): MacmraboBaHe, HajllifHe CXOBHIIE

JUISL HECTPYKTYpoBaHMX JaHuX. llepeBaru: macmraboBaHICTh; JIOCTYIIHICTD;
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CKOHOMIYHICTL; Oe3neka. Hemomiku: cxinapuimmii API; Burpatu na tpadik.
PexomentoBano i1 Mmemiadaiinis.

e Google Drive API: Jlo3Boisic B3aeMopisitu 31 cxoBuiiem Google Drive
KopucTyBauiB. IlepeBaru: 3py4HICTh i1 KOPUCTYBadiB; 1HTerpails 3 Google.
Heponiku: He npu3HavdeHe JUIsi OCHOBHOI'O CXOBHUIIA IIPOIPAMH; OOMEKCHHS
kBoT; yupasiainusg OAuth. 1Lranyersest Bukopuctanus Google Drive API s
doTtorpadiii mpoduIro, MO BUMaraTuMe peTelbHoro HamamTyBaHHS OAuth 3
MIHIMAJILHO HEOOX1JIHUMHU [IpaBaMu JIOCTYILY.

e JlokanbHe cxoBuime: 30epiraHHs QaililiB Ha TOMY X cepBepi, MO W
3actocyHoK. llepeBaru: mpocrora HajJalmITyBaHHS JUIA MajuX IPOCKTIB.
HenonmikamMmu € mipoOiemMu 3 MacmiTaOyBaHHSIM, pPe3€pBHUM KOITIFOBaHHSIM,

Oe3mnekoro, MocTymHICcTIO. He pekoMeHyeThes i production-cUCTEM.

1.11 BicHOBKH /10 NIEPIIOTO PO3/ILIY

Y meprioMy po3aull TIPOBEJEHO BCeOIYHMI aHal3 TMpeIMETHOI 00IacTi
PO3po0KH BeO-MeceH/PKEpIB, MO € BaKJIIMBUM €TAarloM JUISl BU3HAYCHHSI OCHOBHHX
HaIpsMIB  JIOCIHLDKEHHS Ta po3poOKU. byino 3a1CHEHO OISl Cy4acHHX
MeceHDkepiB, Takux sk WhatsApp, Telegram, Signal, Slack Ta Discord, 3
aKIICHTOM Ha iX (PYHKIIIOHAJILHI MOKIMBOCTI, apXITEKTYpHI 0COOIMBOCTI, a TaKOK
CHJIBHI Ta cIa0Kl CTOPOHW, IO JO3BOIWIO BHSIBUTH He3aJ0BOJIEHI TNOTpeOH
KOPHUCTYBa4iB, 30KkpeMa y cdepi 0e31eKu, MPOoAyKTUBHOCTI Ta 3py4HOCTI. Kitouosi
OUIKYBaHHSI KOPUCTYBadlB, TaKl SIK MATTEBHI OOMIH IMOBIJIOMJIEHHSIMH, HACKPI3HE
muppyBaHig Ta CTadUILHICTh POOOTH, CTAI OCHOBOIO JIUISI (JOPMYBAHHS BUMOT JI0

HOBOro MeceHpkepa. Takoxk Oyiio oOrpyHTOBaHO BHOIP TEXHOJIOITYHOIO CTEKY,
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skuid  BKirodae Nest.js Uit cepBepHoi dwactunu, React st KIE€HTCBKOI,
PostgreSQL nns 36epiranns nanux ta WebSocket s komyHIKallii B pealbHOMY
yaci, 3 YypaxyBaHHsIM iXHbOiI e(EeKTHBHOCTI Ta BIIIIOBIHOCTI I[IPUHIUIIAM
MOJTYJIBHOTO JT3aitHy 1 MacIITabOBaHOCTI.

[lefi po3aul cTBOpPUB TEOpeTHYHY Oa3y Ui MHOAAJIBIIOrO I[POCKTYBaHHS
CUCTEMHU, YITKO OKPECIUBIIM 3aBJIaHHA JIOCIIDKCHHS Ta PO3POOKHU, 1110 CIPUSIOTH

JOCATHCHHIO METH CTBOPCHH HOBHO[l)YHKHiOHaJIBHOFO BGﬁ-I[O,[[aTKy.

1.12 ITocTaHoBKA 3a/1a4i

Metoro maHoi KBamQikaliifHoi poOOTH € po3poOka BeO 3aCTOCYHKY, IO
JI03BOJIsSIE OOMIHIOBaTHCSl TIOBIOMJIEHHSIMA B peallbHOMY 4aci, peecTpyBaTHCH,
HIyKaTH 1HIIMX KOPUCTYBadiB, pejaryBaTd CBid 1poduib, AUBUTUCS IPOQLIb
THIITMX KOPUCTYBRaUIR, JI0/IaBaTH iX B YaTH.

V xomi gocipKeHHs OyJid IIOCTaB/ICH] Ta BUKOHAH1 HACTYIIHI 3aJ1a4i:

1. CnpoekToBaHna Ta po3pobieHa Oa3za jaHumx B Postgresql, mo mo3Bomsie
30epirard JlaHl [PO KOPUCTYBadiB, 4YaTW, VYYacHMKIB 4YaTIB Ta iX
IIOBLJIOMJICHHS;

2. byB Po3pooOnenuii mmzaitn Restful API, Websocket Ta peamzoBanmii
BUKOpUCTOBYIOUM (hpeitmBopk Nest.js;

3. ImTerpyBanu po3pooOnenuii backend ceppep 3 6a3010 JJaHUX Ta KIIIEHTOM;

4. Po3pobuwiu e2e TecTH I HMOKPUTTS KIHOYOBOIO (DYHKIIOHATY CHCTEMH,
[TpoBeyieHo 3arajbHe pydHE TECTYBAaHHS TMPOTpPaMHU, UIsl TIEPeBIPKU

npare3[aTHOCTI 3aCTOCYHKY.
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PO311J 2 ITPOEKTHI PIINEHHA

2.1 Apxirexkrypa Nest.js HpoekTy

Nest.js - e cydacuuii node.js ¢peiMBOpK, SKHil JIy’Ke CTPIMKO HaOupae
HONIY/ISIpHICTh ¢TBOopeHH] backend jionarkiB, ocoOIMBO cepejl KPyIHUX enterprise
KOMIIaH1i.

Bin mMac mmpokuii Hablp BCTPOCHUX I1HCTPYMEHTIB ‘3 KOpPOOKH”, IO
Kap/IMHAJIBHO TPUCKOPIOE TIPOIleC po3pOOKHU, TECTYBAHHS Ta BIJIMOBITHO BUITYCKY
Koy y production.

2.1.1 Kuarwouogi BigmiaHocTi Nest.js

KirrouoBUMH BUIMIHHOCTSMHU €:

e Modularity - 3acrocyHok Mae €QuHy BXIJHY TOYKY, HallpUKIajl

index.ts, mo 3ajae 0a3oBe HalamTyBaHHS CepBEpy, MIIKIIOUEHHS
p13HUX 010J110TEK, TOIIIO.
VYest norika, okpema KOH(ITypariss MOAYHS, CJIOi 3aCTOCYHKY, TOIIO
JIEKOMIIO3YIOThCSI B OKpeMi MOjTyJi. CTBOPHUBIIM OKPEMY JHUPEKTOPIIO
Ta ¢aitn *.module.ts, Jie onMCYCThCS BUKOPUCTAHI KOMIIOHEHTH, 1110 B
KOHTEKCTI MOJYJII TOAUISIOThCS Ha (imports, controllers, providers,
exports ). IMoproBaHi MocHjIaHHS Ha 11 KOMIIOHEHTH 30MpPatOThCs B
€TMHAM 00’ €KT MOTYIS BIATIOBITHO;

e Dependency Injection (DI) - ne marrepn, jie¢ HeoOX1JiHI KOMIIOHCHTH
3aCTOCYHKY CTBOPIOIOTHCS HE B CaMOMY KOMIIOHEHTi, a 30BHI, SK

NPaBUJIO BKAa3aBIIA 3aJIeKHICTh B MOAYIl KOMIIOHEHTa Nest.js
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ABTOMAaTUYHO BCTAHOBHUTH HEOOX1J[HY 3aJICIKHICTh B KOJII.

Jlanuii matTepH J03BOJISE JIETKO TECTYBAaTH 3aCTOCYHOK, HAIPHUKIIA]l
H1JIMIHMBIIY CJION BLANOBLAHUI 3a B3aemoito 3 CYB/I, na iMiTyrounii
(mocked), THM caMUM TIPUCKOPIOE TECTYBaHHS Ta YHHKae MpoliIem 3
BTpadaHsIM JIaHUX IIPU [OMWIKAaX, OCOOJIMBO IIPU BeJIMKOMY HaOopl
unit-TecTiB;

TypeScript - Nestjs nmoOymoBanuii Ha TypeScript, mo 3adesnedye
CTPOrO TUIII30BaHe cepenoBuiie. Ie maBuinye sSKicTh KOy, HOJIETIIye
fforo CympoBiJl 1 € 0cOOMMBO KOPUCHUM ISl BEIMKUX KOMAaH][ Ta
CKJIQJ[HUX 3acTOCYHKIB. Tui3ais JjoroMarae BUSBIBITA IIOMWIKA Ha
eTar po3poOKH Ta MIJITPUMY€E KOHCUCTEHTHICTh MK MOJTYIISIMH,
nyukicts TpancmoprHux - Nest.js miaTpuMye pi3Hl TPAaHCIIOPTHI
mapu: HTTP, WebSockets Ta wmikpocepBicu. Ile mo3Bosic
po3poOHHKaM OOMpaTH ONTHUMANIbHHUI CITOC1O0 KOMYHIKAIII JIJII P13HUX
YaCTUH  3aCTOCYHKY, 10 €  KPUTUYHO  BaOXIMBUM  JUIA
enterprise-IpoeKTIB 13 PI3HOMaHITHUMHA TOYKaMH 1HTETpaIlii;
HexmaparuBHuii miaxia i3 jgexoparopamu - Y Nestjs HIMPOKO
BUKOPUCTOBYIOThCS  JIEKOPAaTOPH  JUISL  CIIPOIIIEHHSI  OTOJIOIIEHHS
MapiipyTiB, middleware Ta 1HIIUX KOMIIOHEHTIB. Ilei miix1;1 poOUTH
KOJI OLIbII YUTa0eILbHUM 1 JICTKUM Y HIITPUMII, IO 0COOIMBO LIHHO
JUTSL BEJIMKUX KOJIOBUX 0a3;

InTerpanisi 3 ekocucreMow - (GpeiiMBOPK YCIIIIHO 1HTETPYETHCA 3
MONyJSIpHAUMHA  010110TekaMu, TakuMu sIK TypeORM 11t pobotm 3
O0azamu JaHux, Passport s aBreHTH(DIKaIIi Ta Jest 11 TecTyBaHHS

ta Class-validator s Bamgamii Bxianux Jlanux. Ile 3menmye
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noTpeOy B KaCTOMHHMX PINICHHSX 1 IPHUCKOPIOC PO3POOKY 3aBIISIKU
BHKOPHUCTAHHIO TIEPEBIPEHUX 1HCTPYMEHTIB;

e CLI-incrpymenr - Nest.js CLI aBromarusyc CTBOPEHHS MOJYIIB,
KOHTpOJIEPIB, CEPBICIB Ta I1HIMMX KOMIIOHEeHTIB. Ile He nmmIe
CKOHOMUTBH Yac, aje i 3abe3ledye OJHAKOBY CTPYKTYpPY KOIy B
IPOEKTI, IO BAKIUBO JIJISI BEJIMKUX KOMaH]I.

e be3mexka — KIOYOBHMI acmekT enterprise-3acTOCYHKIB. Nest.js
Hporonye BOyloBaHI 1HCTPYMEHTH, Takl $K guards (oxopoHa),
interceptors (mepexoruToBadi) Ta pipes (KOHBeepH), JUIS peani3aii

aprenTHdIKaIli, apropu3alii Ta BaJaigalli BX|IHUX JaHHX.

2.1.2 KuiroyoBi komnonenTu B Nest.js

@peiiMBopk  Nest Mae MHPOKUIT cHekTp BOYJOBAaHWUX KOMIIOHEHTIB.
IIporucaBmm y koHcoyli KoMauay “nest” , My 1modadumo Iijikasky Bij nest-cli, 3
MOKJIMBICTIO aBTO TeHepaili OKpeMHX KOMIIOHEHTIB, (paiimiB, abo TPOEKTY

mabnony (puc. 2.1).
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Generate
Generate
Generate
Generate
Generate
Generate
Generate
Generate

new application workspace
new class

CLI configuration file
controller declaration
custom decorator

filter declaration
gateway declaration

guard declaration

DL LD LD LD O

Generate an interceptor declaration

Generate an interface

Generate a new library within a monorepo
Generate middleware declaration

Generate a module declaration

Generate a pipe declaration

Generate a provider declaration

Generate a GraphQL resolver declaration
Generate new CRUD resource

Generate service declaration

Generate a new application within a monorepo

L oL oL Lo

PI/ICYHOK 2.1 - TOBHUHM CIMCOK KIIOYOBUX KOMIIOHEHTIB Ta KOMaH[]

Po3misgHemMo KI1090B1 KOMIIOHEHTH, SIK1 Oy Th BUKOPUCTAH1 Y IIPOEKTI:

Module Moayinn € OCHOBHMMH CTPYKTYpHUMHU OJuHHISIMUA B Nest.js. Bonu
TPYNYIOTh TIOB’S3aHI KOMIIOHEHTH, TaKi SK KOHTPOJEPH, CepBICH,

poBaiijiepu TOIIO, CTBOPHOKOYM JIOTTYHO BIJIOKPEMIICH] YACTUHU 3aCTOCYHKY.

Moyl T03BOJISIFOTH OPTaHI3yBaTH KO 3a (PYHKITIOHAIBHICTIO.
Harpukiiai, y IpoekTi Moke OyTH MOIY/Ib IS aBTeHTU(IKALIT, MOYIIL JULS
poGotu 3 KopucTyBadamu Toio. Ile cripusie MmacmraboBaHOCTI Ta

3pO3YMLIOCTI KOJY.

Controller obpo6nstors BXiiH1 HTTP-3anuTi BiJT KIIIEHTIB 1 TTOBEPTAIOThH
BINOBIIl. BoHM Bu3HauaroTh MapiipyTtu (enjmoitati) 1 Meromu (GET,

POST, PUT, DELETE Ttom1o).



Bonu cnyryrorh ToYkaMu BXOJY JUIS 3alIUTIB. 3a3BUYail BOHU
nepeJIaloTh CKJIaIHY JIOTIKY cepBicaM, o0 po3IUTUTH 000B’ I3KH i

CIIPOCTHUTH TCCTYBAaHHA.

Service BLIINOBLIAIOTH 3a OI3HEC-JIOIKY 3acTOoCcyHKY. Bonu 3aiimalorTbest

00poOKOI0 TaHUX, B3aeMOJII€l0 3 6a3amMu JJaHUX, 30BHIMMHIME API Tormo.

3apsiku Mexanismy Dependency Injection (DI) cepBicu jierko
LIDKEKTYIOTBCSI B KOHTPOJICPU YU 1HIII cepBicu. Ile poOuTh Ko MOIYILHUM 1

3PpYYHHM OJIA TCCTYBaHHA.

Guard KOHTPOJIOIOTH JIOCTYII JIO MApUIPYTIB, BUPIIIYIOYU, YA MOXKE 3aIIUT
JIICTaTUCS JI0 KOHTpoJIepa, 3alIe’XKHO B1JI YMOB (HAIpHKJIIA]l, aBTEHTH(IKAIIISA
YU pollb KOPUCTYBada). IX 3aCTOCOBYIOTH JUIS 3aXMUCTY EHINOMHTIB Ha PiBHI
KOHTpollepa abo KoHKpeTHoTo MeToy. Hanpuxkmnan, Guard Moxxe niepeBipsaTi

TOKEH aBTOpHU3aIii 1epesi 00poOKoIO 3alluTy.

Iarepdeiicu B TypeScript 3amaroTh CTPYKTypy JIaHUX, BH3HAYAIOUU

KOHTPAaKTH JUIs1 00’ €KTIB a00 KJI1aciB.

Bonwu 3a0e3medyroTs TUITI3AIII0 Ta KOHCUCTEHTHICTh JAHUX Y MTPOEKTI.
Hanpuknas, iHTEpdeiic s 06’ ekTa "KopucTyBad" MOKe BUSHATUTH TT0JIS

1d, name, email, SIKI BAKOPUCTOBYBAaTUMYTLCS B CEpBIcaX 1 KOHTpOJICpax.

Interceptors  103BOJISIIOTH  1IEPEXOIUIIOBATH  3allUTA ¥ BUIUOBIAL LIS
BUKOHAHHS JIOJATKOBMX JIiif, TAKUX SIK JIOTYBaHHS, TpaHCcpopMaIlis JaHUX IH

KCUTYBaHHA.

TX MOXKHa 3aCTOCOBYBAaTH mo6anbHO a0 TOKaIbHO (Ha KOHTPOJCP YA
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meron). Harpukiiaji, Interceptor Moxe jiogaBaTi MeTaiaHi J10 BUIIIOB1I abo
BUMIPIOBaTH Yac BUKOHaHHS 3alUTy. Gateway TIpU3HAYEHi JIJIs1 poOOTH 3
WebSockets, qo3Bossiioun peanizyBaru (pyHKIIIOHAIBHICTh PEaJIbHOTO Yacy
(HampuKIIa/d, YaTH 4M crioBimeHHs). Boun o0poomsioTs moiii WebSocket,
TaKI K HLIKJIIOYCHHS Y OTPUMAHHS IIOBIJIOMJICHD, 1 MOXKYTh 1HTEIPYyBaTUCS
3 cepBIcaMM JIUIsL BUKOHAHHS JIoT1KK. Filters BiAOB1aI0Th 32 00poOKy
MTOMHUJIOK 1 BUHSATKIB, JIO3BOJISIIOUH TIOBEPTATH KIIIEHTY KaCTOMI130BaH1
BioBLI. IX MOKHA HajamITyBaTy 11100aIbHO a00 1 KOHKPETHHX
koHTponepis/MeToniB. Hanpukias, Filter moxke nmepexonutn moMmiky 404 1
HOBEPHYTH yHI(IKOBaHE MOBIIOMICHHS. Pipes BIIIIOB1IalI0OTh 3a [ApCHHI Ta
BaJIJIAIIIO BXIJIHUX JIAaHUX, HAIIPUKIAJ] dyepe3 KoHTpoiuiep. Ile moxke OyTH gk
4YHUCIIo, cTpodka abo (aiin. 1lpu nmopynieH neBHUX YMOB, HallpUKJIa/l
BX1JIHUH aiin 3aHajiTo BeJIUKUH, BUJACTh IOMUIKY 3 KojgoM 400 (error bad
request).
Data transfer object (DTO) - cyTnicTh Kiac, o HpeACcTaBIsc JeIKUuil 00’ €KT,
o moTpedye BUIIUICHHS B1Jl O13HEC JIOTIKH, a TaKOXK OKpPeMOi BalliJiarli 3aB/ISIKH
JiekoparopaM Ta Ta 016mioreni class-validator. 1lpu npaBmibHOMY HajamTyBaHHI
nest aBroMaTU4HO JeCUplalli3ye BX1JIHI 3allUTH, BaJIJIYeE X Ta IPH HEBIAIIOBLIHOCTL
cxemMu 00po0OJIsie MoMUIKY 3 KojoM 400.
Ilarrepp DTO pgo3Boisie oOMIHIOBaTHCS JaHUMH 3 PI3HUMHU  CJIOSIMU
3aCTOCYHKY, TIOMIIATHA JIOTIKY CTBOPEHHS OO €KTy JaHUX B KOHCTPYKTOp1 |,
BaJIJlyBaTH caM OO0 €KT, BHJIAJSATH IIE€BHI 1IOJISI LIPU BUINPABICHHI K KIICHTY,

Harpukiaj password abo 1HITY 9yTIHBY 1H()OPMAITIIO.

2.1.3 AuropurM o6podkn http 3anpocis B Nest.js (Data flow)



Y xiacuynoMy Nest.Js-3aCTOCYHKY, KOJM KIIE€HT BIJIIPaBISi€ 3alUT Ha
cepBep, (ppeitMBopk 0OpoOIIsie oTo Yepe3 UITKO BU3HAUCHUI JTaHITIOKOK BUKIIUKIB
koMIloHeHTIB. Ileil mporec € cTpyKTypOBaHUM 3aBISIKM MOJIYJIbHINA apXITEKTypl Ta
narepHam Nest.js.

Middleware (1Ipomixkue 113):

® 3anuT criovaTky norparuisie 1o middleware, K0 BOHO HallallITOBaHE
(Tmo6abHO UM IS KOHKPETHOTO MapuipyTy). Middleware mosxke
BUKOHYBATH 1IOIIEPE]IHIO 00pOOKY, HallPUKJIA]], JIOTYBaHHS, IICPEBIPKY
3aroJIOBKIB UM TIAPCHHT TiJa 3aIluTy,

o [Ilpuxiai: llepeBipka CORS a0o jioryBanms 4acy 3aIury.

Guard (ayrerTH]IKAIISA):

e Slkuio juig MapuipyTy HanamroBaHo Guard, BiH mepeBIpse, YU Ma€e 3aluT
noctyi o pecypey. Guard noseprae true abdo false, 1o3Bossiioun ado
OJIOKYIOUM TTO/TAJIBITY 00OPOOKY;

e [lpuxiau: llepeBipka Tokena aBrenTudikauii (Hanpuxiag, JWT).

Interceptor (IlepexoruitoBad, 10 BAKOHAHHS):

e Interceptor MoXe MepexXONUTH 3aIUT TIepe]T HOTo mepeadcio J1o
KoHTpolepa. Ha 1iboMy eTari MoxkHa MOTM(IKYBaTH 3aIlHT, JIOJIaTH MeTa laHi
a0b0 BUKOHATH JIOTYBaHHS,

e |lpuxnan: JlonaBanus raiimepa Jyisi BAMIPIOBAHHS 4acy BUKOHAHHS 3aIIUTY.

Pipe (Konseep):

e Pipe 00po0Oisiec Ta Bajiye BXIJHI JaHl 3alUTy (HAlpUKIaJ, [IapaMeTpu, TUIO
3anuTy). BiH Moke TpaHcopmyBaTH JlaH1 ad0 KWJIaTH BUHATOK, SKIO JaH1
HEKOPEKTHI;

e [Ipuxias: llepesipka, uu Bianosigae Tuio 3anuty DTO (Data Transfer
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Object).
Controller (KoaTpoinep):

e 3aluT NOTPAIUISIE 0 KOHTPOoJIepa, SIKUil BU3Ha4ae MapuIpyT 1 BUKIIUKA€e
BIIOBIJTHUI MeTo 1s1 00poOku. KoHTposep 3a3BH4ait geserye
O13HEC-JIOTIKY CepBICY;

e Ilpuxmnan: Meros getUser y KOHTpoJiepl BUKIIUKAE CEPBIC JUISI OTPUMaHHS
JTAaHUX KOPUCTYyBayva.

Service (Cepsic):

e Cepsgic BuKoOHY€E O13HEC-TIOTIKY, HAIIPUKJIA]I, B3a€MO/I1i0 3 023010 TaHUX,
3oBHIMHIMUA API un 06poOKy anux. KonTpoiiep BUKIMKac METOIM CEPBICY
gepe3 Dependency Injection;

e [lpuxia: 3anur 10 6a3u ganux depes TypeORM juist orpuMaHHs 3aIlucy.

Interceptor (IlepexorumioBay, ¢t BAKOHAHHS):

e [licis BUKOHAHHS JIOT1IKHM B CEPRICI Ta TOBEPHEHHS Pe3yJIbTaTy
koHTpojiepoM, Interceptor moxke 06poOuTH BiaoB1 L. Ha iboMy eTarii
MOKHA MO (PIKYBaTH BIIMOBI/IH a00 BUKOHATH JIOJATKOBI JI11 (HAIIpHKIIA/I,
JIOTYBAHHS PE3YILTATy);

e [Ipuxman: ®opmaryBaHHs BiANOBII v neBHUH JSON-popmar.

Filter (oOpobmtoBad MOMHUIIOK):

e Slkuio niyg yac 00poOKu 3anuTy BUHUKae BUHATOK, Filter nepexorumoe #oro
Ta (opMy€e BIIOBIJIb JIJI KJIl€HTa. DUIBTPHU JIO3BOJISIIOTH IIEHTPAII30BAHO
00pOoOIISITH IOMUJIKY;

e [lpuxinasn: IToBepuenns cratycy 400 3 MOBIJIOMJIEHHSIM PO HEKOPEKTHI1 JIaH].
[1icis poxojpKeHHs BCIX €TalllB cepBep MOBEPTAE BIAIOBLIb KIICHTY,

3a3Buyail y popmari JSON. Sxnro BukopuctoBytotbess WebSockets (uepes



Gateway), BIJIIOB1JIb MOXke OyTH 110J11CI0 peaIbHOT'O Hacy.

He Bci koMIoHEeHTH 000B’SI3KOBO BUKOPUCTORYIOTHCS B KOJKHOMY 3aTTUTI.
Hanpuxinan, Guard ab6o Interceptor MoxyTh OyTH BIJACYTHI, SIKIO HE HaJAIITOBAH1
JUTSI KOHKPETHOTO MapIipyTy.

Iopsigok BUKIMKIB € (pikcoBanuM. Harpuriiaa kment nagcuwiae GET-3amur
/users/1 puc. 2.2 :

1. Middleware niepeBipsie 3aronoBku (Hanpukiaa, CORS).

Guard nepesipsie, U4 aBTeHTU(IKOBAaHUI KOPUCTYBad.

W R

Interceptor Jorupye gac MOYATKy 3aIHTY.
Pipe Bainjye napamerp id (IEpeKOHYETHCS, 110 11 YUCIIO).

Controller Bukmukae Metos findUserByld y cepsgici.

AU S

Service Birodac B co01 OI13HeC JIOTIKY 3aCTOCYHKY Ta 3allUTye BUKIIMKAE

meroj findUserByld penozuropiio.

7. Repository BiImpaBisie aBTOMaTUIHO chopMoBaHuii sql 3armuT 10 0a3u
JIAHHX.

8. Interceptor (popMaTye BIJIMOBIIb, JIOAAI0OUNA METa/IaH].

9. Sxmio craiacst moMuIIKa (HallpuKiIaj], KopucTyBada He 3HaijieHo), Filter

noseprae craryc 404.

10.K1ieHT oTpriMy€ BIIMOBIJIG 13 JAHUMH a00 MOBIJIOMJIEHHSM TIPO TTOMUJIKY.



request /get/users/alicej middleware ( Pipe I
Filter
xample: Error 404 Not found response (on error)
Y
4—200 ok Interceptor Repository 4—{ Controller l

Pucynok 2.2 - Jliarpama nopsiJiky BUKOHaHHs http 3amuTy

2.2 Apxitekrypa 6a3u janux Postgresql

JUist MiHIMalIbHOT JKMTTE31aTHOCT1 BeO-uaTy HeoOX1Ho 30epiratu B 0asi
JJaHUX TaONMIll 3 KOpHCTyBauami, 1H(OPMAIND MPO YaTH, KOPUCTYBadiB IO
3HAXOJATHCS B 4aTl, Ta caMl [OBIJOMIICHHS puc 2.3 .

- Tabmuus wusers micTUTh B coO1 JlaHl 3 KOPUCTYBadyaMM 3acCTOCYHKY. IM’s,
HIKHEWM, eJIeKTpOHY IOINTY Ta IMapoib y (3axenioBaHomy BuUDLLl), 1d. He
Mae IocwiIaHHs Ha 1HmI Tabiauii. Mictuthk craryc “online” (y mepexi) Ta
OCTaHHIO JIaTy OCTaHHbOI aTUBHICTI.

- Tabmuus chats MicTUTh MICTUTH 1H(OPMALIIO PO YaTH, iXHIO Ha3By, id,
TaKoK MOXK€ MICTHTH Kitou mudpyBaHHsa (y MaiibyTHhoMy 1v) . He mae
MOCWJIaHbh Ha 1HON TaOnmuI. TakoX MICTATh KayHTep KOPHCTYBadlB Ta
HoBIJIoMJIeHb B dari, peaiizoBanuii udepe3 (Iriggers B Postgresql). Ileit
KayHTep HeOOXITHWM ]I mariHaiii KUIBKOCTI KOPUCTYBadlB B daTl Ta
[IOB1JIOMJICHb.

- Tabmuns wusers chats MICTUTH TOCWIaHHS Ha 1d KOPHCTyBadiB Ta YaTIB SIK
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K04, THM CaMHM CTBOPHOIOYH 3B’ 130K KOpI/ICTYBa‘IiB 0 YariB. O,IIPIH

KOPHUCTYBAY MOXKE OMHOYACHO 3HAXOIUTHCI B 0ararpbox yarax. Postgresql HE

JIO3BOJIAC Maru JyOJlKaTh, KOJM B OJHOMY 4aTl

ABOX OJHAaKOBHMX

KOPHUCTYBadiB, 00 IO TiepIiie, BIH CTBOPIOE 1HJIEKC, IO MPHUCKOPIOE TOIIYK

JIaHUX, ajie 000B’3K0BO MaTH YHIKajbH1 1d chats Ta users.

Tabmunst messages 30epirae B co01 JlaH1 PO TIOBIJIOMJIEHHS, MeTa-/IaHl, a

TaKoXkK IocWiIanus Ha 1d kopucTyBada BLIIpaBHUKa Ta 1d 4yaTy SIK IIEpBHHHI

Kmroul. TUM caMHUM MOXKHA JIETKO 3HAWTH 110 HOBiIIOMJIeHIO Bi,[[HpaBHI/IKa Ta

caM 4art.

&> public
S users
id bigserial
[] name character varying(30)

(@) nickname character varying
(30)

(1) email character varying(80)

[ online_at timestamp with ti

me zZone

fj created_at timestamp with

time zone
is_online boolean

password text

D D I

avatar_url character varyin

g(40)

._+_

A

®

/35 public

] users_chats
user_id bigint
chat_id bigint

[ role chat_role

A icined_at timestamp witho

ut time Zone

fi last_read_chat imestamp

with time zone

®©
4> public
= messages
id bigserial
/P user_id bigint

9 chat_id bigint

oo S

data text

D

metadata jsonb

o

1ype message_type
status message_status

created_at timestamp with

D o

out time zone

—

@

:&) public

B chats

—+— id bigserial

i type chattype

fi name character varying(25

5)
i iv character varying(32)
i total_messages bigint

[i total_members bigint




Pucynok 2.3 - ERD giarpama 6a3u Jlanux

3aB/IKN TIO/IBIMHOMY KJIIOUY B TaONUIISIX messages Ta users chats, MOXeMO
e()eKTUBHO YIPaBIATH OararbMa KOPHCTyBadaMH B OJHOMY 4ari, Ta OaraTbma
MOBIJIOMIICHHAMH B OJHOMY dari. Tabmuii He JyOnro0Th JaHl JIPYT Jpyra,
JIOTPUMYIOUUCH IIPUHIMILY “€IMHOIO JpKepena npapau’ . Ile Jiae HaM 3Mory JIerko
HAJIAIITOBYBATH POJII KOPUCTYBadiB, IXH1 OCTAaHH1 JI1i, iXHI HOBILJIOMJICHHS, Ta
CRUD omnepartiii HaJT HAMH.

Takox none last read chat Gyno jqojlaHo SIK 4acoBa MITKa, KOJIM KOPUCTYBay
MIPOYMTAB YC1 TOBIJIOMJIEHHSI JIO TIEBHOTO MOMeHTY. Takuii mijaxij He moTpelye
3B’S3Ky 3 TaOIMIE0 messages , a 3HAa4YUTh IPU BUJAJICHHI IIOBIJIOMIICHb HE
MpHUiiJieThcd POOUTH JIOJATKOBUX aJITOPUTMIB, OO YyCl1 TOBIOMIIEHHS JI0 9acOBOi
MITKA BBa)KalOTHCS TIPOUYMTAHWMH, a yCl INCIS MITKA He TPOYMTaHUMHU. Tum
CaMUM CHPOIIY€E AJITOPUTM IO I1J[PaXyHKy HOBUX a00 IPOYMTAHUX II0B1IOMIICHb

0e3 IBHUX 3B’ A3KIB.

2.3 ApXiTeKTypa KOMIIOHECHTIB CepPBEPHOI YaCTHHH

MoyinbHa apXiTeKTypa - Iie JeKOMIIO3HUIIISI CUCTeMH Ha OKpeMi MO, K1
MOBUHHI BUKOHYBaTH OKpeMHM (YHKIIOHAJ, Ta MaTH JIMINEe OJHY 30HY
BLANOBLAQILHOCTI. TakKuM 4MHOM MOXKJIMBO PO30MTH BEJIIMKMI IPOEKT Ha Oararo
OKpeMHX YacTHH, SIKI B 1JleaJl He IIOB’si3aHl OJWH 3 OJJHUM. AJie B pealbHOCTI
JIOIIYCKA€ThCs  IMIIOPTYBaHHS ~ OJHOIO  MOAY/ISL B 1HIIME, THM CaMHUM
NEePEBUKOPUTOBYIOUM #or0 (PYHKITIOHAT, OJHAK depe3 Ileé MOXKYTh BHHHUKATH
CKJIa/TH1 3B’ A3KM MDX MOJIYJISIMHA, Ta TIEBH1 TTPoOJIeMH Y MaiiOyTHEOMY.

Mojayiar - ne nabip komunoHentTiB, Haupukiaj, Controller, Service,



Repository 1 Tj1. , 110 1o€qHAHI B OJIHOMY KaTajlo31, Ta BAKOHYIOTH CIIUILHY 3ajaqy,
aJjie MaroTh CBO1 30HH BI/IIOBIJTAJIBHOCTI.

MaeMo 7 KIIOHOBMX MOAYIB B cHUCTeMi puc. 2.4 (CTPUIKM MK MOIYJISIMH
BKa3yIOTh Ha 3aJIeXKHICTB ):

® App - €JiMHa TOYKa 3allyCKy IporpamMu. MicTtuTh KoH(}Irypaliio 3acTOCyHKa,
IMIIOPT 3asieKHOCTeH, IMIoOpT .env (aiimB. He MICTUTE HISIKOT O13HEC JOTIKA
M CKJIQ/IHAX OTIepatliid;

e Users - BLIoByac 3a Bzaemojito 3 tabimiero users, Ta CRUD omnepamii
BIIHOCHO iX. Boma wmicTuth B co01 gk Controller, jurr Rest API, Tak 1
UsersService Jie MICTUTBCSI OCHOBHA JIOT1KA 10 pOOOTH 3 KOPUCTYBAa4aMH;

e Auth - BigmOBIae 3a aBTOpH3AIID Ta aBTHH(IKAIII0 KOPUCTYBadiB Ta
yupaBimaHa JWT TokeHamu. Takok mpaioe 3 KIHOYOBHUM KOMIIOHEHTOM
Guard Ta kacromuuM jexoparopoM “isPublicstr. [Ipu ycuimmiit aBropusanii
KopucTyBada muyinucye cnemansbauii JWT TokeH, mio 30epiraeTtbcsi y
cookies, TUM caMUM aBTOMAaTU4HO JoJaeThbed B ycix hitp 3ammrax. Skimo B
3amuT1 10 cepBepa KiieHT He Mae JWT TokeHa , abo BiH cipoOye MIIMIHUTH
TOKEH , TO CHCTeMa BHUSBE TaKy IOBEJIIHKY Ta BUKEHE IMTOMILIKY 3 KojioM 400.
[Tpu aBropu3alli napoil He HOPIBHIOIOTHCS Ha IPSAMY, a [OIEPEIHbO BOHU
3axXelioBaHl B 0a3l JJaHWX, TOMY He MOKIMBO JII3HATHCS depe3 0azy JaHuxX
CIpaBKHIM Iapoib KopucryBada. TUIBKM SIKIO 3axelloBaHUN LApoiIb Ta
BI/IIIPaBJIIEHHI TapoJib 301raloThCsl B CIIEIiaibHIi (PYHKITT Je-XenTyBaHHS |,
KOPUCTYBa4 BBaJKAETHCA aBTOPU30BAHUM;

e Chats - BygmoBiiae 3a CRUD oneparnii Haj camuMu datamu depe3 Controller
ta BianoBigunii ChatsService;

e Messages - 3a CRUD omnepanissmu Haj mnoBuioMmieHHsSMU. Takox wae



3aJIesKHICTD Bl Moyt Chats ;

Media - BimoBiae 3a makmoueHHST A0 Google drive cxoBuima, Ta
BLJIIIOBIIHO 3a 3aBaHTAKCHHS, IIOIMIYKY Ta BUACICHHIO Mejia (ailiiB, B
3a/IaHOMY TIPOEKTI caMe 3a (potorpadii KOPUCTyBaIB;

Gateway - 11e OKpeMHii MOJYJIb, IO BIAIOBLJIa€ BUKIIOYHO 32 IIKIFOUYCHHS
o Web-Socket cepBepy, KepyBaHHSM TIIJIKIIOYEHHSIM, Ta BIJIMPABKOIO
MOBIJIOMIICHHSAMH B peallbHOMYy dYaci depe3 NotificationService. Jlyxe
BaAUIMBUM (hakToM € Te, mo GateWay KOMIIOHEHT IIo0aHui, Ta Ipalltoe 3a
narrepHoM singleton. ToOTo mMaeMo e€IMHWN eK3eMIUISp, SKHWii 30epirae B
OIlepaTUBHINA I1aM’ STl HIJIKJIIOYeHHS 70 cepBepy uepe3 Web-Socket. Ilei
MaTTepH JIO3BOJISIE OTpUMATH 1H(OPMAII0 TIPO MIJIKI0OUYEH] KIIIEHTH 3 Oy/Ib

SIKO1 TOUKH B 34CTOCYHKY, Ta BiI[TIpElBJIHTH HOBiJIOMJIeHH}I.

GateWay Auth Chats Messages

Media Users

Pucynok 2.4 - B3acM03B 130K KOMIIOHECHTIB CUCTEMHU

2.4 Apxirekrypa rest API

RESTful API (Representational State Transfer Application Programming



Interface) ¢ ojHUM 13 HAUIOIIMPEHIMMX apXITEKTYPHUX CTWIIB IS CTBOPCHHS

BeOCEpRBICIB, MO 3a0€3MeuyloTh B3aEMOJII0 MDK KIIEHTOM 1 CEpPBEpOM Uepe3

Mepexy. el maxia Oaszyernes Ha npunnunax REST, yuepme onucanux Poem

®urmiaroM vy 2000 pomi. RESTful API BukopuctoBye ctanmaaptai metogd HTTP

JUIS. ollepaliii Haj pecypcaMu, 110 POOUTH HOro MpOCTHM, MaclmITabOBaHHUM 1

HEe3aJICKHUM B1J1 IU1aT(HOpMU.

2.4.1 OcuoBHi npuninunm rest API

RESTful API 6a3yeTbest Ha KUILKOX KJIIOUOBHX IIPUHIIMIIAX:

KiieHT 1 cepBep € OKpeMUMHU KOMITOHEHTaMH, 1110 B3a€MOJTIFOTE Yepe3
Mepexy, T03BOJISIOUN PO3BUBATH iX HE3aJIekKHO;

Stateless - KoKeH 3aldT B[ KJII€HTa JI0 cepBepa MICTUTh YCIO HEOOX1IHY

iHopmariiro. CepBep He 30epirae cTaH KIIIEHTA MK 3alTATAMM;

KeiryBaHHS - BYITIOB1/I1 CEpBepa MOXKYTh KEITyBaTHCS JUIsI 3MEHITICHHS
HABAHTAXKEHHS Ta IIPUCKOPEHHS 0O0pOOKU TOBTOPHUX 3alIUTIB;
YHidpikoBanuii inTepdeiic - BUKOPUCTOBYIOThCS cTaHiapTHI MeToau HTTP
(GET, POST, PUT, DELETE) i onepaitiii HaJ pecypcaMu;
PecypcHo-opieHTOBaHA MOJIeJIb - JIaHl [IPE/ICTABIICH] SIK PECYPCH 3
yHIKaJIbHUMH 1ieHTA(1KaTtopamu (URI);

IIapoBa cucreMa - cucTeMa MOXKE CKIaJaTucs 3 KUILKOX IIapiB JUIs

PO3MOJIUTY HaBaHTa)KEHHS Ta I1JIBUIIIEHHS Oe3TeKn.

2.4.2 Haiikpamii npaktuku npoexrypanus RESTful API



JIns ctBopenns skicHoro RESTful API HeoOx1/THO TOTpUMyBaTHCST TAKUX
IPaKTUK:
Buxopucranns npasmisHUX HTTP-MeTo/11B:
o GET: orpumanns pecypcy abo KOJICKIIT,
o POST: cTBOpeHHS HOBOTO pecypcy;
o PUT: oHOBJIEHHS ICHYIOUOTO PECYPCY;
o DELETE: BunaiicHHA pecypcy;
o PATCH: yacTKOBE OHOBIIEHHS PECYPCY.
Crarycui koxu HTTP:
o 200 OK: ycminiHa onepartis;
o 201 Created: pecypc CTBOPEHO;
© 400 Bad Request: HEKOPEKTHUIA 3a11UT;
o0 404 Not Found: pecypc He 3Haii/IEHO;
© 500 Internal Server Error: nomMmuika ceppepa.
API mae moeptatu 1HGOPMATHUBHI TTOBITOMJIEHHS, HATTPUKIA/;
{
"error": {
"code": 400,
"message": "Invalid input data",
"details": [{"field": "email", "1ssue": "Email 1s required"} |
h
2.4.3 In3aiin rest API B 3acTocyHRY
byno BupinieHo, 110 3acTOCYHOK Oyjie miarpumMyBaru kiiacuunuii rest API ta

web-socket API st oOMiHy MOBIAYMIICHHSAMH B peallbHOMY Hacl. PosrsiHemo



TOJIOBHI POYTH, aBTOpU3allili, poOOTH 3 KOpHCTyBadaMH, OOMIH IOBIJIOMJICHHSIMH,

omepailli HaJl KoprcTyBadaMHu 4aTiB (TaOmuis 2.1 ta Tabmung 2.2).

Tabmuus 2.1 - Jluzaiin rest API poyty /auth

"oldPassword": str,

"newPassword": str

Url request OIIKC response
/auth/login ABTOpHU3aIis B IloBeprae gani
[POST] "password": str, 3aCTOCYHKY. KopucryBada User
"nickname": str {..}
/auth/register IloBeprae gani
[POST] "name": str, kopucTtyBada User
"nickname": str, {..}
"email": str, PeecTpartiis B
"password": str 3aCTOCYHKY.
/auth/test - ITeperipka JWT IToBeptae maH1
|GET] TOKEHY KopucryBada User
{}
/auth/password 3aMiHa TTapos ko/1 200 abo xon
[PATCH] "1d: number™":, 400+ 1py IOMMJILIL
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h
Tabmums 2.2 - JIm3aiina rest API poyTy /users
Url request body OTIHC response body
users?take=20 - OTtpumaru {data:[ mam1
&where=alice CIIUCOK KOPHUCTYBa4iB|,
&page=1 KOPHUCTYBav1B meta: {...}
[GET] } (puc 2.5)
fusers/:1d - OTpUMAaTH IloBeprae gani
|GET] KopucTyBada 110 | KopucryBada User
id {3
/users {OmIlioOHaIBHI  TIOJS |  OHOBIIOE JIaH1 IToBeprae maH1
[PATCH] KOpUCTyBaJa} cBoro npodumo | kopucrysada User
{}
/users/:1d - BUJIAJIUTHU IToBeprae gani
[DELETE] KOpHUCTYyBaJa KopucTyBada User

39

MaeMo HaACTYIIHY CTPYKTYPY JIIS 3alUTYy HariHaiii puc 2.5:
e take - KUIbKICTH ITOBEpHECHMX €lIeMEHTIB. MakcuMallbHa KUIBKICTH 50
MTYK
® page - sika cTopiHKa Oyje BijgoOpaykaTucs, 3aJICKUTh B1J[ KUIBKOCTI 110
1 113 2% s . - . .
MoTpiOHO TOBepHYTH “‘take” Ta 3araibHOI KUTBKOCTI B TaOmuil 6a3i

JaHHUX



e order - nopsii copryBanms adbo “DEST” abo “ASK™.

e include[chat] - momatu mo BiAMOBIAI 1H(OpPMAaIIO Tpo HaT (Jie 1e
MOYJIABO)

e include[messages]| - momgatu 1HGOPMAITIIO PO MOBIIOMIEHHS ( e 1
MOZKIIMBO)

e include[members| - momatu 1H(OpMAaIlIO TIPO KOPUCTYBadiB (Jie 1

MOKJTABO)

Pucynok 2.5 - Criucok kopucrysadis (User), jie iM’4 alice] Ta 3pa3ok
MeTalaHuXx JUIs rarigaii

Jlist poboru 3 uyaramMu BHKOpUCTOBYyemMo poyT /chats. Bin go3Bosie
pukoHyBath CRUD omeparii majp watamu. OTpUMyBaTH 4YaTH 3 TIAriHAIIERO,
OTPUMYBaTH OKpeMHuil 4aT 1o id, CTBOpPIOBaTH HOBWl 4aT, B SIKUf aBTOMaTHUYHO
JIOJIA€THCSL KOPUCTYBAY Ta BUAAIMTH okpemuiil gat 110 1d. Jljst Oynb-sikux orepariii
HaJ] YaTaMU KJII€HT Ma€ 3HAXO/IUTHUCS B IIbOMY 4aTi , iHaKIe oTpuMae moMuiky 403
(forbidden).

Posmstnemo m3aidiH rest API poyTiB y Tabmunsx 2.3, 2.4 st yrpaBIiHHS
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yaTaMM Ta Y4aCHUKIB YaTiB.

Tabmurms 2.3 - JIu3aiina rest API poyTy /chats

Url

request body

OIInC

response body

/chats?take=10&
include[member
s|=true&include

[messages |=true

[GET]

OTpuMaTy CIHMCOK 3
gatamu. [ligTpumye
OMITIOHANBHI quUery

messages Ta members

O0’exr data Ta meta

(puc. 2.5)

/chats/40?includ

e[members]=tru

OTpUMATH Yart 110 1d.

[lixrpumye

{chat: {1d, data, status,
chat 1id, user 1d},}

e&include[mess OMITIOHATBHI quUery
ages|=true&pag messages Ta members
e=1
[GET]
/chats {type:"private"} CTBOPEHHSI HOBOTO {
[POST] yary (0e3 "chat": {
KOPHCTYBaYiB), 3 "type":
MOKITHBICTEO "private",
TIOIAJIBIIIOTO "name": null,
JIOJaBaAHHS "id": 42
KOpUCTYBadiB }
H
/chats/:1d - BUIAJIMTH YaT IToBeprae mami
[DELETE] KopucTyBada User , 1o

BHAAJIHIIA




Tabmums 2.4 -JIuzaiin rest API poyty /members

Url

request body

OIInC

response body

/members

[POST]

{ "members": [ {
"d": 130},
"chat 1d": 262 }

JlojaTn KOpUCTyBava
J10 yara. BiaipaBHUK
IIOBUHEH OyTH caM B
IILOMY YaTl.
Iloeprae noBHy
1H(pOopMaIIiio Tpo Yar,
KOPHUCTYBa4iB Ta

ITOBIJTOMJICHHS.

{chat: messages:][...],

members: [...], }

/members

[delete]

BHUJIAJIMTH YYaCHHUKA
yara. BijpaBHuK
BHJAJICHHS IIOBHHEN

OyTH B ITbOMY 4arTi.

ko 200 abo kot

noMmiku 404

/members/:1d

[PATCH]

{ "last_read":

date}

OHoOBIIEHHS JIaHUX
1po
kopucTyBada. Hanmpuxk
JIaJ , KOJI B
OCTaHHI1i pa3

3aX0/J1MB B 4art.

IOBEpTAE TUIO 3aIUTY
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PoyT /messages (puc. 2.5) BIAIOBIIHO J03BOJISIE BIIIIPAB/ISATU, 3MIHIOBAaTH Ta

BHUOAIIATHA HOBiI[OMJ'IeHHH. OTpI/IMaTI/I HOBi,[[OMJ'IeHHH MOJKJIMBO TIJIBKH B pOYTl

/chats 3 mapamerpoM 3anuty ?include/messages|=true .

Tabmura 2.5 - JImzaita rest API poyty /messages

Url request body OIIHC response body
/messages Binnpasutu noBiiomMIcHHS
[POST] { 1o gary. [lepenaerpes id message: {
data: str, H4aTy Ta caMo user 1d: num,
chat id: num noBijioMIcHHS B “data” chat id: num,
} BiJIOBITHO. data: str,
type: “text”,
id: num,
status: sent,
created at: timestamp
¥
/messages {data: str} OHOBIIFOE 3MICT MOBEPTAE 3MICT
[PATCH] TIOB1IOMIEHHS [TOB1IOMIICHHS
/messages/:id - Bujanse moBiIoMIIEHHS T10 MOBEPTAE 3MICT
[DELETE] id. [TOB1OMIICHHS
Heo0xi1HO 3HAXOIUTHUCS B
TaTi, JIe BH/IAISEThCS
TIOB1IOMJIEHHS. MOKIIUBO
BHIIAJIITH TUIBKH CBOI
HOBLIOMJIEHHS

2.5 JIm3aiin web-socket moBijiomiieHb



(44 77

Sk Oyino 3a3HadyeHO paHiHe, UL 3aCTOCYHKIB THILY “Yar’ KpPUTUYHO
BAXIMBUM € MUTTEBUI Ta e(peKTUBHUIT OOMIH TTOBIJIOMIIEHHSIMH B peallbHOMY Yaci,
came ToMy Oyio oOpano web-socket ik ajabTepHAaTUBHUMA CIIOCIO KOMYHIKAIIl MIXK
KIIIEHTOM Ta CEPBEPOM.

Sapgsaku jexkomnosuiii cucremu Ha Controller, Service, Repository ta im.
(myukr 2.1) moxiauBo Jerko 3aminutd Controller(xracuuni http 3anmTu) na
Gateway (web-socket koMyHIKaIlis B pealbHOMY Yaci), 30epirarouu yci HeoOX1/TH1
BX1JIHI Ta BUX1IH1 TUIIN JaHUX (IYHKT 2.4).

Jlnsa pobotn web-socket monepeiHr0 HEOOX1JHO aBTOPU3YBATHUCS TI0 POYTY
/auth. Ilicis 1bOoro MAKIIOYUTUCS 110 CICLIAIBHOMY POYTYy /gateway -
BUKOPHCTOBYIOUH CIIeIialbHy 010/m0TeKy socket.io abo cremiaabHy mporpaMmy Jyist
tecryBanHs APl postman.

3amicTh KJIIacMYHHMX poyTiB B web-socket icnyrors events (11oii) (puc. 2.6 ta
puc. 2.7) , 3amicTh KiacuuHoro http 3zamuty /chats 3 meromom GET HeoOxigHO
BKa3yBaTU Yy 1011 KOHKPETHY JI1I0, IO HE € J00pOoI0 MPAKTUKOIO B IIOPIBHSAHHI 3

KrnacuuauM rest APIL.

EVENTS DESCRIPTION

ping check server ping

online send message that current user is online
chats:new create new chat. the same as /chats[POST]
chats:delete delete existing chat. the same as /chats[DELETE]

offline send message that current user is offline

Pucynok 2.6 - TabnuIis mofiii cepBepa y mporpami postman (dactusa 1).
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i members:delete delete user from chat. the same as /members[DELETE]

message:new send new message to existing chat. the same as /message[POST]
message:delete delete message from existing chat. the same as /message[DELETE]

message:patch update existing message. the same as /message[PATCH]

45

Pucynoxk 2.7 - Tabnuust ol ceppepa (4actuna 2).

2.6 BHCHOBKH /10 JAPYIOI0 PO3IiLy

Jlpyruit po3aul 30cepe/KeHn Ha MPOEeKTyBaHHI apXITEKTYpH Ta po3poOIll
TEXHIYHMX pIIICHb JUIS CTBOPEHHS BeO MecceHJpKepa, IO € KIOYOBHM ETaloM
peaii3ariii mpoeKTY.

byno geranpHo onmcaHo cTpykTypy Nest.)s IpoeKTy, BKIIOHalOud OCHOBHI
KOMITOHEHTH, TakKl SIK KOHTPOJEPH, CEPBICH Ta PEINO3UTOPli, AK1 3a0e3MmedyioTh
MOJIYJIBHICTD 1 YITKMI pO3IOAUI BIAIOBLIAIBHOCTEH Y cucremi. OcoOiuuBy yBary
upuaUIeHo po3podii 6as3u janux y PostgreSQL, jie oOrpynToBano cxemy TaOJIMIlb
JiIg e(peKTUBHOTO YIIPABIIHHS JAHUMH KOPHUCTYBaulB, YaTiB 1 TOBIJIOMJIEHB, a
Takoxk 1HTerpanii 3 Google Drive juist 30epiranns memiadailiiip, 0 po3MIUPIOC
(YHKIIOHAIBHICTE JoAaTKy. Po3risnyro npunuunu crBopenns RESTful API Tta
ausaiin WebSocket-ioBiiomiieb, skl pa3oM 3a0e3leuyIoTh SK CTaHJapTHY, TaK 1
peabHOTO Yacy KOMYHIKAIN MK KIIEHTOM 1 CEPBEPOM, BITIOBIIAI0YH Cy9aCHUM
CTaH[apTaM PO3pOOKH.

[eit po3aul  HIAKpeCIIoe BaXIJIMBICTh  KOMIUICKCHOIO — IIJXOAY  JIO
NPOEKTYBaHHS, JIEMOHCTPYIOUM, SIK OOpaHl pIllieHHsI CIHPHUSIOTH CTBOPEHHIO
MacmTaboBaHOro, O€3IEYHOr0 Ta 3PYYHOIO Y IIATPUMII MECEHIKepa, Io €

OCHOBOIO JIJIsI HOTO TIPaKTHYHOT peati3altii.
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PO311J1 3 TECTYBAHHA 3ACTOCYHKY

UuMm Oulbllie po3pOCTAcThCS HPOCKT, TUM OUIBII T'OCTPUM CTa€ IMUTAHHS

HaIMCaHHs TECTIB.

3.1 TecryBanus e2e

e PyuHe TecTyBaHHSI - Bpy4dHy liepeBipsatu caiit un API gepe3 creniaiibHy
nporpamy. Mae 3HauHUIT HEJIONIK MPH BEITUKOMY 00’€My TecT KelciB, 4
CKJIQJTHOCTI TIPOEKTIB. [/1eabHO ISt MIBUKOTO CTapTy;

® unit TeCTYBaHHS - HAIIMCAHHS CKPUIITY, IO IEPEBIPsi€ KOHKPETHI METO/IM YU
(yHKIIiIO;

e E2E TecryBaHHS - HallMCAHHS CKPUIITY, 110 I[OBHICTIO 3aIlyCKae peallbHy
nporpamy Ta 0a3y JIaHUX, Ta POOUTH NMIHUPOKUI CHEKTpP MEPeBIPOK, TECT
KeiiciB Ha poOOTOCIHPOMOKHICTEPOOOTOCIIPOMOKHICTL YCHOIO  JOJIATKY.
Baxkkuii B HandcanHi Ta [ATPUMIN , [OBUIBHIMMA (KO HE
BUKOpHcTOBYBat mock). BaximBow mepeBaroro € Te , mo el TUll
TECTYBaHHS JIa€ rapaHTilo, 1110 PealIbHU 3aCTOCYHOK HE 3JIaMa€Thesl, 1110 Jae
BIIEBHEHOCTI B JIOJlaBaHHI HOBOTro (yHKI[IOHaNa. bakaHO TOKPUTH
HalBa)KJIMBIIMHA (yHKIIoHAI e2¢ Ta unit-TecramMu;

e [HTrerpariiiiie TecTyBaHHS - TWII TECTYBaHHS, Jie TOEJHYIOThCS JIEKUTbKa
MOJIYJIIB IIPOT'PaMu, Ta MEPEBIPAETLCS B3a€MOI1 MK HUMHU.

B jmanomy mnpoekri Oyiu Hamucani €2e TECTH , SK1 IIOBHICTIO IIOKPHBAIOTh

aBTOpHM3aIlllo, aBTeHTHQIKAIII0 Ta omeparii HaJ KopucTyBadamu. llomepeaHbo



Oyiu pospoOiieHi e2e TecTH . 3allycKaeMO Yy KOHCOJ1 HacTylHy KOMaHIy Ta
OTPUMY€EMO pe3ylbTaT Ha puc. 3.1 Ta puc. 3.2:
npm run test:e2e

app.e2e-spec.ts (25.32 8)
AuthController (e2e)
/api/auth/register [POST]

/api/auth/login [POST]

/api/auth/test [GET]

/api/auth/password [PATCH]

UserController (e2e)
GET /users/*

not found 404

Pucynok 3.1 - BUB1j pe3y/brariB TecTyBaHHS €2¢ TecTyBanus (4actuna 1).

UserController (e2e)
GET /users/*

not found 484

PATCH /users/id/:id

DELETE /users/id/:id

Test Suites: 1 pa d, 1 total

Tests: , 26 total
Snapshots: @ total

Time: 25.493 s, estimated 29 s
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Pucynok 3.2 - BUB1JI pe3yJIbTariB TeCTyBaHHs e2¢ (4acTuna 2).

3.2 TecryBanusi Bed 3aCTOCYHKY Ta IHCTPYKIIII KopHCcTyBada

1. IlepeitniTe Ha rosoBHMii nomen hifps:/my-chat-react.vercel.app/ abo Ha

nokanbsHy Bepceiro localhost:3000 puc. 3.3;

Welcome Lorem ipsum =
dolor sit amet -~
consectetur adipisicing S

elit. Earum esse llat —
necessitatibusofficia.

Try now fegister

Pucynok 3.3 - 'ooBHa npuBITaJIbHa CTOPIHKA
2. Harucnicts Ha knonky “Register” (/auth/login);

3. BaemiTe HeoOX1/1HI ol B (hopMi peecTpaitii puc. 3.4 ;

2



You are new here?
& lllia
@ super_drozd

& super.drozd.2016@gmail.com

Already have account?

Submit

Pucynok 3.4 - ¢popma peecTpalili HOBOro KOpUCTyBava

. Harucuicts knonky “Submit”;

. Bac aBromaTu4Ho mepeBejie Ha CTOPIHKY aBTopu3aiiii (/auth/login);

. ®opma aBTOpHM3aIlii aBTOMAaTHYHO Oyjie 3aroBHeHa. HaTHCHITH Ha KHOTKY

“Submit”, mo06 yBiiiTH Yy ¢Biii IpodIL pUc 3.5;

Welcome! .

& super.drozd.2016@gmail.com

You are new here?

Submit

Pucynok 3.5 - cTopiHKa aBTOpH3aIii
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7. 1licns ycniminoi apropu3alii Bac IepeKUHE Ha CTOPIHKY Hpodiist

kopucTyBada /profile (puc.3.6) ;

profile 0\

& llia
@ super_drozd

® super.drozd.2016@gmail.com

Security (s

Pucynok 3.6 - yciiniia agropu3alis KOpucTyBada

8. 3a morpebu mnomiHgiiTe 1M’s, HIKHedM, nowmry, ado Hnapoib (y po3auIl
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security). Takox natucnyB Ha ¢ororpadiio odepith pororpadiio st CBoro

npodus (puc. 3.7);

€9 Update info successfully Q

Le?

& llia Drozd

@ super_drozd

® super.drozd.2016@gmail.com

Pucynok 3.7 - ycriine oHOBIICHHS MPOQLII0 KOpUCTyBada
9. HarucHiTh Ha “Oyprep MeHIO’ 3/11Ba B BEPXHBOMY KYyTY, MO0 BIIKPUTH

HaHesIb YIIpaBIiHHs Ta HAaTUCHITH Ha KHONLKY chats (puc. 3.8 Ta puc.3.9);
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profile

chats

Demo

Exit

Pucynok 3.8 - BIIKpUTE MEHIO
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chats Q

Find someone to start chat

Pucynok 3.9 - mepexij] Ha CTOPIHKY 3 ITYCTUMH YaTaMu
10. HaTucHITh Ha KHOIIKY IIOIIYKY B IIPABOMY BEPXHbOMY KYTY, Ta BBEJIITh
KOpHUCTYBaya 3 SKMM BU XOuUeTe 11o4aTH ciuIKyBaHHs. KopucTtyBadi 3
¢doTorpadissmu mpodiaro 3aBkKIH OYyTh B TOpl. 3 MpaBa B BEPXHBOMY KYTY
HallMcaHa Jiara, KoJId KopucTyBad OyB OCTaHHIA pa3 y Mepexl. SKiio
KOPHUCTYBa4 y MePeX1, TO BIIMOBIJIHO Oy/ie HAITMCaHO 3€JI€HUM KOJIOPOM

Teker “ONLINE” (puc. 3.10);

)Q

& Bob Smith
@ bobsmith
% bob@example.com

& abacaca

@ abacaca

#» abacaca@example.com

Pucynok 3.10 - criicok KOPUCTYyBadiB



11. HarucHiTh Ha sg4elKy 3 KOpPHCTyBaueM Ta Bac IECPEKUHE Ha CTOPIHKY

npodutio 3 kopucTyBadeM (/profile/bobsmith) (puc.3.11);

profile Q

Online

Bob Smith

@ bobsmith

bob@example.com

Pucynok 3.11 - onisii mpoduist KOpucTyBada

12. HartucHiTh Ha KHOTKY “‘chat”, mo0 moyatu cminkyBaHHs (puc. 3.12);

D



chats O\

No messages

send

PucyHok 3.12 - HOBHIA YaT 3 KOPUCTYyBaYEM
13. HamumnnTe mepiiMM MOBIJIOMJIEHHSI Ta HaTHCHITH Ha KHOMKY “send” (pwc.

13);

E chats Q

hello:)

Pucynoxk 3.13 - BigmpasieH1 IpuBITaIbH1 ITOBLIOMICHHS

14. SIkuio Bami CriBpO3MOBHHMK BIJIIIOBICTB, TO B OTpUMAcTe MOBLIOMIICHHS B
peallbHOMYy dacl 0Oe3 Iepe3aBaHTaKeHHS cTopinkd. lloGauuTu iHoro Bu

MOKETe Ha CTOPIHII 3 YaTaMu , abo B camomy 4ati (puc. 3.14 ta puc. 3.15);
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E chats Q

Bob Smith

How are you ?

Pucynok 3.14 - BIIOBIIbL KOPUCTYBada Ha CTOPIHIN 3 YaTaMU

E chats Q

hello?)

4 hours ago

4 hours ago
Bob Smith
g/ e
4 hours ago

How are you 7

4 hours age

Pucynok 3.15 - nmoBHe B1100OpakKeHHS 9aTy
15. Jlnst BuUjaneHHS TOBIIOMJIEHHSI HATHUCHITH TPABOI0 KHOIKOK MUII Ha
MOBIJIOMIICHHS a00 HaTHCHITH HaiblleM (Ha Tadckpidi) (puc. 3.16 Ta

puc.1.7);

P

] delete
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Pucynok 3.16 - MeH10 1151 BUJIQJICHHS

hello:)

4 hours ago

Bob Smith
hi) b 3

4 hours ago

How are you ?

4 hours ago

Pucynok - 3.17 - ycuimno BajajieHe 1oB1JIOMICHHS

16. Jlst BUjtaJieHHs 4aTy OBEPHITHCS Ha CTOPIHKY /chats 1 Tak caMO HaTUCHITh
IIPaBOIO KHOIIKOIO MHUIIII Ha 4aT, ad0 3aTUCHITh KOPUCTYBada Ha TA4CKPIH1

(puc. 3.18 Ta puc. 3.19);

Bob Smith

How ar

Oy
O

] delete g

PucyHok 3.18 - MeHI0 BH/IaJIEHHS 4aTy



chats Q

Find someone to
start chat

Pucynok 3.19 - ycuimie BHIQJICHHS 9aTy
3.3 BHCHOBKH 10 TPETHOI'0 PO3ILIY

TpeTiit po3/iin mpucBsSYeHNIT TeCTYBAaHHIO PO3POOIIEHOTO MeceH Kepa, IO €
KPUTUYHO BAXJIMBUM JUIsi 3a0e3ledeHHd HOro SKocTi, CTaOUIBHOCTI Ta
BIJITOBITHOCT]  3asIBJIEHMM BHMOTaM. bylno po3mISIHYyTO PI3HI  TIIXOAH  JI0
TECTYBaHHS, 30KpeMa py4dHe, unit-recTyBaHHs, iHTerpaimiine ta end-to-end (e2e)
TECTyBaHHS, 3 aKI[EHTOM Ha e2e TeCTH, SIKl OXOIUTIOIOTh KITFOUOB1 (PYHKITIT, TaKl K
apropu3allisi, apreHTU(IKaIls Ta YIPaBIIHHA KOpUCTyBadaMU, IM1ITBEPHKYIOUU
pane3arHicTb CUCTEMH.

HapeneHo jeTanbH1 I1HCTPYKINI JUISI KOPHMCTYBadiB MO0 BUKOPHUCTAHHS
BeO-10JIaTKy, 110 UIIOCTPYIOTh HOTO 1HTYITHMBHICTBL 1 (PYHKIIOHAJIBLHICTD, a TaKOK
pe3yiabTaTd TeCcTyBaHHS, $KI CBIA49aTh MPO YCHINIHY peai3aiild OCHOBHOTO
¢dynkuionainy. Ileit eranm poOOTH MIJKPECIUB 3HAYCHHS TECTYBAHHS Yy IIPOLEC]
PO3po0OKHU IMporpamMuoro 3adesnedeHus, 3a0e3IeUUBIIM BIICBHEHICTh Y HAAIHHOCTI

MCCCH/KEPpa Ta HOro TOTOBHOCTI J0 BHKOPHUCTaHHA. Taxkum YWHOM, MOXKHa
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BBAXXKaTW 3aBCPHICHHUM ITHKIJI pO3p06KI/I, I[OBiB]lII/I, 1o CTBOpeHI/Iﬁ IIPOTOTHII
BiI[HOBiI[aG HoCTaBICHHUM HiHﬂM 1 MOXe CIIYT'YBATH OCHOBOIO OJIA IIOJAJIBIIIOTO

BAOCKOHAJICHHS.
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BUCHOBKH

Otxe, pobora Oyma mnpucBSYeHa JIOCIKeHHIO Ta po3podi full-stack
BeO-yaTy TUIy messenger, OyB IPOBEICHUI OIVISA)[ ICHYIOYMX PIIICHb, a caMe
3acTOCyHKIB telegram, signal, discord, slack, ta 1n. byB npoBejienuii anaii3 raxysi
Ta IIOCTaBjeHE 3aBJaHHsA Ha peaizaniio BeO-dary. Po3msHyTO KIIIOYOBI
Biaminnocti MK rest APl Ta websocket komymikamielo B KII€HT-CepBepHId
apXITEeKTYpI.

Y apyromy po3aun 0yno po3nBIHYTO apXITEKTYpHI HMIJIXOAU 0 HAIUCAHHS
rest API, muzaitn rest API ta websocket poyTiB, JieTanbHU OIIISIT apXITEKTypH
06a3m jmanux B PostgreSQL, ormmsan Ttabmune users, users chats, chats, messages,
apxiTekrypa nest.js ¢peiiMBOpKY Ta HOro KIo40BUX KOMIIOHCHTIB.

Y TperhoMy po3aunl OylIM PO3MISIHYTI OCHOBHI METOJIM TECTYBaHHS
3aCTOCYHKY, a cama unit-Tectu, 1HTerpaiiini, e2¢ TeCT, iX KI040Bl BIIIMIHHOCTI.
B camomy mpoekTi OynM HamWcaHl e2e TeCTH, IO MOKPHUBAaIM aBTOPH3AIIIIO,
aRTeHTU(IKAI[II0, VYIOPaBIIHHS KOPUCTYBadaMH, a TaKoX IPOJIEMOHCTPOBaHA
pare3arHicTb BeO 3aCTOCY pyYHUM TECTYBAHHSIM.

PesyneratoM poOoTH € cipoekToBaHa Ta po3pobdieHa rest API ta web-socket
API 3acToCyHKY, YCHIIIHO 1HTErpoBaHa 3 KJIICHTOM, HanucanuM Ha React. byna
CIIpOEKTOBaHAa Ta peanizoBaHa Oa3a Janmx Ha PostgreSQL. ByB po3poOnenuii
backend 3acrocynok 3 BukopucranusMm ¢GpeldMBOpPKY nest.js 3 IHTErpaliclo 3

PostgreSQL, e2e TecTamu Ta KI1€HTOM HammicaHUM Ha 016mioTein React.
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JOJATOK A
Jlictunr ¢aitny /nest/package.json

"name": "chat-pro",
"yersion"™: "0.0.1",
"description™: "",
"author": "",

"private": true,

"license"™: "UNLICENSED",
"engines": {
"node": "22.x"
by
"scripts": {

"build": "nest build",

"format": "prettier —-write \"src/**/*.ts\" \"test/**/*.ts\"",

"start": "cross-env NODE ENV=production nest start",

"start:dev": "cross-env NODE ENV=development nest start --watch",

"start:debug": "cross—env NODE ENV=development nest start --debug
——-watch",

"start:prod": "cross-env NODE ENV=production node dist/main",

"™ Yeslint \"{src,apps, Libs, test] /xk/% s\ —=fix",

"test": "jest",

"test:watch": "jest --watch",

"test:cov": "jest --coverage",

"test:debug": "node --inspect-brk -r tsconfig-paths/register -r
ts-node/register node modules/.bin/jest --runInBand",

"test:e2e": "cross-—-env NODE ENV=development jest --config

./test/jest-e2e.json",

"t": "npm run build && npx typeorm -d
dist/config/database.config.js",

"migration:create": "npx typeorm migration:create
src/migrations/dev/%npm config name%",

"migration:generate": "npm run t —-- migration:generate
src/migrations/dev/%npm config name%",

"migration:run": "npm run t —— migration:run",

"migration:revert": "npm run t -- migration:revert",
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"L:prod": "npm run build && cross-env NODE ENV=production npx
typeorm -d dist/config/database.config.js",

"prod:migration:create": "npx typeorm migration:create
src/migrations/prod/%npm config name%",

"prod:migration:generate": "npm run t:prod -- migration:generate

src/migrations/prod/%npm config name%",

"prod:migration:run®: "apm run t:prod —— migration:rin',
"prod:migration:revert": "npm run t:prod -- migration:revert"”
ba
"dependencies": {

YAnest)s/cli®s W11 ,0 .6Y%;
"@nestjs/common”: "~11.0.1",
"@nestjs/config": "~4.0.1",
"@nestjs/core": "~11.0.1",
"@nest]s/Jwk®s P00, 0,
"@nestjs/mapped-types": "*",
"@nestjs/platform-express": "*11.0.1",
"@nestjs/platform-socket.io": "*11.0.13",
"@nestjs/typeorm™: "711.0.0",
"@nestjs/websockets"™: "~11.0.13",
"Rtypes/multer": "~1.4.12",
Yberypi e Tohed o1,
"class-transformer": "~0.5.1",
"plass—validator™s: "*0,14.1"™;
"cookie-parser": "*1.4.7",
"cross-env": "*7.0.3",
"googleapi": ""~1.0.2",
"googleapis™: "~148.0.0",
"msanl s "0 13.0",;
"muditer s "4 o5l 2",
"npm": "~11.2.0",
"pg': "Ag.14.A",
"reflect-metadata”": "*0.2.2",
Ty sy s
"typeorm": "70.3.21"

by

"devDependencies": |



by

"Raslint/eslintreWs "3 2.

YReslinl /s "e8 08,0,

O'I'I’

"Bpnestis/schenmatics: "211.0.0";

"Enestis/testingWs Y@ 11.0.
YRswe//cli®: A0 . 6.0Y,
"lswe/cora: "ol . 10.7%;

"@types/bcrypt": "+5.0.2",

1“’

"@types/cookie-parser™: "*1.4.8",

"@types/express": "~5.0.0",

"@types/jest": "*29.5.14",
"Rtypes/node": "*22.10.7",
"Qtypes/supertest": ""6.0.
YeshimtYy Y980,
"eslint-config-prettier™:
"eslint-plugin-prettier™:
Ygilobal g "*16:/0.0Y;
Hlesite N0 TS0,
"pPrettier®: "3.4.2Y,
"source-map-support": ""0.
"supertest": "7*7.0.0",
"La-peal™: TCI909 05",
"ts-loader": "79.5.2",
"Ls-node™: "°10.9.2";

2"’

0] blis L
I'I'/\5.2.2ll,

Shio Al

"tsconfig-paths": "*4.2.0",

"tyvpescript™: "°5.7.3",

"typescript-eslint"™: "78.20.0"

"jest": |

"moduleFileExtensions": [
"js",
"Jjson",
npgn
I
"rootDir":; "sre",
"testRegex": ".*\\.spec\\.
"transform": {

OB\ G CET ) ss ™ MEs=]

tS$",

est"
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JOJATOK b
Jlicrunr ¢aitny tsconfig.json

"compilerOptions": ({
"module": "commonjs",
"declaration": true;
"removeComments": true,
"emitDecoratorMetadata": true,
"experimentalDecorators": true,

"allowSyntheticDefaultImports": true,

"target": "ES2023",

"sourceMap": true,

WeontERi e M g rst,

Uhasa Ul s ar

“paths's o
WEstS SR e e/
"@package/*": ["../package/*"],

by

"incremental": true,

"skipLibCheck": true,

"strictNullChecks": true,
"forceConsistentCasingInFileNames": true,
"nelmplicitAny": false,
"strictBindCallRpply": false,
"noFallthroughCasesInSwitch": false

by

Minelude¥: [Ysme/**/*", "test/app.e2ec—spec.ts”, "test/utils.Es"]



TIOJIATOK B

Jlicrunr ¢aitry main.ts
import { NestFactory } from '@nestjs/core’

import { AppModule } from '@/app.module'’
import { LoggingInterceptor } from

'@/shared/interceptors/logging.interceptor’

import { StrictValidationPipe } from '@/shared/pipes/validation.pipe’

import { cors } from '@/config/cors.config'
import * as cookieParser from 'cookie-parser'

import { hearBeat } from './shared/utils'

import { NestExpressApplication } from '@nestjs/platform-express'

export default async function bootstrap (port: number = 3000)
const appPort = process.env.PORT ?? port
const app = await
NestFactory.create<NestExpressApplication> (AppModule)
app.use (cookieParser ())
app.enableCors (cors)
app.useGloballnterceptors (new LoggingInterceptor ())
app.useGlobalPipes (StrictValidationPipe)
app.set ('query parser', 'extended')
await app.listen (appPort) .then(() => hearBeat (1000 * 60))
console.log('App run sucessefully. \nPORT:', appPort)

return app

if (require.main === module) {

bootstrap ()

{
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Jlictuar MoxaymB mpoekTy (app.module, users.module, router.module,

TNOJIATOK T

messages.module, chats.module, auth.module)

import { ClassSerializerInterceptor, Module } from '@nestjs/common'
import { ConfigModule } from '@nestjs/config’
import { TypeOrmModule } from '@nestijs/typeorm'
import { UsersModule } from '@/modules/users/user.module’
import { databaseConfig, envFilePath } from '@/config/database.config’
import { AuthModule } from '@/modules/auth/auth.module’
import { JwtModule } from '@nestjs/jwt'
import { APP GUARD, APP INTERCEPTOR } from '@nestjs/core'
import { AuthGuard } from '@/shared/guard/auth.guard’
import { JWT SECRET } from '@/shared/constants/jwt.secret'
import { ChatsModule } from '@/modules/chats/chats.module’
import { PingController } from '@/modules/ping.controller’
import { MediaModule } from '@/modules/media/media.module’
import { MessagesModule } from './modules/messages/messages.module’
import { RouterModule } from './modules/router/router.module’
@Module ( {
imports: [

ConfigModule. forRoot ({ isGlobal: true, envFilePath }),
TypeOrmModule. forRoot (databaseConfig() ),
JwtModule.register ({

glcbal: true,

secret: JWT SECRET,

signOptions: { expiresIn: '30d' },
Dy
UsersModule,
AuthModule,
ChatsModule,
MediaModule,

MessagesModule,
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RouterModule,
14
controllers: [PingController],
providers: [
{ provide: APP GUARD, useClass: AuthGuard 1},
{ provide: APP INTERCEPTOR, useClass: ClassSerializerInterceptor

Iy

exports: [1],

b)
export class AppModule {}

//users

import { TypeOrmModule } from '@nestjs/typeorm'
import { Module } from '@nestjs/common'

import { UserController } from './user.controller'
import { UserService } from './user.service'
import { UserEntity } from './user.entity'
@Module (|

imports: [TypeOrmModule.forFeature ([UserEntity]) ],
controllers: [UserController],
providers: [UserService],
exports: [UserService],
1)
export class UsersModule {}

// router (gateway)

import { Global, Module } from '@nestjs/common'

import { UsersModule } from '../users/user.module’

import { ChatsModule } from '../chats/chats.module'

import { MessagesModule } from '../messages/messages.module’

import { UserService } from '../users/user.service'

import { MessageService } from '../messages/MessageService'

import { ChatsService } from '../chats/chats.service'

import { TypeOrmModule } from '@nestijs/typeorm'

import { ChatEntity } from '../chats/entities/chat.entity’

import { UserChatEntity } from '../chats/entities/user-chat.entity’
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import { MessageEntity } from '../messages/message.entity’
import { UserEntity } from '../users/user.entity'
import { AppGateway } from './app.gateway'
import { UserSocketManager } from './user-socket-manager.service'
import { NotificationService } from './notification.service'
@Global ()
@Module ( {
imports: [

UsersModule,

ChatsModule,

MessagesModule,

TypeOrmModule. forFeature ([ChatEntity, UserChatEntity,

MessageEntity, UserEntity]),

Iy

controllers: [],

providers: [

1y

AppGateway,
UserSocketManager,

NotificationService,

MessageService,

UserService,

ChatsService,

exports: [AppGateway, NotificationService, UserSocketManager],

b

export class RouterModule {}

// messages

import
import
import
import
import
import
import

import

{
{
{
{
{
{
{
{

Module, forwardRef } from '@nestjs/common'
TypeOrmModule } from '@nestijs/typeorm'
MessageEntity } from './message.entity'
MessagesController } from './messages.controller'
MessagesRepository } from './messages.repository'
MessageService } from './MessageService'
ChatsModule } from '../chats/chats.module'
ChatEntity } from '../chats/entities/chat.entity’
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@Module ( {
imports: [
forwardRef (() => ChatsModule),
TypeOrmModule. forFeature ( [MessageEntity,
14
controllers: [MessagesController],
providers: [MessagesRepository, MessageService, ],
exports: [MessagesRepository],

1)

export class MessagesModule {}
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ChatEntity]),

from './chats.controller'

// chats
import { Module } from '@nestjs/common'
import { TypeOrmModule } from '@nestjs/typeorm'
import { ChatsService } from './chats.service'
import { ChatEntity } from './entities/chat.entity'
import { UserChatEntity } from './entities/user-chat.entity'
import { ChatsController, MembersController }
import { ChatsRepository } from './chats.repository'
import { MessagesModule } from '../messages/messages.module’
import { UserService } from '../users/user.service'
import { UserEntity } from '../users/user.entity'
@Module ({

imports: |

MessagesModule,

TypeOrmModule. forFeature ( [ChatEntity,

UserEntity]) ,

1/

controllers: [ChatsController, MembersController],
providers: [

ChatsService,

ChatsRepository,

UserService,
I
exports:

[ChatsService, ChatsRepository],

UserChatEntity,



export class ChatsModule {}

//auth

import { Module } from '@nestjs/common’

import { AuthService } from './auth.service'

import { AuthController } from './auth.controller'

import { UsersModule } from '@/modules/users/user.module’
@Module ( {

imports: [UsersModule],
controllers: [AuthController],
providers: [AuthService],
exports: [AuthService],

1),

export class AuthModule |}
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JIOJIATOK [

Jlictuar miakmodeHnx ¢aitmp g0 Momyns auth (auth.controller, auth.dto,

auth.service)

import

BadRequestException,

{

Body,

Controller,

Get,

Post,

UseGuards,

Request as Req,

Patch,

Res,
} from '@nestjs/common'
import { AuthService }
import
import { AuthGuard } from
import { Request, Response
import { Public } from
import { CreateUserDto
import
import { UserEntity } from

from './auth.service'

{ ChangePasswordDTO, SignInDTO } from './auth.dto'

'../../shared/guard/auth.guard’

} from 'express'

'@/shared/decorators’

from Y./ auth.dio"

{ ROUTES AUTH } from '@/shared/constants/routes'

U, ./users/user.entity"”

@Controller (ROUTES AUTH.PREFIX)

export class AuthController |

constructor (private authService: AuthService) {}

@Public ()
@Post (ROUTES AUTH.POST LOGIN)

async signlIn (

]



@Bedy () signInDTO: SignInDTO,
@Res ({ passthrough: true }) response: Response,
) : Promise<{ access token?: string; user: UserEntity }> {

const { password, email, nickname } = signInDTO

if (email) return this.authService.signIn({ email }, password,
response)
if (nickname) return this.authService.signIn({ nickname 1},

password, response)

throw new BadRequestException('email or nickname must be
provided"')

}

@Public ()
@Post (ROUTES AUTH.POST REGISTER)
async register (@Body () registrationDTO: CreateUserDto) :
Promise<UserEntity> |

return this.authService.register (registrationDTO)

(UseGuards (AuthGuard)
@Patch (ROUTES AUTH.PATCH PASSWORD)
async changePassword (

@Body () changePasswordDTO: ChangePasswordDTO,

@Reg() request: Request,
) : Promise<undefined> {

return this.authService.changePassword (request. jwt.sub,
changePasswordDTO)

}

(UseGuards (AuthGuard)
@Get (ROUTES AUTH.TEST)
async test((lReqg() request: Request): Promise<UserEntity> |

return this.authService.getProfile (request) .cookies
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(@(UseGuards (AuthGuard)
@Post ('logout')

async logOut (ERes ({ passthrough: true }) res: Response):

message: string }> {

return this.authService.logOut (res)

//auth.dto

import {
IsEmail,
IsOptional,
S Giring;

IsStrongPassword,

Length,
} from 'class-validator'
import { IUser } from '@/shared/interfaces/user.interface’
import { Exclude } from 'class-transformer'

export class SignInDTO implements Partial<IUser> {
@IsOoptional ()
@IsEmail ()

email?: string

@IsOoptional ()
@Length (3, 30)

nickname?: string

@Execlude ({ toPlainOnly: true })
@Isstring()

password: string

export class CreateUserDto implements Partial<IUser> |

@Length (3, 25)

Promise<{
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name: string

@Length (3, 30)

nickname: string

@IsEmail ()

email: string

@Exclude ({ toPlainOnly: true

@IsStrongPassword (/{
minLength: 6,
minNumbers: 0,
minUppercase: 0,
minSymbols: 0,

1)

password: string

export class ChangePasswordDTO

}

@Exclude ({ toPlainOnly: true
@IssString()

oldPassword: string

@Exclude ({ toPlainOnly: true

@IsStrongPassword ({
minLength: 6,
minNumbers: 0,
minUppercase: 0,
minSymbols: 0,

1)

newPassword: string

// auth.service

import {

BadRequestException,
Injectable,

NotFoundException,
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UnauthorizedException,

} from '@nestjs/common’

import { UserService } from '@/modules/users/user.service'
import { FindOptionsWhere } from 'typeorm'

import { UserEntity } from '../users/user.entity’

import { JwtService } from '@nestjs/jwt'

import { ChangePasswordDTO, CreateUserDto } from './auth.dto'
import { compareHash, hash } from '@/shared/utils’

import { Response, Request, CookieOptions } from 'express'
@Injectable ()

export class AuthService {

isProduction: boolean

constructor(

private userService: UserService,

private jwtService: JwtService,

this.isProduction = process.env.NODE ENV === 'production'

async signlIn (

where: FindOptionsWhere<UserEntity>,

pass: string,

response: Response,
Promise<{ access token?: string; user: UserEntity }> {
const user = await this.userService.findWhere (where)

if (!(await compareHash (pass, user.password)))

throw new UnauthorizedException ('password missmatch')

console.log({ user })

const payload: IUserJdwtPayload = { sub: user.id, email: user.email

const access token = await this.jwtService.signAsync (payload)

response.cookie('access token', access token,

this.getCookieConfig())



return {
user,

access token: !!this.isProduction ? undefined : access token,

async register (createlUserDTO: CreateUserDto): Promise<UserEntity> |

await this.userService.checkUniqueFields (createlUserDTO)
const hashedPassword = await hash(createUserDTO.password)
createUserDTO.password = hashedPassword
return this.userService.usersRepository

.save (createlUserDTO)

.catch(() => {

throw new BadRequestException('Cannot create user')

1)

async changePassword (
id: number,
{ newPassword, oldPassword }: ChangePasswordDTO,
) : Promise<undefined> {
const user = await this.userService.findWhere({ id })
if (!(await compareHash (oldPassword, user.password)))
throw new UnauthorizedException ('password missmatch')

const password = await hash (newPassword)

Censi: { afficcted } = i
this.userService.usersRepository.update (id, {
password,
1)

if (!laffected) throw new NotFoundException('user not found')

async getProfile (request: Request) |

return this.userService.findWhere({ id: request.jwt.sub })



async logOut (response: Response) {
response.clearCookie ('access token', this.getCookieConfig())

return { message: 'ok' }

private getCookieConfig() |

return |
httpOnly: true,
secure: true,
sameSite: this.isProduction ? 'none' : 'lax',

} as CookieOptions



JOJATOK E
Jlicrunr Moy users (users.controller, users.entity, user.service, user.dto)

import {
Body,
Controller,
Delete,
Get,
Param,
ParselIntPipe,
Patch,
Query,
UsePipes,

} from '"@nestjs/common'

import { UserService } from './user.service'

import { UpdateUserDto } from './dto/user.dto’

import { ROUTES USER } from '@/shared/constants/routes'
import { UserEntity } from './user.entity'

import { JWT } from '@/shared/decorators'

import { PageOptionsDto } from './dto/pageOptions.dto'
@Controller (ROUTES USER.PREFIX)

export class UserController |

constructor (private UserService: UserService) {}

@Get (ROUTES USER.GET ALL USERS)
(UsePipes ()
async getlAll (BQuery () pageOptionsDto: PageOptionsDto) |
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return this.UserService.find (pageOptionsDto)

@Get (ROUTES USER.GET USER BY 1ID)
async getByID (CParam('id', ParseIntPipe) id: number) :
Promise<UserEntity> {

return this.UserService.findWhere({ id })

@Get (ROUTES USER.GET USER BY NAME)
async getByName (@Param('name') name: string): Promise<UserEntity> ({

return this.UserService.findWhere ({ name })

@Get(ROUTES_USER.GET_USER_BY_NICKNAME)
async getByNickname (EParam('nickname') nickname: sCrineg):
Promise<UserEntity> |

return this.UserService.findWhere ({ nickname })

@Get (ROUTES USER.GET USER BY EMATL)
async getByEmail (@Param('email') email: string): Promise<UserEntity> {

return this.UserService.findWhere({ email })

@Patch (ROUTES USER.PATCH USER)

async patchByID (
@Body () createUserDto: UpdateUserDto,
@JWT () jwt: IUserdwtPayload,

) : Promise<UserEntity> {

return this.UserService.updateForm(Jjwt.sub, createUserDto)

@Delete(ROUTES_USER.DELETE_USER)
async deleteByID (GParam('id', ParseIntPipe) cls number) :
Promise<UserEntity> |

return this.UserService.delete (id)
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//users.entity

import { IUser } from '"@/shared/interfaces/user.interface’

import { hashSync } from '@/shared/utils’

import { Exclude } from 'class-transformer'

import { Column, Entity, OneToMany, PrimaryGeneratedColumn } from
'typeorm'

import { UserChatEntity } from '../chats/entities/user-chat.entity'

import { MessageEntity } from '../messages/message.entity’

@Entity ('users')
export class UserEntity implements IUser {
@PrimaryGeneratedColumn ()

id: number

@OneToMany ( () => MessageEntity, (MessageEntity) => MessageEntity.user)

messages: MessageEntity][]
(lOneToMany ( () => UserChatEntity, (UserChatEntity) =>
UserChatEntity.user)

chats: UserChatEntity][]

@Column ('varchar', { length: 30 })

name: string

@Column ('varchar', { length: 30, unique: true })

nickname: string

@Column ('varchar', { length: 60, unique: true })

email: string

@Column ('boolean', { default: false })

is online: boolean

@Column ('timestamp with time Zone', { default: () =>



"CURRENT TIMESTAMP' })

online at: Date

@Exclude ({ toPlainOnly: true })

@Column ('timestamp with time zone')
created at: Date

default

{ nullable: true,

@Column ('varchar',

avatar url?: string

@Exclude ({ toPlainOnly: true })

@Column ( {
type: 'text',
default: () => {
return °'S${hashSync('Super Secret!')
by
1)
password: string
1
//users.dto
import { IsBoolean, IsEmail, IsOptional,

'class-validator'

import { IUser } from

'@/shared/interfaces/user.

s omanlids F)

A0

Isstring; Length

interftace?

export class UpdateUserDto implements Partial<IUser> |

constructor (partial: Partial<UpdateUserDto>)

Object.assign(this, partial)

@IsOptional ()
@Length (3, 25)
name?: string
@IsOptional ()
@Length (3, 30)

nickname?: string

{

}

from
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@IsOptional ()
@IsEmail ()

email?: string

@IsOptional ()
@IsBoolean ()

is online?: boolean

@IsOptional ()

avatar url?: string

}

// users.service

import { ForbiddenException, Injectable, NotFoundException

'@nestjs/common'

import { InjectRepository } from '@nestjs/typeorm'’

import { FindOptionsWhere, Repository, FindOneOptions,
'typeorm'
import TUser } from '@/shared/interfaces/user.interface'’

import UpdateUserDto } from './dto/user.dto’

import PageOptionsDte } from './dto/pageOptions.dto’

PageDto } from './dto/page.dto’

{

{
import { UserEntity } from './user.entity'

{

import {

{

import PageMetaDto } from './dto/pageMeta.dto’
interface IFindWhereOptions |

unigque?: boolean

throwOnNotFound?: boolean

options?: FindOneOptions<UserEntity>

@Injectable ()
export class UserService |
constructori
@InjectRepository (UserEntity)
readonly usersRepository: Repository<UserEntity>,

) {}

ILike

}

}

from

from
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async updateForm(id: IUser|['id'], userBody: UpdateUserDto) :
Promise<UserEntity> {
await this.findWhere({ id })
await this.checkUniqueFields (userBody)
const { affected } = await this.usersRepository.update(id, {
. .userBody,

1)

if (laffected) throw new NotFoundException('cannot update user')

return this.findWhere({ id })

async delete(id: IUser['id']): Promise<UserEntity> |
const user = await this.findWhere({ id })
const { affected } = await this.usersRepository.delete({ id:

user.id })
if (laffected) throw new NotFoundException('cannot delete user')

return user

async find (pageOptionsDto: PageOptionsDto) :
Promise<PageDto<UserEntity>> {

const { skip, take, order, where } = pageOptionsDto
const iLike = ILike( %${where}% ) ' case insensitive
const findCondition = where
? find where email or nickname 1ncludes
[{ emailil: 1Like }, { nickname: iLike }]
undefined
const [users, count] = await this.usersRepository.findAndCount ({
take,
skip,

where: findCondition,

order: { created at: order },



const pageMetaDto = new PageMetaDto ({ count: count, pageOptionsDto

return new PageDto (users, pageMetaDto)

VEa
* @param where find user by user field
* @param IFindWhereOptions default: { throwOnNotFound: true, uniqgue:
false}
* @param errorMessage

* @returns UserEntity OR Throtws error 1if user not found (by default)

*— 1f unique: true - throws error already exists
*— 1f throwOnNotFound: true - throws error not found
X

async findWhere (
where: FindOptionsWhere<UserEntity>,
{ throwOnNotFound, unique, options }: IFindWhereOptions = |
throwOnNotFound: true,
unique: false,
options: {},
by
errorMessage?: string,
) : Promise<UserEntity> {
const user = await this.usersRepository.£findOne({ where,

...options 1})

il (throwOnNotFound && 'user) throw new
NotFoundException (errorMessage)
if (unigue && user) throw new ForbiddenException (errorMessage 7?27

‘already exists’)

return user as UserEntity

/**

# @param user user from dto ur entity like
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* @returns find user with provided unique keys

* — throws an error if fields {email, nickname} already exists
A
async checkUniqueFields (user: Partial<IUser>): Promise<UserEntity[]> |
const { email, nickname } = user
const promises: Promise<UserEntity>[] = []

if (email)
promises.push (this.findWhere({ email }, { unique: true },
'email must be unigque'))
if (nickname)
promises.push (this.findWhere({ nickname }, { unique: true },

'nickname must be unique'))

return Promise.all (promises)

async toggleActivity(id: IUser['id'], isOnline: boolean) {
const updateBody: Partial<IUser> = { is online: isOnline }
if (!isOnline) updateBody.online at = new Date ()

return this.usersRepository.update({ id }, updateBody)



TOJIATOK €

Jlicrunr ¢aitmB i nariganii (page.dto, pageMeta.dto, pageOptions.dto)

import { IsArray } from 'class-validator'
import { PageMetaDto } from './pageMeta.dto'
import { PageOptionsDto } from './pageOptions.dto’

export class PageDto<T> {
@IsArray ()
readonly data: T[]

readonly meta: PageMetaDto

constructor (data: T[], meta: PageMetaDto) {
this.data = data

this.meta = meta

export const getEmptyPage = (pageOptionsDto: PageOptionsDto
PageOptionsDto ()) =>
new PageDto([], new PageMetaDto({ count: 0, pageOptionsDto }))

new
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import { PageMetaDtoParameters } from './pageMetaDtoParams.interface'

export class PageMetaDto {

readonly page: number

readonly take: number

readonly count: number

readonly pageCount: number

readonly hasPreviousPage: boolean

readonly hasNextPage: boolean

constructor ({ count, pageOptionsDto }: PageMetaDtoParameters)
this.page = pageOptionsDto.page
this.take = pageOpticonsDto.take
this.count = count
this.pageCount = Math.eeil (this.count / this.take)
this.hasPreviousPage = this.page > 1

this.hasNextPage = this.page < this.pageCount

export interface PageMetaDtoParameters |
pageOptionsDto: PageOptionsDto

count: number

import { Expose, Transform, Type } from 'class-transformer'
import { IsBoolean, 1IsIn, IsInt, IsOptional, Length, Max, Min

Y'elass=wvalidator"

{

}

from
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const order = ['DESC', 'ASC'] as const

export type OrderOptionsType = (Lypeof order) [number]

export class IncludeDTO {
@IsOptional ()
@IsBoolean ()

(Expose ({ name: 'members' })

@Transform(({ value }) => value === 'true')
user chabs?: boolean = false

@IsOptional ()

@IsBoolean ()

@Transform(({ value }) => value === 'true')
messages?: boolean = false

@IsOptional ()

@IsBoolean ()

@Transform(({ value }) => value === 'true')
user?: boolean = false

export class PageOptionsDto
@IsOptional ()
@IsIn(order)

order?: OrderOptionsType = 'DESC'
@Type ( () => Number)

@IsInt ()

@Min (1)

@IsOptional ()

page: number = 1

@Type ( () => Number)
@IsInt ()
@Min (1)



@Max (50)
@IsOpticna
take: numb

@Length (1,
@IsOpticna

where?: st

@IsOptiona
@Type (() =

include?:

get skip():

return
}
constructo

o ki) ot

a il
er = 10

30)
1()

ring

1()
> IncludeDTO)
IncludeDTO

number {

(this.page - 1)

* this.take

r(include?: InecludeDTO) {

nclude = include
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Jlicrunr moxyis chats (chats.controller, chats.service, chats.repository)

import { JWT } from '@/shared/decorators'
import {
BadRequestException,
Body,
Centrol et
Delete,
Param,
ParselIntPipe,
Patch,
Post,
Query,
} from '@nestjs/common'
import { Get } from '@nestjs/common'
import { ChatsService } from './chats.service'
import { CreateChatDTO } from './dto/create-chat.dto'
import { MembersDTO } from './dto/members.dto’
import { PageOptionsDto } from '../users/dto/pageOptions.dto’
import { UpdateMemberDTO } from './dto/update-member.dto’
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@Controller ('chats')
export class ChatsController ({

constructor (private chatsService: ChatsService) {}

(Get ()
getChats ((Query () options: PageOptionsDto, @JWT () Jwt:
IUserJwtPayload) |

return this.chatsService.getChats (options, jwt)

@Get (':id")

getChatByID (
@Param('id', ParseIntPipe) chatID: number,
@JWT () Jwt: IUserJdwtPayload,
@Query () options: PageOptionsDto,

return this.chatsService.getChatByld(chatID, options, Jjwt)

@Delete (':1id")

deleteChat (@Param('id', ParseIntPipe) id: number, GEJWT() Jwt:
IUserJwtPayload) {
if (!id) throw new BadRequestException ('param id not provided')

return this.chatsService.deleteChat(id, jwt)

@Post ()
createChat ((Body () createChatDTO: CreateChatDTO, @JWT () Jwt:
IUserJwtPayload) {

return this.chatsService.createChat (createChatDTO, jwt)

@Controller ('members')
export class MembersController |

constructor (private chatsService: ChatsService) (]}



@Patch(':id")

updateUser (
@Param('id', ParseIntPipe) chatlId: number,
@Body () updateDTC: UpdateMemberDTO,
@JWT () jwt: IUserJdwtPayload,

96

return this.chatsService.updateChat (chatId, jwt, updateDTO)

@Post ()

inviteUser ((Body () inviteDTO: MembersDTO, (@JWT () jwt: IUserJwtPayload)

return this.chatsService.inviteUser (inviteDTO, Jjwt)

@Delete(':id")

deleteUsers (
@Param('id', ParseIntPipe) userlID: number,
@Query ('chat', ParseIntPipe) chatlID: number,
@JWT () jwt: IUserdwtPayload,

console.leg({ userID, chatID })

return this.chatsService.deleteUsers ([userID], chatID,

// chats.service
import { UpdateMemberDTO } from './dto/update-member.dto';
import {

BadRequestException,

ForbiddenException,

Injectable,

NotFoundException,
} from '@nestjs/common'
import { CreateChatDTO } from './dto/create-chat.dto'
import { MembersDTO, MemberDTO } from './dto/members.dto’

Jwt)



97

import { ChatsRepository } from './chats.repository'

import { PageOptionsDteo } from '../users/dto/pageOptions.dto’

type CreateInviteList = (creatorID: number, members: MemberDTO[]) =>
MemberDTO]| ]

type MapInvitelist = Record<ChatPrivacyType, CreatelInviteList>
@Injectable ()

export class ChatsService |

constructor (private chatsRepository: ChatsRepository) {}

async createChat (chatDTO: CreateChatDTO, jwt: IUserJdwtPayload) |

const role: UserRoleType = chatDTO.type === 'private' ? 'member'
'admin'

const dto = { id: jwt.sub, role }

const [chat, members] = await this.chatsRepository.transaction (|

async (repoc) => repo.createChat (chatDTO),
async (repo, [newChat]) => repo.inviteUsers (newChat.id,

[dto]),

1)

refuren { chal 3}

/*** get all chats where user exists */
async getChats (options: PageOptionsDto, jwi: IUserJwtPayload) |
const chatIds = await this.chatsRepository.getUserChatsIds (jwt)

if (!'options.include) return { chats: chatlIds }
const chats = await this.chatsRepository.getChats (chatlIds,
options)
return { chats }

async getChatById(id: number, options: PageOptionsDto, jwt:
IUserJwtPayload) |
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const [chat] = await this.chatsRepcsitory.getChats([id], options)
if (!chat?.id) throw new NotFoundException('chat not found')
const userInChat = chat.members?.data.find(({ wuser id }) =>
user id ——— jwk.sub)
if (!userInChat) throw new ForbiddenException('acess denied')
return { chat }

async updateChat(chatlId: number, Jjwt: IUserdwtPayload, memberBody:
UpdateMemberDTO) |
const res = await this.chatsRepository.updateMemberInChat (chatId,
Jjwt.sub, memberBody)

return res

async inviteUser (inviteDTO: MembersDTO, jwt: IUserJwtPayload) |

await this.chatsRepository.getUserInChatOrFail (jwt.sub,

inviteDTO.chat id)

awalt this.chatsRepository.inviteUsers (inviteDTO.chat id,

inviteDTO.members)

const chat = await this.chatsRepository.getChats (
[inviteDTO.chat id],

new PageOptionsDto({ user chats: true, messages: true }),
)
refuren { chal 3}
1
async deleteUsers (users: number (], chatID: number, Jwt:
IUserJwtPayload) |
CONsSkt { chalk; Je LUSET } - await

this.chatsRepository.getUserInChatOrFail (jwt.sub, chatID)

const affected = awailt this.chatsRepository.deleteUsers (users,
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chatlID)

return { affected }

async deleteChat (chatTD: number, jwt: IUserdwtPayload) |
const user = await

this.chatsRepository.getUserInChatOrFail (jwt.sub, chatID)

if (user.chat.type === 'public' && user.role !== 'admin')

throw new ForbiddenException('public: user must be admin')
const { affected } = await this.chatsRepository.deleteChat (chatID)

if (affected !== 1) throw new NotFoundException('Cannot delete

chat')
return { affected }

1

//chats.repository
import UpdateMemberDTO } from './dto/update-member.dto’
import PageOptionsDte } from './../users/dto/pageOptions.dto’

import ChatEntity } from './entities/chat.entity'

{
{
import { FindOptionsRelations, In, Repository } from 'typeorm'
{
import {

BadRequestException,

ConflictException,

Injectable,

NotFoundException,

} from '@nestjs/common'

import { InjectRepository } from '@Gnestjs/typeorm'

import { UserChatEntity } from './entities/user-chat.entity'
import { CreateChatDTO } from './dto/create-chat.dto'

import { MemberDTO } from './dto/members.dto'

import { PageMetaDto } from '../users/dto/pageMeta.dto’
import { PageDto } from '../users/dto/page.dto’

import { convertToUserChatEntity, GetChatsResponse, selectChats |} from



100

v /atils

import { NotificationService } from '../router/notification.service'

@Injectable ()
export class ChatsRepository {
consibructemri(
@InjectRepository (ChatEntity)
private readonly chats: Repository<ChatEntity>,

@InjectRepository (UserChatEntity)
private readonly members: Repository<UserChatEntity>,

private notification: NotificationService,

nrivate yocket s llserSocketManage:?

128001 cdl LE o L = I ' S CAcLibalidycl ,

async createChat({ ...chat }: CreateChatDTO): Promise<ChatEntity> {

return this.chats.save (chat)

async getUserInChatOrFail (
userID: number,
chatID: number,
include?: FindOptionsRelations<UserChatEntity>,

role?: UserRoleType]|],

const relations = include ?? { chat: true }
const user = await this.members.findOne ({
where: {

user id: userID,
chat id: chatID,
.(role && { role: In(role) }),
o

relations,
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if (!user) throw new NotFoundException ('user or chat not found')

return user as Required<Omit<UserChatEntity, 'user'>>

async getUserChatsIds (jwt: IUserJdwtPayload): Promise<number[]> {
return this.members
.£ind ({

select: { chat id: true },

where: { user id: jwt.sub },
b
.then((res) => res.map(({ chat id }) => chat id))
}
async inviteUsers (chatID: number, members: MemberDTO[]) |
const usersTolnvite = convertToUserChatEntity (members, chatID)

console.log({ usersToInvite })

const insert = await this.members.insert(usersTolnvite) .catech( ()
=> |
throw new ConflictException('fail: user exists in chat or not
Eoumnd®)
b)
const 1dsUsersTolInvite = usersTolInvite.map(({ user id }) =>
user id)
this.notification.notifyNewChat (chatID, idsUsersTolInvite)
return insert.identifiers
}
async deleteChat (chatID: number) {
const deleteRes = await this.chats.delete({ id: chatID }) .eatech( ()
= |

throw new NotFoundException('fail to delete chat')



this.notification.notifyDeleteChat (chatID)

return deleteRes

async deleteUsers(ids: number[], chatId: number) {
const { affected } = await this.members
.delete({ user id: In(ids); chat id: chatrtd })
.catch(() => {

throw new NotFoundException('fail to remove user from

chat')
1)
if (laffected) throw new NotFoundException('user not found')
this.notification.notifyDeleteToMembers (chatId, ids)
return affected
1
/**% utility method for find all chats with pagination of members and
chats*/

async getChats(ids: number[], pageOptionsDto: PageOptionsDto):
Promise<GetChatsResponse[]> |
if (!ids.length) return []

const raw = selectChats(ids, pageOptionsDto)
const query: Array<ChatEntity> = await
this.chats.query(raw) .catech((err) => {

console.log(err)

throw new BadRequestException('fail to get chats with

messages')

1)

const chats = query.map(({ messages, users chats, ...chat }) => {

const res: any = { ...chat }
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messages = messages 27?7 []

usersichatsE=Nilsons iahaizsi e [

if (pageOptionsDto.include?.messages) {

const count = chat.total messages

{ count, pageOptionsDto }

const messagesMeta = new PageMetaDto (metaProps)

res.messages = new PageDto (messages, messagesMeta)

const metaProps =

if (pageOptionsDto.include?.user chats) {

const count = chat.total members

const metaProps = { count, pageOptionsDto }

const membersMeta = new PageMetaDto (metaProps)

new PageDto (users chats, membersMeta)

res.members =

return res

}) as GetChatsResponse]]

return chats

async getInChatMemberIds (chatID: number) {

return this.members.£find(({

~= - Tr17¢ I
LT e ’

ecEs i Hser Lae

where: { chat id: chatID },

async updateMemberInChat (chatId: number, userId: number,

UpdateMemberDTO) |
if (updateBody.last read) updateBody.last read chat =

const updateRes = awalit this.members

.update (
{ chat id: chatId, user id: userId },

= new Date ()

103

updateBody:
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role: 'member',
last read chat: new Date(),
be
)
.catech( (err) => {
console.log('error in update member', err)
throw new NotFoundException ('not found')

1)

if (updateBody.last read chat) {
}

return updateRes

/*** 1f one of call backs fails it roll back all queries
** also provide array with awaited results */
async transaction<T extends any[]>(operations: OperationsTuple<T>):
Promise<T> |
const gqueryRunner =
this.chats.manager.connection.createQueryRunner ()
await gueryRunner.connect ()
await gueryRunner.startTransaction ()
try {
const chats = queryRunner.manager.getRepository (ChatEntity)
const members =
qgueryRunner.manager .getRepository (UserChatEntity)
const transactionalRepository = new ChatsRepository (
chats,
members,
Ehis.noti ficakiot,

MNAS 5 SQEICEE,

const results: any[] = []

for (const operation of operations) {



const result = await operation(transactionalRepository,
results)
results.push (result)
}
await queryRunner.commitTransaction ()

roiurny cesulits) as T dibe veasic, as 1IVpeSeripl inlers :F 35

} catch (error) {
await queryRunner.rollbackTransaction()
throw error

} finally {

awalt gqueryRunner.release ()

type Operation<T> = (repo: ChatsRepository, results: any[]) => Promise<T>

rid 1 per 15, Mapping C« 3 tupie g el 20 IR N i) { £

type OperationsTuple<T extends any[]> = {
[K in keyof T]: Operation<T[K]>

Jlictunr ¢aiimB Mojyias messages (messages.controller, messages.service,

messages.service)

import { Body, Controller, Delete, Param, ParseIntPipe, Patch, Post } from
'"@nestjs/common'
import MessageService } from './MessageService'

import

{

import { JWT } from '@/shared/decorators'
{ CreateMessageDTO } from './dto/create-message.dto’
{

import

UpdateMessageDTO } from './dto/update-message.dto’

@Controller ('messages')

export class MessagesController {
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constructor (private messageService: MessageService) |}

@Post ()
sendMessage (@Body () createMessageDTO: CreateMessageDTO, (@JWT() Jjwt:
IUserJwtPayload) {

return this.messageService.sendMessage (createMessageDTO, jwh)

@Patch(':id"'")

updateMessage (
@Param('id', ParseIntPipe) messagelD: number,
@Body () updateMessageDTO: UpdateMessageDTO,
@JWT () Jwt: IUserJdwtPayload,

return this.messageService.updateMessage (messagelD,
updateMessageDTO, Jjwt)
}

@Delete (':1id")
deleteMessage (lParam('id', ParseIntPipe) chatID: number, G@JWT() Jjwt:
IUserJwtPayload) {

return this.messageService.deleteMessage (chatID, jwt)

//messages.service

import { NotificationService } from './../router/notification.service';
import { ForbiddenException, Injectable } from '@nestjs/common'

import { MessagesRepository } from './messages.repository'

import { ChatsRepository } from '../chats/chats.repository'

import { CreateMessageDTO } from './dto/create-message.dto'

import { UpdateMessageDTO } from './dto/update-message.dto'

@Injectable ()
export class MessageService |
constructor|

private messageRepository: MessagesRepository,
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private chatRepository: ChatsRepository,
private notification: NotificationService

) {1}

async sendMessage (createMessageDTO: CreateMessageDTO, Jjwt:
IUserJwtPayload) |
await this.chatRepository.getUserInChatOrFail (jwt.sub,
createMessageDTO.chat id, {})

createMessageDTO.user id = jwt.sub
const message = await

this.messageRepository.sendMessage (createMessageDTO)

this.notification.notifyNewMessage (message.chat id, message)

return { messadge }

async updateMessage (
messagelD: number,
updateMessageDTO: UpdateMessageDTO,
jwt: IUserJdJwtPayload,

const message - await
this.messageRepository.getMessageByIdOrFail (messagelD)
if (message.user id !== jwtC.sub)

throw new ForbiddenException ('cannot patch not own messages')

const patchResponse = await

this.messageRepository.patchMessage (messagelD, updateMessageDTO)

this.notification.notifyPatchMessage (message.chat id,

patchResponse)

return { message: patchResponse |}
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async deleteMessage (messagelD: number, jwt: IUserJwtPayload) |
const message = await

this.messageRepository.getMessageByIdOrFail (messagelD)

i (jwt.sub | == message.user id) throw new

ForbiddenException('access denied')

const { affected } = await

this.messageRepository.deleteMessage (message.id)
this.notification.notifyDeleteMessage (message.chat id, message)

return { affected }

//messages.repository
import { PageDto } from './../users/dto/page.dto’
import { PageOptionsDto } from '../users/dto/pageOptions.dto’
import { FindOptionsRelations, FindOptionsWhere, Iy QueryBuilder,
Repository } from 'typeorm'
import {
ConflictException,
Injectable,
NotFoundException,
} from '@nestjs/common'
import InjectRepository } from '@nestjs/tLypeorm’
import PageMetaDto } from '../users/dto/pageMeta.dto’
import CreateMessageDTO } from './dto/create-message.dto'

UpdateMessageDTO } from './dto/update-message.dto'

{

{
import { MessageEntity } from './message.entity'

{

import {

{

ChatEntity } from '../chats/entities/chat.entity’

import

@Injectable ()
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export class MessagesRepository {

conshructemri

@InjectRepository (MessageEntity)

private readonly messages:

Repository<MessageEntity>,
) {1}

async getMessagesByChatID (chatID: number, pageOptionsDto:
PageOptionsDto) {
const { skip, take, order } = pageOptionsDto

const [chats, count] =

awalit this.messages.findAndCount ({
skip,

take,

order: { created at: order },

where: { chat id: chatID },
b

const pageMetaDataDTO =

new PageMetaDto({ count: count,
pageOptionsDto })

return new PageDto(chats, pageMetaDataDTO)

async getMessageByIdOrFail (messagelD:

FindOptionsRelations<MessageEntity>) |

await this.messages.findOne({ where: { id:
messagelID }, relations })

number, relations?:

const message =

if (!message) throw new NotFoundException('Message not found')
return message

async sendMessage (message:

CreateMessageDTO | CreateMessageDTO[]) ({
const { generatedMaps } i
this.messages.insert (message) .cateh(() => {
throw new ConflictException('chat or user not found')
1)
const maps = { ...generatedMaps|[0], Aels

Number (generatedMaps[0] .1id) }
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return { ...message, ...maps } as MessageEntity

}

async patchMessage (id:
await this.messages.update(id, body) .ecatch( ()

number, body: UpdateMessageDTO) {
const res = => |

throw new NotFoundException('fail to update message')

...body, ...res.rawl[0] }

const response = { id,
return response as Partial<MessageEntity>

async deleteMessage (messagelD: number | number[]) |

return await this.messages.delete (messagelD) .cateh(() => |

throw new NotFoundException ('chat not found')

JOJATOK 3
Jlictuar ¢aitmB Moy router (gateway), 10 BIAIIOBIIAE 3a IJIKITIOYEHHS

J10 websocket, yrpapiaiHHs KIMHATaMH Ta OTPUMAHHS/BIIIPABICHHS 10B1OMIICHD

B peaJbHOMY Yacl.



Jlicrunr (aitinB app.gateway, user-socket-manager-service,

notification.service.

import {
WebSocketGateway,
WebSocketServer,
SubscribeMessage,
MessageBody,
ConnectedSocket,

} from '@nestjs/websockets'

import { Server, Socket } from 'socket.io'

import { Logger, Injectable } from '@nestjs/common'

import { BaseGateway |} from './base.gateway'

import { UserSocketManager } from './user-socket-manager.service'
import { NotificationService } from './notification.service'
import { cors } from '@/config/cors.config’ Update path
import { ChatsRepository } from '../chats/chats.repository'
import { UserService } from '../users/user.service'

@WebSocketGateway ( {
namespace: 'users',
coEsE {l SLaLcors! b
b
@Injectable () / Gateways are NestdJS providers
export class AppGateway extends BaseGateway |
@WebSocketServer ()

private server!: Server NestJS injects the server instance

private readonly logger = new Logger (AppGateway.name)

constructor (
private readonly userSocketManager: UserSocketManager,
private readonly notificationService: NotificationService,
private readonly chatsRepository: ChatsRepository,

private readonly usersRepository: UserService,

super ('APP GATEWAY') Name for BaseGateway's logging

111
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afterInit(server: Server) |

2] ] bas lass method
/ d S 1dass MmMernoa

super.afterInit (server) " Call
this.notificationService.initialize(this.server)

Provide serve

this.logger.log('AppGateway initialized and NotificationService

linked. ")
}

clionls Socket) :

async handleConnection (@ConnectedSocket ()

Promise<void> |
this.logger.debug( Socket ${client.id} attempting to connect.’)

await super.handleConnection(client)

const jwt =

if (!jwt?.sub) {
= ‘Socket ${client.id} connection refused:

const log =

Authentication failed or no user ID.°
this.logger.warn (log)

client.disconnect (true)

return

const userId = jwt.sub

this.userSocketManager.registerUser (userld,
(Socket S$S{client.id})

client)

this.logger.log( User S${userld} connected

successfully. )

const chatIds = await this.chatsRepository.getUserChatsIds (jwt)

=
i
}

const roomIdsToJoin = chatIds.map((id) => "room ${id} ")

IsTodoin.length > 0)

T foom T L
i Lol Us L JUvl

awailt this.userSocketManager.joinRooms (userld,
S{userId} Jjoined initial zrooms:

roomIdsToJdoin)

this.logger.log( User

S${roomIdsTodoin.jein(", ")}.")



‘_‘?n) 1L

this.broadcastOnlineStatusToRooms (roomIdsTodoin,

this.userSocketManager.logState ()

userld, true)

async handleDisconnect (@ConnectedSocket () client:

Promise<any> |

const userId = (await super.handleDisconnect(clie

if (luserlId) {

this.logger.warn( Socket S${client.id} disconnected without a

clear User ID. )

return

this.logger.log( User ${userId} (Sock

disconnecting. ')

nt)) .sub

Socket) :

et S${client.id})

const roomsUserWasIn

this.userSocketManager.getRoomsForUser (userid)

this.userSocketManager.unregisterUser (userid)

const log = "User ${userId} was in rooms: ${roomsUserWasIn.jein(',

'Y}. Broadcasting offline status.’

/**

this.logger.log (log)

this.broadcastOnlineStatusToRooms (roomsUserWasIn,

this.userSocketManager.logState ()

userld,

false)

113
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* Broadcasts the online status to a list of specified rooms.
* @param roomlIds The IDs of the rooms to notify.
* @param actingUserlId The user ID whose status change triggered this
broadcast.
* @param isOnline Indicates 1if the acting user 1s now online or
offline.
o/
private broadcastOnlineStatusToRooms (
roomlIds: stringl[],
actingUserId: number,
isOnline: boolean,
) s wold |

this.usersRepository.toggleActivity (actingUserId, isCnline)

this.notificationService.notifyUserStatus (roomlIds, actingUserId,
isOnline)

}

a0 5 f a client subscri Tt . 1 fi

Example of a client subscribing to a specific chat room dynamically
@SubscribeMessage ('chats:join'")
async handleJoinChat (
@ConnectedSocket () client: Socket,
@MessageBody () data: { chatId: number | string },
) : Promise<{ status: string; message: string }> {

client.handshake.auth.sub
‘room ${data.chatId}"”

const userId

const roomId

await this.userSocketManager.joinRoom(userId, roomId)

this.logger.leog( User S${userlId} subscribed to ${roomId} ")

Notify everyone 1n that room about the updated online

this.broadcastOnlineStatusToRooms ( [roomId], userId, true)

return { status: 'success', message: Joined ${roomId}  }



// user-socket-manager.service
import { Injectable, Logger } from '@nestjs/common'

import { Socket } from 'socket.io'

@Injectable ()
export class UserSocketManager |

private readonly logger = new Logger (UserSocketManager.name)

lap<userId (number), Socket 1Instance>

private connectedUsers: Map<number, Socket> = new Map()

Map<roomld (string), Set<userId (number)>>

private roomSubscriptions: Map<string, Set<number>> = new Map ()

registerUser (userId: number, client: Socket): void {

already connected wilitn an ol SsocKket disconnect 1l

const existingSocket = this.connectedUsers.get (userlId)
if (existingSocket && existingSocket.id !== client.id) ({
this.logger.warn (
‘User S${userlId} reconnected with new socket ${client.id},
old socket ${existingSocket.id} will be implicitly disconnected or managed

by socket.io. ,

)

1
this.connectedUsers.set (userlId, client)
this.logger.log( User registered: S{userId}, Socket 1ID:
Sdiclienmi. 1d} )
)

unregisterUser (userld: number): Socket | undefined {
const client = this.connectedUsers.get (userlId)
if (client) {
this.connectedUsers.delete (userId)
this.logger.log( User unregistered: S${userId}, Socket ID:
S{client.id} ")
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this.roomSubscriptions.forEach( (userIidsInRoom, roomId) => {
if (userIdsInRoom.has (userId)) {
userIdsInRoom.delete (userlId)
this.logger.leg(

"User ${userlId} removed from internal room

subscription: ${roomId} ",
)
if (userIdsInRoom.size === 0) {
this.roomSubscriptions.delete (roomId)

this.logger.log( Internal room ${roomId} deleted

(empty) . )

1)
belisel
this.logger.warn (
"Attempted to unregister non-existent or already
unregistered user: ${userId} ,
)
1

return client

async joinRoom(userId: number, roomId: string): Promise<boolean> {
const client = this.connectedUsers.get (userId)
if (Lelient) o
this.logger.error( Cannot join room ${roomlId}: User S${userId}
not connected. ')

return false

if (!this.roomSubscriptions.has (roomId)) ({
this.roomSubscriptions.set (roomId, new Set())

1
this.roomSubscriptions.get (roomId) ! .add(userId)

await client.jein(roomiId) // Actual Socket.IO join
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this.logger.log(
‘User S${userlId} (Socket ${client.id}) Jjoined Socket.IO room

${roomId}. Client rooms: ${Array.from(client.rooms)} ",

)

return true

async joinRooms (userId: number, roomIds: string[]): Promise<void> {
for (const roomId of roomIds) {

await this.joinRoom(userId, roomId)

async leaveRoom (userId: number, roomId: string): Promise<boolean> {

const client = this.connectedUsers.get (userld)
Client mig be null if unregisterUser was called first during
o nnect
if (client && client.connected && client.rooms.has (roomId)) {

L WS TeRT Jis

await client.leave (roomId)

this.logger.log
‘User S${userId} (Socket S{client.id}) left Socket.IO room

$S{roomlId}. Client rooms: ${Array.from(client.rooms)} ",

)
} else 1if (client) {

this.logger.log(
“User ${userld} (Socket ${client.id}) was not in Socket.IO

room ${roomId} to leave, or already disconnected. ,

)

const room = this.roomSubscriptions.get (roomId)
if (room) {
room.delete (userId)
this.logger.log( User S{userId} removed from internal room
subscription: S${roomId} ")

if (room.size === 0) {
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this.roomSubscriptions.delete (roomlid)

this.logger.log( Internal room ${roomId} deleted

(empty) . ")
}

return true

async leaveRooms (userId: number, roomlIds: string[]): Promise<void> {
for (const roomId of roomlIds) {

await this.leaveRoom(userlId, roomId)

getSocketByUserlId (userId: number): Socket | undefined {

return this.connectedUsers.get (userId)

getUserIdsInRoom (roomlId: string): number[] {

return Array.from(this.roomSubscriptions.get(roomId) || [])
1

Utility to get all rooms a user 1s 1lnternally subscribed t
getRoomsForUser (userld: number): string[] {

const rooms: string[] = []

this.roomSubscriptions. forEach( (users, roomId) => {
if (users.has(userId)) {

rooms .push (roomId)

1)

return rooms

aget all unicue uUsers across a list £ FOOmS
iz S across @ li1slt oI rooms

getAllUserIdsInMultipleRooms (roomIds: string[]): number[] {
const uniqueUserIds = new Set<number:> ()

for (const roomId of roomIds) {
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const usersInRoom = this.roomSubscriptions.get(roomId)
if (usersInRoom) {

usersInRoom. forEach ( (userId) => uniqueUserIds.add(userId))

}

return Array.from(unigqueUserIds)

logState () : void {

For debuggling
this.logger.debug( Connected Users:
S{Array.from(this.connectedUsers.keys())} )
const roomSubs: Record<string, number[]> = {}
this.roomSubscriptions.forEach((value, key) => {
roomSubs[key] = Array.from(value)
1)
this.logger.debug ( Room Subscriptions:
${JSON.stringify (roomSubs) } )

}

// notification.service
import { Injectable, InternalServerErrorException, Logger } from

'"@nestjs/common'

import { Server } from 'socket.io'

import { UserSocketManager } from './user-socket-manager.service'
import { MessageEntity } from '../messages/message.entity’
@Injectable ()

export class NotificationService {
private readonly logger = new Logger (NotificationService.name)

private server!: Server Tnitialized by AppGateway

constructor (private readonly socket: UserSocketManager) {}

initialize (server: Server): void {

this.server = server



this.logger.leg('NotificationService initialized with Socket.IO
Server instance.')

}

async notifyNewChat (chatId: number, usersTolInvite: number[]) {

const roomId = ‘room ${chatId}"

const promisesTodJoin = usersTolnvite.map(async (id) =>
this.socket.joinRoom(id, roomId))

wait 1ntil alil i
wall INEC1TYE alid JOol1r]

await Promise.all (promisesToJoin)

this.emitToRooem (roomlId, 'chats:new', { chat: chatId })

tify and leave all members of this cha
notifyDeleteChat (chatId: number) {
const roomId = "room ${chatId}"”
this.emitToRoom (roomlId, 'chats:delete', chatId)
const connected = this.socket.getUserIdsInRoom (roomId)

connected. forEach((id) => this.socket.leaveRoom(id, roomId))

L1TY ana aelelre given SOCKeLs 1T C

notifyDeleteToMembers (chatTd: number, usersToDelete: number[]) {

const roomId = "room ${chatId}"”

usersToDelete.forEach( (id) => {
const messageBody = { removedUser: id, chatid }
this.emitToRoom (roomId, 'members:delete', messageBody)
this.socket.leaveRoom(id, roomId)

1)

notifyUserStatus (roomIds: string[], actingUserId: number, isOnline:

boolean) {
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this.logger.debug (

"Broadcasting online status for user ${actingUserId} (conline:
${isOnline}) to rooms: ${roomIds.jein(', ')},
)
const event = isOnline ? "online'! : 'offline'
this.broadecastTolListOfRooms (roomlIds, event, (roomId) => {

const usersInThisRoom = this.socket.getUserIdsInRoom (roomId)

return isOnline ? usersInThisRoom : actingUserId

notifyNewMessage (chatId: number, message: MessageEntity) |

this.emitToRoom( room ${chatId}’, 'message:new', { message })

notifyDeleteMessage (chatId: number, message: MessageEntity) |

this.emitToRoom( room ${chatId}’, 'message:delete', { message })

notifyPatchMessage (chatId: number, message: Partial<MessageEntity>) |

this.emitToRoom( room ${chatlId} , 'message:patch', { message })

private emitToUser (userlId: number, event: string, data: any): boolean

this.isInitialized()

const clientSocket = this.socket.getSocketByUserId (userld)
if (clientSocket && clientSocket.connected) {
clientSocket.emit (event, data)
this.logger.log
‘Emitted event 'S{event}' to user ${userId} (Socket
${clientSocket.id}) °,
)

return true
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this.logger.warn (
"Failed to emit event '"${event}': User ${userlId} not connected
or socket not found. ,

)

return false

private emitToUsers (userlIds: number[], event: string, data: any): void

this.isInitialized()

userlds.forEach( (userId) => this.emitToUser (userld, event, data))

private emitToRoom(roomId: string, event: string, data: any,
exceptSocketId?: string): veoid {

this.isInitialized()

let emitter = this.server.to(roomId)
if (exceptSocketId) |
emitter = emitter.except (exceptSocketId)
}
emitter.emit (event, data)
this.logger.log(
"Emitted event '${event}' to room ${roomId}  +

(exceptSocketId ? ~ (except ${exceptSocketId}) : '"),

private broadcastToListOfRooms (

roomIds: stringl[],

event: string,

dataFactory: (roomId: string) => any,
Vi wodd |

this.isInitialized()

for (const roomId of roomlIds) {

const eventData = dataFactory (roomId)



123

this.server.to(roomlId) .emit (event, eventData)
this.logger.log( Broadcasted event '${event}' to room
S${roomId} )
t

private isInitialized(): boolean {
if (!this.server) {
this.logger.error('Server not initialized in
NotificationService.')
throw new InternalServerErrorException('Server not initialized
in NotificationService.')
}

return true



