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SOLVING SECURITY ISSUES IN IOT SYSTEMS

IoT is a network concept that plays one of the key roles in today's technological
environment, providing the ability to connect devices, allowing the exchange of data.

Thanks to artificial intelligence and pre-programmed decisions, machines can make
autonomous decisions without human intervention. This feature helps improve performance
and reduce event response time. An example is the "Smart House" figure 1. "Smart House",
like all other Internet 10T things, greatly simplifies human life. For example, having a house
with this function, we can program the air temperature, turning on the light, turning on the
kettle while being far from the house.

Wide implementation of such systems takes place in the organization of automated
heating and air conditioning control systems in the "smart house™ [1-3]. The application of
such systems also takes place in the orientation [4]. Algorithms for decision-making are
described in [5].

Figure 1 — a visual scheme of the ""Smart House™ system

But despite all the conveniences of the 10T system, there are many security issues:

- high initial costs;

- installation and maintenance;

- user safety;

- compatibility of systems.

The first question arises because of significant financial costs. Installation of video
cameras, sensors, program development, hardware and control systems are beyond the reach
of people with an average income. The solution will be the provision of subsidies, tax and
government programs for small businesses and enterprises. Or the option to rent loT
equipment, which reduces the high initial costs.

The second issue arises due to the fact that the equipment requires adjustment, constant
technical support and timely updates. All this increases costs and effort. The solution to this
issue will be an intuitive interface and service automation. Therefore, a simple and user-
friendly interface will be understandable to users who do not have special technical skills or
knowledge, which significantly reduces maintenance costs. Also, using a system with
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automatic software updates and self-calibrating sensors can reduce the need for regular
system intervention.

The third issue is user security. If 10T elements are not properly protected from
tampering with robust algorithms, such systems will do more harm than good, providing
cybercriminals with a loophole to undermine information security. Since things with built-in
computers store a lot of information about their owner, in particular, they can know their
exact location. To ensure security, it is necessary to develop standardized solutions using
reliable encryption methods that will guarantee the protection of data from intruders.

The last problem, in my opinion, is the compatibility of the system. During the
implementation of the project, there may be a resonance of systems with the integration of
equipment from several manufacturers using different standards and protocols. The solution
to the problem will be the use of open protocols and standards, the choice of equipment from
those manufacturers that offer support for many standards, protocols and guarantees of
compatibility with other devices.
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