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PE®EPAT

[losicHioBasibHA 3amucka KBamidikaiiiHoi poOOTH Marictpa Ha TeMy
«Mexani3mu 3a0e3neueHHs Ki0epOe3neky B opraHax myOJ1yHOTO YIPaBIIHHSI.

61 cTop., 40 BUKOpUCTAHUX JxKEpel, 9 puc.

3ABE3IIEYEHHA KIBEPBE3IIEKN, KIBEPBE3IIEKA,
KIBEP3JIOUMHHICTD, KIGEPIUIIUI' YHCTBO, KIGEPTEPOPU3M, ITYBJIIUYHE
YIIPABJIIHHA, MICLIEBE CAMOBPAIYBAHHA, THOOPMAIIIIMHI
PECYPCH.

OOG’eKkT JHOCHIIKEHHS — TIpoIleC oOpraHizamii 3a0e3redeHHs KibepOe3mneku
iHpopMaliitHux pecypciB Ta cdepud iX 3aCTOCYBaHHS B OpraHax MyOJIIYHOTO
YIPaBIiHHS Ta MICLIEBOTO CAMOBPSITyBaHHSI.

[Ipenmer pocnimkeHHss — 3a0e3neueHHs KibepOesneku 1H(OpMaLiitHuX
pecypciB.

Merta nocnimxkeHHs: — 3a0e3nedyeHHs KioepOe3neku iHQopMaliiiHuX pecypciB
OpraHiB MyOJIIYHOTO YIpPaBIiHHS Ta MICIEBOTO CaMOBpPsIyBaHHS, a caMe€ YacTKOBa
aBTOMAaTH3allisl, CTBOPEHHSI MPOMO3UIIN Ta TMEPHeKTUBUM BUKOHAHHS 3aBJIaHHS
Ki0epOe3MneKku B JaHUX OpraHax.

VY mepmoMy po3auti JOCHIIKYIHOThCS TUTAaHHS KiOEpHETUYHOT O€3MeKu B
nyOJiYHOMY YHOpaBdiHHI. Y JIpyroMy poO3JUIl BUCBITIEHO CBITOBUM JOCBIJ
3abe3rneueHHs KiOepHeTHUHOi Oe3meku. TperTiit po3Ainl MOpHUCBAYEHO peanizailii
3abe3neueHHs KibepOe3neku 1H(OpMaAIITHUX pecypciB  OpraHiB  MmyOI14YHOTO
YIPaBIiHHS Ta MICLIEBOTO CAMOBPSITyBaHHSI.

Cdepa mnpakTHYHOrO 3aCTOCYBaHHS pe3yJbTaTiB poOOTH — TOJSArae Yy
MO>KJIUBOCTI iX BUKOPHCTAHHS B OpraHax IyOJIIYHOTO YHPAaBIIHHSI Ta MICLEBOIO
caMOBpsAJlyBaHHSI 1Jia 3a0e3neueHHst KibepOe3neku 1HGOpPMAIIMHUX PECYPCIB,
BUKOHAHHI 3aBJaHb Ta NPU NPOBEJECHHI HaBYaHb y BIAJAJIEHOMY AOCTYI JJIsl PI3HUX

OpratiB y 1iif cdepi.



ABSTRACT

Explanatory note of the master's qualification work on the topic «Mechanisms
for ensuring cybersecurity in public administration bodiesy.

61 pages, 40 used sources, 9 pictures.

CYBER SECURITY, CYBER SECURITY, CYBER CRIME, CYBER
ESPIONAGE, CYBER TERRORISM, PUBLIC ADMINISTRATION, LOCAL
GOVERNMENT, INFORMATION RESOURCES.

The object of the study is the process of organizing the cyber security of
information resources and their scope of application in public administration and
local self-government bodies.

The subject of research is ensuring cyber security of information resources.

The purpose of the study is to ensure the cyber security of information
resources of public administration and local self-government bodies, namely partial
automation, creation of proposals and prospects for the implementation of cyber
security tasks in these bodies.

The first chapter examines cyber security issues in public administration. In the
second chapter, the global experience of ensuring cyber security is highlighted. The
third section i1s dedicated to the implementation of cyber security of information
resources of public administration and local self-government bodies.

The field of practical application of the work results is the possibility of their
use in public administration and local self-government bodies to ensure the cyber
security of information resources, to perform tasks and to conduct remote access

training for various bodies in this area.
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IEPEJIIK YMOBHUX IIO3HAYEHb

NCSD (National Cyber Security Division) — € miapo3auioMm YTpaBiiHHS
Ki0epOe3nekr Ta KOMYHIKalliii AreHTrcTBa 3 KibepOesneku Ta Oe3neku 1H(PaCcTpyKTypu
MinictepcTBa BHYTpilHbO1 6e3nexu CILIA.

DOS (Denial of Service) — xakepchka aTtaka Ha 00YHCITIOBAILHY CUCTEMY 3 METOHO
JIOBECTH ii 70 BIAMOBH, TOOTO CTBOPEHHS TAKHX YMOB, 32 SIKUX CYMJIIHHI KOpPHCTYyBaul
CUCTEMH HE 3MOXYTb OTpUMATH JOCTYI JIO CHCTEMHUX pecypciB (cepBepiB), IO
HAJIAI0ThCSL. , a00 1Iel T0CTyT OyIe yTpyTHEHUH.

NIST (National Institute of Standards and Technology at the U.S. Department of
Commerce) - NIST Cybersecurity Framework nonomarae kommnanisiMm Oyab-sIKOTO pO3MIpy
Kpaille po3yMITH PU3UKU KiOepOesreKku, KepyBaTh HUMH Ta 3MEHIIYBAaTH iX, a TaKOX
3aXMIATH CBOT MEPEXI1 Ta JaHi.

€C (Epponeéticekuii Cor03) — eKOHOMIYHHH 1 MOJITHYHUEN COr03, MO 00'eHye 27
HE3aJIeKHUX JEeprKaB-uIeHIB, IO pO3TallioBaHi B €Bpori.

CLIA (Cnomyueni llItatn Amepuku) — denepaTuBHa Npe3UICHTChKA PeCIyOTiKa ,
sIKa aIMIHICTPAaTUBHO ckJaaaeThes 3 S0 mraris 1 peaepansHoro okpyry Komymois.

DDoS (istributed denial-of-service) — aTaka, sika BIIOYBa€eThCS OJJHOUYACHO 3 BEIMKOL
kubkocTi [P-afpec, To i Ha3UBaOTh PO3IOILIEHOLO.

NGFW (Next-generation firewall) — 11e BOy1oBaHa miatgopma MepexeBoi Oe3reKy,
0 MOETHYE TPAAULIAHUM OpaHaMayep 3 IHIMMMU (YHKUIIMU (DUIBTpaLli MEpEeXEBUX
IIPUCTPOIB.

US-CERT (United States Computer Emergency Readiness Team) — mimposmin
HarionansHoro ynpasiminHs kibepoe3neku MiHicTepcTBa BHyTpiliHb0i Oe3nexu CHIA

CERT-EU (Computer Emergency Response Team for the European Union) —
KJIaJaeThes 3 koManau ekcnepris 3 [T-0e3neku 3 ycranoB Ta oprasis €C.

CERT-UA (Computer Emergency Response Team of Ukraine) — crienianizoBanuit
CTpyKTypHUMII Tinpo3ain [epxkaBHoro ueHTpy KiOep3axucty Jlep:kaBHOi ciyxOu

CHELIAILHOTO 3B'$I3KY Ta 3aXUCTy iH(popMartii Ykpainu. 3acHoBanwuii y 2007 porii.
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ICOMEC (International = Organization for Standardization/ International
Electrotechnical Commission) — miapo3ain MikHapoIHOT opraHi3artii 31 cTaHaapTy3alii Ta
MiXHapOIHOI eEKTPOTEXHIYHOI KOMICIi, SIKe 3aiiMaeThCs BCiIMa MUTAHHSIMU MOB'SI3aHUMU
31 CTaHIapTaMu B Tany3i iH(QOpMAaIIiHUX TEXHOJIOT 1.

EDR (Endpoint detection and response) — Iie IHTETpOBaHE PIIICHHS O€3MEKU
KIHIIEBOI TOUKH, K€ MOEAHY€E Oe3MepEepBHUI MOHITOPUHT Y pealbHOMY 4aci Ta 301p JaHUX
KIHIIEBOI TOYKM 3 (DYHKLISIMM aBTOMATH30BAaHOTO pearyBaHHS Ta aHali3y Ha OCHOBI
MPaBUIL

Intune MAM (Mobile Application Management) — BiTHOCUTBCS 10 HA0OPY (PyHKIIINA
KepyBaHHsI Intune, skl TO3BOJISIIOTH IMyOJTIKYBaTH, HAJCHUIATH, HAJTAIITOBYBATH, 3aXUIIIATH,
KOHTPOJIIOBATH Ta OHOBIIFOBATH MOOUIBHI ITPOrpaMu JIJIs BalllMX KOPUCTYBaYiB.

Intune MDM (Mobile Device Management) — 111 pitiennss MDM GepyTh Ha cebe
KOHTPOJIb HAJ yCIM TPUCTPOEM. Y  pe3ysbTaTi CHIBPOOITHUKM  OuTbllie  HE
BUKOPUCTOBYBAaTUMYTh CBIM TMPHUBATHUM MPUCTPIM Ui JOCTYIy 10 JaHUX KOMIIAHii,
OCKUIbKM BOHM HE XOUyTh, 100 IXHS KOMIIAHIS KOHTPOJIIOBAJIA MPUCTPIH, SIKMM iM
HAJIC)KUTb.

BYOD (Bring your own device) — nie [T-nonituka, 3riHo 3 sSIKOXO CHiBpOOITHUKAaM
JI03BOJIECHO a00 PEKOMEHIYEThCSI BUKOPHCTOBYBAaTH OCOOMCTI MOOUIBHI IPUCTPOI

(TenedoHH, MIAHIIETH, HOYTOYKH) [T IOCTYITY IO KOPHOPATUBHUX JTAHUX Ta CUCTEM.



BCTVYII

AKTyajabHicTh TemMHu. CTpIMKUM PO3BUTOK 1HQOPMAIINHUX TEXHOJOTIH
3MIHUB SIK HOPMATUBHO-NIPABOBY 0a3y, Tak 1 MPUHIMIMU 3a0e3nedyeHHs KibepOe3neku
iHpopMaliiHUX pecypciB OpraHiB JIEp>KaBHOTO YIPaBIIHHS Ta MICIEBOTO
caMoBpsiyBaHHs. [IpoBITHUMHU CBITOBUMHU J€pKaBaMH 3JIIMCHIOETHCS (HOPMYyBaHHS
ro0adbHUX 1HPOPMAIIMHUX MEPEK Ha OCHOBI HAasBHUX 1 HOBITHIX CUCTEM 3B S3KY.
Bucokuii piBens iH(popmaniitHoro 3a0e3nedyeHHs 1HQOpPMAIIHHUX PECYpCiB Y
Cy4acHUX YyMOBax CTa€ BHU3HAYAIbHUM (PAKTOPOM JIOCATHEHHSI ONEpPaTUBHOI i
TEXHIYHOI NIepeBaru Haj pi3HOTO pojay 3arpo3amMu. OCHOBOIO CUCTEMU 3a0e3MeUYeHHs
KIOEpHETUYHOI O€3MEeKHU € Mepeka, CTBOpeHa Ha 0a3i HasBHUX 1 MEPCHEKTUBHUX
Mepex 3B’SI3Ky 1 epefayi JaHuX 13 3aCTOCYBaHHSAM CyYaCHUX T€XHOJOr1 [1].

Bapro koHcTaTyBaTu, WIO CydYacHM cTaH 3a0e3leuyeHHs KibepOesneku
iH(opMaIliiiHUX pecypciB He 3abe3leuye y MOBHOMY 00Cs31 HEUTpati3allito HasBHUX
3arpo3 1 BUKJIMKIB. Opranu myOaiqyHOro yIpaBiIiHHSA Ta MICIIEBOTO CaMOBPSAYBaHHS
3a0€3MeUy0ThCSl MPOBEICHHSIM €JUWHOI JEpKaBHOI TMOJITUKM Yy BCiX cdepax
YKUTTEIISUILHOCTI, CUCTEMOIO 3aX0/I1B €KOHOMIYHOTO, MMOJITUYHOIO Ta
OpraHi3aliifHOTO XapaKTepy, aJeKBaTHUM 3arpo3aM 1 HeOe3MeKaM KUTTEBO BAXKIIMBUX
1HTEepeciB, CycHuIbCTBAa 1 JepkaBu. BpaxoByrouu Tol ¢akt, mo 3a0e3meyeHHs
kibepOe3neku iH(popMaliitHUX pecypciB € 0araTOKOMIOHEHTHUM, 3BUYAHHO MOCTAa€
norpeda B iCHYBaHHI CHEL1aJbHOT MIJCUCTEMH, MeTa (PYHKIIIOHYBaHHS SIKO1 MOJsraia
0 y 3a0e3neueHH] (PyHKIIIOHYBaHHS Ta PO3BUTKY IIUX PECYPCIB, TOOTO y 3a0€3MeUeHH1
KUTTE3IATHOCTI ii CHCTEMOYTBOPIOIOYUX E€JIEMEHTIB, 30KpeMa OpraHiB ImyOJIiqyHOTro
VIOpaBIiHHS Ta MICIIEBOIO CaMOBpPSAyBaHHA. Takoo METOK 1 € 3a0e3nedyeHHs
KkibepOe3neku 1HQOpMAIlIMHUX pecypciB, a TakKoXK peanizalii ux A y JaHUX
opraHax.

Jns migBunieHHs eeKTUBHOCTI 3a0e3neueHHs KibepOe3neku iH(popMaiiitHux
pecypciB JaHUX OPTaHiB YIPaBIIHHS € pealli3allisi HOBUX MEPCIEKTUB Ta MPOIMO3HUIIiH,
dKa TOBUHHAa MaTW TMpOrpaMHi 3aco0u, HOPMAaTUBHO-NIPaBOBY 0azy Ta

BUKOPUCTOBYBAaTH MDKHAPOJHUNU Ta €BPOMEHCHKUN JOCBI MJig MPUCKOPEHHS
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BUpIMICHHS KIOEPHETUYHUX aTak. TakuM YWHOM, aKTyaldbHICTb TEMU POOOTH €
OUYEBH/IHOIO.

O0’ekT A0CiIKeHHS: TIPOIIeC OpraHi3ailii 3a0e3nedeHHs Kibepoe3nexku
iH(opMaliitHuX pecypciB Ta chepu iX 3aCTOCYBaHHS B OpraHax myOiaiqyHOro
YIPaBIiHHS Ta MICLIEBOTO CAMOBPSITyBaHHSI.

IIpeamet nociimkenHs: 3a0e3nedueHHs kibepOe3neku iHGopMaliitHux
pecypciB.

Meta podoTn: 3abe3neueHHs kibepOe3neku iHGOpMaLiHUX pecypCiB OpraHiB
nyOJIYHOrO yHpaBiiHHA Ta MICLEBOrO CaMOBpSAYBaHHS, a caMe€ YacTKOBa
aBTOMAaTH3allisi, CTBOPEHHS TMPOMO3UIIN Ta MEPCINEeKTUBU BHUKOHAHHS 3aBJaHHS
Ki0epOe3MneKku B JaHUX OpraHax.

JI71s1 JOCSITHEHHS! TTOCTaBIICHOI METH pOOOTH BU3HAYEHI HACTYIIHI 3aBJAAHHS:

— JOCHIJUTHU CYTHICTH IIU(POBOI TpaHcopMallii myOIIYHOTO YIPaBIIHHS;

— OOrpyHTYBaTH HEOOXIAHICTh 3a0e3neueHHs KibepOe3neku iHdopMaliitHux
pecypciB OprasiB MyOJII1YHOrO YIpaBiIiHHS Ta MICLIEBOI'O CAMOBPSyBaHHS;

— BU3HAYUTH JIOCBIJ KpaiH MapTHEPIB, M0 3a0e3neyaTh MBUIKHUM, 3pydHUN Ta
HaJliHUI crnoci®O 3abe3neueHHst KiOepOe3neku 1HGOpPMALIMHUX pPECypciB MK
pPI3HOPIBHEBUMHU OpraHaMy YIpaBIiHHS Ta CaMOBPSIyBaHHS B YKpaiHi, M10J10
3aBJaHHS K10€pP3aXUCTY;

— JOCHIIUTU Hampsmu 3abe3neueHHst kiOepOesnexku y €spomi, CIIA Ta
Ykpainuy;

— BU3HAYUTHU MOXJIMBOCTI YJOCKOHAJIEHHSI HOPMAaTUBHO-IIPABOBOI CKJIAJ0BOT Y
cepi kibepOe3nexku iHPopMaIITHUX PECYPCIB;

— po3pobutu npono3uilii y cdepi kibepOe3neku Ta MEePCHeKTUB MOJATBITUX
HarnpsMiB KibepOe3neKu.

MeTtopnoJioriss gociigzkeHHs. {71 JOCATHEHHS MOCTaBJICHOI METH B POOOTI
BUKOPHUCTAHO Psii 3arajJbHOHAYKOBUX 1 CHELIAJIbBHUX METOMIB JOCHIIKEHHS, SK1
B3a€MOIIOB’A3aHl MK COOOI0 Ta 3aCTOCOBYBAJUCS y pOOOTI y MOCIIIOBHOMY 1
JOTIYHOMY 3B A3KY: TMOPIBHSJIBHO-ICTOPUYHUN; METOJl CTPYKTYPHO-JIOTIYHOTO

aHajizy, MeETOJ aHali3y Ta CHUHTE3y; METOJAW TMOpPIBHSAHHS, Yy3arajJbHEHHS,
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kinacudikamii iHGopMalii TpU  JOCIIKEHHI 3aKOPAOHHOrO JOCBIAY; METOIU
cucreMmaru3zaiii Ta Qopmainizamii 1HQopmalli s XapaKTEPUCTUKU Ta aHalli3y
CydacHoro crany pedopmyBaHHsI y cdepl kibepOe3neku iHPOpMaIIiHUX pPecypcCiB
OpraHiB YNPAaBJIIHHS Ta CAMOBPSITyBaHHS B YKpaiHi.

I[IpakTHyHe 3HAYEHHNl OJICP)KAHUX PE3YJIbTATIB MOJATAE Y MOMIMBOCTI 1X
BUKOPHUCTAHHS MPU PO3TOPTaHHI OpraHizaiiiiHOl i MpakTUYHOI AISIILHOCTI y cdepi
kibepOe3neku 1H(GOpMaLIHUX pecypciB OpraHiB JEp>KaBHOTO YMPABIIHHSA Ta
caMOBps/lyBaHHSI B YKpaiHi. YacTuHa JOCHIJHUIBKOTO MaTepialy MOXe
BUKOPUCTOBYBATUCh Yy HaBYAJIbHUX MporpaMax [jisi MiJBUIIEHHS KBanidikarii
Jep>KaBHUX CIYKOO0BIIIB y cdepl kKibepOe3neku.

Ctpykrypa i 06car podoru. KpamidikaiiitHa po0oTa MaricTpa CKJIalaeTbes 3i
BCTYIly, TPhOX PO3[LJiB, BUCHOBKIB, CIHCKY BHUKOPHCTaHUX JKepels. 3arajlbHUil
o0csr poboTu ctaHOBUTH 61 cTopiHOK. CIMCOK BUKOPUCTAHUX JKepen Haiiuye 40

HaliIMEHYBaHb.
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PO3JLI 1
OCHOBMU KIBEPHETUYHOI BE3MEKH B TYBJIITYHOMY YITPABJITHHI

1.1. Hudposa Tpanchopmaniss nyoai4HOr0 ynpaBJiHHS

Brenena B gito ykazom IIpesunentra Ykpainu Ned47/2021 Big 14 tpaBus 2021
poky "IIpo Crparerito kibepOe3neku Ykpainu" siBisie co00r0 6a30BUIl JOKYMEHT, 1110
JI03BOJISIE€ TIOYATH y3TO/KEHY pOOOTY 31 CTBOPEHHS CUCTEMU KibepOe3rneku B YKpaiHi.
[IpoTe ycmimHOMY BUKOHAHHIO IIi€] pOOOTH SBHO HE CHPUATHME BIJCYTHICTH €IUHOT
TEPMIHOJIOT1] y il cdepl, HEBU3ZHAUCHICTD PSIAY MOHSTH, SIKI 3rayI0ThCsl B CTpaTerii
KiOepOe3neku,30KkpeMa TakuxX O0a30BHUX IOHATH, SIK KiOepHpocTip, KibepoOesmeka,
KiOepHeTH4Ha 3arpo3a 1 T.n. Ha moTounuit MOMeHT y cdepi kibepOe3neKku CTpiMKO
3pOCTa€ KUIbKICTh MyOJiKalliil 3 TePMIHOJIOTTYHOI TEeMaTUKH, HIOIIIKOM 3PO3yMLIO,
3BAXAIOUM Ha AaKTYaJbHICTh I1i€i mnpoOiemu. I[CHyrOTH pi3HI miaxoau n0 il
TOOCIIKEHHS, MPUYOMY aHai3 3MICTy IyOJIKaliid CBIJYUTH MPO 1HOAI aOCOIIOTHO
CynepewinuBe po3yMiHHSI (paxiBISIMA OCHOBHUX TEPMIHOJIOTIYHUX MNHUTaHb. B miit
cuTyauii Jjisi ycmimHoro (opMyBaHHs 3arajlbHUX YSBIE€Hb MPO 3MICT Ta 0a30Bil
BU3HAaUCHHS y cdepl KiOepOe3nekn BUAAEThCA JOLUUIBHUM TMEPEryisTHyTH TEBHI
icropuuHi moxii Ta (hakTH, MOB’sA3aHI 3 MpoOllECaMU BUHUKHEHHS 1 PO3BUHEHHS
1H(opmartiitHoro Ta kibepaporudopcTsa [1; 2; 3].

Hacamnepesn po3tiiymMaunMo 3arajibHi MOHATTS y 3a0€3Me4eHH1 KIOEpHETUYHOL
Oesnexku iH(MOpMaALIMHUX pecypciB OpraHiB MyOJIIYHOTO YHpPaBIIHHS Ta MICIEBOTO
CaMOBpSIyBaHHS TaKUX, SIK:

KiGepOesneka (kiOepHeTHdyHA O€3IeKa) — 3aXHUIIECHICTh KUTTEBO BaKIMBHX
1HTEpeCIB JIIOJWHU 1 TPOMAJSIHUHA, CYCHUILCTBA Ta JIEpXKaBU B KiOepmpocTopi, 3a
AKOTO 3a0e3MeuyeTbCsl CTaluil  PO3BUTOK 1H(MOPMAILIHHOTO CYCHUIBCTBA Ta
U(PPOBOr0 KOMYHIKATUBHOTO CEPEJOBUINA, CBOEYACHE BHUSBJICHHS, 3am0OiraHHs 1
HeWTpamnizalis peaJibHUX 1 MOTEHI[IMHUX 3arpo3 HallloHaNbHINA Oe3meni YKpaiHu y

KiOepmpocTopi.
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Kibep3nounH (KOMI'IOTEpHUH 3JI0UYHUH) — CyCHUIBHO HeOe3NeYHEe BUHHE JIISTHHS
B Kibepmpoctopi Ta/ ab0 3 WOro BUKOPUCTAHHSIM, BIAMOBIJAIBHICTh 3a SIKE
nependayeHa 3aKOHOM YKpaiHM MPO KPUMIHAIBHY BiAMOBIIAIBHICTh Ta/abo siKe
BU3HAHO 3JI0YMHOM MIKHAPOJIHUMU JIOTOBOpaMH Y KpaiHHU.

KiGepnpoctip — 1€ KOMIUIEKCHE BIpTyaldbHE CEpPEAOBHUIIE, IO HE Mae
(13UYHOTO BTUIEHHA, CPOPMOBAHE B pE3yJbTaTi AISUIBHOCTI JIOJAEHM, mporpam i
CEpBICIB B MEpPEXkKi [HTEpHET IJISAXOM MEPEKHUX 1 KOMYHIKALITHUX TEXHOJOT1H.

Kibep3nounHHICT, — 1€ 3arajbHa Ha3Ba KPUMIHAJIBHOI MISJIBHOCTI, SIKY
BUKOPHUCTOBYIOTh Ha IHTEPHET-IIPOCTOPAX, YaCTO 3 HaMipaMu 3apoOuTH rpoliei ado
JicTaTi 0cOOUCTY 1H(OpMAILIl, TAKOX 1€ SBIISIE COOOI0 CYKYITHICTIO KiOEP3T0UHHIB..

Kibepmmurynctso abo KOMMI' IOTEpHUN IMIMIOHAXK (BXKHUBAETHCS TAKOXK TEPMIH
«K10eppo3BiJIKa») — TEPMIiH, 1110 TO3HAYAE, SIK TPABUIIO, HECAHKI[IOHOBAHE OTPUMAHHSI
iH(opMallii 3 METOI0 OTPUMAHHSI OCOOUCTOI, EKOHOMIUHOI, MOJITUYHOI YU BIHCHKOBOT
nepeBaru, 3A1MCHIOBaHUI 3 BUKOPUCTAHHIM 00XOJy (3710MY) CHCTEM KOMI FOTEPHO1
0e3MeKu, 3 3aCTOCYBaHHSAM MIKIJIMBOTO MPOTrPaMHOro 3a0€3MEUeHHs], BKIIOYAI0YU
«TPOSIHCBKMX KOHEW» 1 MMOUTYHChbKUX TmiporpaM . KiOepHmImuryHcTBO MOXe
3MIACHIOBATUCA SIK JMCTAHIIIHO, 3a J0NOMOror IHTEepHeTy, Tak 1 IUISAXOM
MPOHUKHEHHSI B KOMIT'FOTEPU 1 KOMIT IOTEPHI Mepexki MIANPUEMCTB 3BUYANHUMU
IINUTYHAMU («KPOTaMmu»), a TaKOX XakepaMu. 3 HEAABHIX Mip KiOEpIIMUTYHCTBO
BKJIIOYA€ TAKOXX aHaji3 MPOBIAHUMHU CHENCTYKO0aMHU 30KpeMa 3a CIIOCTEPEHKEHHSIM
U(PpoBOro Ciiy MOBEIIHKHM KOPUCTYBAaudiB COLIAJILHUX MEPEX Ta MECEHKEpIB,
takux sik Facebook, Telegram, Twitter TOI0 3 METOI BUSBICHHS €KCTPEMICTCHKOI,
TEPOPUCTUYHOI UM AHTUYPSJIOBOI [ISUIBHOCTI, 3aKJIMKIB 300py Ha MITHHTH MPOTHU
BJIaJIU

Kibeprepopusm — mif UM MOHSATTSIM PO3yMIIOTh HABMUCHY MOTUBOBAHY aTaKy
Ha 1H(dopMallito, MmO OOpOOJSETHCS KOMIT IOTEPOM, KOMIT IOTEPHY CHUCTEMY abo
MEpexy, sIKa MOB’si3aHa 3 HEOE3MEeKOIO ISl )KUTTS 1 3[I0POB’s JitoAei a00 HACTaHHSIM
IHIIUX TSDKKUX HACTIJKIB, SIKIIO Taki J1i BUMHEH1 3 METOIO MOPYIICHHS TPOMaJIChKOT

0e3MeKH, 3aIsIKyBaHHs HACEJIEHHS, IPOBOKYBAaHHS BlIICBKOBOI'O KOH(IIIKTY, CaMme 1€
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craiocsi HamepeaonHi 24 mrororo 2022 poky KoM KpaiHa arpeccop posmnouana
BIIICLKOBUH HACTYIl HA TEPUTOPIIO YKpaiHU.

[ndopmaniitnuit pecypc — 1e, mepin 3a Bce, JHKEPEIO BIAMNOBIIHUM YHUHOM
OpraHi3oBaHoOi iH(opMallii, pecypc y BUIJIS/1 3amacy, SKUA MO>XHAa BUKOPUCTATH B
pasi moTpedu, 3acid, MOKIUBICTh, IKHUMH MOKHA CKOPUCTATUCS B pa3l HEOOXITHOCTI.
Ile mocTymnHi 711 BAKOPUCTAHHS B1JIOMOCTI B yCiX cdepax KUTTEAISIbHOCTI JIIOANHH,
CYyCHUIBCTBA 1 JepKaBU, SKi 30€piraroTbCsl Ha BIAMOBIIHUX HOCISIX SIK JIOKYMEHTH,
0a3u JaHUX 1 3HAHb, PEECTPU, KAJACTPU Ta I1HIII BIJIOMOCTI, IO MOXYTh OyTH
BJIACHICTIO OyAb-sKOro cy0’ekTa iH(OpMaLiitHUX BITHOCHUH Ta OyTH 3aJIy4EHUMH 10
o0iry.

[1yOniuHe ynpaBiaiHHS — 1€ CUCTEMA SIKA CKIIAJAEThCS 3 IEPKABHUX, MICIEBUX,
HEKOMEPIIIHHUX CTPYKTYp, SIKI CTBOPIOIOTHCS 3 METOIO0 3aJI0BOJICHHS CYCHIIBHUX
IHTEpEeCIB Ta BUPIIICHHS KOJEKTUBHUX MpoOsieM BOHO crupaeTbcs Ha JepiKaBHY
BIAAy, MIJKPIILUIIOETbCS 1 3a0€3MeUyeThCsd HEH, TaKOX IMOIIMPIOEThCS Ha BCE
CyCHUIBCTBO 1 3a HOro Mexi y cdepl IpOBEACHHA IEpKaBHOI MIKHAPOIHOT
TOJIITUKHA, a caMe JieprKaBa MIJIIXOM 3aKOHOJaBYOi AisJIbHOCTI BCTAHOBIIIOE OCHOBHI,
3arajibHI ¥ THUIIOB1 TIpaBHWJIa TOBEIIHKH JIIOJIEH Ta Jl€ CHCTEMHO Ta HEIEpPepBHO,
NOEAHYIOYH(YHKI[IOHYBAHHS TAKUX CTPYKTYp, SIK MEXaHI3M JEpKaBH, JIePKaBHUMN
amapart, Jep>KaBHYy clykO0y. SIK BUCHOBOK II€¢ OpraHi3ylOUuid 1 PeryJtor4yuil BILIUB
JepKaBU CYCIHUIbHY IKUTTEIISUIBHICTh JIOJIEH 3 METOI 11 BHOPSAKYBAaHHS,
30epeKEeHHS] YUIIEPETBOPEHHS, ONMPAIOYNCh HA BIIAJHY CUIY, SIKY OOMEXY€ J1€BHIA
CYCHUJIbHUM KOHTPOJIb.

MicuieBe caMOBpsIIyBaHHSI — 1I€ MPABO Ta 3MOra TEPUTOPIATBLHUX TPOMaj SIK
0e3nocepeIHbo, TaK 1 yepe3 MpeJACTaBHUIIBKI OpraHd MICIEBOTO CaMOBPSIyBaHHS B
MEKaxX 3aKOHY 3JIIMCHIOBAaTH PETryJIIOBaHHS W YOpPaBIiHHA CYTTEBOIO YacCTKOIO
CYCHUIBHUX CHpaB, SKI HajJeXaTh /10 IXHbOI KOMIIETEHIIIi, B 1HTEpecax MiCIEBOro
HaceneHHs. OpraHud MiICIIEBOTO CAMOBPSIYBaHHS BIJANOBIJAIOTh 3a LIKUIBHY 1
JOIIKIIbHY OCBITY, OXOpPOHY 3/0POB’Sl MEPBUHHOTO pIBHS (MOMIKIIHIKY, (amnn),
3aKJIagu KyJabTypH, OJaroycTpiii — OCBITIEHHSI BYJIWIlb, CTaH JOPIr, MPUOUpPAHHS,

TPOMAJICHKUM MOPSIAOK 1 0arato 1HIIUX, BAKJIUBUX MTOBCAKICHHUX MUTAHb.
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Jlns mpotupii 3arpo3amM CUCTEMI JEp:KaBHOTO YIIPABIIHHS 1 MiHI-Mi3alii iX
BILUIMBY HAa OpraHu MyOJIYHOIO YNPaBIIIHHS Ta MICHEBOIO CaMOBPSIAYBAaHHS Y KpaiHU
HEOOX1JJHO, HacaMIepel, IPOBECTH iX aHaji3 1 OUIHKY. ICHyIOYl NIJX0au A0 OLIHKH
3a3HAYEHUX 3arpo3 He MepeadadarTh iX  KOMIUIEKCHOTO — po3MIAly 32
iH(popMaIiitHUM, KIOEPHETUYHUM Ta KOPYIIIMHUM HaMpsSMaMHu.

[ndopmariitHi TEXHONOTIT 103BOJISIIOTh BUKOPUCTOBYBATH Cy4acHI METOAU Ta
3aco0u 00poOku iHpOopMallii B IepKABHOMY YIIpPaBJiHHI Ta BUCYBalOTh HOBI BUMOTH
Ta OUIKyBaHHS [0 JepxaBHoro cekropy. lludposizamiss — 1e BOpOBaIKEHHS
nUPpPOBUX TEXHOJIOTIH B yciX cdepax XKUTTS cychnuibcTBa. Lle oauH 13 TOJOBHUX
(akTOpiB 3pOCTaHHS CBITOBOI €KOHOMIKM Ta PO3BUTKY ITyOJIYHOI'O YNpaBIIHHS B
KpaiHax CBITY.

AKTyanbHICTh BUBUECHHS LILOTO MUTAHHS MOJSATA€E B TOMY, IO JUISl TIIMOOKUX,
CUCTEMHHMX Ta JOKOPIHHUX 3MiH, 10 COPUATUMYTh PO3BUTKY YKpaiHU SIK KpaiHW 3
U(PPOBOI0 EKOHOMIKOI, BaXJIMBOTO 3HA4YeHHs HaOyBae camMe TOTOBHICTh [0
BIPOBA/KCHHS  JI/DKUTATI30BAHOTO MyOJIIYHOTO YIpaBliHHA Ta (HOpMyBaHHS
U(PPOBUX KOMIETEHTHOCTEHW MepeayCiM y JEp>KaBHUX CIIYXKOOBIIIB, SKI HAJalOTh
My OJIIYH1 OCITYTH.

BaxinBy ponab B PpO3BUTKY JiepkaBu Bifirpae ImudpoBa TpaHchopmarlis
MyOJIIYHOTO yIPaBIiHHS, TOJOBHUM (PaKTOpOM sAKO1 € iH(OopMallis Ta 3HAHHS, HUIIXU
noctyny A0 HHX. B cydacHux ymoBax mudpoBa TpaHcpopMmalis TyOIid4HOro
yIpaBliHHS HeoOXiHa JJIsi 3a0e3MeueHHs] MIBUAKOI Ta SKICHOI poOOTH OpraHiB
nep>kaBHoro ymnpaniiHHs. EdextuBna 1mudpoBa Tpanchopmaiis nependauae
3aJIydeHHS ~ OpraHiB  JIep>KaBHOI  BIagd Ta  MICIEBOrO  CaMOBpsJIyBaHHS,
BIIMOBIJAILHUX 3a BIPOBAKEHHSI JAEP>KABHOI MOJITUKU B YCIX cepax CyCHUIbHUX
BigHOCHH [3; 4].

Hudposizamiss € KI0O4YOBUM  (PAKTOpOM  3JA0POBOIO  PO3BUTKY 66
iH(pOpMaIITHOTO CYCHUILCTBA Ta JO3BOJSE TMIJBUIIUTH €()EKTUBHICTH POOOTH
JEPKaBHOTO CEKTOPY 1 KOHKYPEHTOCHIPOMOXKHICTh Kkpainu. [{udposizamis — 1€
CTBOPEHHS BHMCOKO1 JOJIaHOi BapTOCTI JJisl JIepXKaBH, MiJBUIICHHS €()EKTUBHOCTI

€KOHOMIKH Ta O13HeCy
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Sk npuknan uudpooi Tpanchopmaiiii € gogatoxk “is” 1e TaKOXK € OJHUM 3
HalBaXJIMBIIIKUX KPOKIB Ha NUISIXY N0 1HQOpMaTH3alii cycnuibcTBa. TyT MOXHA
3apeecTpyBaTH MacHopT, peecTpaliiHuil HoMep OOJIKOBOI KAapTKU IIJIaTHUKA
MOJATKIB, CBIJOITBO, BOJIMCHKE IMOCBIAYEHHS, CTYJEHTCHKUM KBUTOK, BIMCHKOBHI
KBUTOK, 3aKOPJIOHHUN MAcCropT TOIIO. TakoX MOXKHA CKOPUCTATUCS PI3HOMAHITHUMU
MOCIyraMu, $IKi HacamIiepe]] MOJErmyTh poOOTy IepKCIy:KOOBIIB Yy oOpraHax
yOJIYHOrO YIPaBIIiHHS.

OnHMM 3 OCHOBHUX BUKJIHMKIB B YKpaiHl € HE3aXUIIEHICTh BIAKPUTHX JTaHHX,
naHux npo ocoOy. Ha »xanp B YKpaiHi HENOCTaTHHO YHOPMOBaHAa HOPMATHUBHO-
npaBoBa 0a3a, 7€ € JesiKi HeBU3HAUEHI MOHATTS, po30ixkHOCTI. He cTBOpeHo cucrteMy
3aXOJ1B ISl 3aXUCTY BIIKPUTUX JaHUX MPo 0coOy. [Ipukianom 1poro € BUTIK JaHUX
B noaatky “/lia”. barato kopucTyBayiB HaBiTh HE 370TayBaJIMCs IO AaHl Oyiu
o0poOseH1 1HIKMMH 0co0aMM Ha sIKI KOPUCTyBaul HE JaBaid 3roau. Tomy BapTo
pOOUTH 3aX0au  IMIOJAO 3aXUCTYJAHUX, 1€ (PAKTUUHO KOXKEH JOJATOK  SAKUU
pO3pOOIIIEThCS I HAJaHHS TMOCAYyTr 4YH HIIUX I, KOXEH MPOEKT
CYHPOBOJIKYETHCS aKTOM B SIKOMY BKa3Y€TbCsl OCHOBHI 3aXO0JH II0JI0 3a0e3MeUeHHs
KOH(1EHIIITHOCTI 0COOHU.

Takum uynHOM, 1TU(pOBI3aLlisl MyOJIIYHOTO YIPaBIIHHS B YKpaiHi peani3yeThCs
Ha OCHOB1 PO3pPOOKH 1 BUKOPUCTAHHS Pi3HUX 1H(GOPMAIIMHUX CUCTEM, 3a I0TIOMOT0I0
SAKUX BIOYBAETHCA PO3MIMPEHHS MOKIUBOCTEN B MPUCKOPEHOMY PEKUM1 00pOOIsATH
3HaYHl MacuBH 1H@opwmarlii. JlaHli cuCTeMH  [O3BOJISIOTH  MIATPUMYBATH
CUCTEMATU3yBAaTH U YMHOPSIAKYBAaTH PI3HOCHPSMOBaHI 1HQOpMAIliiHI MOTOKH, K1
MIITPUMYIOTBCS B CTPYKTYpl HaJlaHHS Ta CIOXUBAaHHS JAEPKaBHUX MOCIYT MpHU
BCEOIUHOMY pe3yJIbTAaTUBHOCTI Ta €(EKTUBHOCTI iX, a TAKOXK CTYNEHS JOLUIBHOCTI Ta
MPOAYKTUBHOCTI BUKOPUCTAHHS JEp>KaBHUX (piHaHCOBUX KOWITIB. [lpu uiTkOMy
CTPYKTYpHOMY (DYHKI[IOHYBaHHI MO3HAYEHUX 1H(OPMAIITHUX CHUCTEM CTBOPIOETHCS
€IUHUN  €JIEKTPOHHO-IM(MPOBUIM  MpOCTIp, SAKOMY MOTpiOHE  3abe3meyeHHs
kibepOe3neku 1HGOpPMAIIMHUX pPECypciB B oOpraHax MyOJiYHOTO YMPAaBIIHHSA Ta

MICIIEBOT'O CAMOBPSAYBaHHS[6 ; 7].
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Hudposa Tpanchopmaiiisi cborojiHi € 00’ €KTUBHUM MPOIECOM, L0 3aMOBHIOE
BCl cpepH COLIATBLHOTO ICHYBaHHSA, Y TOMY YHUCH1 AISUIBHOCTI B CEKTOP1 MyOII4HOIO
YVIOpaBIiHHS Ta MICLEBOro caMmoBpsiayBaHHA. HoBe iHdopmalliiiHe cepegoBulie
JO3BOJIUTh HE TUIBKM HAKOMWYYBaTH HEOOX1HI JaH1 PO KUTTSA 1 MOJIi B CYyCIUIbCTBI
H 3a KkoploHOM Yy O0a3ax JaHMX 1 3HaHb, B EKCIEPTHUX CHUCTEMax, a U
BUKOPUCTOBYBAaTH iX Yy TOTPIOHMI wyac, y mOTpiOHINA ¢opmi s BUPIIICHHS
HarajJbHUX 3aBJaHb 1 TPOOIIEM.

3a cBOIM 3MICTOM «KOHLEMIIs" — 1€ MeBHUI cnoci0 pO3yMiHHS, TPAKTyBaHHS
OyIb-SIKOTO TpeaAMeTa, SBUIA, MpOIecy Ta IHIIe, KepiBHA 17aed AId  iX
CUCTEMATUYHOTO BUCBITIEHHA. Po3ymiHHs KoHueniii nudpoBoi 0e3meKu MOXKIUBO
MOSICHUTH, SIK IUQPPOBY O€3IeKy, TAKOXK BIIOMY SIK KibepOe3mneka, sika ChbOr0JIHI CTae
BCce OUIBII BaXJIMBOIO B OpraHax Jep:KaBHOI Biaau, 3axuinae (i3uyHy Ta 1udpoBy
1H(pacTpyKTypy, OB’ s13aHy 3 TEXHOJOT1SIMH, 1 3a0€31euye piBeHb 3aXUCTy HUPPOBOI
iHpopMmarii [5; §].

IchHye psiag IHCTpyMEHTIB 1 METOMIB, JAOCTYNHHMX JJig 3aXUCTy OpraHiB
JIep>KaBHOI BIIaJiy Bij KiOepaTak, Xoya CUTYyallisl MOCTIHHO 3MiHIOEThCSA. OcCh JIesKi 3
HaWMOIIMPEHININUX 3arpo3 HUQPpPoBii Oe3meri:

. Kibep3nounHHICTh BIIOYBA€EThCS MOCTIMHO OCOOIMBO B YMOBAaxX BIMHU Y
2022 pori, BUKOPUCTOBYIOUM HE3aKOHHI KaHAJIM Ta KPAADKKY MapOJiB, «XaKEPU»
OTPUMYIOTh JOCTYN 10 MiHHOI iHGopMalii BiJ OKpeMHX OCI0 sKi MpalilTh B
opraHax myOJIYHOTO YMPAaBIiHHA Ta MICIEBOrO CaMOBPSAyBaHHSI 1 MparHyTh
OoTpUMaTH SIK OpUOYTOK BiJ 37TOYMHHOI TMOBEIIHKM TaK HAHECTHM 30UTKU HaIlllii
nepkaBi. YacTo aTaku MOXKYTb IMPHU3BECTH JI0 BTPATH KOHTPOJIO HajA 00JIa[HAHHSIM
a00 MpUCTPOSIMHU, 1 XaKepU MParHyTh OTPUMATH OUIbIIE JAHUX Y BJIACHHUKIB B OOMIH
Ha BIJTHOBJICHHS KOHTPOJIIO.

. Takox y TenepumiHix yMoBax BiMHU KiOepTepopu3M SBIsS€ COOOI0
HE3aKOHHE BUKOPUCTAHHS MPOTpaMHOro 3a0e3MeueHHs] Jis BUKpaACHHS abo
nepexoruieHHs: iHdopMalii Ta BUKOpUCTaHHS Ili€l iHdoOpMauii s HaBIFOBaHHS
CTpaxy IHIIUM, OyJb TO TPOMAJCHKICTh, OKpEMi OCOOM YM ypsiiu. 3arajaoM Il aTaku

MarTh 32 COOOI0 MOJIITUYHI HAMIPU 3 METOI MEPEXONUTH 1HPOPMAIII0, SIKa MOXKE
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CKOMITPOMETYBATH MOJITUYHY MAPTIIO, ypaa 4yi 0co0y. Byno Kijabka BUMaAKiB BUTOKY
KOH(1ACHITIMHOT 1HpOopMaIIii.

3axucT gaHuX Ta iHGOpPMAIli KUTTEBO BAXKIMBHUU JUIsl OTpaHIB JepKaBHOI
BJIaJIA 1 BaXJUBHUM i 3axucty nepxaBu. s edekTuBHOI Ta Oe3medHoi poOOTH
HEOOXITHO HaBYUTH JAEPKCIYKOOBLIB JOTPUMYBAaTHCS O€3ME€YHUX MPOLECIB 1
BUKOPHUCTOBYBATU CUCTEMH LHIUGPPOBOI OE3MEKH, SIKI MOKYTh 3a0€3MEUUTH 3aXUCT BiJ]
3arpo3 kibepoesmnerii Ta aiil.

3arposu udpoBiii 6e3neri MoXyTh OyTH CHPUUUHEHI:

. Bipycu Ta mkiauBi mporpaMH, CTBOPEHI i CTBOPEHHSI MpoOIieM,
HaINpUKIaa TPOSHHU.

. [ToMunku mnporpamyBaHHs, SIKI MOXYTbh OYTH BUKOPHCTaHI TPETIMU
oco0aMu JJis MiI03PUIHX LIEH.

. HudpoBi 310BMUCHUKH ab0 JIOAW, SKUM BJAJIOCS BBECTH JaHI
HECAaHKI[IOHOBAHUM CIIOCOOOM.

. 30uTKH, TakKl SK KpaJlKKH, TOBEHI, MOXKEeXl abo BTpaTra Marepiaiis,
(aiiniB ab0 MPUCTPOIB.

CyuacHi opraHu myOJiYHOTO YIPaBIIHHS CTUKAIOTHCSA 3 3arpO3010 30BHIIIHIX
aTak, sSIKMX MPOCTO HE ICHyBajo OaraTto pokiB Tomy. Po3Butok [HTEepHETY 30UIBIINB
pU3WK, 1 JaHl CTajdd I[IHHUM aKTUBOM OCOOJMBO KOJW Jep)kaBa arpecop
HUJIECTIPSIMOBAHO HaIllJIeHA Ha HUX.

Ochb 5 HalinomupeHimux Kibeparak:

. [InuryHcbke nporpamHe 3a0e3neyueHHs 1€ MIKIJIMBa IporpaMa Mae Ha
MET1 aTakyBaTU Ta BUKpaAaTH 1H(GOpMaIlilo; MOTIM JaHl NEpeAaroThCsl 30BHIIMIHIN
oco01 0e3 BimoMa abo 3roaM BIIACHHMKA. 3ryOHMI BIpyC MOXE MOCIA0UTH U
MOTEHLIMHO 3pYWHYBATH CTPYKTYPY OpTaH JAep>KaBHOI BIaJgu. 3a3BHUYa METOIO aTaKu
€ OTpPUMaHHS JaHUX 3 [UUII0 3HUIIEHHS 1HPPACTPYKTpyHOro 00’€KTy, Ta
oIy OJIIKyBaHHI JaHUX 3 METOIO 3aJIKyBaHHS Ta Jie31H(popMallii HaCeJIeHHs.

. [Iporpamu-BuMaraui — 1e QyKe HIKIJMBE MporpamMHe 3a0e3MeueHHs,
AK€ 3aXOIUII0E JlaHI Ta MOXKe OOMeXyBaTh JOCTYyH /O KIHYOBUX oOjacTen

omeparliiHoi cucteMu. BiH 3a00poHsi€ KOpUCTyBauyaM JOCTYI JO MPUCTPOIO, 1 1100



17
BUPIIIUTH TPOOJIEeMy, MOTPIOHO 3aIJIaTUTA BUKYI 32 3BUIBHEHHS MPUCTPOIO, IIO
MOXE€ TOBECTH 3a COOOI BTpaTy JaHUX JIEPXKABHOIO PIBHSI, CHJIAMU CaMOro
KopuctyBaua. [Iporpamu-BumMaradi nmomMproOOTLCS Yepe3 TPOSHIB ab0 XpoOakiB, sKi
MOXKYTb CKOPUCTATHUCS OY/Ib-SKOIO BPAa3JIUBICTIO ONEPAL[iiHOT CUCTEMHU.

. Pexnamue mporpamue 3a0e3nedeHHs — 1€ IporpaMHe 3a0e3NedeHHs,
MpU3HavYeHe ISl BiJOOpaKeHHs peKJIaMU JUIsl 3 TyYEHHsI Jep>KaBHUX MPAIIBHUKIB Ta
rpoMaJsiH YKpaiHM Ha TOTJISAM NpUTamMaHHl aepkaBl arpecopy. Lle moxke Oytu
KPUTHYHO JIJI HAIIOI JIepKaMH, OCKUIBKH 1H(OpMAIIiI0 OTPUMYIOThH 13 PEKIaMHu, 3
AKOI KOHCYJBTYIOTbCSI KOpPHUCTyBaul. PeknamHe mnporpamHe 3a0e3le4eHHs HE €
BIpyCOMOAIOHUM TPOSTHCHKUM MpOrpamMoM abo XpoOakoM, ajie MOXKE€ HETaTHBHO
BIJIMBATH Ha POOOTY OpraHiB BJIaJu.

. QIMHT MOMMPIOETHCS  €JIEKTPOHHOKO IMOIITOK 1 MOXKE IIBUIKO
MOIIHUPIOBATUCS; MPOCTHIM EJIIEKTPOHHUN JIUCT MOXE MOBIJIOMUTH OAEpPKyBady, ILIO
oMy motpiOHa iH(opMallis [Ji 3aBEPIICHHS YK MPOJAOBXKEHHS Ipoiiecy ado 110 BiH
moch BHUTpaB, abo OyTH MiAPOOKIO JUCTa BIJ 1HINOI JEpKaBHOI YCTaHOBH.
EnextponHuii nucT 3a3BUYail MICTUTh MMOCUIIAHHS, SIKE CIIPSIMOBYE JIIOJIEH HA IITLOBY
CTOPIHKY, CXO0XXYy Ha CIpaBXHIO. 3alOBHIOIYM 3alUTyBaHl JaHl, KOPHUCTyBadl
(akTUYHO AUIATHCS IUMU JaHUMHU 3 KIOEP3JTOUYMHISIMU, SIKI BUKOPHCTOBYIOTH IX
HEIMPaBOMIPHO.

. BinmoBa B oOcnyroByBanHi (DOS) - 3710BMHUCHUKH MOXYTb POOHUTH
KUJIbKa 3alUTIB HA CEpPBEP, JOKHU BiH HE 3MOKE iX 00CIYyroByBaTH, CaMe 1€ CTajaocs Ha
Bci iHopMaIiiiHi pecypcu Ykpainu HanepenoHi 24 motoro 2022 poky KoJiM KpaiHa
arpecop posmnouyajna BifiICBKOBE BTOPTHEHHS Ha TepUTOpito Hamoi aepxkaBu. lle
MOXHa 3pOOUTH JBOMA CIIOCOOAMU:

1. BiamoBa B o0ciyroByBanHi a6o DoS: BukopucroByerbcs oana IP-
aapeca a00 KOMIT'IOTEp, SKUH TMOCIIAOBHO 3aIllyCKae HE3IIUYEHHY KUIbKICTb
T1IKII0YE€HB JI0 aTaKOBAaHOTO CepBeEpa.

2.  BigmoBa B oOcayroByBanHi ab6o DDoS: 'y wnpoMmy Mmeroni
BUKOPHUCTOBYEThCS KUIbKa pI3HUX Komm totepiB abo [P-ampec, siki HajacunaroTh

0arato 3amuTIB CEPBEPY, TOKHU MOT0 HE 3a0JI0KYIOTh.
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besneka B uudpoBomy cBiTI Mae 6arato popm, MPONOHYIOYU ITUPOKUN BUOIp

METO/IIB 3aXUCTY.
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1.2. OcHoBHI HanpsAMKH 3a0e3ne4eHHs LM PPOBOI Oe3neKH

OcHOBHUMHU HampsiMKamu 3a0e3nedeHHs HUPpoBoi Oe3neKu € 3a0e3nedeHHs
HasBHICTH Hpoleayp LuppoBoi Oe3Neku, aHali3y Ta IepeBIpOK. IM Takoxk MoxkKe
3HaJAOOUTHUCS TIPOBECTU MOJEIIOBAHHS ISl PI3HUX THUMIB MOMIM 1 AKUMU OyIyTh

nporiecu BupimenHs. Llei anam3 Moke BKIIOYATH:

. Komymnikarii.

. IInanyBanns.

. Kontpons pusukis.

. Jonatkun g opraHiB MyOJIYHOIO YNpaBIiHHA Ta MICLEBOIO
CaMOBPSITyBaHHS.

. OO6ciyroByBaHHS TPOMAJIsH.

. Cucremu Ta iIHQpacCTPyKTypa.

Jns  3abesneueHHs  kibepOesneku 1HGOpPMALIMHUX PECypciB  OpraHiB
MyOJIIYHOTO YIpaBIiHHS Ta MICLIEBOTO CaMOBPSyBaHHsS Hacamepesa MOBHUHI OyTi
pO3p0o0JIeH] MPOLEypH Ta IUJIaH TECTYBaHHS Ta MEPEKOHATUCS, IO 1HII JAep’KaBHI
OpraHd JOTPUMYIOThCS MPOTOKOy IuppoBoi Oe3neku. [1[o06 OyTu 3axuiieHUMU Bij
aTak a0bo 3arpo3, opraHu yIrpaBlliHHS, ornepalii, (iHaHCIB 1 3B 43Ky MOBUHHI TPOUTH
HaBYaHHS 1[0JI0 PEKOMEH/I0BAaHUX MPOLIECIB 1 3aBJaHb JJIsl 3aXUCTY JAHUX JEPKaBU.

Huxue HaBelleHO KUJIbKa OCHOBHUX KPOKIB, sIKi BUKOHYIOTHCSI Ha JaHUW 4ac,
11100 BCTAHOBUTH MPOLIEAYPU OOPOOKHU JTaHMX 1 3aXUCTY JiepxkaBHUX akTuBIB [10; 11;
12; 13]:

. HaBuanHs KepiBHUKIB 1 CHIBPOOITHUKIB - CTaHIApPTH Ta MPOLIEAypHU
Oe3reKkn TOBUHHI OyTH JOBEJEHI A0 BIJIOMa KOXHOTO CHIBpOOITHHKA, 1100
3a0e3MeunTy MpaBwibHy 00poOKy iHbopmalii. Hanpuknan Ha noptani ais uudpona
ocgita (https://osvita.diia.gov.ua/) € MOXIUBICTh KOKHOMY MPOUTH KypcH 3 0a30BUX
3aX0/11B KIOEpHETUYHOI O€3MeKH, Ta OTPUMATU cepTU(IKAT IS MIATBEPKEHHS CBOIX
3HaHb JJIs MPEACTABJICHHS HOro y opraHax MyOJiYHOrO YIpaBiHHSA Ta MICLEBOTO
CaMOBpSJTyBaHHS 3a/Ji1 JOMYCKY CHIBPOOITHUKIB /10 1H()OpMAIITHUX pecypcCiB Ii€l

chepmu.
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. BropoBamkeHHs MPOrpaMHOro Ta amapaTHoro 3ade3nedyeHHs Oe3MeKu -
ONTUMI3YE Mpolec MudpoBoi Oe3MeKu sl JTaHUX OpPraHiB B Oe3meuHid cucteMi. Yci
TEXHOJIOTIYHI ~ MPUCTPOI  TMOBUHHI ~ OyTH  OCHAIllEHI  aHTUBIPYCHUMHU  Ta
AHTUIITNIUTYHCBKUMU ~MporpamMaMu, 100 3a0e3neunTd 3axucHuil Oap’ep BiA
IIK1JIMBOTO TPOTPAMHOI0 3a0€3MeUeHHSI.

. PO3BUBTOK KOpPHOPTUBHOI KYJIBTYpH Ta TMOJITUK O€3MEKU - 3aXHUCT
Kpaiuii, HiXK OOpoTh0a 3 MOPYIICHHSM CHCTEMHU O€3MeKH, TOMYy NOTpiOHO OyTu
MepeKoHaHauM, IO NepeAoBi HUGPOBI MPAKTUKK BIPOBAKEHI B KOPIMOPATUBHY
KyJbTYpy Ta HOJITUKY. Takuil miAxig JOTMOMOKE YHUKHYTH BUTOKIB a00 JOCTyIy
3JI0BMUCHUKIB.

. Po3ymiHHA ICHYIOYMX PHU3UKIB- TakKl PHU3UKH, SK IAXpailCcTBo,
KOpIIOpaTUBHE HIMUTYHCTBO, BUKPAJEHHS OOJIIKOBUX JaHUX Ta 1HIII 3JIOBMHUCHI Aii,
MOXYTh BIUIMHYTH IIKIJJIMBO BIUIMHYTH JEp>KaBHI OpraHu. SIKmjo y Bac € ojHa
JIO/IMHA, SIKa HATUCKA€E IIKIJIJIMBE MOCWIAHHS 3 HOBHUM 1 HEBIJIOMHM BipycoM, yce
MOX€ pO3BalUTUC. BaxIMBO BHU3HAYUTHU JOCTYI 1 MpaBa KOXXHOTO CHIBpOOITHUKA
ab0 mapTHepa Jep>KaBHOrO OpraHa.

. PosropuyTi BipTyanbHi npuBatHi Mepexi abo VPN — 1e mocnyra, sika
3abe3reuye BIIJAJCHUW JOCTYN 10 BHYTPIIIHBOI MEPEXi JEep>KaBHUX OpraHiB Ta
pi3HUX Ol13HEC-pecypciB, TaKUX SIK CEpBEPH EJIEKTPOHHOI MOIITH, Mpe3eHTalli Ta
HacTUIbHI mporpamu. VPN-Mmepexka 3abesneuye Oe3neuHuid gocTyn yepe3 [HTepHeT
JUTSL BIAJQJICHUX TPAIIBHUKIB 1 TUX, XTO nepeOyBae B 1HIIUX Miclsix. BiH cTBOproe
OesneuHe mMUQPpPYBaHHS [JIs1 JOCTYIY JAEPXKCITY>KOOBI[IB 10 MOCIYT 1 JOKYMEHTIB 3
Oynb-sxkoro wmicug. [ligkmroueHHs A0 koprmopaTuBHOI Mepexi 0e3 VPN moxe
3arpoKyBaTu HUQPPOBiN Oe3meri.

i mii 3a0e3neuyroTh KiOepOesneky 1HQOpMAIIHHUX pEeCcypciB OpraHiB
MyOJIIYHOTO YHPaBIIHHA Ta MICIIEBOTO CAMOBPSIYBaHHS, SIKIIO BCl KOH(IIEHIIHHI
Oi3Hec-JaHl 3axXMILEH] BiJ 3JOBMHUCHUX HaMipiB. BaXXJIMBO CTBOpPIOBaTH KYJBTYpPY
urdpoBoi Oe3neku Ta AMHAMIKY poOOTH, sIka BUBYAE Ta KOHTPOJIIOE 111 acriekTu [ 14].

CyuacHe 3a0e3nedeHHs KiOepOe3neku 1HPOpMAIIHHUX pPEeCcypciB OpraHiB

yOJIYHOrO yHPABIIHHS Ta MICLIEBOTO CaMOBPSAYBaHHS € CKJIAJHOK CHUCTEMOIO 3
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BEJIUKOI KUIBKICTIO MIJACUCTEM PI3HOT0 (PYHKIIOHATBHOTO TMPU3HAYEHHS, SK1
MOTPEOYIOTh  SIKICHOTO  yOpaBIIHHA Ha  PI3HUX JIaHKaX 3 peai3alli€lo
aBTOMATH30BaHUM (JJi1 BUIIMX PIBHIB) a00 aBTOMAaTUYHUM (0a)kaHO ISl HUKYOTO
piBHS) CIOCOOOM.

Bumoru 10 npomno3uiliii Ta nNepcrnekTuB B JaHii chepi-CyKyMmHICTh TBEPIKEHD
11010 aTpuOyTiB, BIACTUBOCTEN a00 sIKOCTEW 3axUCTy 1H(OPMAIIHUX PECYpCiB, L0
MIJIJISITaE peatizallii.

TakumM 4YMHOM, TIPOMO3UII Ta TMEPCHEKTUBU TMOBUHHI ONTUMI3yBaTH
3abe3neueHHs  Ki0epOesneku iH(oOpMaliiiHUX pecypciB  JaHUX OpraHiB 3
HEOOMEXEHOI0 KUIbKICTIO, SIK JEep>KaBHUX CIY>KOOBIIIB Tak 1 IpoMajsiH YKpaiHu,
Tpadik BiA SIKUX, HAIXOAUTh HA JAaH1 PECYPCH.

B xoai momanbmioro (GopMyiroBaHHS 3aBIaHHS 1 JOCTIKEHHS MPEIMETHOL
o0nacTi, 3 ypaxyBaHHSIM EKOHOMIYHMX 1 TUMYacCOBUX BKJIQJ€Hb OYJIO MPOBEIEHO
YTOYHEHHS 3aBJaHHS.

Jlani mpomo3uiii Ta NEPCHEKTUBH IOBHHHI 3aJ0BOJIBHATH HACTYITHHUM

BUMOTaM:
. MiHIMaJIbHI BUMOTH JI0 allapaTHUX PECYpPCIB;
. BIIKPUTICTh 1H(pOpMaIlli 6€3 MOKIMBOCTI HAHECTHU LIKOY;
. PO3IIMPIOBAHICTh 1 MACIITA00BAaHICTh;
. MPOJYKTUBHICTh Ta HAJIHHICTb;
. CYMICHICTh, KEPOBaHICTh Ta 3aXHUILEHICTh;
. CTaHJIapTH1 3acO0M HaJaHHS J1arHOCTUYHOI 1H(OpMaIIii;
. HAsBHICTh JOKJIAJHOI JIOKYMEHTallli Ha BCIO BUKOPUCTOBYBaHY

HOPMAaTHBHO-IIPAaBOBY 0a3y;

. 3IaTHICTH MpaIOBaTH 3 00JaJHAHHIM PI3HUX BUPOOHHUKIB.

Takum 4MHOM, MOCTAHOBKA 3aJ]a4l Ma€ BU/I:

PeanizyBatu mpomo3uilii Ta MEpCHEKTUBU sl 3a0e3nedeHHs: KibepOesneku
iHpopMaliiiHUX pecypciB B opraHax myOJIYHOrO VYIOpaBIiHHS Ta MICHEBOTO
CaMOBpSIyBaHHS 32 TaHUMU BUMOTaMMU:

. Bubip HopMaTtuBHO-TIPaBOBOI 0a3u;
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. BUOIp TEXHOJIOTIN JJIsl BUPIILICHHS 3a]1ayl;

. BHOIp amapaTHOTro 3a0e3MedYeHHs 1Sl BUPIIICHHS 3a/1a4i;

. MOJICJIIOBaHHSI CUCTEMU 3aXUCTY 1HPOPMAIIHHUX PECYPCIB;

. peasnizanis Npono3uiii 3aXUCTy B YMOBax BIHHU;

. NEPCTICKTUBH QJAaNTyBaHHS 3aXUCTy y MalOyThOMYy 3 ypaxyBaHHSIM

JIOCBITy KpaiH MapTHEPIB.

[ToTpiOHO 3AIMCHUTH peanizallilo MPOMO3UIA Ta MEPCIEKTHB 3a0e3MeYeHHS
kibepOe3neku 1HQOpMAIIHHUX pecypciB Opra”iB IMyOJiYHOTO YIpaBIiHHS Ta
MICIIEBOTO CaMOBpSIIyBaHHSI Ha OCHOBI Cy4acHOi HOpPMAaTHBHO-NPABOBOI 0a3u Ta
JIOCBIJTy KpaiH MapTHEPIB B YMOBaX YKpaiHChKO-pociiicbkoi BiiiHM BiJ 2014 poky 1o
TEMEepIIHII Yac, a caMe MaKCUMaJbHO A alTyBaTy CydacHI PIIIEHHS Ta MOXJIHMBOCTI
J0JaBaHHS HOBUX B mpolieci BiitHu [15; 16; 17; 18].

Kibepnetnuna Oe3neka (kibepOe3neka) — CTaH 3aXMINEHOCTI KPUTHYHHUX
00’€KTIB HalllOHAJILHOI 1HPOPMAIlIHHOI 1HPPACTPYKTYpPU Ta OKpeMUX ii CKIaJOBUX,
3a AKOro 3a0e3neuyeThcsl iX crTaje (QYHKUIOHYBaHHA 1 PO3BUTOK, CBOEYACHE
BUSIBJICHHS, 3alloOIraHHS 1 HeWTpami3aiis KiOepHeTHYHUX 3arpo3 B 1HTepecax
JTIOIUHYM, CYCIUIbCTBA, JepkaBu. B cydacHUX yMoOBax Jis IiJIBUIICHHS
e(eKTUBHOCTI oOpraHizalii Ta BHKOHAHHS 3allJIAHOBAHUX POOIT KpIM HasBHOTO
pecypcy HeoOXiJIHO 3aCTOCOBYBaTU iH(OpMAIIHI TEXHOJIOTI, SIKI MOXYTh CIPHUSTH
CBO€YACHOMY, aJICKBaTHOMY, MMOBHOMY 1 NMPUXOBAHOMY BUKOHAHHIO MEBHOTO KJacy
3aBJaHb 3a0e3neueHHs kibepOe3neku iHhopMallIfHUX pecypcCiB.

Peanizanisi mpomo3uiliii  Ta TEpPCreKTUB 3a0e3nedeHHs KidepOesneku
iHpopMaliiiHUX pecypciB Opra”iB MyOJIYHOrO YIPaBIIHHS Ta  MICIEBOIO
CaMOBpSJIyBaHHSl € MPHUKIAJOM 3PYYHOIO BUKOPUCTAHHS B CHCTEMI YIPaBIIHHS
JEpP>)KaBHOTO TPU3HAYEHHS, sSIKa € TMPOCTOI0 Yy KOPUCTYBaHHI Ta OCBOEHHI Ta
BI/IMOBIa€ Cy4acCHUM BUMOTaM HOPMAaTUBHO-IIPaBOBOi 0a3u Ykpainu. Bukopucranuas
iH(QOpMaIITHUX TEXHOJIOTIA JI03BOJIMTH 3MEHIIUTH 4YacoBl 3aTpaTd Ha IMIPOIIEC
3aXHUCTy BiJ KiOepaTak Ta MiJBUIIUTH MPOAYKTHUBHICTH POOOTH 1H(POpPMAIlIHUX

peCypciB BIANOBIIHUX OPraHiB Ta 3aXUCTY B IIUIIOMY.
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PO3JILT 2
CBITOBWI JJOCBIJ 3ABE3NEYEHHS KIBEPHETUYHOI BE3NEKHU

2.1. TocBia 3a0e3neuenHs KioepHnernuHoi 0e3nexu B CIIIA ta y €Bpomi

CBiTOBUI MOCBIJ BKazye€ Ha Te, 110 3a0€3MEUECHHS MOXJIMBOCTEHW Yy ramysi
3a0e3nedeHHs] KiOepHEeTU4HOi Oe3mneku, ae Ommu3bko 70 KpaiH CBITY Ha ChOTOJHI
aKTUBHO 3aiiMalOThCs MUTAaHHSAMU KiOepOe3neku B OpraHax JIep»aBHoi BJIagu, B TOMY
qucil y BilickkoBid cepi. biuzbko 50 kpaiH MarOTh BJIACHI CUCTEMHU KiOepOe3IeKH,
SIK1 CTBOPEHI 3a ocTaHHe Aecatupivuus [19; 20; 21; 22].

VY cyudacHMX ymMoOBax NMUTaHHS 3a0e3rnedeHHsi KidepOe3neku He OOMEXKYIOThCs
JUIIE OpraHi3alli€el0 CUCTEMU 3aXHCTy 1H(dopMallii Ha OKpeMOMY 00’ €KTI KPUTUYHOT
iH(opMatiitHoi 1HPpacTpyKTypu, a ¥ mepeadadaroTh CTBOPEHHS €IUHOI CHUCTEMH
3aXHUCTY KIOEPHETUYHOIO0 MPOCTOPY SK CKIAJOBOI 4YacTUHU 1HGOpMAIIMHOI Ta
HalllOHAJIBHOT 0e31eKu Oy/Ib-IKO01 Aep>KaBU CBITY.

Y nmaHoMy po3auli  BU3HAYEHO CTpPATEriyHl  OCHOBH  MIXKHApPOJIHOTO
criBpoOITHUIITBA YKpaiHu y cdepl KkibepOe3neku. Y3araaibHEHO 3aBJIaHHS
MDKHApOJHOT B3aeMofili y cdepi kibepOesneku. I[IpoaHanizoBaHO MiXKHAPOAHI
HIIIaTUBU, K1 BIOPOBAIKYIOTHCA 3 METOI TMOCUJIEHHS 3aXHUCTy KiOeprpocTopy.
JleTanizoBaHO HampsIMKH 3I1MCHEHHS MOJEpHi3allii MOJMITUKK 1H(opMaliitHOT
oesnekn Ha piBHI OOH. OxpecineHO KIIOYOBI MPIOPUTETH MINKHAPOIHOTO
criBpoOiTHULITBA Y cdepl 3a0e3nedyeHHs kibepOesneku Mixk YkpaiHoro ta HATO.
PosrnsnyTo nmepcnekTuBH JisiibHOCTI B YKpaini TpactoBoro ¢oHay 3 KibepOe3neku
HATO. OOGrpyHTOBaHI cy4acHi CBITOBI TEHJIEHLIi, SIKI BIUIMBAIOTh Ha OE3MEKOBY
nomtuky HATO 1 BuMararoTh B)KHUTTS BIANOBIAHMX 3aXxoAiB pearyBaHHs. Ha
M1JICTaB1 y3arajJibHEHHS! BU3HAUCHO NUISAXU YJOCKOHAJIEHHSI MIXKHAPOIHOT CIIBIIpaIll y
cepi 3abe3nedueHHs Ki0epOe3eKH.

HuHi OuabmIicTh AepXaB CBITY YCHIIIHO MPOBOJAATH MOJITUKY HMOCHICHHS
KibepOe3neku Ta ii CKIagHUKIB. Y MIXHApOAHOMY (opmaTi MOXHA BUAUIUTH TPU

OCHOBH1 MOJI€JI1 TPABOBOI'O BPETYIIOBaHHS MOMIMPEHHS 1HGOpMAITIi:
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[lepmia monens nependavyae TOTAIbHUM, MKOPCTKUW KOHTPOJIL JIEPHKABH HaJl
Mepexero [arepuer. Takoi Moaeni noTpumyerthes, Hanpukiag, KHP, ne npaktuuno
Bech [HTEepHET mepelyBae MiJ MOBHUM JIEpKABHUM KOHTpojieM. OKpemi eleMEeHTH
KUTalChKOTO JIOCBIy CHOTOJHI BIPOBAKYIOTHCS B MPAKTUUHY IUIOUIMHY B KpaiHi-
arpecopi P®.

Ipyra mopenb mnependayvae BiINOBIAAIBHICTh TMpoBaijepa 3a Oyab-ski il
kopuctyBaua. Hanpuknan, y ®paniiii nposaiiiepu 3000B’s13aHi HaaBaTH BiJJOMOCTI
PO aBTOPIB cailTiB Ha BUMOryY TpeTix ocib. Kpim Toro, y ®@panuii me 3 1978 poky
icHye cnemianpHuii opran (HamionaneHa komicisi iH(GOpPMATUKU 1 CBOOOM), SIKHi
3000B’s3aHUI KOHTPOIIOBAaTH, 1100 1H(GOpMaIlisl B MEPEXi HE MOpYyIlyBajia mpasa 1
CBOOOM JIFOAVHH.

Tperss Mognens peryitoBaHHsS Oe3nekd B Mepexi I[HTepHeT mnependaydae
3BUIBHEHHS MPOBaiiepa B1J BIANOBIIAIBHOCTI B TOMY pa3i, SIKIO BIH BUKOHYE IEBHI
YMOBH, TOB’SI3aHI 3 XapakTepoM HaJaHHS MOCIAYr 1 B3aemMoli 13 cy0’ekTamu
iH(popmariiiHoro o6ominy. Tak, y HimeuuuHl BiANOBIAAJBHICTH MNpOBaiifepiB 3a
PO3MIIIIEHHSI HEJETAIbHOTO KOHTEHTY Ha [HTepHeT-pecypcax, 10 3HaXOASAThCS B iX
MepexXi, HACTa€ JUIIE B pa3l, SIKIIO BOHU cCaMi € BIACHUKOM 1H(popmaIi abo cBiIoMO
MOIIUPIOBAIM 11 3 MOCWJIAHHSIM Ha 1HIN JpKepena. Taka MoOJENb TaKOX aKTHUBHO
BUKOPUCTOBYETHCS B STOHII.

3a TakMX YMOB MOKHa KOHCTaTyBaTH, 1110 KOKHA KpaiHa CBITY BUOUpAE BIIACHY
MOJIeb pO30Y/I0BU HAIIOHAIBLHOT CUCTEMHU K10epOe3neKu.

HocBin 3a0e3neuenns kidepHeTnuHoi Oe3neku B CHIA: Pociiicbko-yKkpaiHChKa
BiifHA, 110 TOYUTHCS HA YKPATHCHKINA 3eMIli, — 1€ BUMPOOYBAHHS BCiX MaTeplalibHUX 1
OYXOBHUX CHJI HAIIOrO Hapoay Ta Biiicbka. Ha ceorogni mpoOrnema 3axucty
iH(opMaitii, o o6polsieTbes B iHGOPMAIIHHO-TEIEKOMYHIKAIITHUX CUCTEMAaX, Bij
BUKJIMKIB 1 3arpo3 y KiIOEpHETUYHOMY MPOCTOPI € OJIHI€I0 3 HAWUTOJIOBHIMIMX ISt
OyIb-IKO1 Jep>kaBU, a 3a0e3MedYeHHs] HAJIEKHOrO PIBHA KIOEPHETUYHOI Oe3MeKH
JepKaBU € HEOOXIHOI YMOBOIO 3a0€3MEeUeHHS! HalllOHAJIbHOI O€3MeKu AepKaBH,
pO3BUTKY iH(OpMaIIHOTO cycnuibcTBa. B yMoBax rimobanmizanii iHGopMariiHux

MPOIIECIB, IX 1HTErpamii B pi3Hi chepu CyCHIIBHOIO KUTTS KEPIBHUIITBO MPOBITHUX
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Jep’KaB CBITY MPUAUISIE TIOCWIEHY YyBary CTBOPEHHIO Ta YIAOCKOHAJIECHHIO
e(peKTUBHUX  CHCTEM  JEPKABHOTO  YOPaBIIHHS Ta  3aXUCTy  KPUTUYHOI
1H(pacTpyKTypH BiJ 30BHINIHIX 1 BHYTPIIIHIX 3arpo3 KIOEPHETUYHOIO XapakTtepy. Y
0arathboX MPOBIJHUX KpaiHaX CBITY Bke c(POpMOBaHi 3arajibHOAECPKABHI CHUCTEMU
JEP>KaBHOTO YMPABIIHHSA KIOEPHETUYHOI OE3MEeKOI0 — SK HAWOLIbII ONTUMANIbHI
OpraHizailiiiHi CTPyKTypH, IO 3AaTHI 3a KOPOTKUN MPOMIKOK 4acy aKyMyJIIOBaTH
CUJIM Ta 3acO0M PI3HUX JIEPKABHUX OPraHiB 1 MPUBATHOTO CEKTOPY AJISI MPOTHAL
Kibep3arposam.

B ymoBax pociiicbKO-yKpaiHChKOi BIiiHU B110yBalOThCS 3MIHM, SIKI CTOCYIOTBCS
(yHKIIIOHYBaHHS KiO€pHETUYHOI Oe3neku B YKpaiHi, BIAMOBIAHO 1O KOHKPETHUX
YMOB 3J1HCHIOIOTBCSI TI€BHI KPOKH, CIIPSMOBaHI Ha 3MIIHEHHS OOPOHO3JaTHOCTI
KpaiHu 3 I0MOMOT0I0 KpaiH MapTHEPIB Ta 0OMIHY AOCBIIOM 3 iH(OpMaIiitHOIO 0a30t0
B 1iif ramysi 3 CIIIA [23].

Amnami3 3akonogaBctBa CIIIA y cdepi kibepHeTnuHoi Oe3nexu: ChOrojHi
3akoHoAaBcTBo CIIA y cdepi 3ab6e3neuenns iHpopMaliiftHOT Oe3MeKH CKIIaIa€ThCs 3
(denepaJibHUX 3aKOHIB Ta 3aKOHIB IITATIB, Kl CTBOPWJIM IPABOBY OCHOBY JJIs
dbopMyBaHHS €IUHOI JIEp>KABHOI TMOJITUKM B Taly3l 3axucTy iHpopmalii ais
3a0e3IeueHHsl IHTepeciB HallloHaIbHOI Oe3mneku. Lle Hacamnepen, Taki 3akonu: «IIpo
iHopMariitny 6e3neky», «IIpo yaockonanenus iHpopmarliiinoi 6e3mnexu» (1997 p.),
«IIpo xomm’roTepHe IIaxpaicTBO Ta 3ioBxkuUBaHHD» (1986 p.), «IIpo cBobomxy
iHpopMmamii» (1967 p.), «lIpo BUCBITIEHHS isUIBHOCTI ypsiay», «lIpo oxopony
ocobuctux TaeMHUIbY», «IIpo Taemuuiro» (1974 p.), «lIpo nmpaBo Ha ¢iHAHCOBY
taeMHUII0» (1978 p.), «IIpo noctyn no iHbopmartii npo aisibHICTs LIPY» (1984 p.),
«IIpo OGesnexky komm’torepHux cuctem» (1987 p.). lllupoxkumu npUHIUIIAMH E€:
MpaBoBa, oOpraHizaiiiiHa Ta  (iHaHCOBa aBTOHOMIS  OpPraHiB  MICIIEBOTO
camoBpsixyBaHHA[ 1; 24; 25].

Cexperna cnyx0a CIIA miarpumye HUIBOBI TPYNH, SIKI 30CEpPEIKEHI Ha
BUSIBJICHHI Ta MOIIYKY MDXKHApOJHUX KiOEp3JIOUYMHIIB, OB’ sA3aHUX 13 KiOepaTakamu,
0aHKIBCBKUM IIIaXpaliCTBOM ¥ 1HIIUMH KOMIT IOTEPHHMH 3JIOYMHAMHU. Bimmin

kioeppo3Bigku  CekpeTHOi  ciaykOM  Oe3mocepeiHbO  CHOpHSE  apemnTam
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TPAHCHAIIOHAJIBHUX  KIOEP3NMOYMHIIIB, BIAMOBIJATBHUX 32 KPaJalKKy COTEHb
MUIBHOHIB HOMEPIB KPEAUTHUX KapT 1 BTpaTy O0iau3bko 600 MiH 107 (piHaHCOBUMU i
po3npionuMu  ycranoBamu. CekpeTHa ciyx0a Takoxk Kepye HaimionanbHUM
KOMIT'FOTEPHUM  KPUMIHAJIICTUYHUM 1HCTUTYTOM, SIKMM HajJae MpaliBHUKaM
MIPAaBOOXOPOHHUX OPraHiB, MPOKypoOpaM Ta CyJsM KiOepmiAroToBKY Ta 1HGOpPMAIIIO
TU1s1 00POTHOU 3 K1OEP3T0UMHHICTIO.

Amnamni3 3akonoaaBctBa CIIIA y cdepi indopmaniitHoi Oe3neku mokasye, 110
OCHOBHUMHM HampsMamu 3a0e3nedeHHs: HalioHaiabHOoi Ki0epOesneku CIIIA e 3axuct
KPUTHYHO BaXKJIUBHUX 00’ €KTIB iHPpaCTPpyKTypH, a came — iX iHHOpMalliiiHUX CUCTEM
Bil KIOGpHETMYHUX aTakK; BIOCKOHAJICHHS 3ac00iB BHSBJICHHS TaKWX aTak 1
OMEPATUBHOIO pearyBaHHS HAa HUX; BU3HAYCHHS 3aB/IaHb O€3MEKH KiOeprmpocTopy Ta
crocoOu iX BUpIIIEHHS; MATOTOBKA BIAMOBIIHKUX (haxiBIIB 3 Oe3neku iHpopmarllli Ta
B3a€EMOJIisl 3 MPUBATHUM CEKTOPOM; CIIBIpAll 3 MIXHAPOJAHUMHU OpraHizaiisimMu 3
METOI0 3a0e3MeUYeHHs BIAKPUTOT0, O€3MeYHOr0, HaAIHOTO KibepnpocTopy[3; 26].

VY cBoto uepry CHIA MawTh Benn4e3HUM JOCBIA Yy cdepi BOPOBAIKEHHS
iH(pOpMaIITHUX TEXHOJOTIM B JISJBHICTH JEpkKaBU 3 ycix HampsmiB. OcoOiuBo
BAXKJIMBUM, B YMOBax BIMCHKOBOT'O 3aXUCTy YKpaiHOIO CBOIX TEPUTOPINA y BIJIMOBiIb
Ha 30poiiHy arpeciio 1HO3eMHOi JIepKaBH, € aMEPUKAHCHKUI NOCB1J BUKOPUCTAHHS
iH(QOpMaIITHUX TEXHOJIOTIA MJii CTBOPEHHS CHCTEM 3B’A3KYy Ta BIMCHKOBOTO
YIpaBJiHHS, a TAKOXK BUCOKOTOYHOTO 030pOEHHS.

PearyBanHs Ha iHOMAeHTH KibepHetnuyHoi Oe3smeku B CIIA: NCSD
(diHaHCYe€ThCS 3a pPAXyHOK HACTYIIHMX TpPbhOX MpoOrpaMm, MPOEKTIB 1 3axXO/iB,
3atBepkeHux Konrpecom: Komm'totepHa komanna ekcTpeHoi rotoBHocTi CIIIA
(US-CERT), CtpaTeriuHi iHIIIaTUBH:

US-CERT BUKOPHUCTOBY€E KOMIIETEHIlIT aHAIITUYHUX IEHTPIB 11711 POopMyBaHHs
0a3u 3HaHb 1 NpakTUK y chepi kibepoOesneku. US-CERT siBisie cobor0 €MHUN LIEHTP
MiATpUMKH (denepanbHOi Biaad y cdepi MIATOTOBKU PillleHh MO 3a0€3MEYEHHIO
3aXHUCTY IUBUIBHUX KOMITHOTEPHUX Mepex (eaepanbHoi BukoHaBuoi Biagu. US-
CERT 3niiicHIoe aHai3 3arpo3 1 Bpa3auBOCTEH, MOMUPIOE 1HGOPMAIIIIO TTPO MOKITUBI

KiOep3arpo3u, KOOPAMHYE CBOIO MiSUTBHICTh 3 MapTHEpaMH 1 KIIEHTaMU s
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JOCSITHEHHS 3arajbHOi MOiH(GOPMOBAHOCTI MPO CTaH KiOepiH(PACTPYKTypu KpaiHu
[4; 28].

PearyBaHHsl Ha IHIMAEGHTH — L€ CTPYKTYpOBAaHMH MpOLEC, KU opraHizamii
BUKOPUCTOBYIOTh JUIsl BUSIBJIGHHA Ta YCYHEHHs I1HIUACHTIB KiOepOe3neKH.
PearyBanHsi BKJIIOHWAa€ KiIbKa €TaliB, BKJIIOYAIOYM MIATOTOBKY JO 1HIMJICHTIB,
BUSIBIICHHS Ta aHali3 I1HUUACHTY O€3IeKH, JOKali3alilo, JIKBLAALI Ta IOBHE
BIJIHOBJICHHSI, @ TAKOXK aHaJl13 1 HABYAHHSI MICJs 1HIHUICHTY.

Yotupu eranu pearyBanHs Ha iHnuaeHTu NIST B CIIA [4; 5]:

1. TligroToBka - MO0 MIATOTYBaTUCA N10 IHLIMJEHTIB, CKJIAAiTh CHUCOK [T-
aKTHUBIB, TAKUX SIK MEPEX1, CEPBEPH Ta KIHIIEBI TOYKH, BUSHAUYMBIIYU 1XHIO BAXKJIUBICTh
1 Te, Kl 3 HUX € KPUTUYHUMU a00 MICTATh KoH(iaeHIiiHiI naHi. Hanamryiite
MOHITOPUHT, 11100 y Bac OyJjia 6a30Ba HOpMa HOPMAaJIbHOI JisJbHOCTI. Bu3Haure, siki
TUTH MO/ Oe3MeKu CIiJl AOCIIKYBAaTH, 1 CTBOPITh Je€TajdbHI KPOKU pearyBaHHs Ha
MOIIUPEH] TUIX 1HIUICHTIB.

2. BusBneHHs Ta aHami3 - BUSBJICHHs nependayae 30ip manux 3 [T-cucrewm,
IHCTpYMEHTIB O€3IeKH, 3arajlbHOJOCTYMHOI 1H(pOpMaIlli Ta J0Jeld BCepeanHl Ta 3a
MEKaMH oOpraHizaii, a TakoX iJeHTU(]IKaIil0 MPOBICHUKIB (O3HAKH TOrO, IO
IHIUJIGHT MOXE CTaTUCS B MallOyTHHOMY) Ta 1HIUKATOPIB (J1aHi, K1 MOKa3ylOTh, 110
aTaka ctanacsi abo BiI0OyBa€eThes 3apa3 ).AHaii3 nependayae BU3HaueHHs 0a30B01 200
HOPMAaJIbHO1 aKTUBHOCTI JJI MOCTPaXXAAINX CUCTEM, KOPEJAIII0 MOB’ I3aHUX MO 1
BU3HAYEHHS TOTO, YU BIAXWISIOTHCS BOHU B1Jl HOPMaJIbHOT ITOBETIHKH.

3. CrpumyBaHHs, JIKBIJalisl Ta BIJAHOBJIEHHS - MeTa CTPUMYBAHHA 1€
3YNUHUTU aTaKy N0 TOrO, SIK BOHA MEPEBAHTAXKUTH pecypcu abo 3aBAacTh IIKOIU.
Bamia cTpaterisi cTpuMyBaHHS 3ajeXaTUME BiJ] PIBHS IIKOAM, IKY MOXK€ CIPUYUHUTH
IHIUJIEHT, HEOOX1AHOCTI MIATPUMYBATU JOCTYIMHICTh KPUTUYHO BAXJIUBUX MOCIYT
JUTSL CIIIBPOOITHUKIB 1 KJIIEHTIB, @ TAKOX TPUBAJIOCTI PIIIEHHS - TUMYaCcOBE PIIICHHS
Ha KUIbKa TOJNH, IHIB 200 TH>XHIB a00 MOCTINHE PIIIEHHS.

4. JlisnbHICTH TMICAS IHIHMJAEHTY - OCHOBHOK YAacTHHOK METOOJIOTIi
pearyBanHs Ha iHuugeHTH NIST € BHUBYEHHS MONEpENHIX IHIUACHTIB s

MOKPAILEHHS TIPOILIECY.
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BukopucrtanHs ¢cBoiX BUCHOBKIB, III00 MOKPAIIUTH MPOLIEC, CKOPETYBATU CBOIO
MOJIITUKY, TUIaH 1 MPOLIEAYPH pearyBaHHs Ha IHLIMJIECHTU Ta NEpelaTh HOB1 JaHl Ha
MIITOTOBYMI €Tam Mpollecy pearyBaHHs Ha 1HIUJICHTH.

V3aranbaenus 3a00yTkiB CHIA y cdepi 3a0e3neueHHs KiOepOe3NeKu:
[IpoananizoBaHo m’SITh OCHOBHUX HAaINpSAMIB JISUIBHOCTI 3 MUTaHb 1H(OpMaliitHOTO
3aXHUCTy, AKl BU3Hauae CTparteris: MOCTIMHMI MOHITOPUHT 1 Oe3mepepBHA OIlIHKA
3arpo3 Ta Bpa3JMBUX MICIh JEp>KaBHUX 1HGOPMAIIMHUX CHUCTEM; 3I1MCHEHHS
HalllOHAJIbBHUX 3aXO0JiB 31 3MEHIIEHHS 3arpo3 W ypa3iauBOCTI KIOEpIpoCTopy;
YKUBAHHS 3aXOJIB IIOJAO 3axXuUcTy 1H(GOpMaALIMHUX CHUCTEM OpraHiB BiIaAM;
3a0€3MeUeHHs] SIKICHOI OCBITM Ta HaBYaHHSA 3 MUTaHb 3aXUCTy KIOEpIpoCTopy;
CHIBpOOITHUIITBO 3 TNHUTaHb HAIlOHAIbHOI Oe3meku ¥ Oe3nmeKku MIKHAPOIHOTO
kibepmpocTopy [6].

VY Xxoxi nochipKeHHsS BUSIBJIEHO TaKli YMHHUKH, IO CHPHUSIIM MPOBEICHHIO
ycnimHoi iHpopmartiiiinoi nomituku CIIA:

— HOPMATUBHO-TIPABOBE PETYIIOBAHHS;

— JIep>KaBHI OpraHu;

— 1HQOPMOBAHICTh Ta JIOBIpa HACEICHHS;

— KibepcTpaxyBaHsi.

HopmaTuBHO-TipaBoBe peEryJjtoBaHHS — YW HE HaWrOJOBHIIUN JBUTYH
edexkTuBHOCTI 3a0e3meueHHs iHdopMamiitHOT Oe3neku OyAb-SKOi  JIepKaBH.
AMEpPUKAHCHKUIN YpsAJl 3HAUHY yBary OpUAUISB MUTAHHSM 3a0e3MeueHHs Oe3MeKu
iHpopMalii B gepkaBHUX KoMl roTepHux cucremax (3akonu CIIA «IIpo
KoMm'toTepHy Oe3neky» Ta «lIpo yaockonaneHHs iHdopMaliitHOT Oe3nexn»),
MPOTUAIT KOMIT IOTEpHIN 37104MHHOCTI (3aKoHU «IIpo kKoMIT’roTepHE maxpaicTBo Ta
3noBkuBaHHS» 1 «lIpo  370BXKMBaHHS  KOMIT'IOTEpAMHU»),  PETyJIIOBaHHS
CIIBBIJTHOIIEHHS MPaB rpoMajsiH Ha oTpuMaHHs iHpopmalii (3akonu «IIpo cBoboxy
iHpopMmamii» Ta «[Ipo BHUCBITIEHHS MOISIBHOCTI YpsAIy») Ta KOH(IIECHUIHHOCTI
iXHBOT'O MPUBATHOIO KUTTS (3aKOH «I[Ipo OXOpOHY MepcoHaNbHUX JaHUX») [7].

Jlep>kaBHI ~ CTPYKTYpU  BIJITpalOTh  BaXJIUBY poOJib y  3a0e3MedyeHH1

iHpopMmariitnoi Oe3neku. Ctpykrypa iHopmariiiinoi Oe3neku B CIIA € mgosomi
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PO3rally>KeHOI0 Ta BKJIIOUAE B ce0€ 3HaYHY KIJIbKICTh KOMIIOHEHTIB, HA KOXKEH 13 AKUX
MOKJIaJICHO BIJMOBI/IHI 3aBAaHHs Ta QYHKUIT 3 ypaXyBaHHIM X KOMIETEHIII.

JloBipa Ta oOi3HaHICTh HaceleHHsA. He3Bakaroum Ha KiOepaTakd, HacEJICHHS,
3a3BUYAl, MPOJAOBXKYE JOBIPATU yCTAaHOBAM, SIKI BIOPSIAKOBYIOTH JlaHI Ta OCOOUCTY
iHopmMmarito B mepexi [ntepuer. [Ipote 61m3bko 53 % crioxkuBadiB BTPATUIIU JI0BIpY
710 CBOTO ypsay [8]. AMepHUKaHIll NparHyTh A0 HUPPOBOI rPaMOTHOCTI i Oa)kaHHS 11
MOKPAIUTA BUXOJUTH JTaJIEKO 3a paMKHU MOJIOJAOTO MOKONiHHSA. binbiie BockMu 3 10
ONMTAHMX JIIOAEH CKa3aiau, IO XO4YyTh MOJIMIIMTH CBOi 3HaHHS ¥ yMIHHA B WI{
chepi. 3arasibHi MOTUBATOpPU JUIsi OakaHHS TMOKPAIUTH HABUYKH LUGPOBOI
IPAMOTHOCTI BKJIIOYAIOTh 3a0IIa/PKEHHSI Tpollel, 1HPOpMYBaHHA U MIATPUMKY
Apy3iB Ta CiM’1.

Kibep-cTpaxyBaHHs — 3axucT Malloro Ta cepeaHboro Oi3Hecy. Kibep-
CTpaxyBaHHS — 11€ CTPAXOBUU MPOAYKT, 1110 BUKOPUCTOBYETHCS JIA 3aXUCTy O13HECY
1 OKpeMHX KOPUCTYBayiB BiJl PU3HKIB, TOB’sI3aHUX 3 IHTEPHETOM 1 B LIIJIOMY PU3HKIB,
NOB’SI3aHUX 3 1H(QPACTPYKTYpOO Ta [JISUIBHICTIO B Tally3l 1H(QOpMALIIHUX
TEXHOJIOT1. ATaKky Ha BeCh O13HEC 3pOCTalOTh. Mani MiANpUEMCTBA CXWISIIOTHCS 10
JTyMKH, 1110 iX IS 3arpo3a OMHUHE, TpoTe Symantec BUSBUB, 110 oHaa 30 % BUNaIKiB
¢imunry y 2015 p. npocrtexeHno B oprasizanisx 13 250 npaiiBHuKiB. 3BIT Symantec
npo 3arpo3u Iutepuer-0e3mneni y 2016 p. 3acBiguus, mo 43 % ycix arak y 2015 p.
OyJiu cripsIMOBaH1 Ha MaJli MiANpUeEMCTBa [9].

HocBin 3abesneueHHs KiOepHeTHuHoi Oe3neku y €Bpomi: [lommpenus
MOMYJISIPHOCTI IU(PPOBOI E€KOHOMIKM SIK MPUHIUIIOBO HOBOI MOJENI PO3BUTKY
r100aJbHOI €KOHOMIYHOI CUCTEMM MOCTIMHO 3pOCTa€, M0 MPOBOKYE HEOOXIJIHICTh
PO3pOOKH MIIEBUX MEXaHI3MIB 3a0e3MeUeHHs] HaAIMHOTO Ta OE3MEYHOTO CepeOBUINA
ii ¢yskuionyBanHs. [IparHeHHS TOJITUYHOTO KEPIBHULITBA JIEPKAB  CBITY
3MIIHIOBAaTH Ta TMOCUJIIOBATH CHUCTEMYy 3a0e3ledeHHs KiOepOe3neku HEPO3PUBHO
MOB’A3aHO 13 pearyBaHHSIM Ha pealibHI Ta MOTEHIIMHI 3arpo3u, L0 Mependayae
BJIOCKOHAJICHHSI 3aKOHOJABCTBA, BH3HAUCHHS CTpPATEriYHUX 3acaj MOAAJbIIOro
PO3BUTKY Yy 0a30BUX MpOTpaMHUX JOKyYMEHTaxX Ta IX peanizailii. BpaxoByiouu

MparHeHHd YKpaiHW I1HTETpyBaTUCS Yy €BpONeHChbkui 1H(GOpMaLIHUN MpOCTIp,
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AKTyaJIbHAM Ta CBOEYACHUM € OIJISIJT HOBEJ Cy4acHOro 3akoHoaaBcTBa €C, 30kpema
oHoByieHoi Ctparerii kibepOe3neku, sika BU3HAYA€ MOCTYMalbHI Ta [II€BI KPOKU
CHITBHOI  €Bpomedchbkoi  1H(MOpMaliifHOT MOJMITUKK 3  METOW  MOCHJICHHS
CIIPOMOKHOCT1 JiepxkaB-uieHIB €C y cdepi 3a0e3nedyeHHs KiOepOe3neKku, 3aXUCTy
HaJ10aHb HU(PPOBOT EKOHOMIKH.

MeTtoro € BUCBITIIEHHS W y3arajJbHEHHS KpalluX MPaKTHK €BPONEHCHKOTO
JOCBITy 110/10 TOOYJOBU Ta yAOCKOHAJIEHHS CUCTEMHOI MPOTHil Kidep3arpozam B
Cy4YacHUX YMOBaX, MPOBEJICHHS OTJSy HOBEJN €BPOINEHCHKOTO 3aKOHOJIABCTBA Y
cthepi 3abe3neueHHst kiOepoOesneku, 3okpema Ctparerii €C y BkazaHiii cdepi Ta
BHUCBITJICHHS 0a30BHX HAIPSMKIB.

Amnami3 crparerii kibepoesneku y €Bpomi: Pama €C Bu3zHaumia KIrO4YOBi
HaIpsSMKHU AiSUTBHOCTI 13 PO3BUTKY KiO€pHETHYHO1 Oe3meku Ha HacTymH1 poku. Cepen
HUX, 30KpeMa, HaMip CTBOPUTHU MEPEXKY ONEPATUBHUX IIEHTPIB 3 OE3MEKU MO YChbOMY
€C, roJIOBHUM MpPHU3HAYEHHSAM SIKOi OyJie MPOTHO3YBAaHHS, CBOEYACHE BUSIBICHHS Ta
OpOTUAIS KIOEpHETUYHUM aTakaM Ha KOMYHiKaliiHi mepexi. [Ipu npomy B €C mae
OyTH BH3HAu€Ha OINEpaTHUBHA CTPYKTypa, ska Oyle OMIKyBaTUCS NUTAaHHIMHU
KOOpAMHAI /I Ta KPU30BOTO MEHEKMEHTY ISl MPOTHU/il KIOEpHETUYHUM aTaKam
Ta 3arpo3am.

Crpateriss OXOIUIIO€ 0€3MEeKy OCHOBHMX MOCIYr, TaKuX SK JIIKapHi,
EHEepPreTUYHl MEepeXkKi, 3aJI3HMII Ta MOCTIMHO 3pOCTalouy KUIbKICTh MIJKIIOYEHUX
00’ekTiB y Hammx OyauHKax, odicax 1 Ha 3aBojax. Crpareris cmnpsiMOBaHa Ha
CTBOPEHHS KOJIEKTUBHUX MOXJIMBOCTEH JUIsl pearyBaHHs Ha BeJIUKi KiOeparaku. Bin
TaKOK OKPECIIIOE IJIaHU CIIBIPAILll 3 TAPTHEPAMHU 10 BCbOMY CBITY 715l 3a0€31eUEHHS
MDKHApOJHOT Oe3meku Ta cTablabHOCTI B Kibepmpoctopi. Kpim Toro, y HboMy
onucano, sk OO0’enHaHuil KiOepmiapo3ail MoxKe 3a0e3neyuTd HaheeKTUBHIITY
BIAMOBIAL Ha KiOep3arpo3u, BUKOPUCTOBYIOUM KOJIEKTUBHI pecypcu Ta JOCBI/,
IoCTyNHUH AepxkaBaM-wieHam 1 €C [1].

HoBa ctpateris cnpsiMoBaHa Ha 3a0e3ledeHHs T100albHOTO Ta BIIKPUTOIO
[aTepuery 3 HamIMHUMHM TrapaHTisIMH TaM, J€ ICHYIOTb PHU3UKHA JjIsi O€3MeKu Ta

OCHOBHUX mpaB mwofed y €Bpomi. Ilicns mporpecy, HOCATHYTOTO B paMKax
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MOMNEepEeHIX CTpaTeriii, BIH MICTUTh KOHKPETHI MNPOMO3UIli 00 3aCTOCYBaHHS
TPHhOX OCHOBHUX 1HCTPYMEHTIB. L{i Tpu IHCTPYMEHTH — 11€ PEryJISITOPHI, IHBECTUIIIHI

Ta MOJITUYHI 1HII[IaTUBU. BOHU cTOCYBaTUMYThCSl TpHOX cep aisuibHOCTI €C:

1. CTIHKICTh, TEXHOJIOT1YHHUI CYBEPEHITET 1 JI1IE€PCTBO;

2. ONepaTHUBHI MOKJIMBOCTI JJIs1 3al00IraHHs, CTPUMYBAHHSI Ta pearyBaHHS;

3. CHIBpOOITHUIITBO  JIJIE  PO3BUTKY  IJIOOAJBbHOTO Ta  BIIKPUTOTO
KiOeprpocTopy.

€C Mae Hamip TIATPUMYBATHU IO CTPATETIIO IIAXOM O€3MperieIEHTHOTO PI1BHS
iHBecTulld y 1udpoBuit nepexigy €C nOpoTaroMm HACTYMHUX ceMu pokiB. lle
30UIBIINTG TONEPEAHIA pIBEHb IHBECTUIIM y doTtupu pasu. lle nemoHcTpye
Bigganicth €C Moro HOBIM TEXHOJIOTIYHIN Ta MPOMHMCIOBIM MOJITHII Ta Mporpami
BIJHOBJICHHS.

Ichyroui 3axonu Ha piBHI €C, crnpsMOBaHI Ha 3aXUCT KIIOYOBUX IMOCTYT Ta
iH(pacTpyKTypHu BiJl KIOEpHETUYHUX 1 (PI3UUYHUX PU3UKIB, TOTPEOYIOTH OHOBIICHHS.
Puszuku kibepOe3nexku MpoJoBKYIOTh PO3BUBATHUCS 13 3pOCTaHHSAM LU@pPOBI3aIii Ta
B3a€MO3B’513Ky. DI3MYHI PU3UKU TaKOX CTalIM CKJIAIHIIMIUMHU TICIS MPUUHATTSA B
2008 pomi mpaBunn €C moa0 KPUTUYHOI 1HPPACTPYKTYpPH, sIKI Hapa3i OXOIUIIOIOTh
JUIIE EHEePreTUYHUU 1 TpaHCmopTHUM cekTopu. llepernmsanu copsiMoBaHi Ha
OHOBJICHHS IIPAaBWJI BIAMOBIIHO 10 Joriku ctparerii Coro3y Oe3neku €C, nmogoaaHHs
XUOHOT AMXOTOMIi Mk OHJIAMH 1 odJaiiH 1 pyiHyBaHHS Tigxony 13ouaiii [2; 37;38;
39; 40].

[IIo6 BIAMOBICTM Ha 3pOCTAarOUl 3arpo3u, CIPUUYUHEHI HUQPPOBIZAILEID Ta
B3a€MO3B’SI3KOM, 3aMpoOIOHOBaHA J[MpeKTHUBa MpO 3aX0JU JJIsi BUCOKOTO 3arajibHOTO
piBHs KiOepOe3neku B Coro3i OXOIUIIOBATHUME CEPEJHI Ta BEJMKI MIANPUEMCTBA 3
OIBIIOT KUIBKOCTI CEKTOpPIB HA OCHOB1 1X KPUTHYHOCTI JUIsi €KOHOMIKHM Ta
cycniascTBa. NIS 2 mocuitoe BuMoru 10 Oe3Meku, 10 BUCYBAIOThCA A0 KOMITaHiH,
CTOCY€EThCSI 0€3MMEKH JIAHIIIOT1B MTOCTAaYaHHS Ta B3a€EMOBIJTHOCUH 3 TTOCTa4aJIbHUKAMU,
crpourye 3000B°I3aHHS IIOA0 3BITHOCTI, 3aIIPOBa/IKy€e OUTbII CYBOP1 3aX0AH HATJISLY
JUTSl HAalllOHAJIBHUX OPTaHiB BJIaJI, CYBOPIII BUMOTH JJO BUKOHAHHS Ta CIPSIMOBaHUN

Ha TapMOHI3AlII0 PEXUMIB CaHKIIN y nepxkaBax-uwieHax. [Ipomosumiss NIS 2
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JOTIOMOK€ 30UIbIIMTH OOMIH 1H(OpMalli€er0 Ta CHIBOpAIl0 3  YIPaBIiHHS
KIOEpKpHU3010 Ha HalllOHAJbHOMY PiBHI Ta piBHI1 €C.

KibepOe3neka € oguuM 13 rojoBHUX mpioputeTiB Komicii Ta HapiKHUM
KameHeM IudpoBoi Ta NoB’s13aHO1 €Bponu. 30UTbIIEHHS KUIBKOCTI KiOepaTak Iij] 4yac
KOPOHABIPYCHOI KPHU3M TOKa3aj0, HACKUIBKM BaXJIHUBO 3axXUIATU JIIKapHI,
JOCHITHUIBK] LIEHTPH Ta 1HIIY 1HPpacTpykTypy. [loTpiOHi pimrydi aii B mii cdepi,
1100 3a0e3MeunT EKOHOMIKY Ta cycniibeTBO €C y MailOyTHROMY.

PearyBanns Ha iHUMIEeHTH KiOepHeTH4yHOI Oe3neku y €Bpomni: Kowmicis €C 3
Ki0epOe3rneku MponoHye cTBOpUTU criuibHUM KiOepmiapo3ain (JCU) nns pearyBaHHs
Ha 3pOCTalouy KUIbKICTh CEpUO3HUX KIOEPIHIM/ICHTIB, SKI BIJIMBAIOTh HA JIEPXKaBHI
CITy>k0H, MIIMPUEMCTBA Ta TPOMAJISIH Y Bchomy €BpornericbkoMmy Corosi [37;38].

HoBuil miapo3nin kibeppearyBaHHsi 00’€qHA€E pecypcud Ta AOCBIJ JEpKaB-
yieHiB €Bponelicbkoro Coro3y aig 3amo0iraHHs 1 pearyBaHHS Ha 1HIIUACHTHU
Oesnexku. BiH Takox BKJIIOYATHME IMPUBATHI KOMIIaHii, MPAaBOOXOPOHHI OpraHd Ta
1HII1 criyibHOTH KiOep3axucTty. [laptHepcTBO A03BOIUTHE €C KONEKTUBHO pearyBaTH
Ta OOMIHIOBATHCS BIAMOBIAHOIO 1H(MOpMaIti€ero mpo Kidep3arpo3u B €C [3].

Komicis €C 3 xkibepOesneku 3asBis€, IO CTBOPUTH TMIAPO3AUT dYepes
MOCTYNOBUM 1 MPO30pUM Mpoliec 1 AO3BOJUTH CIUIbHE BOJOMIHHSA 3 PIZHUMHU
naptHepamu. PearyBaHHs Ha IHIIUJEHTH — II€ CTPYKTypOBaHUW MpoIeC, SKUN
oprasizamii BHUKOPUCTOBYIOTb [UIsl BHSIBJIEHHS Ta YCYHEHHS  IHLHUJECHTIB
KibepOe3neku. PearyBaHHsS BKJIIOYa€ KiIbKa €TamiB, BKJIIOYAIOYM MIATOTOBKY [0
IHIUJICHTIB, BUSBJICHHS Ta aHall13 IHIUACHTY O€3MeKH, JIOKaTi3allito, JIKBIIAIII0 Ta
MOBHE BiJTHOBJIEHHS, a TAKOXK aHAJI13 1 HABYAHHS MICIS IHIIUACHTY.

€C Takox gk 1 CHIA BUKOPUCTOBYIOTh YOTHpPU €TalM pearyBaHHS Ha
mHouaeHty NIST.

VY3aranbHeHHs1 3100yTKIB €Bponu y cdepi 3abesneueHHs kibepoOesneku: 9
oepe3ns 2021 poky Komneris €Bpokomicii cxBanwia gopoxHto kapty “Iludposuit
komnac” [4, 5] — neknapaTMBHUKA JOKYMEHT, SIKUM BHU3HAYA€ MEPCHEKTUBU Ta
3aBJaHHA y cepl po3BUTKY riodanbHOoI udpoBoi Tpanchopmarii 1o 2030 poky. Ak

Wnerbcst B gokyMeHti, “HudpoBuit  kommac” BimoOpaxkae MEpPCIEKTUBU
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texHonoriynoro po3Butky €C mo 2030 poky y 4HOTHpHOX HampsiMax — mudpoBa
ocBiTa, mudpona iHGpacTpykTypa, IUdpPOBHUI PO3BUTOK Oi3HEeCy, IUDPOBUIA
PO3BUTOK JEPKABHOTO CEKTOPY.

[lepuiuii HaIPsIMOK CTOCY€THCS HU(PPOBOI OCBITU HACEJIEHHS Ta MiJTOTOBKU
nocBiqueHux QaxiBuiB y cdepi nudpoBux texuosorii. Ile o3nauae, mo mo 2030
poky, 80 % ycworo HaceneHHss €C moBuHHI mMaTu 0a3zoBi nudpoBi HaBuuku. [Ipu
uboMy B €C MawTh OyTu mpaneBiamroBaHi He MeHiie 20 MinbHOHIB (axiBIiB y
uudpoBiit cepi, cepenr AKMX Ma€e CYTTEBO 3POCTH JI0JIS1 3AMHATOCTI KIHOK.

Hpyruii — mnepeadavyae po3BUTOK Oe3meyHOoi, e(PEeKTHUBHOI Ta 3aXHUILEHOI
uudponoi iHppacTpykrypu. o 2030 poky BCi JAOMOrocnoaapcTBa MaroTh OyTH
3a0e3MeueHl KOMYHIKAI[iIMU TirabiTHOrO piBHS, a BCl HAaceJeHl PErioHu MaroTh
oTpuMaTtH NOKpUTTA Mepexero SG. Ha Toit wac Ha €Bpony Mae npunajgati He MEHIIE
20 % cBiTOBOrO 00CATY BUPOOHHUIITBA HAMIBIPOBIAHUKIB, BUPOOHHUIITBO MEPETOBUX
Ta CTIMKUX HamiBOPOBIIHMKIB Yy €Bpomni Mae craHoButd 20 % CBITOBOTO
BupoOHulTBa. [lepenbauaetbest crBopeHHss He MeHimie 10 Tuc. edeKTUBHHX Ta
€KOJIOTIUHMX TMepenaBalbHUX BY3MiB [7, 8]. Y €Bpomni mae 3’SIBUTHCS NEPIIUil
KkBaHTOBUM koMmm'toTep 10 2025 poky. Jlo 2030 poky OUIKYETHCA CTBOPEHHS
KOHKYPEHTHUX €BPOMEHUCHKUX MIANPUEMCTB 3 TMOBHUMH IIUKJIAMU POOOTH 010
MOCTAYaHHS HaMIBOPOBIAHUKIB — B1JI MPOEKTYBAaHHA KOMIIOHEHTIB JO TOTOBUX
npoaykTiB. LleHTpoM cyiinbHOT 1udpoBizallii CTaHyTh NPOMUCIOBI MIANPUEMCTBA 3
BUpOOHUIITBA mpouecopiB gopmary S5G. Takok TMIaHYETbCS 3HAYHO 3HUBUTH
3aJIEKHICTH B1Jl MOCTaBOK Iu(poBux npoaykTiB 3 [liBgenno-Cxinnoi A3ii Ta Kutato

Tpetiit — crocyeTbest uppoBOro po3BUTKyY s 613Hecy. [{o 2030 poky Tpu 3
YOTHPHOX KOMIMAaH1 MatOTh BUKOPUCTOBYBATH ‘“XMapHi” KOMII IOTE€PHI MOCTYTH, 0a3u
“BENIMKUX JTaHUX Ta 3aCO0U MITYYHOrO 1HTENEKTy. OUiKyeThes, 10 He MeHiie 90 %
MaJliX Ta CepeaHIX MPOMUCIOBUX MIANPUEMCTB MAIOTh JIOCATTH MIPUHANMHI 6a30BOTO
PIBHS IHTEHCHUBHOCTI Y 3aCTOCYBaHHI KOMIT FOTEPHUX TEXHOJOTIH.

YeTtBepTuii — nu(ppoBUl pO3BUTOK JEPKAaBHOT'O CEKTOpY mepeadadae, Mo 10
2030 poky BCl KIHOYOBI FPOMAJICHK] Ta COLIaIbHI MOCIYTU MalOTh OyTH JTOCTYITHUMHU

y ¢opmati onnaitd. ['pomaassau €C 3M0XKyTh TOBHOIIHHO BUKOPUCTOBYBATH 3aCO0U
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uudpoBoi ineHTudikaiii, MaTu 0€300MeXKEHUNU TOCTYN JI0 BIACHUX EJIEKTPOHHUX
naHux [6].

Takum uymHoM, “IludpoBuit kommac” €C sBusge €000 3BIT MpaBUil
aMOiliifHOrO Ta JMHAMIYHOTO PO3BUTKY MUppoBOi cdepu Ta CYIUIBHOI
mioKATam3ami Ha motouHi 10 pokiB, a WOro mMpakTHYHE BIPOBAIHKEHHS HAJIACTh
3MOTy MIJHATHCS €BPOCOIO3Y y PEUTHUHIY CBITOBOI'O TE€XHOJOTTYHOTO PO3BUTKY Ha
JIIepChKl  TMO3WII, HaJaroJAWTH  MacliTabHE  TMPOMHUCIOBE  BUPOOHHUIITBO
HaIIBIPOBITHUKIB Ta BCTAHOBUTH KOHTPOJIb HaJl 20 % CBITOBUX MOCTaBOK MIKPOCXEM

Ta MPOIECOPIB y I[LOMY CEIMEHTI.



35
2.2. @opmajbHMii aHaJdi3 3a0e3nedYeHHs KiOepHETHYHOI Oe3leKu Yy

€spomni, CIIIA Ta Ykpaini

B pamkax mopanbiioro po3BUTKYy coiBpoOiTHUIITBA Ykpainu 3 CIHA ta €C
BapTO, MEpPII 3a BCE, BpaXxoOByBaTU MOTouHI TeHaeHIi cmiBmpaii Mixk €C 1 CIIA.
[Monaneme cniBpoOiTHULITBO €C-CIHIA-Ykpaina y cdepi kibepOe3neku IOIIILHO
30CEpPEAUTH Ha HACTYNMHUX Hamnpamkax [28; 29;30; 40]:

1. 3aBepmMTH CTBOPEHHSI YITKOi poOOUYOi CHCTEMU KOOpJuHAIil y cdepi
kibepOe3neku st moBHOI iMmmuiemeHTanii Ctparerii kibepOe3neku YkpaiHu 100
3aJIy4UTH yCIX HaIlIOHAJBbHUX aKTOPIB, BKIIIOYAIOUM HEYPSA0BI OpraHizailii, 1 3po0uTu
nonomory CIIIA, €C Ta iHmKX opraxizaiiiil 61IbII aIPECHOI0 Ta €()EKTUBHOIO;

2. Bukopuctatu gocBig Ta npaktuku €C 1 CHIA s CTBOpEHHS HIUPOKOT
HalllOHAJIBHOT cXxeMu cepTudikailii 3 kibepOe3neku, po3poOKH IJIaHy, K BIAMOBIAATH
Ha [IMPOKOMACIITAOHI 1HIUIAEHTH 1 KpHU3U, MOMNIHOIIOBATUIEPKABHO-TIPUBATHE
MapTHEPCTBO 1 MOCUITIOBATH JOCIIKEHHS;

3. iHiiIoBaTU npuenHands Ykpainu g0 llentpy nepenoBoro aocsigy CILA 3
KiOepoOOpOHH, M0 JAOMOMOXE YKpaiHl IMIUIEMEHTYBAaTH Kpallll MPaKTUKU 1
MOTrJIMOUTH CHIBIPAIIIo 3 AJIbSTHCOM Y 1iH cdepi;

4. HapoulyBaTh OOOpPOHHUN TEXHIYHUM TMOTeHHian YkpaiHu y cdepi
kibepOe3neku 3a cpusinas TpactoBoro goumy CIIIA 3 kibepOe3neku Ta y criBmparii
3 PymyHieto;

5. pO3BUHYTH CHiBpOOITHUILITBO 3 TMOCHUJIEHHS KiOepOesneku B YKpaiHi s
nonepe/PKEeHHsT 1 HeWTpamizaiii MOXJIMBOIO POCIACHKOrO BTPYYaHHsS TiJ dYac
BHOOpYMX KaMIlaHii B YKpaiHi;

6. IPOJIOBXKYBATH AISUTBHICTh 3 BU3HAUEHHSI KPUTUYHOI 1HPPACTPYKTYpPH Ta ii
KJIFOYOBHUX OIEpalliifHUX Bpa3IUBOCTEl;

7. ONMpalloBaTH  3arajbHOHaUlOHanbHUM  [lman  pearyBaHHs ~ Ha

HaJ[3BUYANHICUTYAaIlli B KIOEpIIPOCTOPI;
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8. po3poOUTH MeXaHI3M pO3MOJIIEHHS PU3UKIB Yepe3 BUKOPHUCTAHHS
3aXMIIEHUX XMapHUX CEPBICIB 3a[uisl MIHIMI3alli MOXIMBUX BTpaT Yy pasi
kibepHanaay Ha iHGoOpMaIliiiHi 6a3u OpraHiB Aep>KaBHOI BIaJIu;

9. 3amyyuTH Kpami 3axigHi TPaKTUKWA 3aJJis TOCWIEHHS MIXKB1JOMYOIO
CHIBpOOITHUIITBA Ta JIEPKABHO-IIPUBATHOTO TMApTHEPCTBA 3  BUPOOJIEHHAM
KOHKPETHOTO JII€EBOT0 MEXaH13My MOr0o MPaKTUYHOI'O 3aCTOCYBaHHS;

10. mpononyBatu 3 6oky CIIIA 1 €C Tta 3amyuutu 3 00Ky YKpaiHu Oiiblie
30BHIIIHBOI €KCIIEPTHOT JOTIOMOTH;

11. cninbHUMU 3yCHJUISIMH PO3POOUTH CHCTEMY MOTHBAIi s (axiBIiB,
3aitHATUX Y cdepl kKibepOe3neku Ta KibepoOOpoHHU.

TakoX BaXXJIMBUM HAIPSMKOM CITIBIPAIll MOXKE CTaTH MOHITOPUHT POCIHCHKOT
Ta KUTalChKOI K10ep-aKTHUBHOCTI, B3aEMOJI1 KiOep-opraHizaliii 00ox kpaid. B modi
CHUIBHOI yBaru Moke OyTHM BUBYEHHS MOXJIMBOcTeld Pocii BUKOpHCTOBYBaTH JiHIi
TEXHOJIOTITYHOTO ONTUKO-BOJIOKOHHOTO 3B’A3KY OE€3TPaH3UTHHUX Ta30MpPOBITHUX
cucteM tuny «lliBHiuHMNA NOTIKY», «[liBHIYHUI MOTIK-2», « TypeubKkuil MOTIK» Ta iX
npoaoBxeHb mo Teputopii kpaiH HATO ta €C anga BupimieHHS HEnpoQiIbHUX
3aBJlaHb, B TOMY YHUCJ, JJI KIOEPIIIUTYHCTBA.

i1 po3BuTkKy 6e3nexoBoro cmiBpodiTHUIITBAa €C 1 HATO cniBnanarTs, 1 1€
0a3yeThCs HE JIMIIE Ha TOMY (akTopi, o 22 KpaiHu € ogHo4yacHo wieHamu 1 €C, i
HATO, ane i1 Ha Oa)kaHHI B3a€EMHOTI'0 3alI0BHEHHS IOTOYHHUX MPOTAIMH Y O€3[IEKOBUX
MOXJIMBOCTSX OJHWH OJIHOTO, 30KpeMa y cdepi kibepoesneku [31;32]. s po3BUTKY
TaKol CIIBIpaIll, & TAKOXX B3a€EMOJII 3 IHIIUMU aKTOpaMH, 30KpemMa, YKpaiHoio, OyB
po3pobieHnii PaMKOBHI1 TOKYMEHT 3 CIUIBHOTO TUIJIOMaTHYHOrO pearyBanHs €C Ha
mkianmuBy KiOepaisbHicTh (Framework for a Joint EU Diplomatic Response to
Malicious Cyber Activities). Baxxnauoro Bixow po3Butky cmiBnpaii €C 1 HATO 3
kibepOe3neku crano BcTaHoBleHHs llenTtpom mnepenoBoro pocBinry HATO 3
kibepoboponn y 2013 porri 3B’s13kiB 3 €BpONEUCHKUM OOOPOHHUM areHTCTBOM ISt
oOMiHy i1HoOpMaIli€l0, MPOBEICHHS CIUIBHUX HaBYaHb 1 3aXO0/IB Ta YHHUKAHHS
nyOJIIoBaHHS JOCHIIKEeHb y Kibepcdepi. Bl CTpyKTypu MPOBENUM HU3KY CHIIBHUX

HaB4YaHb, 30KpeMa — Bxke 3rajaHe HaByaHHA «Kibep Koamimis» (Cyber Coalition) 1
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HapuaHHs «Kibep €Bpona» (Cyber Europe), siki ctanu miatgopmoro s CHOUIBHUX
niaxoaiB. HwuHimmHsg akTyamizailis riOpMIHUX BHUKIUKIB 1 3arpo3, IOB’s3aHa 3
arpecieto Pocii mpotu VYkpaiHu, Hajxae J0AaTKOBOrO MOIITOBXY MOTJIHUOJIECHHIO
B3aemMoJii ABOX opradizamiii. B moromy 2016 poky, me a0 cxaneHHs CoiuibHOL
3asiBu €C-HATO, aBi opranizauii mianucanu TexHIYHY yrojay mpo CHIBIpaIio 3
KiOepoOOpoHH 3a HampsMKaMu OOMiHY 1HGOpPMAIlI€I0, TPEHYBaHHS, JOCHIIIKEHb 1
HaBuaHHS. B pe3ynbTaTi, NpakTUYHA CHIBIOpalsl pPO3BUBAETbCS MK [pymnoro
pearyBaHHs Ha koM totepHi Hana3BuuaiHi cutyanii €C (CERT-EU) i1 Lentpom
MOXJIMBOCTEH 3 pearyBaHHs Ha KoM toTepHi iHuuaeHTH (NCIRC), ski it ctamm
minucanTaMu 3raganoi TexHiynoi yroau Bif imeHi €C 1 HATO. Ha camiti HATO
11-12 nunuas 2018 poky y HoOBIM 1mTab-kBapTtupi B bprocceni posmmpene
cniBpoOiTHULTBO Mik €C 1 HATO BiacBsTKyBano cBid Apyruit pik. CroiBmparst Mix
€C 1 HATO 3pocna B ycix cdepax, BiJ TiOpUIHHX 3arpo3 Ta KiOepOesneku 10
MOpChKOro criBpoOiTHUIITBA. KibepOesneka mocTiiiHO MPUCYTHS B iXHIX OMIIIHHUX
nokyMeHntax. B pamkax Posmmpenoi cmiBmpaii Mk €C 1 HATO 13 3amyueHHsIM
TPETIX CTOPIH, 30KpeMa, 3 KibepOe3IeKku, Ha JaHUl Yac ICHYIOTh TpU MIJIOTHI KpaiHu:
MomnnoBa, Tynic Ta bocHis 1 'epuieroBuna. Tpertiit 3BIiT mpo Xifj i1 iMIUIEMEHTAIlI],
cxBaieauit Pamamu €C Tta HATO,20 Bu3Hauvae, mo o0OMIH 1H(OpMAIIIETO,
BKJIIOYAIOYM ¥ MIDK-IITa0OHI MOJITUYHI KOHCYJIbTAIlll, TAKOK MAaTUMYThb Miclie ¥ JIst
VYkpainu. Ykpaina mae 6arato kBanihikoBaHUX eKCIepTiB y kibepcdepi. [IpoTte, im
BCE 1€ HE BHUCTAYa€ MIXKBIJIOMUYOi KOOpAMHAII Ta CHIBMpall 3 MIXHAPOJIHUMU
naptHepamu. Hanpuknan, KoncyneratuBhHa micis €C B VYkpaini cmiBmpaigoe 3
Ki6epnomimiero Ykpainu, Cinyx0o010 Oe3nekn Ykpainu Ta HalioHalbHUM HEHTPOM
koopauHalii kioepOesnekn mpu PHBOY. Tum yacom, HamexHa KOOpIWHAIlIS
3QJIMIIAETHCS BAXIIUBOIO MPOOJIEMOIO, OCKUIBKM BOHA HE 3aJIeKUTh BiJl CTpaTerii 4u
MOJIITHK, SIKI BOHU pO3p00JIsitoTh. Tak caMo KOIITH Ta 3yCUILIS JOHOPIB 3aiekaTh BiJ
piBHS MIKBIJIOMYO1 KOoOpJuHallii B YkpaiHi. Ykpaina cmiBopaioe 3 €C 1 HATO y
cdepi kibepOe3neKy MOKH 10 CerapaTHO, X0ua B OKpEMHUX BHUIIAJIKaxX, MEPEBAXKHO Ha
pIBHI NOpPaKTUYHOI JOTMOMOTH, JBI Opradizamii 3[IMCHIOIOTh IIOHAIMEHIIe

Y3rO/PKEHHST CBOIX 3YCWJIb, aJkK€ 11 JBOCTOPOHHS JomnoMora wmae OyTu
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CKOOpJMHOBaHa Yy BIAMOBIIHOCTI A0 3acan cruiBpobiTHuirBa €C-HATO y cdepi
kibepOe3neku. B €Bponeichkiii ciryx01 30BHIITHBO1 J1i BBAXKAIOTh, 110 KOMIUJIEKCHUIN
XapakTep KiOepnmpocTopy BUMAarae CHUIBHUX 3YCHIIb YPSAJIiB, IPUBATHOTO CEKTOPY,
€KCIIEPTHOTO CEPEIOBUINA, TEXHIYHOI CHIJIbHOTH, KOPUCTYBadiB 1 HayKOBIIB 3
npoTUAll cydacHUM KiOep3arpo3zam. Sk mnoBimomMuB mnpenctaBHuk [ligposainy
KOOpAWHAIll KiOepIOIITUKHU, MONEpeKEHHS KOH(IIIKTIB 1 TMOJITUKKA O€3MeKu
€Bporeiichkoi ciry»k0u 30BHIMHBOI A11 Enoi3 [[iBosb Ha MDKHApOAHINA KOH(pEpeHIil
“Hosi ¢opmatu cmiBnpani HATO 1 €C 3 Vkpainow” 30-31 tpaBusa 2018 poky y
Kuegi, €C 3BepTae yBary Ha HEOOXiJHICTh ajanTallli KpaiH-apTHEPIB, BKIIOYAIOYU
VYkpainy, 1o npaBuia kidepoesneku €C, MpIOPUTETHUMHU Cepell IKUX € cepTUudikairis
MpOrpaMHOro 3a0e3MeyeHHs, MpOoIeC IMepeaayl 3BITHOCTI, BOPOBAIKEHHS HOPM
BIAMOBITAIBHOCTI 3a J1i B KIOepImpocTopi.

Otxe, MoxHa koHcTaTyBatu, mo €C Hapolrye cBii moTeHmian y cdepi
TOTAJIBHOI JIJKITami3alli, MakCUMaJIbHO HaMaralouuch BIPOBAKyBaTh HUGPOBI
TEXHOJIOT1i Y BCl chepu KUTTENISUIBHOCTI €BPONENUCHKOTO CychiibcTBa. OCHOBHUM
06a3oBUM J0KyMeHTOM B €C, sxuii peryntoBatume chepy KidGep3axucrty, € OHOBJICHA
Crpareris ki6epoesneku Ha 2021 — 2027 poku. €C KOHIENTyalbHO Ma€ HaMip Ta
BXKMBA€ 3axO0/iB 3 METOI0 OINEPATUBHOTO pearyBaHHS Ha BUKIHUKUA Ta 3arpo3u
cydacHocTi B iH(popMmamiitHid chepi. A Ha npuknaai CIIA y xomi mochigxeHHs
BUSIBJIEHO 0araTo YMHHHKIB, SIKI COPUSUIM MPOBEJACHHIO YCHINIHOI iH(opMailiitHol
nomituku. Cepen HUX BHUAUIEHO HOPMATUBHO-NPABOBE PEryJIIOBaHHS, BAAILY
MOJIITUKY JEp>KaBHUX OpraHiB Ta aAMIHICTpallil Npe3uaeHTa, 1HPOPMOBAHICTh Ta
JOBIPY HaceJeHHs, KiOep-cTpaxyBaHHs Ta MIXKHAPOJAHY CIIBIIPALIIO.

BpaxoByroul MOJMITHYHI peasii Ta CydacHl CHpSIMYyBaHHS, YKpaiHa Mae
aKTHBI3yBaTU CHIBpOOITHULTBO Yy cdepi 3abe3neueHHs KiOepOe3neKku 3a TaKUMHU
HalpsiMaMU: CTBOPEHHSI MEXaHI3My ONEPATHMBHOI KOOpAMHALII Ta B3a€MO/Ili, OOMIHY
iH(opMmaliiero mpo Kidep3arpo3u i KiOepIHIIUIACHTH MK KOMIIETECHTHUMHU OpraHamMu
Vkpainu T1a €C; BIOCKOHAJEHHS MDKHAPOJHOTO CHIBpOOITHUIITBA Yy cdepi

KiOepOe3neKku; IMIJIEMEHTAllisi MDKHAPOJHONPABOBUX Ta €BPOMEUCHKUX HOPM Yy
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HalllOHAJIbHE 3aKOHOJABCTBO YKpaiHU, OCOOJMBO WIOA0 3alpPOBAKEHHS PEKUMY
kio6epcankmiit [10; 37;38; 39; 40].

Mix Vkpainoto Ta Cnomyyenumu IlltaraMu AMEpUKH ICHY€ CTpaTeriyHe
MapTHEPCTBO, sKe Tpeba mMocTiiiHO po3BuBaTu. I[lepriodyeproBUM acrnekToM
3QJIMIIAIOTHCS (DIHAHCOBA MIATPUMKA Ta TEXHIYHA JOMOMora s YKpaiHu 3 OOKy
CHIA. AHani3 BUKJIQICHUX MatepiaiiB J03Bojsie koHcTatyBatu, mo CIIA #t nagam
rOTOBI BIJIrpaBaTU BaXIJIMBY poOJib y 3a0e3neueHHi kidepOesneku Ykpainu. JlocBif
CIIA y miii mUIOmMHI NEPEeKOHJIMBO JEMOHCTPYE, L0 B CY4YacCHOMY CBITI
KIOEpIpOCTIp CTa€ APEHOI SIK HACTYMAaJbHUX TaK 1 OOOPOHHUX OIlepalliii, BUMarae
KOHIIEHTpAIlii 3yCUJIb BIHCHKOBOTO Ta IUBUILHOTO CEKTOPIB Y (OKYCI 1€l Mpodiiemu,
[0 € HAaCHIJIKOM YITKOTO BH3HAYEHHS CYNPOTHUBHHUKIB Ta COKO3HHKIB. 3acaiu
nepkaBHoi kiOepOesnekoBoi momituku CIHIA  aeMOHCTPYIOTh, MmO 1Sl KpaiHa
BHU3HAYae Ki0epOe3neKy sK BaXJIMBY CKJIAJOBY HAlllOHAJIBHOI OE3MEKH Ta TOKJIAJae
KapJIMHAJIBHUX 3yCUJIb 3 METOIO 1i MOCUJICHHS Ta 3a0€3Me4eHHs, y 3B SI3Ky 3 UMM Ha
3aKOHOJABYOMY PiBHI CXBAJIIOIOTHCS HOPMATHUBHI aKTH, SIKI € CBOEPITHOIO PEAKIIIEI0

Ha MOIIMPEHHS HOBITHIX 3arpo3 y kideprpoctopi [11].
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PO3/11 3
PEAJIIBALIS 3ABE3NEYEHHSI KIBEPBE3NEKH
IHOOPMALIHUX PECYPCIB OPTAHIB MYBJIIYHOI'O YIIPABJIHHS
TA MICIIEBOT'O CAMOBPSITYBAHHSI

3.1. YaockoHaJleHHSI HOPMATHBHO-NIPABOBOI0 3a0e3leYeHHs] YKpaiHu y

cepi kidbepOe3nexkn

Kibepnpoctip — 11e¢ HOBUIA KaHa JJisi CTBOPEHHS 1 MOIIUPEHHS PI3HOMAHITHOI
iH(opMaiiii, BiH CTaB HOBUM JBUTYHOM 3POCTaHHSI €KOHOMIKU, HOBOIO IIAT(GPOPMOIO
COIIaJIbHOTO YMPABIIHHSA, HOBUM CIOCOOOM MIKHAPOJHOTO CHIBPOOITHHUIITBA, [0
TOTO K 1 30BCIM HOBOIO C(hepOIO JIEPKABHOTO CYBEPEHITETY.

Onnak kiOeprnpocTip HaJlae HaM HE TUIbKKM PECypcH, MOXMJIHMBOCTI, aje 1
MictTuTh 3arpo3u. llocuniena 1udpoBizaiiss Ta 3B’S30K 30UIBIIYIOTh PU3UKHU
Ki0epOe3neKku, TUM CaMHM pOOJISIYM CYCHIIBCTBO 3arajoM OUIbIl BPa3JMBUM 10
Kibep3arpo3, MOCHIIIOIOUM HEOE3MeKy, 3 SIKOIW CTHKAIOThCS JIIOAH, BKIIOYAIOYU
Bpa3JMBHUX 0C10, TAKUX 5K JTITH.

B wamri gHi HamioHanbHa Oe3meka HEMOXJIuWBa 0Oe3 11 kiOepOesmeku, a
MOJIEpHI3allisi KpaiHW HemoxJuBa ©0e3 11 1HQopmaruzamii. 3 oriasay Ha
BUIIICHABEJICHU BHCJIIB BapTO BHU3HAYMUTHCSA 3 TepMmiHamu. Jlo chOrogHi B
MyOJTiKaIisaiX MOXHa 3YCTPITU Pi3HI MOHSTTS, 1110 BUKOPUCTOBYIOTHCS K CUHOHIMH,
30KpeMa, «Oesmeka iH(opmarliii», «iHbopMalliiiHa Oe3meka», Ta «kKioepoOesmnekay,
aBTOPH MIIMIHSIIOUN MK COOOIO 111 MOHSTTS BBOJSITH CyCHIIBLCTBO B OMaHY.

[Tonsarrs «Oe3neka iHpopmarii» BuzHaueHo y ISO/IEC 27000 m. 3.28
(information security) «be3neka iHdopmarii» - 30epekeHHS KOH(PIAEHIIMHOCTI
(3.10), mimicHocti (3.36) Ta goctynHocti (3.7) itHdopmaiii. BinnosigHo no [pumitku
1 nns kBamidikamii Oe3nexku B cdepl iHGoOpMalii MarOTh BpaxOBYBaTUCS 1 IHIII
BJIACTUBOCTI, Takl sIK cropaBxHIcTh (3.6), 3BiTHICTh, HenpuitHATTA (3.48) Ta

HaaiiHicTh (3.55) [1]. B HamionaibHOMY BuUMIpI MOHATTS Oe3neka iH(opMaiii
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nependavae 3axXMIIEHICTh 1HGOPMAIIl BiJl HECAHKI[IOHOBAHUX il (BHIAIKOBUX YU
HaBMUCHUX ), 1110 MPU3BOAATH 10 MOAU(IKAIlli, PO3KPUTTS YA 3HULIECHHSIM JaHUX.

Bnepuie noustTs «iHdopmaliiftHoi Oe3neku» B YKpaiHi OyJlo BHU3HAYEHO Y
3akoHi Ykpainu «IIpo OcHOBHI 3acaiyu poO3BUTKY 1H(OPMAIIITHOTO CYCILUIBCTBA B
VYkpaini Ha 2007-2015 poku» Big 09.01.2007 p. Ne 537-V [2], B axomy iH(DoOpMaliiiiHa
Oe3reKa BU3HAYAETHCA SIK CTaH 3aXMINEHOCT] KUTTEBO BAXKIMBHUX 1HTEPECIB JIIOANHH,
CYCHUIBCTBA 1 IEpKaBU, MPU SIKOMY 3a11001raeThbCsl HAHECEHHS IIIKOU Yepes3:

—  HEMOBHOTY, HEBYACHICTh Ta  HEBIPOTiAHICTH  1H(oOpMarii, M0
BUKOPHUCTOBYETHCS;

— HeratuBHUU 1H(GOpPMALIMHUN BIUIMB; HETAaTHBHI HACIIAKA 3aCTOCYBaHHS
1H(pOpMaIIITHUX TEXHOJIOT1H;

— HECAHKI[IOHOBAaHE PpO3MOBCIOJKEHHS, BHUKOPHUCTAaHHA 1 TMOPYILICHHS
LUTICHOCT1, KOH(1IEHIIIITHOCTI Ta JOCTYMHOCTI 1H(GOpMAIlii.

3rigno 3 3akoHoM Ykpainu «IIpo OcHOBHI 3acaju po3BUTKY 1HPOPMAIIHHOTO
cycniabcTBa B YKpaini Ha 2007-2015 poku» BupilieHHs npobiemu iHdopMaliitHoi
0e3neKy Mae 3A1MCHIOBATHUCS IUISIXOM:

— CTBOpPEHHS TMOBHOQYHKIIOHANIBHOI 1H(pOpMaLiitHOT  1HQPACTPYKTYypH
JepKaBH Ta 3a0€31€UEHHS 3aXUCTY 11 KpUTUYHUX €JIEMEHTIB;

— TIABHUINEHHS PIBHA KOOPJAWHAINI ISJIBHOCTI JEp)KaBHUX OpPraHiB MO0
BUSIBJICHHSI, OLIIHKM 1 MPOTHO3YBaHHs 3arpo3 iHdopMaiiitHiid 6e3nerri, 3amo0iranHs
TaKUM 3arpo3aM Ta 3a0e3medyeHHs JIKBigaIli 11X HACHiAKIB, 3AIHCHEHHS
MDKHAPOJHOTO CIIBPOOITHUIITBA 3 [IUX MUTAaHb;

— BIOCKOHAQJICHHS HOPMATUBHO-TIPABOBOi 0a3W MIOA0  3a0e3medyeHHs
iH(popMaliiiHoi Oe3nexku, 30KpeMa 3aXUCTy IHPOPMAIIMHUX PecypciB, MPOTUAL
KOMM'IOTEPHIM  3JIOYMHHOCTI, 3aXUCTy MEPCOHAIBHUX  JIaHMX, a TaKoX
MPaBOOXOPOHHOI JAiSILHOCTI B iH(OpMaliiHii chepi;

— po3ropTaHHs Ta po3BUTKY HalioHanbHOI cucTeMu KOH(IIEHIIITHOTO 3B'SI3KY
K Cy4acHOI 3aXHUIIEHOI TPAHCIOPTHOI OCHOBH, 3/IaTHOI 1HTErPyBaTH TEPUTOPIATILHO
posnoaiieHl 1HGOpPMAIliiHI CHUCTeMH, B SKUX OOpoOJsIEThCS KOH(QIISHIliHA

iHpopMmairis.
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Sk 6aunmo, OHATTS «iHGOopMaIliiiHa Oe3nekay Hadarato mupIIa Hi>k TOHITTS
Oe3neku iHpopmarlii 1 30BCIM HE 3BOAUTHCS 10 HEJ.

Crangapt ICO/IEC 27032 Hamae BHU3HAUYEHHS «KiOepOesmekm» depes
KaTeropito 0e3nexku KidepnpocTtopy — 30epekeHHs] KOHPIAEHIIMHOCTI, ITICHOCTI Ta
noctynHocti 1HQopMmarii y kibepopocropi. [lpu mpomy, KiGepmpocTopoM €
CEpElOBHUIIE, 1110 BUHUKAE BHACIIIOK (PYHKIIOHYBaHHS HA OCHOBI €IMHUX MPUHIUIIIB
1 3a 3araJbHUMHU [OpaBuWiIaMd  1HQOpPMAIIWHUX, TEJIEKOMYHIKAIlIMHUX Ta
iHpopMariitno-komyHikamiiaux cuctem [3]. Bignosigno no ACT Ykpainu ISO/IEC
27032:2016 1. 4.21 KibepmpocTip — 11€ CKJIaJIHE CePEIOBUIIE, 1[0 BUHUKAE B TIPOIIEC]
B3a€EMOJIii JIIOJIeH, mporpaMHOro 3a0e3leueHHs] Ta MOCIYr y Mepexi [HTepHert, 3a
JOTIOMOT' 00 TEXHOJIOTTYHUX MPUCTPOIB a00 00'eJHAHUX MEPEK, KA HE ICHYE B Oy/b-
ki Qi3uuHiit hopmi.

Po3BUTOK HOBOTrO THIy MPOTHUCTOSIHHSA, SIK 1HQOpMaIlliiiHa 60poTh0a, mepexin
TOHKHA TEXHIYHUX O030pO€Hb B KIOEPHPOCTIP TAKOXK OOYMOBIIOIOTH aKTYyaJbHICTh
JIOCJII>KEHHS BIIHOCHH JiepKaB B cepi KibepOe3neKu.

Ha nymky ¢axiBuiB 30poiinux cui CIIA B o6nacti kibepOe3neku, CTaHOM Ha
2008 pik, B TeXHIYHOMY IJIaHI MIOBHA aJIeKBaTHA CUCTEMa Ki0ep3axucTy nependayana
mo0y/1I0BY Ta BUKOPUCTAHHS TAKUX OCHOBHUX M1JICUCTEM:

— miacuctemu 3axucty (Protection Capabilities), mo 3a0e3neuye CKpUTHICTh
BUIPOMIHIOBaHb PaJII0EIEKTPOHHUX 3aC001B, CUCTEM 1 3aC001B 3B'SI3KY, KOMI'IOTEPHY
oesnexy (Computer Security) 1 iHpopmatiiiny 6e3nexy (InfoSec);

— migcucremu  BusiBieHHs (Detection Capabilities), mio 3abe3neuye
pO3Mi3HaBaHHS aHOMAJIIM B MEpeXki 32 paxXyHOK 3aCTOCYBaHHS CUCTEM iX BUSBJICHHS;

— MIJICUCTEMU pearyBaHHS Ha 3MIHM TEXHIYHHMX MapameTpiB 1 0OCTaHOBKHU
(Reaction  Capabilities), uo 3abe3medye BiHOBJIEHHS (B TOMY  YHCII
pPEKOH(}ITypallito) 1 BAKOHAHHS 1HIIUX MPOIECiB 1H(HOpMaIiitHUX oneparriil.

Ha nymky okpeMux aBTOpiB, cUCTeMa KiOep3aXxHUCTy, CTBOPEHA BIAMOBIIHO 10
BUINI€3a3HAYEHUX BHUMOI, HE 3a0e3ledyye MOBHOK Mipow KibepOesneku o0'ekTa
iHpopmaruzanii, 1, B MEpILy Yepry, OpPraHiB JAep>KaBHOI Biaaud Ta OOOPOHH.

3abe3neueHHss  KiOepOe3nmeku I1UX OpraHiB  Mae  3IMUCHIOBAaTUCA  €JIUHOIO
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IHTEJIEKTyaJIbHOI0 ~ CHCTEMOI0  Ki0epOe3neku, 1m0 € YaCTHUHOK  CHCTEMH
iHopMmariitnoi Oe3neku. [Ipu 1bOMy B OCHOBY MOOYJIOBU MEPCIEKTUBHOI CUCTEMU
KibepOe3nekn Mae OyTH TMOKJIAJIEHO MOHSITTS €BOJIOLIT CUCTEeMU, TOOTO 3AaTHICTD il
ajganTamii uepe3 3MiHY MapaMeTpiB IiJl BIUIMBOM 30BHINIHIX 1 BHYTPIIIHIX
kibep3arpo3 (kibepartak) 1 TEXHOJIOTIH, L0 3aCTOCOBYIOThCS JUIsl MPOTUAIT M
MPOTATOM CBOTO JKUTTEBOTO UKIY [4].

be3yMOBHO, CTBOpEHHSI TaKOi CHCTEMH MOXJIMBO JUIIE HUISXOM MOEIHAHHS
BCHOI'O CHEKTPY 3aXxOAIB JIEPKABHOIO PpETryJIIOBaHHSA BIJ  3aKOHOJABYOIO
peryJitoBaHHs 0 €()EeKTUBHOTO Ta BIAMOBIAIBLHOIO MPaBO3aCTOCYBaHHS, B OCHOBI
AKUX OyJie IekKaTU PUBHK-MEHEIKMEHT.

B cyuyacHux ymoBax cTpykrypa kidbepkomanayBaHHs CIIIA oxorutroe nonan 50
THC. 0Ci0 1 mpencTaBisie cOOOK CKIIaIHYy 0araTOpiBHEBY CTPYKTYpPY, IO 00’ €IHYE
sycuwiiss MinicteperBa oboponn CIHIA, AHBb Ta KibGepkomanmyBanus CIIIA 1
HapaxoBye 133 00i10B1 KOMaHIU YUCENBHICTIO MOHAJ 6,2 THC. OCIO.

Karanizaropom 3akoHo/aBumx 3MiH B cepi kibepOe3neku B HalIid JaepikaBi
cTaja riOpuaHa BiifHa, po3B’s3aHa pd 13 3aCTOCYBaHHSAM SIK KIACHYHOI, TaK 1
HeJeTaabHOoi 30poi, B TOMY 4HUCHi y KibepmpocTopi Ta uepe3 kibepmpoctip. 21-25
tpaBHs 2014 poky BinOymucs DDoS-ataku 1 3mom caitty 1IBK mig wyac
MPE3UJCHTCHKUX BHUOOpPIB, BHACIIJOK SKHX Ha CaWTi 3'SBUIACS TTOMUIIKOBI
pe3ynbTaTi. He3Baxarouu Ha MOBIIOMIJIEHHS MPO 3JI0M, came Il JJaHl OyJiu O3BY4YEHI
B HOBHMHaX Ha pociiickkomy [lepimiomy kaHami ik peajibHi pe3yJbTaTh BUOOpPIB B
VYkpaini, 23 rpyans 2015 poky 3a gonomororo Tposincbkoi nporpamu BlackEnergy3,
B BUKOPHUCTaHHI SIKOi OyJIM paHillie MOMIYEHI POCIHChKI Xakepu, OyJIO BIIKIIOYEHO
omm3bko 30 miactanuii I[Ipukapnarrsodnenepro, B 3B'13ky 3 uuM Ounbin 200 TucsSY
xuTeniB [BaHo-OpaHKiBChKOT 001aCTI 3ayIHIIANIUCS 0€3 eEeKTPOCHEPrii Ha TEPMiH BiJl
onHoro no mn'stu romuH. Tomi k BiaOymuca araku Ha KwuiBoOseHepro 1
UYepnisiiobaenepro. 1{i ta 6araro iHIIMX, aje HE TaK IIMPOKO BIAOMHUX KibepaTak
3MYCWJIH CEPHO3HO 3ayMaTUCs 1 NEPETIIHYTH MIAXOAU A0 KiOepOe3neKku He TITbKU
JIAUPYOUYl TEXHOJIOTIYHI KOMIIaHii, aje 1 B LUIOMY, BUHECTU L€ NUTaHHSA Ha

Jep>KaBHUM piBeHb. BUKIMKM Ta 3arpo3u HallloHalbHIA Oe3meni YKpaiHu B
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KibeprpocTopi mpusBenu A0 cTBopeHHs: CTpaterii kibepOe3neku Ykpainu, mo Oyna
BIpoBa/’keHa ykazoMm lIpesunmenta Ykpainu Big 15 Oepesns 2016 poky [5], a
peanizallis i MOJOXKEHb MpH3BeNia A0 NpUHHATTS 3akoHy Ykpainu «lIpo ocHOBHI
3acaau 3a0e3nedyeHHs Kibepoesneku Ykpainu» [6].

Ho mnpuiinatts 3akonHy Ykpainu «lIpo ocHOBHI 3acaaum 3a0e3nedyeHHs
kibepOe3nekn YKpaiHu», NPaBOBY OCHOBY KiOepOe3neku YKpaiHU CTaHOBUIIU
Koncturymiss Ykpainu, 3akoHun Ykpainun «I[Ipo OCHOBM HaIlllOHaIbHOI O€3MEeKn»,
«IIpo  indopmamiron, «IIpo  3axuct  iHpopmamii B iHQOpMAaIliiHO-
TENIEKOMYHIKAIIMHUX cucTeMax», Ta iHml 3akoHu, KonBenuiss Pagu €Bpomnu mpo
KIOEp3JIOYMHHICTD, 1HINI MIDXKHApPOJHI JOTOBOPH, 3roja Ha OOOB’SI3KOBICTH SIKMX
HajaHa BepxoBHoto Panoro Ykpainu, Jloktpuna indopmaiiitHoi 6e3nexku Ykpainu, a
TaKO0X 1HIIII HOPMATUBHO-IIPaBOB1 AKTH.

3akoH Ykpainu «IIpo ocHOBHI 3acaau 3abe3reueHHs kibepOe3neku YKpaiHm»
BH3HAua€ IMPaBOBl Ta OpraHizaiiiiHi OCHOBU 3a0€3MEUYECHHSI 3aXHUCTy JKHUTTEBO
BAXKJIMBUX 1HTEpPECIB JIIOJUHU 1 TPOMAJsSHMHA, CYCHUILCTBA Ta JEpKaBH,
HalllOHAJIbHUX 1HTEpeciB YKpaiHu y KiOepmpocTopi, OCHOBHI IITi, HAMpsSMH Ta
MPUHLIUNKN JEP>KaBHOI MOJITUKU Yy cdepl KibepOe3neku, MOBHOBAXEHHS JAEP:KaBHUX
OpraHiB, MiAIPUEMCTB, YCTAHOB, OpraHi3ailiii, ocid Ta rpomMajsH y il chepi, OCHOBHI
3acaJy KOOpAUHAIIT IXHBOI JISIBHOCTI 13 3a0e3MeueHHs Ki0epOe3neKu.

3abe3neueHHs kibepOe3neku B YKpaiHi IPYHTY€ETbCSI HA TPUHIUIIAX

— BEpPXOBEHCTBAa IIpaBa, 3aKOHHOCTI, IIOBaru JO TMpaB JIOJUHU 1
OCHOBOTIOJIOKHHUX CBOOOJI Ta iX 3aXUCTY B MOPAJIKY, BA3HAUEHOMY 3aKOHOM;

— 3a0e3IeueHHs Hal[lOHAJbHUX IHTEpECiB Y KpaiHu;

— BIIKPUTOCTI, JOCTYIHOCTI, CTa0LIbHOCTI Ta 3aXMILIEHOCTI KiOepmpocTopy,
PO3BUTKY Mepexi [HTepHeT Ta BiANMOBIAaNBHUX Al y KiGepmpocTopi;

— JIep’KaBHO-MPUBATHOI B3a€EMOJIl, MIUPOKOI CIIBOpall 3 T'POMAIIHCHKUM
CycniabCcTBOM y cdepi kibepOesneku Ta Kibep3axucTy, 30KpeMa MUIIXOM OOMIHY
iHpopMaliero mpo I1HUUIAEHTH KibepOe3meku, peanizailii CHUIBHUX HAayKOBUX Ta
JOCIITHUILKUX TPOEKTIB, HABUAHHS Ta MIJABUIIEHHS KBaliikamii KaapiB y I

ctepi,
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— TMPOMOPIINAHOCTI Ta aJIeKBATHOCTI 3axOMdIB KiOEp3axuCTy peaJbHUM Ta
MOTEHUIMHUM pHU3MKaM, peaii3allii HeBiJ'€MHOT0 MpaBa JEp>KaBU Ha CaMO3aXUCT
BIIMOBIHO JO HOPM MDKHAPOJHOTO MpaBa y pa3l BUMHEHHS arpecMBHUX Oid y
KiOepIpocTopi;

— MPIOPUTETHOCTI 3aMOOIKHUX 3aXO0/IIB;

— HEBIABOPOTHOCTI MOKapaHHs 3a BYUNHEHHS KiO€pP3JI0YNHIB,;

— IPIOPUTETHOTO PO3BUTKY Ta MIATPUMKU BITUU3HSIHOTO HAYKOBOTO, HAYKOBO-
TEXHIYHOT'O Ta BUPOOHUYOTO MOTEHIlIaNY;

— 3a0e3ne4yeHHsl JAEMOKPATUYHOIO IMBUILHOTO KOHTPOJIIO 32 YTBOPEHUMH
BIIMOBIAHO /10 3aKOHIB YKpaiHu BiiCbKOBUMH (POPMYBAHHSIMU Ta MPABOOXOPOHHUMHU
opraHam#, 1110 TPOBAJATh MISUIBHICTh y cdepl kibepOe3neku Ta iH.

HamionanbHa cuctema kiOepOe3neku MPEACTaBis€ COOOK KOMIUIEKCHY
cucTeMy B3aemoJli Mik Jlep:kaBHOIO CIyKOOKO CIEIaIbHOTO 3B A3KY Ta 3aXHUCTY
iHpopmamii Ykpainu, HamionansHoro mnomimiero Ykpainu, Cryx0or0 0Oe3neku
VYkpainu, MinictrepctBoM 00opoHu YkpaiHu Ta ['eHepanbHuM mTabom 30poitHUX
Cun VYkpainu, po3BiAyBaJbHUMH opraHamu, HarioHanbHuM OaHKOM YKpaiHu
TUSTBHICTh SIKUX CIpSIMOBaHa Ha 3a0e3leueHHs KibepOe3neKku Ta B3a€MOIOB’ A3aHUX
3aX0JIB  MOJITUYHOTO, HAYKOBO-TEXHIYHOr0, 1H(OpMaliifHOTO, OCBITHBHOTO
XapakTepy, OpraHizaiiiiHux, MPaBOBHUX, OMEPATUBHO-PO3IIYKOBUX, PO3BIAyBaIbHUX,
KOHTPPO3BiAyBaIbHUX, 00OPOHHUX, IH)KEHEPHO-TEXHIYHUX 3aXO0/I1B, a TAKOX 3aXO0/lIB
KpUnTorpaiuHoro i TEXHIYHOTO 3aXMCTY HalllOHAJIBHUX 1H(POPMAIIMHUX PECYPCIB,
Ki0ep3axucty 00’ €KTiB KpUTUYHOI 1H(PopMariiiHoi iHppacTpykTypu [33; 34; 35; 36;
38; 39; 40].

Pe3ynbTaToM BHOPOBA/KEHHS 3a3HAYEHUX HOPMATUBHHUX AaKTIB Ma€ CTaTu
KommuiexchHuit orsisan cekropy 0e3mneku i 000pOHH, YACTUHOIO SIKOTO Ma€ CTaTH OTJISA]T
CTaHy KIOep3axucTty KpUTHUYHOI iH(opMaIiiiHOT 1HPPACTPYKTYpH, JAEpP>KaBHUX
iH(opMaliitHux pecypciB Ta iH}opMaillii, BUMOra 100 3aXUCTY SIKOi BCTAHOBJIEHA
3aKOHOM.

BaxinBuM KpOKOM Ha HUISIXY CTBOPEHHS Cy4acHOI CHUCTEMH KiOep3aXHCTy

VYkpainu crano npuitHsatta [locranoBu Kabinetry MiunictpiB Ykpainu Ne 518 Big 19
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yepBHA 2019 poky «Ilpo 3aTBepkeHHs 3araJbHUX BUMOT JI0 KiOep3axucTy 00’ €KTIB
KPUTHUYHOI 1HQPACTPYKTYpHU» [7], IKUM BCTAHOBIICHO:

— BHU3HAUCHHS 3arajlbHUX BHUMOI 3 KiOep3axucty 00’ €KTiB KPUTUYHOI
iH(ppacTpyKTYypH;

— BCTAHOBJIEHHS! 000B’I3KOBUX 3aXO0/lIB 3a0€3[1€UEHHS 3aXUCTY Bl KIOEpaTak;

— 3an00iraHHs NOPYUIEHHIO KOH(PIAEHIIMHOCTI;

— IUTICHOCTI Ta IOCTYIMHOCTI 1HPOpMAIIHHUX PECYPCIB;

— CTaJIOro (PyHKI[IOHYBaHHS.

3abe3neueHHsT Oe€3MeKW B KIOEPIPOCTOpPI HE BHUYEPIYETHCS 3axoAaMu
JIEP>)KaBHOTO PETYJIIOBAHHS 1 KOHTPOJIO, a B 0ararboX BHUMAJKaX 3aJICKUTh BIJl
CBIJIOMOi 1 BIANOBIAAIBHOT TOBEIIHKM YYaCHHKIB MPABOBIJHOCHH, 30KpeMa,
cy0’ekTiB rocmnonaproBaHHs. [liaBulieHU 1HTEpec y KIOEP3JIOUYMHIIB BUKIHKAE
PUHOK KPUINTOBAIIOT Ta €JIEKTPOHHOI KOMepllii. 3a JOMOMOTOK Pi3HUX CIOCO0IB
3MIMCHEHHSI aTaK, Xakepu 3MIMCHIOITh KPAIDKKUH  E€JIEKTPOHHUX  Tpouiei
0e3nocepeHbO Yy 1X BIIACHUKIB, a00 > BUKOPHUCTOBYIOTH JIsI LbOTO MiIPY4HI
pecypcu - ramanii, 0ipxki Ta iHme. Kibepataku Ha cy0’€KTIB FOCHOIApIOBAaHHS Ta iX
TISTIBHICTE MOXYTh HaOyBaTu abconoTHO pizHuxX ¢opm. Lle Moxe Oytu ¢imuHr,
SAKAWA  3AIMCHIOEThCSA, HAMpPUKIad, 32 JOMOMOTOI0 PO3CHIKH  EJIEKTPOHHUX
MOBIIOMJICHb  CIIBPOOITHUKAM a00 BHUKOPUCTAHHS MIKIUIMBOTO MPOTPAMHOTO
3abe3nedeHHs [35; 36].

OnnuM 3 KJIIOYOBMX UYMHHUKIB, IO CIpUSE TOMNEPEeIKEHHIO Kibeparak €
e(eKTUBHA CHCTEMa 3aXHUCTy Ta JKOPCTKa CUCTeMa IOKapaHb KiOEp3JIOUYMHIIIB,
Halnpukiaja, Taka sk icHye y CHIA. Ykpaina, Ha kajb, Ha JaHUH MOMEHT HE MOXeE
MOXBAJUTUCA HACTUIBKA PO3BUHEHUM 1 BJOCKOHAJIEHHMM 3aKOHOJIABCTBOM III0JI0
MPUTATHEHHS 10 BIAMOBIJATBHOCTI 32 HE3aKOHH1 IIKIIJIMBI /111 XaKepiB.

OkpemMo HEOOX1AHO 3ayBa)KUTU Ha Te, IO 3TiAHO 13 cTaTTero 5 3akoHy (Tpo
OCHOBHI 3acajif) cy0’ekTaMu 3a0e3IeueHHs Ki0epOe3neKku € 1 OKpeMi IPOMAJISIHU SIKi
NpOBaAATh MAISUIBHICT Ta/ab0 HAAAKTh IOCIYTH, MOB’SA3aHI 3 HAllOHAIBHUMH
iHpopMaliiiHuMu  pecypcamu, 1HQOPMAIIMHUMHU  €IEKTPOHHHUMHU  TOCIyTramu,

3M1MCHEHHSIM €JIEKTPOHHUX MPaBOYUHIB, CJIEKTPOHHUMU KOMYHIKAI[ISIMH, 3aXHUCTOM
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iHpopMmarii Ta kibep3axuctom. I ToMy came Bif iX BIANOBIJAJIbHOI MOBEIIHKUA Y
KiOeprnpocTopl HalYaCTIIe 3aJIeKUTh CTa0UIBHICTh KiOeprpocTopy [40].

ChoroaHi 3aKkoHOJaBYE PEryJIIOBaHHS KiOep3axucTy B YKpaiHi 3HAXOIUThCS Ha
mo4yaTKy cBoro (hopMyBaHHS, MPOTE, HAUCKIIAIHIIINI eTan — BU3HAUYECHHS CTpaTertii,
MEX Ta HampsMIB JAEP>KaBHOI MOJITUKH 3a0e3MeyYeHHs KiOep3aXHUCTy MPOUJIEHO.
besyMoBHO, Ha 1nbOMy HUISIXy 1€ Oarato mpoOiiemM, ajae € 1 JOCATHEHHS.
HeBupimenuMu € mUTaHHS JA€p>KaBHO-TIPUBATHOI B3aeMOjii, mie He c(opMoBaHi
nepeiku 00’ €KTIB KPUTUYHOI 1HOPACTPYKTYPH Ta 1HIIII, TPUBAE PO3pOOKA MiTXOIIB
10 KiOepoOOpoHHU, TomepeAy Ile€ BEJIMKUM MmIacT mnpobieM Ta o0csir poOoTH,
CIPSIMOBAHOI HA HOPMATUBHO-IIPABOBE BPETYJIIOBaHHA B chepl KibepOe3neKu.

[ndopmarniitna BiliHa, sika BIIOYBA€ETHCS MIXK POCIEIO 1 YKpaiHOO, BKIIIOYAE HE
TUIBKM BO€HHI J1i Ta 1HGOPMAIIHHO-TICUXOJIOTIYHI omepallii, a TaKkoX MPOBEACHHS
kibeparak. 3 orisay Ha e (QopMyBaHHS HOPMATHBHOI OCHOBU 3a0e3MedeHHs
kibepOe3neku Mae OyTH 3acHOBaHe Ha YiTKiM Ta 3po3ymunid Crparterii. Cmin
BpaxOBYBAaTH HAasIBHUM JOCBIJ, SIK MpodeciiiHOro cepenoBHIlNa, TaK 1 1HO3EMHHUX
naptHepiB y HactynHiil Crparterii kibepOesneku Ykpainu. [Ipote, 11e 3aBaaHHS €
CHIJIBHUM SIK JJIsSI IEpKaBU, TaK 1 JUIsl CYCIUIBCTBA B IIJIOMY, OCKUIBKH OCOOJIUBICTIO
KIOepnpoCTOpY € BIICYTHICTh KOPAOHIB 1 MEX, a TOMY 3a0e3leueHHs Oe3NeKu €

IIMTAaHHAM KOXKHOTIO.
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3.2. IIpono3uuii Ta MePCHEeKTHUBH 3aCTOCYBAHHA 3aXO0AIB Ki0epOe3nmeku B

Ooprasax nmy0/iiYHOro ynpaBJIiiHHSI Ta MiCIIEBOT0 CAMOBPSIAYBAHHS Y KPaiHu

BaxxnuBuM € DOTpMMaHHS €IIEJTOHOBAHOIO 3aXMCTY I OLIBIIOrO eexTy i
Kpaiioro pesyapTary. Jis 3axucTy NepcOHAIbHUX KOMIT IOTEPIB, HOYTOYKIB,
CepBepiB, MPOMOHYETHCS BUKOPUCTOBYBATH AHTHUBIPYC. 3aBAaHHSA aHTHUBIPYCY —
O00pOoTUCSA 3 TUIOBUMU Ta MAaCOBUMH 3arpo3aMu. TakoXX MPOMOHYEThCA 3BEPHYTH
yBary Ha miaT¢opMu, OpIEHTOBAHI Ha BUSBICHHS IIIbOBUX aTaK 1 CKJIAJHUX 3arpo3
(Endpoint Detection and Response). [Ipu nubomy EDR-pitiieHHst He MOXXYTh MOBHICTIO
3aMIHUTH AHTUBIPYCH, OCKUIBKHU Il JIBl TE€XHOJOT1i BUPINIYIOTh pi3HI 3aBAaHHs [33;
34; 35; 36; 38; 39].

JIns  KOMIUTIEKCHOTO  3aXHCTy  MEpeXi  KOMIMaHli, PEKOMEHAY€EThCS
BUKOPHUCTOBYBAaTH MiXMeEpexkeBUM ekpaH HacTynHoro mokosiHHs (Next Generation
Firewall). NGFW € cBoepimnum 0ap’epoM Mk KOMIT IOTEPHUMHU Mepexkamu. BiH sk
OXOPOHEI[b CTEXHUTh 3a MOPSAKOM B MEpEXKI MIJANPUEMCTBA, IO OXOPOHSETHCS, 1
¢bubTpye BigBimyBaudiB. Takox Moke 3a00pOHUTH JOCTYN [0 MEPEX1 JESIKUM
O0COOUCTOCTSIM, SIKMX BBaXKaTUME MiA03PLIUMHU.

Jlns 3ano6iranHs GIIIMHTY MOTPIOHO BUKOPUCTOBYBATH IMJIAT(HOPMU HABUAHHS
kibepOe3neni 1 miABUIIEHHS 0013HAHOCTI mepcoHany. [lmargopma BUKOpUCTOBYE
IHIUBIAYaNbHUM TOTPIMHUN MiAXiA: aHTUQIIMHTOBAa OIlIHKA, MOHITOPUHT Ta
HaBuaHHs. CucTreMa MOCTIMHO PO3CHIIA€ CIIBPOOITHHKAM 3aMacKOBaH1 €JIEKTPOHHI
JUCTU 3 BUKOPUCTAHHSIM PI3HUX IMITAIlll ClleHapiiB aTak. Peakilis crmiBpoOITHUKIB
MepeBIpsSIETHCSA PIZHUMHU METOJIaMM 1 piBHsIMU oOMaHy. Takox ruiatdopma MoeaHye
KOPOTKI HaBYaJIbHI MOJYJI 3 BIKTOPUHOK JUIsl MIJABUILNEHHS 3aJy4Y€HOCTI
CIIBPOOITHHUKIB.

[Ipu mirparii B xMapy ciiiJl 3BE€pHYTH yBary Ha pilieHHs: Secure Access Service
Edge — Tak 3Bani cmyx0u Oe3meuHoro goctymy. lle KomIuiekc pillieHb, SKUN
0o0’eqnye xmapHi ciykOu Oesnexku wmepexi. SASE chopolrye 1eHTpani3oBaHe
YIOPABIIHHS Ta 3HUKYE BUTPATH Ha 0OCITYyroByBaHHs, 00’ €JHYIOYM BCl KOMIIOHEHTH B

€IMHY TI1aTPOpMy.
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SASE nHamae 3Mory KOMOaHisIM MIJKIIOYATUCSA O €IMHOI, 0€3MeYHOT XMapHOi
Mepex1 SIK CEPBICY, MPU I[bOMY MaTH AOCTYII 1 10 (PI3UYHHUX, 1 JO XMAPHUX PECYPCIB.
Bin migxoauTth s 3aXUCTY BiAJIaliEHOro0 poOOYOro MICIs, MiABUILYE MOOUIbHICTh
KOPHUCTYBayiB, CYTTEBO CIPOLIYE MITPALIIIO B «XMapPy».

Ornsin 3aranbHOi cuTyarlii Ha 2024 pik: 15 3ano0iraHHst GiIMHry MOTpiOHO
BUKOPHUCTOBYBAaTH IIaTGOpPMU HaBUaHHS KiOepOesmer 1 MiABUIIEHHS 0013HAHOCTI
nepconany. Ilmarpopma BUKOPUCTOBYE I1HAMBIAYyadbHUW TMOTPIAHMN TIAXIA:
aHTU(IMIMHTOBa OI[IHKA, MOHITOPUHI Ta HaBuyaHHs. CHcTeMa MOCTIMHO po3cuiae
CHIBpOOITHUKAM 3aMAaCKOBaH1 €JIEKTPOHHI JIUCTH 3 BUKOPUCTAHHSAM PI3HHUX IMITaIliil
cueHapiiB atak. Peakilisi CmiBpoOITHUKIB TEPEBIPSIETHCS PIZHUMH METOJAAMU 1
piBHsiMu oOMmaHy. Takox maTtdopMa MO€AHYE KOPOTKI HaBUYalibHI MOyl 3
BIKTOPUHOIO JJIs T1JIBUILIEHHS 3aJIy4€HOCTI CIiBpOoOITHUKIB [33; 34].

[lepmr HDX mepedTH 1O OINISIAY IHCTPYMEHTIB, SIKI JIONMOMOKYTh BHSIBUTH
HasBH1 BPa3JIMBOCTI Ta MOCHJINTHU KiOepOe3neKy, He0OX1ITHO IOIUBUTHCS Ha 3arajibHy
TEHJICHIIII0 XaKEePChKHUX aTaK.

[lepmmii MmacmTaOHUN 1HIIUACHT CTaBCcs B HIY 3 13 Ha 14 ciuHs, KOau Big mii
KIO€p3JI0UUHINB MOCTpaxaaino Oau3pko 70 calTiB ypsiaoBux opraizaiii. [IpogoBx
MOTOYHOTO POKY MM PEryJISIpHO 0auyuMo 3asiBU Y PSI0BOI KOMAaHAM pearyBaHHS Ha
KOMIT'FOT€pHI HaJ3BUYalHI MOjli YKpaiHM NpOo aKTUBHICTh XakepiB. 3a JTaHUMU
CERT-UA y nepmomy niBpiuui 2022 poky 0yio 3agikcoBano 1350 kiOepatax.

[IpoananizyBaBimiM Il JAaHHI, MOXHa NO0AYUTH, U0 OCHOBHOK I[JUIIO
KIOEp3/JIOUMHIIIB € CallTh JIep>KaBHUX OpraHiB Ta OpraHiB  MICLIEBOTO
CaMOBpSITyBaHHSI.

Crpareris 0Oe3neKu: TOJIOBHOI OCOOJMBICTIO POOOTH YKPAiHCHKUX OpraHiB
VIOpaBIiHHSI Ta MICIIEBOIO CaMOBpPSJIyBaHHS MOKHA BBa)XaTW BUKOPUCTAHHS
npoAyKTiB komnaHii Microsoft, Takux sik omapaitiiiHi cuctemu cimeiictea Windows,
Microsoft 365, Dynamics 365 abo cepBicu Azure. Tomy chig po3risgaTu
HacamImepe pillieHHs AJis i€l TPyu NPOAYKTIB.

B opranizauii crparerii 0e3nekn KoMmmaHdii 0yab-aKkoro macimrady 3 O0yap-sSKoi

rainy3i, Microsoft pekomMeHIye opieHTyBaTuUCA Ha MoJenb 3axucTy Zero Trust Ha
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Puc. 3.3. BoHa ajgantoBaHa A0 CKIQJAHOTO CYYAaCHOTO CEpPEIOBHINA W JIO3BOJISIE

3aXMINATH KOPUCTYBAYiB, IPUCTPOI, IPOTrpaMu, JaHi Ta IHPPaCTPYKTYypy.

Zero Trust Model

Endpoint Apps Network
N 0110
/@ | b 1001 e \/‘O @
\ 1010 o o vt <’
Identities Data Infrastructure
@ KoHuenuia moaeni “Zero Trust” 3acHoBaHa Ha NpyHUKNI «HiKoan He A0BIPATK, 3aBXAV NepeBipATN»

Puc. 3.1 Mogens 3axucty Zero Trust

Mopenb Zero Trust npaitoe 3a HACTYITHUM NMPUHLUAIIOM: YUM OUIbIIY KUIBKICTh
CEpBICIB MU HaJIAITYEMO JJis 3aXHCTy 1HQPACTPYKTypH KOMIIaHii, TUM OLIbIIIE
CUTHAJIIB IIPO MOPYIICHHS 0€3MeKH 3MOKEMO OTPUMATH Ta IIBUIKO BiJpearyBaTy Ha
HUX.

VYrpaninHs iAeHTU(]IKAIIED Ta JOCTYIOM: OCHOBOIO 3aXHUCTy 3a MOJEIUIIO
HYJIHOBOT JOBIPHU U MEPIIUM, 3 YOTO PO3MOYMHAEMO BIIPOBAIKEHHS MOJITUK O€3IeKH,
€ HaJaIlITYyBaHHs CEPBICIB JIJIs 1IeHTU(IKAIT].

B nesxux kommaHisxX CHiBpOOITHUKU MPOJOBKYIOTh BUKOPUCTOBYBaTH Basic
authentification, mo mnepeadayae BUKOPUCTAHHSA 1M’ KOPUCTyBaua Ta MapoJisl JUist
3anuTiB goctyny. Takuid cmocid ayTeHTu@ikanii Oulbllle He 3a0e3neuye 3aXHCT
KOH(M1ACHIIIMHOCTI OOJIKOBUX JaHUX 1 3aJMINA€ 3JOBMHUCHHUKAM MOJKJIHUBOCTI IS
aTax.

Came ToMy 0Oa3oBa jaHka 3axucty B Identity — wne HamamryBaHHs Modern
authentification, mo nepegdayae BUKOPUCTAHHS CyYaCHOIO METO/a ayTeHTU]iKaii —

MFA(puc. 3.2). Ile nonae 1o npoiecy BXoay e OJUH PIBEHb 3aXUCTY.
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MFA (Multifactor Authentication)

lMpoLiec, y AKOMy KOpUCTyBa4eBi AN BXOAY 0 CMCTEMM MPOMOHYETLCA A0AaTkoBa GopMa iaeHTUdikaLll. Hanpuknas, BBeAeHHA
Kozy 3 MOBinbHOro TenedoHy abo ckaHyBaHHA BiAOWTKIB NabLLiB.

(Ord
=
81 5 06nikoBi gaHi MFA BaratodakTopHa
A) ayTeHTUdiKaLia 3anobirae

BUMNAaZKIB 3/10MiB 06/1iKOBUX

3anucie BiAOyBatoTbCA Uepes @ Q—”\@I P 9 9 . 9 %

BUKOPUCTaHHA KpaAeHux abo S
aTak Ha 0cobucTi aaHi

cnabkux ﬂapOIIiB Windows Kntou 6e3neku Microsoft AnapatHi Tokern  CMC,
Hello FIDO2 Authenticator OATH ronoc

*BeskoLwuToBHi BapiaHT MFA B ycix nepeannatax Azure AD

Puc. 3.2 Meton ayrentudikamii MFA

Takum uynHoM 3aBasiku MFA 3’sBisieThes 10IaTKOBUN PiBEHb 3aXUCTY i 4ac
BXOJly B OOJIKOBI 3amMcH, IO, 3a JaHUMH Microsoft, 3HWKYye pH3UKH IX
KommpomeTalii Ha 99,9%.

Takox y nanui 3axucty Identities € 1me ogHa BKpail BaxkjivBa (PYHKIIA IS

ynpasiiHHs goctynoMm — Conditional-access (puc. 3.3).

Conditional Access

Ha6ip npasun, AKi BVKOPWUCTOBYHOTb OTpVIMaHHi CUrHaNW Ta BU3Ha4aroTb YMOBM ANA AOCTYNY A0 AaHUX Ta A0AaTKIB.

CUTHANN MEPEBIPKA KOXHOT AOAATKU
CnPOBUM AoCTYNY TA LAHI

[lozsoauti aoctyn

-
[Jopatok MpucTpoi —
@ ||| at]
-
» Bumaratn MOA »
P : 0110
N ool
& 1010
® o
MEXUTU AOCTYN
) ’
Kopuctysau ta Puznk B ®
MICUE3HAXOLKEHHA 2abHOMY Yaci

Bnokysath goctyn

Puc. 3.3 Ynpasninnas goctynom Conditional-access
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[le nHamamryBaHHS MEXaHI3MY MEPEBIPKU KOMKHOTO MPOIECY MITKIIOYEHHS 10

KOpPIIOPaTUBHOI CUCTEMH Ha OCHOBI CTBOPEHOTO CIIEHApil0 3 MOXKJIUBOCTSIMU
3a00pOHUTH JOCTYII, I03BOJIUTH 0€3 YMOB UM J03BOJIUTH 3 YMOBAMH.

3aXUCT KIHIIEBUX TOYOK: y CYYaCHHX KOMIAHIAX € BEIUKUU «300MapK»

JIeBaCIB, SIKI:

. yIPaBJISIOTHCS KOMIAHIELO,
. yIpaBisiloThea criBpodiTHUKaMu — BYOD,
. YIPaBISAIOTHCA CTOPOHHIMU OpTaHi3aIlisSIMHU.

[le BiakpuBae HEOOMEKEHI MOXKJIMBOCTI IJisi aTak. HanmamtyBaHHs cepBiciB
Endpoint Management, cepea SKUX MEpIIOYEPrOBO BUKOPUCTOBYIOTH Microsoft
Intune(puc. 3.4), nae 3Mory ymnpaBisiTd MOOUTBHUMU NpucTposiMu Intune (MDM) Ta

YIpaBIATH MPOrpaMHuM 3abe3neueHHs M Intune (MAM).

Microsoft Intune

& & 88 i

Mobile device Mobile application PC management

O management management @
(@)

User

Microsoft

KOTO MPUCTPOHD A0 KOPrOPaTUBHMUX
/pCiB 3 ByAb-AKOI TOUK

Puc. 3.4 Crpykrypa Microsoft Intune
Hanpuknan, konu KOpuUCTyBay MpOUIIOB iAeHTU(DIKALID Y KOPIOPATUBHOMY
OoO0JIKOBOMY 3amMci Ta OTpUMaB JOCTyH JO JOKYMEHTa 3 KOH(QIIECHUIHHOIO
iHpopMalliero, HEOOXiMHO 3amo0IrTd  30€peKEeHHI0 IOro  JOKyYMEHTa B
HE3aXUIIEHOMY Micili a00 3a00pOHUTH MO0 CHIIbHE BUKOPUCTAHHS Y MECEHJIKEDI,

SKHAN HE € KOPIIOPATUBHUM.
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Mobile Application Management

DyHKLiOHan, AKUI A03BONAE HanalLTyBaTh, NyOikyBaTV, OHOBNHOBATU MPOrPaMK Ta 3axXULLATV KOPropaTWBHI AaHi.

Mobile Application
Management (MAM)

Publish mobile oo [% Configure and
apps to users ~_ - update apps
Report app (2] = b ~ Secure & remove corporate
Inventory & usage 5 8 data within mobile apps

Puc. 3.5 Ilomituku 3axucty Intune MAM
3a HasgBHOCTI MOMITUK 3axucty Intune MAM (puc. 3.5), cniBpoOITHUKHU
MOXYTh TlepeJiaBaTi ab0 KOMiIOBATU JlaHi TUIBKH B JOBIPEHUX O(ICHUX Iporpamax,
takux Kk Word, Excel, Adobe Acrobat Reader, 1 36epiratu ix TIIbKH B HaIIHHUX
Micigx, TakuX Ik OneDrive ado SharePoint.
Intune MDM (puc. 3.5(a)) 3a0e3neuye 1eHTpaai3oBaHe KEPyBaHHS KIHIIEBUMU

npuctposimu Ha margopmax Android, 10S, Windows, MacOS.

Mobile Device Management

3abe3neuye LieHTpani3oBaHe KepyBaHHA KiHLEBUMM NPUCTPOAMM Ha naatdopmax Android, iOS, Windows, MacOS
Mobile Device
Management (MDM)
En s for Provision setting

rofiles

certs,

Report & measure
device compliance

Remove corporate
om devices

Puc. 3.5(a). Texnomorii Intune MDM
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Hanpuknan, npu BTpaTi mpuctporo abo Horo Kpaaixili, MOXKHA BiJJIaJI€HO
BUJIAJIUTU BCl JaH1 3 HHOTO. [Ipaltoe 11e HaCTymHUM YHMHOM: aJMIHICTPATOp uepes
MaHelb KepyBaHHS MPUCTPOSIMU BUOUpAE HEOOXITHUM 1 3aIMyCKae MPOIEC BUAAICHHS.
Skmo ommiro «30eperty JgaH» HE 00paHO, TO BCl JaHi OOJIKOBOTO 3aIluCy
BuaanaoThes. [Ipoliec MOBTOPIOETHCS 0 YCHIMIHOTO PE3yJbTaTy HaBITh MICHS
Mepe3aBaHTAKEHHST a00 BIAKIIOYEHHS NPUCTPOr0. | BaXXIuMBO Te, MO MpaIioe IIs
¢dyukiis Ha Windows, Android, 10S, MacOS.

Jlo peul, MOXIHMBO TaKOX OOMEXYBaTH BCTAHOBJIEHHS JI0AaTKiB. MoxHa
CTBOPUTHU CIIMCKHU JO3BOJIEHUX N0JaTKIB B po3auai Policy. Jlng nporo HeoOXigHO
JUIIe A0JIaTH MOCUJIaHHS Ha JA0JIaTOK B MarasuHi.

JIns KOMILJIEKCHOTO 3aXUCTy KIHIIEBUX TOUYOK BHKOPUCTOBYEMO CYYacHY
matdopmy 6e3nexu — Microsoft Defender for Endpoint.

[le pimieHHss gae 3MOry MIBUAKO 3YNMHUHSITH aTaku, MaclmTabyBaTu pecypcu
cuctemu Oe3rneku i yaockoHamtoBaTu 3axuct ais Windows, macOS, Linux, Android,
10S 1 MepexxeBUX NPUCTPOiB. 3aBIAKHM IILOMY MOXHA KOHTPOJIIOBATH CBOIO
1H(pacTpyKTypy, NPOTUISATH CKJIAJHUM 3arpo3am 1 pearyBaTH Ha OIOBIIICHHS 3
ennHo1 yHi(iKOBaHOI MIATHOPMHU, BUKOPUCTOBYIOUM IHCTPYMEHTH Ta aHAIITHKY

Microsoft Defender for Endpoint.

Microsoft Information Protection

KNOW YOUR DATA PROTECT YOUR DATA PREVENT DATA LOSS GOVERN YOUR DATA

OTpUMaHHA PO3YMIHHA 3aCToCyBaHHA BuaBieHHA pU3nkoBaHoI ABTOMaTUYHE
NaHALWadTy AaHWX Ta THYUKMUX 3acoBiB 3axucTy: NoBeAiHKM Ta 3anobiraHHA 30epiraHHA Ta 3anucis
BU3HaUEHHA BaX/MBUX AaHUX WndpyBaHHA, oOMEXeHHA BUNaAKOBOTO PO3KPUTTA BIANOBIAHO AO BAMOT
y ribpuaHomy cepeaosuLL AOCTYnNy Ta Bi3yanbHe KOH®IAeHLMHOT
MapKyBaHHA iHbopmaLLi

HA BA3I IHTEJIEKTYAJIbHOI M/IAT®OPMU
€ AMHUIA NifXia A0 aBTOMATUUHOI Knacudikallii AaHuUX, YNpaBAiHHA NOAITUKaMK, aHaniTUKK Ta AP|

Puc. 3.6 Cepsicu Microsoft Data Protection
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be3neyna po6oTta 3 KOpHIOPaTUBHUMHU JTaHUMHU: Y Oy1b-K1i KOMIIaHIi IPUCYTHI
00’eMu JaHuX, AKl HeoOxinHO 3axumatu. [ns mporo y Microsoft € BiamoBijHi
cepBicH, K1 00’enHaH1 y HanpsiMmok Data Protection (puc. 3.6).

VYcio HasBHY B KOMIaHii iH(opMailito Tpeba crnodarky kKiacudikyBaTu, 1100
BUSIBUTH HAAUyTJIMBI JlaHi, BH3HAYWUTHU, J€ BOHU 3HAXOJATHCH, SKI TPyHu
KOPUCTYBa4diB MaroTh 10 HUX JOCTYMN, Ta LEHTpami3yBatu ix. s 3acTocyBaHHA
THYYKUX 3aXMCHHUX Jid, M0 BKJIIOYAOTh MHUGpPYyBaHHS, OOMEXKEHHS JOCTYIy Ta
Bi3yaJIbHE MapKyBaHHS BUKOPHUCTOBYETBHCS poOOTa 3 MiITKaMu. Takox HEoOX1JHO
BU3HAUYUTH, siKa 1HPOPMAIlId HAAE€ThCS TUIbKU JII BHYTPIIIHBOTO BUKOPUCTAHHS 1 €
KOH(1IeHIIITHOI0, Ta 3amoOIirTH 1 BUIAJKOBOMY TOLIMPEHHIO 3a MEKaMH
KOpPIOpPaTUBHOIO cepeaoBuina. Jlyis mporo tpeda BUKOPHCTOBYBATH MOXJIMBOCTI
cepBicy DLP (Data Loss Prevention).

3axXyUCT MOIITH: PO3IJISHEMO KOMIUIEKCHHWA MIAX1J AJIA 3aXHCTy MOIITH 3
ypaxyBaHHSIM HaWOLIbIl  MOIIMPEHUX Bpa3nuBocTed. Km0 B KOMMaHii
BUKOpPUCTOBYIOTh mnomTy Exchange online, BoHa 3a 3aMOBYyBaHHSIM BKJIIOYAE
xmapHy cinyk0y Exchange online protection.

[le mepia nanka (uUIbTpallil MOMITH, KA 3aXUIIA€ Bally KOMIIAHIIO BiJl ClIamy,
IIKIJIMBUX MIPOTpaM Ta 1HIIUX 3arpo3 €JIEKTPOHHOI MOMTH. AJle € PU3UK OTPUMAHHS
JUCTIB 31 WIKJIMBUMU TOCWIAHHSMH a00 BKJIQJICHHSMH, TOMY S PEKOMEHIYIO
OpraHizyBaTH JIOJATKOBUM pPIBEHb 3axXHCTy 3a jaonomoror Microsoft Defender for
office 365. Jlna nporo HeoOxinHo BukopuctoByBatH Microsoft Defender for office
365 Plan 1, sika BkiItOYae po3UIMPEH] MOKIIMBOCTI 3aMO0IraHHs 3arpo3, HaMpUKIaj,
Oe3mneuni mocuaanus — safe link, Ta 6e3neuni BkirageHHs — safe attach.

Safe link — ¢ynkuis, ska 3a06e3neuye ckanyBanHs URL-aapec Ta gomomarae
3aXMCTUTH KOMIIAHIIO BiJ MIKIJUTMBUX MOCHUJIaHb, IO BUKOPUCTOBYIOTHCS IiJI 4ac
(GIMHTY Ta IHIIMX aTakK.

Safe attach — @yHkuis, mo 3abe3nedyye NOAATKOBUM PIBEHb 3aXHUCTY JUIS

BKJIaJICHb EJICKTPOHHOI MOIITH TMepel IXHHOI JOCTABKOK OJEp)KyBauam, a TaKOXK
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J0TIOMara€e 3aXWCTUTHU OpraHizalilo Bl HenepeadadyeHoro OOMIHY IIKIJAJIMBUMHU
¢aitnamu B SharePoint, OneDrive Ta Microsoft Teams.

Sk Bam cmiBpOOITHUKH OyAYTh MOBOAUTHCH, SIKIIO KIOEP3I0YMHII CIIPOOYIOThH
TI3HATHCS X OCOOWMCTI daHl abo0 HAMIIUIIOTH, e-mail 13 3amuToM meperTH 3a
nocuiaaHHaM? YacTo 3JIOBMUCHUKH [iIOTh Yepe3 JI0Jed 1 BUKOPUCTOBYIOTh
CKOMITIPOMETOBAaH1 aJpecu AJisl pO3MOBCIOIKEHHS MIKiAIuBoro 113,

31 cniBpoOiTHUKaMU Tpeda MPOBOJUTU TPEHIHTM Ta BUKOHYBATH CUMYJISLIL
(GIMHTOBUX arak, 000 MNOJMBUTUCA Ha IiXHIO TOBEAIHKY. MOXXHA HaWHATH
CTOPOHHIO KOMITaHiI0 JIJIsi [bOro a00 3p0OUTH MOAIOHY CHUMYJIAIII0 CaMOCTIMHO 3a
nonomororo Microsoft Defender for Office 365 — Takmit pynkuionan € y Plan2.
[ToniGH1 TpeHIHrM MiABUIIATH PIBEHb CBIJIOMOCTI  CHIBPOOITHHUKIB, IXHBOT
M1JITOTOBJIEHOCTI, 3aTHOCT1 PO3Ii3HABATH IIKIJIJIMBI MMOBIJIOMJICHHS Ta HE pearyBaTh
Ha HUX.

BusiBnieHHsT MOTEHIITHO HeOe3MeYHuX MporpaM: o0 3pO3yMITH, SIKI came
MpPOTpaMHi KOMILJIEKCH BUKOPUCTOBYIOTH CIIBPOOITHHKMA KOMIMAHIi W YU € BOHU
HaJIHHUMU Ta Oe3MeuYHrMU, HeoOxigHO BuKOopucToBYyBatu Microsoft Defender for
Cloud Apps. Lle pimenHs 3abe3nedye MOBHUN KOHTPOJIb HaJl KOHQIICHIIHHUMHU
JTAHUMH 3aBJISIKU BCEOIYHOMY MOHITOPUHTY, ayIUTY Ta J€TaJbHOMY KOHTPOJIIO.

B Microsoft Defender for Cloud Apps € IHCTpyMEHTH, Kl JONOMAararTh
BusBIATU TiHBOBI [T-pecypcu (Shadow IT) (puc. 3.7) Ta omiHIOBaTH PU3UKH, a TAKOK
J03BOJISIFOTh  3aCTOCOBYBAaTH  HEOOXIJHI TMOJITUKM O€3MEeKW Ta MPOBOJUTHU
pO3CHiyBaHHS 1HIU/ICHTIB.

Opranizamiss 0e3neyHoi paboTu B Xmapi: IHPPACTPyKTypa KOMIIaHII — 1Ie
KputnuHuii Bektop 3arpo3. Microsoft Defender for Cloud — 1e mmardopma
yIpaBJiHHS O€3MeKOor y Xmapi Ta miaTdopMma 3aXucTy poOOYOro HaBaHTAXKEHHS Y
XxMapi JJist pecypciB Azure.

Kpim Toro, Microsoft Defender for Cloud (puc.3.8) mae MOXIHMBICTH
3aXUINATH OUTBIITY KUIBKICTh POOOYMX MPOIIECIB JJI TaKUX XMapHUX MiIaTdopm, K

Amazon Web Services (AWS) ta Google Cloud Platform (GCP).
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Puc. 3.7 IT-pecypcu Shadow IT

Microsoft Defender for Cloud

Cloud security posture management
Azure Security Center

0

Cloud workland protection
Azure Defender

Microsoft Defender for Cloud

Cloud security posture management
capabilities

Cloud workland protection

Microsoft Defender
BEO®

[ NON--IE

Puc. 3.8. 3axuct xmapuux miatrdopm Microsoft Defender for Cloud

ToOTo y cywacHOi, MNpPOrPECUBHOI KOMMaHIi, SKa BUKOPUCTOBYE XMapHi

MOHITOPUTH Ta HAJIAIITOBYBATH MOJITUKH O€3MEKH.

TEeXHOJIOT1i 1Mo Mojeni multi-cloud, € MOXIIHUBICTh IIEHTPaAII30BaHO, 3 OJHIET KOHCOJ1
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besneununii qocTyn 10 KOPIOpPaTUBHOI Mepexi: Oe3reKa Mepexi BXKe JaBHO HE

3aKIHUY€ThCS Ha OOMEXKEHH1 JoCTymy 330BHI. Tpeba mudpyBaTu BCl KaHaIu

KOMYHIKaIlll — 30BHIIIHI Ta BHYTpIIIHI, OOMEXyBaTW JOCTYNH 3a MOJITUKAMH,
3aCTOCOBYBATH MIKPOCETMEHTAIIII0 MEPEXK Ta BUSBIISATH 3arpO3U B peaIbHOMY Yacl.

s nuporo y Microsoft po3poOineHo minuit psijgy mpoIyKTiB, HAPUKIIA:

Azure Firewall — 3axucT pecypciB BipTyallbHOI Mepexki Azure 3a J10MOMOT0I0
OpPIEHTOBAHOTO Ha XMapHe cepenoBuule Opanamayepa. bpanamayep Azure
pPO3rOpTAETHCS 3a XBUJIMHHU, 3aM00Ira€ pO3MOBCIOKEHHIO MIKIJJIMBUX MIpOrpam,
3abe3reuye aHali3 BHYTPIIIHBOIO Ta 30BHIMIHBOTO TpadiKy B PEXHUMI pealbHOTO
qacy Ta JErko MacITa0yeThCs.

3axuct Big DDoS-artak — ciy0a afanTUBHOI aHATITUKH 3arpo3 aBTOMAaTUYHO
BiJIcTeXye Ta ycyBae DDoS-araku, pyHkuis ycyHeHHs pusukiB DDoS-arak ounniae
Tpadik Ha mEpUMETPl MEpexi M0 TOoro, K Tpadik MOxkKe BIUIMHYTH Ha pPOOOTY
JIOJIATKIB Ta CIIyXkO0.

Jlns 3a0e3nedeHHss 3aXUCTy Mepexi y Microsoft Takox € iHIII pilieHHs, SKi

CJIi BOIPOBAKYBATH 1]l MOTPEON KOHKPETHOI KOMIIaHI1.
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BUCHOBKHA

1. HocnimkeHno cyTHicTh nudpoBoi TpaHchopmallii myOiaiqyHOr0 yHpaBIiHHSA.
HaBeneHno TeopeTnyHe y3arajbHEHHS 1 HOBE BUPIIIEHHS HAyKOBOI MPOOJIEMU, SKe
BUSIBISIETHCSI Y BHU3HAYEHHI CYTHOCTI UUQPoOBOi Tpanchopmalii myO0aiyHOTro
yIpaBJiHHS, 0COOMMUBOCTEN 3a0e3mneueHHs KibepOesneku iH(opMaliitHuX pecypciB
OpraHiB MyOJIIYHOTO YIpPaBJiHHS Ta MICIEBOTO CaMOBpsIAyBaHHS B YKpaiHi. AHami3
KEpIBHUX JOKYMEHTIB, HAyKOBUX JOCIII)KEHb Ta Cy4acCHOrO0 CTaHy 3a0€3MeYeHHs
kibepOe3neku 1HQOpMAIIHHUX pecypciB Opra”iB IMyOJiYHOTO YIpaBIiHHS Ta
MICIIEBOTO CaMOBpPSIIyBaHHSI TOKa3aB, IO TMIiJBUIINEHHS €(EeKTUBHOCTI iX poOOTH
MOXJIMBE 3a PaXyHOK YJOCKOHAJEHHS ICHYIOUMX METOMAIB iX opraHizamii 13
3aCTOCYBaHHS Cy4acHUX 1H(GOPMAIIMHUX TEXHOJIOT1HA, CBOEYACHOTO 3aCBOEHHS HOBO1
HOPMAaTHUBHO-IIPABOBOT OA3H.

2. OOrpyHTyBaHO HEOOXI1JIHICTh 3a0e3mnedyeHHs1 KibepOe3neku 1HGOpMaIIHHIX
pecypciB  opraHiB myOJIIYHOTO YHOpPaBIIHHA Ta MICIIEBOIO CaMOBpPSIyBaHHSI.
3aBgaHHSAM 3a0e3neuyeHHs1 KiOepOe3nekn € CTBOPEHHS HEOOXIIHHX YMOB Y
KIOeprnpocTopi, 3a SIKUX MOXJIUBUM € JIOCSITHEHHS 3arajlbHOJIEpKAaBHUX IIUIeH Ta
peanizallisi 1HTEpeciB, 3aBJaHb Ta Iieil ii enemeHTiB. Bkazano, mo cy0’ekTamu
3a0e3reueHHs] KiOepHeTU4YHOi Oe3neku 1H(OpMalIHUX PECYpCiB € I[EeHTpalbHI
OpraHd BUKOHABYOI By, OPraHU MICIIEBOTO CaMOBPSIyBaHHs, MIANPUEMCTBA,
YCTaHOBM, OpraHizailii He3ale:KHO Bil (OpMU BIACHOCTI, 5Kl 3/1HCHIOIOTH
MIPOEKTYBAaHHS, BIPOBA/KEHHS Ta EKCIUTyaTallll0 CKJIAJOBUX KPUTHUYHHUX OO0 €KTIB
HallloHaNIbHOI 1H(MOpMaliitHOT 1HPpacTpykTypu abo 3abe3neuyroTh iX KiOep3axucT.
OcHoBHUMHU 00’ekTamu 3a0e3nedyeHHs KiOepOesneku iH(GOpMaALIMHUX PpecypcCiB
BH3HAYEHO HAIlIOHAJIbHI I[IHHOCTI Ta HaIlIOHAJIbHI IHTEPECH K y KIOepImpocTopi, TaxK i
B peajJbHOMY IIPOCTOPI.

s 3abesneueHHs  kibepOesneku 1HGOpPMALIMHUX PECypciB  OpraHiB
MyOJIIYHOTO YIpPaBIiHHS Ta MICLIEBOTO CaMOBpPSyBaHHsS Hacamepesa MOBHUHI OyTi
pO3p0o0JIeH] MpOoLEeypH Ta IUJIaH TECTYBaHHS Ta MEPEKOHATUCS, IO 1HII JAEep’KaBHI

OpraHd JOTPUMYIOThCS MPOTOKoIy IuppoBoi Oe3neku. [1[06 OyTu 3axuiieHUMU Bij
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aTak a0bo 3arpo3, opraHu yIrpaBlliHHS, ornepalii, (iHaHCIB 1 3B 43Ky MOBUHHI TPOUTH
HaBYaHHS 1]0JI0 PEKOMEHI0BAHHUX IIPOLIECIB 1 3aBJIaHb JUISl 3aXUCTY JaHUX JEP>KABH.

3. BuznaueHo J0CBIJ KpaiH MapTHEPIB, 110 3a0e3neuarh MIBUIKUHN, 3pyYHUN Ta
HaJIiHUI cmoci®O 3abe3neueHHst KiOepOe3neku 1HGOpMALIMHUX pPECypciB MK
pPI3HOPIBHEBUMHU OpraHaMy YIpPaBIiHHS Ta CaMOBPSIyBaHHS B YKpaiHi, M10J10
3aBJaHHS KiOep3axucTy. Y CydacHUX yMOBax MUTAHHS 3a0e3reueHHs KibepOe3neku
HE OOMEXYIOTbCS JIMIIIE OPTaHI3aIll€l0 CUCTEMHU 3aXUCTy 1H(opMarllii Ha OKpeMOMY
00’€KT1 KpUTHYHOI 1HPOpMAIliiHOI 1HPACTPYKTYpH, a i mependavyatoTb CTBOPEHHS
€IMHOI CHUCTEMHU 3aXHCTy KIOEPHETUYHOIO NPOCTOPY SK CKJIAJAO0BOi YACTHHH
1H(pOopMaIIIiHOT Ta HALIOHAJILHOT O€31eKH Oy Ab-IKO1 IepkKaBU CBITY.

HuHi OuabmIicTh AepXaB CBITY YCHIIIHO MPOBOJAATH MOJITUKY HMOCHICHHS
KibepOe3neku Ta ii CKIagHUKIB. Y MIXHApOAHOMY (opmaTi MOXHA BUAUIUTH TPU
OCHOBHI MOJI€JIl MPABOBOT0 BPETYJIOBAHHS MOIIMPEHHS 1H(GOpMaILii: epiia MOAeb
nependayae TOTAIbHUI, MOPCTKUI KOHTPOJIb JEp>KaBH HajJ Mepexero [HTepHer;
Ipyra MoJleNb mnependavae BIANOBIIAIBHICTH TMpoBaiaepa 3a Oyab-ski il
KOPHUCTYBaua; TPETS MOJEIb PEryJroBaHHs Oe3leKu B Mepexi IHTepHeT nependayae
3BUIBHEHHS MPOBaiepa Bl BIANOBIIAIBHOCTI B TOMY pa3i, SIKIO BIH BUKOHYE IEBHI
YMOBH, TIOB’SI3aHI 3 XapakTepoM HaJaHHS MOCIAYr 1 B3aemoli 13 cy0’eKkTamu
iH(opMalliitHoro ooMiHy.

4. JlocnimxeHno Hampsmu 3a0e3nedyeHHs kiOepOesneku y €Bpomi, CIIIA Ta
VYkpainu. BpaxoByrooui momiTH4HI peanii Ta CydacHl CHpsSMYBaHHA, YKpaiHa Mae
aKTHBI3yBaTU CHIBpOOITHULTBO Yy cdepi 3abe3neueHHs KiOepOe3neKku 3a TAKUMHU
HaIpsIMaMU: CTBOPEHHSI MEXaHI3My ONEPATHBHOI KOOpAMHALII Ta B3a€MO/Ili, OOMIHY
iH(opMmarliiero mpo Kidbep3arpo3u i KiOEpIHIIUIACHTH MK KOMIIETEHTHUMHU OpraHamMu
Vkpainn Ta 3 iHmoro Ooky €C Tta CIIA; BHOCKOHaJIEHHS MIXXHAPOJAHOIO
CHiBpOOITHUIITBA Yy cdepl KibepOe3neku; IMIUIEMEHTalllsl MI>KHapOIHOIIPAaBOBUX Ta
€BPOINEUCHKUX HOPM Yy HalllOHAJIbHE 3aKOHOJABCTBO YKpaiHH, OCOOJIMBO IIOAO
3alpOBAXKEHHSI PEKUMY KiOepcaHKIIH. AHami3 BHUKJIAJCHUX MaTepiaiiB J03BOJISE
koHcTaTyBaTH, 1o CIIIA i Hagam roTOBI BIAIrpaBaTU BaXJIUBY POJIb Y 3a0€3MeUeHH1

kibepOe3neku Ykpainu. 3acanau JAep:kaBHO1 KiOepOesnexoBoi mnomituku CIIA
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JEMOHCTPYIOTh, IO Il KpaiHa BHU3Hayae KiOepOe3neKy SK BaXIJIHMBY CKJIAJOBY
HalllOHAJIBHOI O€3MEKH Ta JOKJIaJa€ KapAMHAIBHUX 3yCHIIb 3 METOIO ii MOCUJIEHHS Ta
3a0€3MeUeHHs, Y 3B’ 513Ky 3 UMM Ha 3aKOHOJIaBYOMY PiBHI CXBATIOIOTHCS HOPMATUBHI
aKTH, SIK1 € CBOEPITHOIO PEAKI[I€I0 Ha MOIMMPEHHS HOBITHIX 3arpo3 y KibepmpocTopi

5. BuU3HaueHO MOXJIMBOCTI yJIOCKOHAJIEHHS HOPMATHUBHO-IIPABOBOI CKJIAJ0BOT
y cdept kibepOesneku iHdopMaliitHux pecypciB. Pe3yiabTaToM yaockOHalIEHHs
ICHYIOUMX HOPMAaTUBHHUX aKTiB Ma€ ctatu KomIuiekCHUM Orjisiy ceKTopy Oe3meKkH i
000pOHHU, YACTHUHOK SKOrO MOBHHEH OyTH OIVIA] CTaHy KiOep3axHCTy KPUTHUYHOI
iHpopMaiiiiHoi  1HPPACTPYKTypH, JepxkaBHUX 1H(MOpMaLIHUX pecypciB  Ta
iH(opMallii, BUMOTa MIOJI0 3aXHCTy SKOi BCTAHOBJIEHA JII0YMM 3aKOHOJABCTBOM.
HeBupimenuMu € mUTaHHS JAEp>KaBHO-TIPUBATHOI B3aeMOjii, mie He chopMoBaHi
nepeiku 00’ €KTIB KPUTUYHOI 1HGPACTPYKTYPH Ta 1HIII, TPUBAE PO3pOOKa MiTXOIIB
10 KiOepoOOpoHHU, Tomepedy Il€ BEJIMKUM MmiIacT mnpobieM Ta o0csir poOoTH,
CIPSIMOBAHOI HA HOPMATUBHO-IIPABOBE BPETYJIIOBaHHA B cdepl KibepOe3neku.

6. Po3pobieno mpomo3uilii Ta MEPCHEeKTUBU MOJMANBIIMX HAmpsiMiB y cdepi
kibepOe3neku. BaxnuBe 3HaYeHHA JUIsi PO3BUTKY 3a0e3meyeHHs KibepOe3neku
iH(popMaIIiTHUX pecypCiB OpraHiB JAEp>KaBHOTO YMIPABIIHHA Ma€ YJOCKOHAJEHHS
METOJIB Ta 3aco0iB MIiATOTOBKH (DaxiBIIB, BIPOBAKEHHS CYyYaCHUX TEXHOJIOTIH.
BpaxoBytoun, 110 3abe3neueHHs kibepOe3neku B iHpopMaliiHUX pecypcax MOCTIHHO
3pOCTa€, 3pOCTAlOTh W BUMOTH JI0 IMATOTOBKHM KEPIBHMX KaapiB. s migBHIICHHS
e(eKTUBHOCTI HaBYaHHA JepKaBHUX  (DaxiBI[IB HEOOXIAHO CHUCTEMAaTUYHO
YIOCKOHATIOBATH METOJU Ta 3aco0u (OpMyBaHHS BMiHb 1 HaBUKIB KIO€pHETUYHOI
Oesneku 1HPopMaliiHux pecypciB. Tomy, s TPUCKOPEHHSI BUPIIIEHHS 3aBlIaHb
Kibep3axucry, iHdopMalliitHi pecypcu opraHiB MyOJIIYHOTO YIPABIIHHSA Ta MiCLIEBOTO
CaMOBpSJIyBaHHSI TMOBUHHI MaTU €(PEKTHBHI Ta 3py4YHI Y BUKOPUCTAHHI MPOTpPaMHi

3aco0H, 110 MOCTIMHO PO3BUBAIOTHCS T OHOBIIIOIOTHCS.
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