TOCIIKEHb PO3p00JIeHO (opMambHUN TAX1A Ul IepeXoay Bia rpadiB CTaHIB 10
nporpaMHoro 3a0esnedyeHHs Ha MoBi Ladder Diagram. Jlanuii miaxia J03BOJIsE
BUKOHYBaTH Iiepexiy Bix rpadiB CTaHIB JI0 11X [OporpamMHOi  peamizamii
BUKOPHUCTOBYIOUH JIMIIIE THUIOBI CTPYKTYpHI €JIEMEHTH Ta MOTpeOye TUIbKH iX
HaJaITyBaHHS BIJMOBIIHO 0 YMOB Ta il IyT MEPEXO/IiB.

[Tomanpmmii PO3BUTOK JOCHIKEHHS Tiependadae AOCHIHDKEHHS CKIaJIHUX
NUTaHb MPOEKTYBAaHHS Ta PO3POOKH MPOrpaMHOTO 3a0e3MeueHHs MPOMHCIOBUX
KOHTpoJIepiB Ha 0a3i rpadiB CTaHiB 3 MeTOW iX (dopmam3zaiii. /J[o Takux nuTaHb
BITHOCSITHCS:

— TIOYATKOBA 1HIIIAI3allisl CHCTEMH KEPYBAHHS MICIISI TETUIOTO TIEPE3aIycKy;

— peatizartis IEpapxigyHoi CTPYKTYypH MPOTPAMHOTO 3a0€3MeUCHHS,

—TPOEKTYBaHHS  Ta  pPO3pOOKa  MPOTrpamMHOTO  3a0e3MEeUeHHS  MpHU
po3mapayentoBaHH1 3a/1a4;

— IPOEKTyBaHHSI Ta pO3po0Ka MpPOTpaMHOrO 3a0e3MeyYeHHs 3 ypaxyBaHHIM
BHCOKOTIPIOPUTETHUX 3aB/IaHb.
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VJIK 004.93

PO3POBKA MOJYJIIO THOOPMAIIMHOI CUCTEMM ITEHTU®DIKAIIIL
OCOBUCTOCTI

B.B. I'marymenko, J1.O. Jliteinos, I'.}O. Ctanuuip
(Vxpaina, /lninpo, HamionanbHa MeTanypriiiHa akajaeMist Y KpaiHu)

IMocranoBka npodaemu. Po3poOka Ta TeopeTuyHe OOTPYHTYBAaHHS METOJIB Ta
QITOPUTMIB, MPU3HAYCHHUX JUIsI PO3Mi3HaBaHHSA HU(POBUX 300pakeHb Yy IMEYaTHUX
JIOKYMEHTaX, Kl OTpUMaH1 NPy CKaHyBaHHI, NpHU 11IeHTU(IKaIlIT 0coOu.
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BcranoBnenns ocoOu JTIOAMHU - OAHA 3 HAWBAXIHMBIIIUX  3aBIaHb
IPAaBOOXOPOHHOT JisNIbHOCTI. BCTaHOBUTH 0CO0Y JIIOAMHU B O1IBIIIOCTI BHUMAAKIB
O3Haua€ BU3HAYUTH HOro TMpi3BUIIE, IM'S, MO OaThbKOB1, PIK HAPOJKEHHS, MICIIC
HApOJDKEHHS Ta 1HIN YCTaHOBYl jaHi. [l BcTaHOBJIEHHS 0coOM po3poOJieHi 1
BUKOPHUCTOBYIOThCS O€3711u MeToiB. HaitOi1bI mommpeHnuM € MeTo ], BCTAHOBIICHHS
0COOMCTOCTI 32 OCOOMCTUMH JOKYMEHTAMHU JIFOJIMHHM, SIK1 TTOKJIMKaH1 MATBEPIKYBaTH
OCHOBHI yCTaHOBUY1 JaH1 JtoauHu [1]. OCHOBHHMI JOKYMEHT, 11O 3acBiaI4y€e 0coly, B
HaIIi Kpaifi - macmopt. SKIo JoauHa 1eMOHCTPYE HOTo ab0 MPU HhOMY BHUSIBIIEHO
nacropt (a0 aHaNOTTYHHA WOMY JOKYMEHT), TO BBAXKAETHCS, IO IIs JIFOJAWHA TOM,
yii JaHi BKa3aHi B macmopTi. J[is miATBep/pKEHHS LBbOrO B MACIOPT IMOMIIICHA
dotorpadis, sika JO3BOJIIE METOAOM IMOPIBHSIHHS 30BHIIIHOCTI MIATBEPAUTH abo
CIIpPOCTYyBaTH OCOOY BJIACHWKA TMACMOpTa. TakWM YMHOM, aKTyaJlbHOKIO € 3ajada
3icTaBieHHs ¢otorpadiit JoaMHN 3 caMOr0 0c00010. JIyIsi BUpIMICHHS MOCTaBICHOT
3a/1a4l HEOOX1HO peanizyBaTH MOJYJb, SIKUW PO3Mi3HAE CKAHOBaHI IMACIMOPTHI JaH1
U1 i1eHTrdikaiii ocoou.

bynu BusBIEHI HACTymHI BHMOTH JIO CHCTEMH: TMporpama IOBHHHA
3a0e3reuyBaTi po3Ili3HABaHHS O0COOM 1 MACMOPTHUX JAaHUX 3 TMACIopTa; 30epiraHHs
NacropTHUX JaHUX B 3pydHoMmy dopmaTi; miATpuMyBaTu mnoOyjoBa 3BITIB 3a
JIOTIOMOT OO0 11a0JI0OHY; MaTH 1HTYITUBHO 3p03yMiuil iHTepdeiic.

Hes3Baxkaroun Ha BeIWKY pPI3HOMAHITHICTh QJITOPUTMIB, MOHA BHUIUIUTH
3arajJpbHy CTPYKTypy TMpOIECy pO3MMi3HaBaHHA OcCi0: JoKamizamisi ocobu Ha
300pakeHHI; BHPIBHIOBAHHS 300paXeHHS o0coOuM (reoMeTpwdHe 1 SpKiCHE);
BUSIBJICHHST O3HAK; PO3MI3HABAHHS - TOPIBHSHHSA O0OYMCICHUX O3HAK 3 3aKJIaJICHUMU B
0a3y maHux etajoHamu [2-4].

[Tpu anamnizi anropuT™MiB po3Mi3HABaHHS 0C10 OyJM BHUBJICHI HACTYIIHI CIIOCOOU:
meton TonoBHUX KommoHeHT (Principal Component Analysis), MeTOI THYYKOTO
nopiBHsHHS Ha Tpadax (Elastic Graph Matching), akTuBHI Mojei 30BHIIIHBOTO
BUTJISITY HEHPOHHI MEPEKI.

[Ipy BUKOpPUCTaHHI CHUCTEM €JaCTHYHOTO TMOPIBHSHHS Ha rpadax BKa3yeThCs
BUCOKA €(EKTUBHICTh PO3MI3HABAHHS HaBITh MPU HASBHOCTI PI3HUX EMOIINHUX
CTaHIB 1 3MIHEHHI1 pakypcy ocoou 110 15 rpaayciB. OnHak po3pOOHUKH MOCHIAIOTHCS
Ha BHCOKY OOYHCIIIOBAJILHY BapTICTh JaHOTO Tiaxony. Hampukian, Asis mopiBHSIHHS
BX1THOTO 300paskeHHs1 0coOu 3 87 €TaIOHHUMH BUTpadaaocs MpUOIH3HO 25 CeKyH]I.
Henomniku: BrCOKa o04YMCITIOBAIbHA CKIIQIHICTH MPOIEAYPH po3Mi3HaBaHHSA. Hu3bka
TEXHOJIOTIYHICTh MPH 3amaM'sTOByBaHHI HOBUX €TajoHIB. JIiHiliHA 3aleXHICTh Yacy
poboTu Bix po3mipy 6a3u qaHuX 0cCio.

Takum 9rHOM, JJIs1 BUPIIIIEHHS TTOCTABJICHOTO 3aBAAHHS HAWOUIBII IiAXOISIIIAM
MIPEACTABISIETHCSI METOJT TOJIOBHUX KOMITOHEHT, TaK SK BIH BOJIOJIE€ OiIbII HA3HKOIO
OOYHCIIIOBAIBHOKO ~ CKJIAIHICTIO, TpU LbOMY 3a0e3nedyye OUIbII  IIBUIKE
posmizHaBaHHsA. Heonik y BUIUISIAI MOraHOi CTIMKOCTI 10 3MIHM OCBITJIGHHSI HE €
KPUTHYHUM, TaK SK B paMKax TOCTaBJICHOTO 3aBIaHHS HEOOXiTHO pO3IMi3HABATH
00JIMyYst Ha 300paK€HHI SIKe CKaHOBAHE.

BucnoBku. Po3poGieno wmoaynas iH@opmariiiiHoi cuctemMu igeHTUdiKarii
0coOHUCTOCTI Ha OCHOBI ¢oTorpadii, siKa BKJICEHA B TACIOPT, 3 BUKOPUCTAHHSIM
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METOJly TOJIOBHUX KOMMIOHEHT. [Ipu nmpoekTyBaHHI peAcTaBieHa Alarpama BapiaHTiB
BUKOPHUCTaHHS, Jlarpama KJaciB, glarpama KOMIIOHEHTIB, Jiarpama 0a3u JIaHuX.
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ANALYSIS OF THESES OF THE ISO 27032 FOR THEIR
IMPLEMENTATION INTO THE BANKING INFORMATION SYSTEMS

O.V. Lifshyts, S.I. Voitsekh
(Ukraine, Dnipro, NTU «Dnipro Polytechnicy)

Formulation of the problem. Adaptation of international standard
recommendations for their implementation in banking information systems to ensure
information security in cyberspace.

At present, the use of digital tools for solving various tasks is actively spreading
in the world. These processes occur in cyberspace. According to ISO 27032, the term
"cybersecurity" is defined as: "the complex environment that results from the
interaction of people, software and services on the Internet through technological
devices and networks associated with it that does not exist in any physical form.

The primary goal of cybersecurity is to ensure the confidentiality, integrity and
accessibility of information in cyberspace. The main purpose of ISO 27032 is to be a
guide that will help ensure a much safer interaction with the cyberspace environment.

It should be singled out for international security standards, as it contains
recommendations for enhancing cybersecurity, addressing various aspects of the
issue and linking cybersecurity to other types of security, including:

— information security;

— network security;

— Internet security;

— protecting the information infrastructure.

The standard discusses basic methods for protecting stakeholder information in
cyberspace.
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