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Pucynok 1.1 — Cxema opranizauiiinoi ctpykrypu nianpuemctsa “AH 30JIOTI KJIFOYI”




CamapcbKkumn
ocTpiB

& lNapk LLleByeHka

2 |0P|/|ﬂ, YHUN
»;Blﬂ‘,ﬂ,lﬂmw - CAMAPCEKN )

Typng;Munw LieHTp F\0egte

Pucynok 1.2 — Tononoriuna cxema po3MIIIeHHS CTPYKTYPHUX TiaApo3ainiB mignpuemctsa “AH 30JIOTI KJIFOYT”
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Pucynoxk 1.4 — 3aranpna apxitextypa mepexi mianpuemctsa “AH 30JIOTI KJIFOUYI”
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Pucynok 1.5 — [Inan po3ramryBanHs Kamep y OyAiBii (epuinii moBepx)



Po3paxyHok cxemu agpecauii KOpIopaTuBHOI Mepe:xi

Ta6mums 1.1 — Cxema anpecartiii Mmepexi

HazBa' Ki.HI)Ki'CTI) Anpeca Mepexi Macka mepexi [TouaTtkoBe 3HAYCHHS ﬂiagaony ' Kinnese 3HaquH;1.z[iana'30Hy '
Mepexi BY3JiB MOJKJIMBHX aJ[pec BY3JIiB y MAMEPEKi | MOKIHMBHX aJpec BY3JiB y MiIMepexi
LAN 1 55 192.168.160.128 255.255.255.192 192.168.160.129 192.168.160.190

LAN 2 12 192.168.161.64 255.255.255.240 192.168.161.65 192.168.161.78

LAN 3 86 192.168.160.0 255.255.255.128 192.168.160.1 192.168.160.126

LAN 4 40 192.168.161.0 255.255.255.192 192.168.161.1 192.168.161.62

LAN 5 50 192.168.160.192 255.255.255.192 192.168.160.193 192.168.160.254

LAN 6 70 192.168.161.128 255.255.255.128 192.168.161.129 192.168.165.254

LAN 7 24 192.168.161.96 255.255.255.224 192.168.161.97 192.168.165.126

WAN 1 2 10.0.20.0 255.255.255.252 10.0.20.1 10.0.20.2

WAN 2 2 10.0.20.4 255.255.255.252 10.0.20.5 10.0.20.6

WAN 3 2 10.0.20.8 255.255.255.252 10.0.20.9 10.0.20.10

WAN 4 2 10.0.20.12 255.255.255.252 10.0.20.13 10.0.20.14

WAN 5 2 10.0.20.16 255.255.255.252 10.0.20.17 10.0.20.18

WAN 6 2 10.0.20.20 255.255.255.252 10.0.20.21 10.0.20.22

WAN 7 2 10.0.20.24 255.255.255.252 10.0.20.25 10.0.20.26

WAN 8 2 10.0.20.28 255.255.255.252 10.0.20.29 10.0.20.30




Ta6nuis 1.2 — Hazsu VLAN ais komepiiiiHoOro BiaaiLy

Homep VLAN Im’ss VLAN [TpumiTka
1 default He BUKOPHCTOBYETHCS
30 Marketing Jls MapKeTHHTY
40 Advertising Jlnst pexitamu
50 Realtor Jlnist pientopi
99 Management JI1st yripaBiiiHHS IPUCTPOSIMU
100 Native BnacHa mepeska

Ta6mums 1.3 — HanamryBanus VLAN 15 KOTeKHOTO MicTedka “30JI0TI KIIFOYi”™.

Homep VLAN Im’ss VLAN [Tpumitka
1 default He BUKOpHCTOBYETHCS
10 house Jim
11 housel Hdim1
12 house2 Jim2
100 house3 Jim3




Po3paxyHOK HAJTAIITYBaHb MAPLIPYTHU3aLil KOPIOPATHBHOI MepesKi

sobolevskyi_R1#show ip eigrp neighbors

IP-EIGRP neighbors for process 20

H Address Interface Hold Uptime  SRTT RTO O Seq
(sac) (ms) Cnt Mum

10.0.20.22 Fadio 10 00:00:59 40 1000 O 29

10.0.20.9 Sel/2/0 11 00:00:50 40 1000 O 39

10.0.201 Sel/3/0 12 00:00:50 40 1000 O 54

10.0.20.30 3010 11 03:00:50 40 1000 0 31

L R — D

Sobolevskyi _R1#

Pucynok 1.6 — Cyciani mapupytuszaropu EIGRP 20

Gateway of last resortis 10.0.20.14 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 10 subnets, 2 masks
10.0.20.0/30 [90/21024000] via 10.0.20.5, 01:59:03, Senald/2/0
[90/21024000] via 10.0.20.10, 01:5%:02, Serial0/3/0
10.0.20.4/30 is directly connected, Seriald/2/0
10.0.20.6/32 is directly connected, Serialdf2/0
10.0.20.8/30 is directly connected, Seriall/3/0
10.0.20.9/32 is directly connected, Serialdf3/0
10.0.20.12/30 is directly connected, Serial0/1/0
10.0.20.13/32 is directly connected, Seriald/1/0
10.0.20.20/30 [90/20514560] via 10.0.20.10, 01:59:02, Serial0/3/0
10.0.20.24/30 [90/27392000] via 10.0.20.14, 01:59:02, Seriald/1/0
10.0.20.28/30 [30/21024000] via 10.0.20.10, 01:59:02, Serial0/3/0
192 168.160.0/24 is varably subnetted, & subnets, 2 masks
192.168.160.0/27 [90/20514560] via 10.0.20.10, 01:59:02, Serial0/3/0
192.168.160.32/27 [20/20514560] via 10.0.20.10, 01:59:02, Serial0/3/0
192 168 160.64/27 [20/20514560] via 10.0.20.10, 01:59:02, Serial0/3/0
192.168.160.96/27 [90/20514560] via 10.0.20.10, 01:58:02, Serial0/3/0
192 168 160.128/26 [90/20514560] via 10.0.20.5, 01:59:04, Serial0/2/0
192.168.160.192/26 [90/20517120] via 10.0.20.10, 01:59:02, Seriald/3/0
192 168.161.0/24 is variably subnetted, 7 subnets, 4 masks
DEX 192168.161.0/26 [170/20768000] via 10.0.20.14, 01:59:02, Seriald/1/0
192.168.161.64/28 is directly connected, FastEthernetD/
192.168.161.65/32 is directly connected, FastEthernet0/0
192.168.161.128/27 [90/21026560] via 10.0.20.10, 01:59:02, Seriald/3/0
192 168.161.160/27 [90/21026560] via 10.0.20.10, 01:59:02, Seriald/3/0
192 168.161.192/27 [90/21026560] via 10.0.20.10, 01:59:02, Seriald/3/0
192.168.161.224/27 [90/21026560] via 10.0.20.10, 01:59:02, Serial0/3/0
*EX 0,000,040 [170/20768000] via 10.0.20.14, 01:59:02, Senald/1/0

o

oDooooono oDoDorororoQ

ooooor 0

Pucynok 1.7 — Tabmums mapmpytusanii EIGRP 20



ITapamerpu 0e3nexku, siki peajizoBaHi B MepekKi

BcTaHoBneHHS naposo Ha NPUBLICHOBAHUN PEXKUM:
Sobolevskyi R1(config)#enable password class

I'enepauis knrova mudpyBanus RSA:
Sobolevskyi_R1(config)#crypto key generate rsa general-keys modulus 1024

BcranoBinenHs IMapoJIt0 Ha KOHCOJIb.
Sobolevskyi_R1(config)#line con 0
Sobolevskyi_R1(config-line)#password cisco
Sobolevskyi_R1(config-line)#login

BcranoBneHHs mapodito Ha JiHii Viy:
Sobolevskyi_R1(config-line)#line vty 0 4
Sobolevskyi_R1(config-line)#password cisco
Sobolevskyi_R1(config-line)#login

HanamryBanns SSH:
Sobolevskyi_R1(config-line)#transport input ssh
Sobolevskyi_R1(config-line)#line vty 5 15
Sobolevskyi_R1(config-line)#password cisco
Sobolevskyi_R1(config-line)#login
Sobolevskyi_R1(config-line)#transport input ssh

HanamryBanus mmdpyBaHHS TapoJIiB:
Sobolevskyi_R1(config-line)#service password-encryption

HanamryBanns AAA depe3 RADIUS cepBep Ha mapiipyTuasTopi:
Sobolevskyi R5(config)#aaa
Sobolevskyi R5(config)#aaa new-model
Sobolevskyi _R5(config)#radius-server host 192.168.160.221 key radius123
Sobolevskyi R5(config)#aaa authentication login default group radius local
Sobolevskyi R5(config)#line vty 0 5
Sobolevskyi R5(config-line)#login authentication default

HanamryBanus 6e3nexu mopTiB Ha komyTaTopi Sobolevskyi SW1.1:

Sobolevskyi SW1.1(config)#interface fastEthernet 0/23

10



11

Sobolevskyi SW1.1(config-if)#switchport mode access
Sobolevskyi SW1.1(config-if)#switchport port-security

Sobolevskyi SW1.1(config-if)#switchport port-security maximum 2
Sobolevskyi SW1.1(config-if)#switchport port-security mac-address 000C.CF83.5

Sobolevskyi_RadiusServer - o X
Physical Config Sarvices Desktop Programming Attributes
SERVICES nAA
HTTP
oHCP Service e On off Radius Port 1645
DHCPvE
TFTP MNetwork Configuration
DS
SYSLOG Client Name | Sobolevsky_RS Client IP 192.168.160.193
AAA Secret radius 123 ServarType | Radius -
NTP
EMAIL Client Name Client IP Server Type Key
o M Sobolevsky_RS  |192.168.160.193 m Add
IoT
Wi Management Save
Radius EAP
Remove
User Setup
Username |Sobolevskyi_RES Password |admini23
Username Password
Save
Remove
Top

Pucynok 1.8 — HanamryBanust RADIUS cepepa
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IlepeBipka mapamerpiB 0e3neKkH, siKi peaJiizoBaHi B Mepexi

[Connection to 192.168.161.1 _. |:|:|:|:| by foreign host]

Coh=ssh -1 12317 _Sobolevskyi 1
Password:

23-17-1 Sobolevskyi WELCOME

Sobolevskyi_RO=

Pucynok 1.9 — Ilepeipka nig'ennanus 10 SSH cepepy Ha Sobolevskiy RO

Username: Sobolevskyi_RS
Password:
sobolevskyi_RS=enable
Password:

Password:
Sobolevskyi_RE5H|

Ctri+F& to exit CLI focus

Top

Pucynok 1.10 — Bxin Ha mapmpyTtuzaTop yepes JIoTiH Ta mapoib 3 RADIUS

cepBepa



IlepeBipka mapaMeTpiB HAJAIITYBAHHS Mepexi

192.168.160.221 with 32 bytes of data:

Finging

Reply from 192.168. 221 bytes=32 time<1ms TTL=1
Reply from 192168, : . bytes time<1ms TTL=1

Reply from 1 : :
Reply from 192.168. 221: bytes=32 time<1ms TTL=

St
proximate round trip times in milli-se
Minimum = Oms, Maximum

Pucynok 1.12 — ITepeBipka RADIUS cepsepa



Pinging 192.168.160.94 with 32 bytes of data:

L
(= p]
1

e
i

=1ms TTL=126
< 1ms TTL=126
ms TTL=126
1ms TTL=126

PR
[ F]

(=p]

(= F]

Pucynok 1.13 — IlepeBipka DNS cepsepa

[Connection to 192.168.161.1 closed by foreign host]

{ =obolevskyi 192 1681611

) e 47T
Ch=ssh -1 12317

Passwoard:

123-17-1 Sobolevskyi WELCOME

Sobolevskyi_R0=

Pucynok 1.14 — IlepeBipka mia'ennanas 1o SSH cepBepy Ha Sobolevskiy RO

Username: Sobolevskyi_RS
Password:
Sobolevskyi_R5=enable
Password:

Password:
Sobolevskyi_R5H]

Ctrl+F6 to exit CLI focus

Top

Pucynok 1.15 — Bxia Ha mapuipyTuzaTop yepes Jorid Ta napois 3 RADIUS

cepBepa

14
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sobolevskyi_PC_3.40.1 - 0
Physical Config Desktop Programming Attributes
I
X
Interface FastEthemetd -

IP Configuration

&) DHCP Static
IPvd Address

Subnet Mask

Default Gateway

DMS Server

IPvE Configuration

Pucynok 1.16 — IlepeBipka DHCP ceprepa
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ApXITEeKTypa NporpaMHoro 3ade3ne4eHHs

9 users-permissions_user

cams_Users_permissions users users cams g id

g id username

url cam_id emai.l
input_port user_id provider

published_at password
created_by resetPasswordToken

updated by confirmationToken
created_at confirmed
updated_at Lo blocked
name role
description created_by
type updated_by
created_by created_at
updated_by updated_at

name

=5 users-perm

Pucynok 1.17 — Bizyamizauis b/]

i"'WebHook --------- =) '

| OunoeneaHHs

: JaHHX

! Cepsic '

i MaplIpyTH3aLil JaHKHx

: OTpUMaHHs

! Bi/[€ONOTOKY

Kogepraujis B 10 NPOTOKOIY
' MPEG RTSP %
' ' R R B R L e P
u MPEG D%&
Basa jaunx Kawan riepefaui FEMPEG Kawmepa
BjeonoToky rio Web Socket

Cepeic obpobxu
ARTopH3alis . : i
prsags ----Bigeonorok-------* BIACOMOTORY
Ta MeTa JaHi kamep 3 Kamep

InTepdeiic KopucTyBaua

docker

3anuT BeH cTopiHKy

Pucynoxk 1.18 — Bizyaumizartist apXiTeKTypH J0IaTKY
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InTepdeiic nporpamHoro 3ade3neyeHHs

CameraViewer

Login

Password

(=]

Pucynok 1.19 — Cropinka aBropizaiii

CameraViewer

No Recording

Kamepa 3 BUAOM Ha BiKHO +

RECORD

Pucynok 1.20 — Cropinka neperisny, HalaHuX aJMIHICTPaTOpOM, Kamep



Cams

5 entries found

+ Add New Cams

= Filters s~

Id Name Created_at State

2 Kamepa [Jgepi Saturday, May ... P [Za N ]

5 Kamepa [lim Saturday, May ... b [Za N ]

3 Kamepa Cxogu Saturday, May ... [ ]

4 Kamepa 3 sugo... Saturday, May ... P A ]

1 Tectose 306pa... Friday, May 28... P [ ]
10 entries per page 1

Pucynok 1.21 — Ilepermsy icHyrounx Kamep
= Users Ivan Sobolevskyi *

Users + Add New Users
2 entries found
= Filters g -

Id Username a Email Confirmed

2 ivan ivan@osi.in.ua true [ |

1 test test@test.com true ) & m
10 entries per page 1

Pucynok 1.22 — [lepermns icHyr0OUMX KOPUCTYBa4iB CUCTEMU
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