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PED®EPAT
[TosicatoBanbHa 3anucka: 79 c., 35 puc., 0 tabmn., 3 qomatku, 16 mxepern.

VYnpasninasa npotuaii kidep3nounnam B J[HimpomerpoBebkiit obmacti JIKII
HITY € migpo3aisioMm KpuUMiHAIBHOI TOMIMII, SIKa B CBOIO Yepry BXOJWUTH J0 CKIIAIY
amapary IEeHTPAIBHOTO OpPTaHy yMNpaBIiHHS MOMilii. MeTo1o JaHOi YCTaHOBHU € 3aXUCT
HACEJICHHS BiJl KiOep3/I04YHMHIB, 3ar00iraHHs HEMPaBOMIPHUX Al Ta PO3CIiTyBaHHS i
BUKPUTTS BXKE CKOEHUX 37104KHIB. CIIEKTp poOOTH TaHOTO BIAJALIKY JOCUTH IITUPOKUMA:
MOJIIIAHTH  3aliMaloTbest  OopoThOOr0 3  Bipycamu, DdoS-atakamu, cnamowm,
maxpaicTBOM 3 0aHKIBCbKMMHU CUCTEMaMH 1 Kpaa>KKO 0COOMCTUX aHuX. KpiM Toro,
KiOepIoJIIiaHTH BIJCTEKYIOTh MOITUPEHHS TopHOTrpadii 1 HeUTPpaIi3yroTh MipaTChKUN
KOHTEHT.

06 ’ekmom docniodcenHs B POOOTI € TPABOOXOPOHHA JISUIBHICTh YIIPABIIHHS
npotuaii kibepsnmounHam B JHinpomeTrpoBebkiit o6macti JKII HITY, a came
MOHITOPUHI 1 BUSIBJIIEHHS HENPABOMIPHUX [l OaHKIBCBKOMY CEKTOpI (CKIMIHT,
(1uMHT, KapIepcTBO, (PIHAHCOBI MipaMiau Ta 1H).

lIpeomemom docnioxcenns € alrOPUTMH Ta METOIM MAIIMHHOTO HABYAHHS, 110
3aCTOCOBYIOTBCS TPH CTBOpPeHHI KiacudikaTtopa Antifraud detection-cucremm st
3a0€3MeUeHHs] PO3Mi3HABAHHS MIAXPANCHKOI JISJIBHOCTI B YMOBaX MPaBOOXOPOHHOI
YCTaHOBH.

Memoro pobomu € iABUIIEHHS €(DEKTUBHOCTI pOoOOTH KIOEpIOMILIaHTIB MPU
pO3ITi3HABaHHI IIAXPAChKUX [ Ta MOJAJIBIIOr0 MOIIYKY 3JI0YHHIIIB, MOXJIHBOTO
MIPOTHO3YBAHHS HEMPABOMIPHUX [1 B 0aHKIBCHKUX CHCTEMaX.

B ingopmayiiino-ananimuunomy  pozoini  HaBeAEeHO aHai3 00 €KTY
JIOCITIJIKEHHS, OCHOBHI 3aJ1a4l YCTaHOBHU, Ta KIIFOUOBI MPOOJIEMU B HbOMY. PO3IIISIHYTO
OCHOBHI METOJIY PO3B’sI3aHHSI TIOCTABJICHOT 3a/1a4i.

VY cneyianvnomy po3oini chopMyIbOBAaHO Ta BUKOHAHO 33Jlayy MAIIMHHOTO
HaBYaHHS, a caMme MoOyAoBy Kiacudikatopa Ha He30alaHCOBAHMX JaHUX 34
normomororo  MetoxiB undersampling Ta oversampling s 30amaHCyBaHHS
He30anmaHcoBaHoi BuOipku, Ta meroniB XGBoost, AdaBoost, rpagieHTHOTO OyCTHHTY
Ta aHcaMmOJi BIAMOBIIHUX MojeNied s MmoOydoBM Kiacudikaropa OaHKIBCHKUX
TpaH3aKIIii.

llpakmuuna yinnicme OTPUMAaHUX pE3YJIbTATIB TMOJSATa€E Yy OTPHUMAaHHI
OpraHi3alifHO-TeXHIYHUX PIIIEHb, IO JI03BOJISIIOTh 3HAYHO MiABUIIUTH €(PEKTUBHICTh
BUSIBJICHHSI Ta PO3KPHUTTS 3JI0YMHIB Y OaHKIBCBKOMY CEKTOPi, 3aXUCTUTH HACEIICHHS
BIJIMTOBITHO JI0 3a]1a4 MPABOOXOPOHHO1 YCTAHOBH.

KmrouoBi  cinoBa: [IPABOOXOPOHHA  YCTAHOBA, CHUCTEMA
ANTIFRAUD DETECTION, HE3SBAJIAHCOBAHI JAHI, MAIINHHE
HABYAHHSA, BYCTUHI'.



THE ABSTRACT

Explanatory note: 79 pages, 35 figures, 0 tables, 4 annexes, 16 sources.

The Department for Combating Cybercrime in the Dnipropetrovsk Region of
the State Penitentiary NPU is a subdivision of the criminal police, which in turn is part
of the staff of the central police department. The purpose of this institution is to protect
the population from cybercrime, prevent wrongdoing and investigate and expose crimes
already committed. The range of work of this department is quite wide: police officers
are engaged in the fight against viruses, DdoS-attacks, spam, fraud with banking
systems and theft of personal data. In addition, cyber police monitor the spread of
pornography and neutralize pirated content.

The object of research in this work is the human rights activities of the
Department for Combating Cybercrime in the Dnipropetrovsk region of the State
Penitentiary Service of Ukraine, namely the monitoring and detection of illegal actions
in the banking sector.

The subject of the study are the algorithms and methods of machine learning
used in the creation of the classifier Antifraud detection-system to ensure the
recognition of fraudulent activities in a law enforcement agency.

The purpose of the work is to increase the efficiency of cyber policemen in
recognizing fraudulent actions and further search for criminals, possible prediction of
illegal actions in banking systems.

The information-analytical section provides an analysis of the object of study,
the main tasks of the institution, and key problems in it. The main methods of solving
the problem are considered.

A special section formulates and performs the task of machine learning, namely
the construction of a classifier on unbalanced data using undersampling and
oversampling methods to balance unbalanced sampling, and methods XGBoost,
AdaBoost, gradient boosting and ensembles of appropriate models to build a classifier
of bank transits.

The practical value of the results is to obtain organizational and technical
solutions that can significantly increase the efficiency of detection and detection of
crimes in the banking sector, to protect the population in accordance with the tasks of
law enforcement agencies.

Key words: LAW ENFORCEMENT INSTITUTION, ANTIFRAUD
DETECTION SYSTEM, UNBALANCED DATA, MACHINE LEARNING,
BUSTING.



