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PED®EPAT

[TosicuroBanibHa 3anucka: 101 ct., mictuth 31 puc., 1 Tab:., 8 nonarkis, 16 mxepern.

[Ipenmet mocaimkeHHs: ciocoOu peanizarii mociayr 6esnexu s WEB-nonaTkiB
npu BUKopucTanHi (peiimBopkiB Django ta Flask.

Meta TpOEKTY: OIIHUTH PiBHI MOCAYrd OE3IMEKH sIKI MOXKJIMBO peaii3yBaTH 13
3actocyBaHHsM (peiiMBopkiB Django ta Flask.

VY mepuioMy po3isii TpoaHali30BaHO aKTyallbHICTh 3a0e3nedueHHs oe3mnekun WEB-
nmojatkis, BuMoru 10 oesnexu WEB-nonaTkiB, 3aBaanHs 3a0e3neueHHs oe3nexu WEB-
JOIaTKIB Ha PI3HHUX €Tanax CTBOPEHHs IPOEKTIB, OCHOBHI pu3uku Oe3neku WEB-
nonatkiB. Takok BUKOHAHO: OIliHKA IepeBar Ta HepomikiB ppeiimBopkiB Django ta Flask
Ta MOKAa3aHo iX aKTyaJlbHICTh AJia 3a0e3nedyeHHs o6e3nexku WEB-nonatkis.

Y napyromy posaim omnucaHo nociyru Oesneku iH@opmauii WEB-cTopiHOK,
MexaHi3Mu 3axucty iHdopmMarii B Django, nociayru Oesneku, mo peanizoBye Django.
3’scoBano, 1o ¢peiimBopk Django crpoinye 3apmaanns 3adesnedenns WEB-gomaTky
Oe3nekoro BigMinHO Bif Flask, skuii Hamae Tex BUCOKHI PIBEHb 3aXHCTY aJie BiH OLIBIII
ruOkuit Ta moTpedye OLIBIIOTO KOHTPOJIIO MPU HAITUCAHHI KOJTY.

B tperbomy po3auni Oynu po3paxoBaHi BUTPATH Ha BIPOBAIHKEHHS Ta PIYHY
MIATPUMKY TIOJIITUKHU Oe3neku iHdopmartii. Takox, Oyso 3’siCOBaHO, IO 3aNPOITOHOBAaH1
crnocobu peanizanli O0e3MeKd € €KOHOMIYHO BHUTITHUMH JUJISl KIHIEBOTO MPOTrPaMHOTO
MPOIYKTY.

PesynbraTi nociimkeHHs MOXKYTh OyTH 3acTocoBaHi B po3pobii WEB-nonaTkis.

WEB-JIOJJATOK, ®PEMIMBOPK, PEAJII3AIIIS IIOCJIYT BE3IIEKN,
DJANGO, FLASK



PE®EPAT

[TosicautenpHas 3anucka: 101 ctp., cogepxkut 31 puc., 1 Tadm., 8 npuioxenuii, 16
HNCTOYHHUKOB.

[IpeameT wuccnenoBaHUsA: OLEHUTh YPOBHH YCIYr O€30MaCHOCTH, KOTOpHIE
BO3MOYKHO peajn30BaTh ¢ MpuMeHeHneM (peiimBopkoB Django u Flask.

Ilenp mpoekTa: OIEHUTH yciayru Oe3omacHocTH (perimBopkoB Django u Flask,
MoKasaTh X peanzanuio rnpu cozganuu WEB-npuioxxeHui.

B mepBoii riaBe mpoaHaIM3UpPOBAHO AKTYaIbHOCTH OOecreueHUs] 0€30macHOCTH
WEB-npunoxenu#i, tpeboBanus k Oe3omacHoctu WEB-npunoxenuid, 3amaua
oOecrieuenusi Oe3zonacHoctd WEB-mipuioxkeHuit Ha pas3muyHbIX dTanax CoO3JAaHUs
IIPOEKTOB, OCHOBHBbIE pHUCKU Oe3zonacHoctd WEB-npunoxenuil. Takxke BBIIOJHEHO:
OIICHKA MPEUMYIIECTB U HenocTaTkoB ¢peiiMBopkoB Django m Flask u mokazano mx
aKTyaJIbHOCTb ISl o0ecrieueHus: oezonacHoct WEB-npuioxxeHui.

Bo BTOpOM pazaene onucansl yeayru 0e3onacHocty uHbopmainuu WEB-cTpanuii,
MeXaHU3MbI 3alUThl HHpopMaruu B Django, yciayru 6e3omacHoctu Django. BeisicHeHo,
yro ¢perimBopk Django, ympomaer 3amauy obecneueHuss \WEB-nmpuosxenus
0e3onacHOCThIO B oTiinynK OT Flask, koTophlii pemocTaBiasieT TOXe BICOKUI YPOBEHD
3aIMTHI HO OH OoJiee TMOKUIA U TpeOyeT OOJIBIIEr0 KOHTPOJIS B HAITMCAHUU KOJIA.

B Tpethem pazmene ObUTM pacCUMTaHBl 3aTpaThl Ha BHEAPEHHE W TOJIOBYIO
MOJICPKKY TIOJNIUTUKH Oe3omacHOCTH uHGopmaru. Takke, ObUIO BBISICHEHO, 4YTO
NpEIJIOKEHHBIE CIHOCOOBl  peanu3aluy  Oe30MacHOCTH  SIBISIFOTCS  YKOHOMUYECKHU
BBITOJTHBIMH JIJI1 KOHEYHOTO TPOTPaMMHOTO MPOIYKTA.

PesynbraThl umccnenoBaHus MOTYT OBbITh TpuMeHeHbl B pazpabotke WEB-
IIPUIIOKEHUM.

WEB-TTPMJIOXXEHUE, ®PEMMBOPKHU, DJANGO, FLASK, PEAJIM3AIINS
YCJIYT BE3OITACHOCTH



ABSTRACT

Explanatory note: 90 pages, contains 31 figures, 1 tables, 8 appendices, 16 sources.

Subject of research: ways to implement security services for WEB applications
using the Django and Flask frameworks.

The goal of the project: assess the levels of security services that can be
implemented using the Django and Flask frameworks.

The first section analyzes the relevance of security of WEB-applications,
requirements for security of WEB-applications, the task of ensuring the security of WEB-
applications at different stages of project creation, the main security risks of WEB-
applications. Also performed: assessment of the advantages and disadvantages of Django
and Flask frameworks and shows their relevance for the security of WEB-applications.

The second section describes information security services for WEB pages,
information security mechanisms in Django, and Django security services. It was found
that the Django framework simplifies the task of providing a WEB application with
security, unlike Flask, which also provides a high level of protection, but it is more
flexible and requires more control in writing code.

In the third section, the costs of implementing and maintaining the security policy
annually were calculated. Also, it was found that the proposed methods of implementing
security are cost-effective for the final software product.

The research results can be applied in the development of WEB-applications.

WEB-APP, FRAMEWORKS, DJANGO, FLASK, SECURITY SERVICES
REALIZATION



CIIMCOK YMOBHHIX CKOPOYEHb

API — Application Programming Interface;

HTTP — HyperText Transfer Protocol,

OWASP — Open Web Application Security Project;
SQL — Structured query language;

WEB — World Wide Web;

XML — eXtensible Markup Language;

AC — aBTOMaTH30BaHAa CUCTEMA,;

KC3I — xoMmriekcHa cucteMa 3axXucty iHhopmariii;
HJI T3I — HopMaTUBHUI JOKYMEHT B Tally31 TEXHIYHOTO 3aXHUCTY 1H(OpMaIlii;
HCJI — HecankilioOHOBaHUM TOCTYT,

[13 — mporpamue 3a0e3neueHHs;

C3I — cny»x0a 3axucty iHpopMallii.
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BCTVII

B cyuacHOMy CBITI JIOJACTBO 3aBISKH I1HTEPHETY IIOJICHHO KOPUCTYETHCS
pI3HOMaHITHUMU 1HGOPMAIIHHUMHU TOCIyraMu, sKi HaJaloTh KOMIIAHIi, yCTaHOBH,
opraHizaiii Tomo. Maike >KOJHA JIOJIUHA HE YSBJSE€ CBOE KUTTS 0€3 IMIBUAKOIO
OTpUMaHHS Ta Nepeaadl KoH(1aeHiiHo1 iHdopMariii.

3 xinng 90-x mouatky 2000-x pokiB 15t 0OMiHY 1H(OpMAaIIi€l0 B MEPEXK1 IHTEPHETY
novyayiv mupoko BukopuctoByBatrucss WEB-nonaTku, B sskux kiieHT B3aemojie 3 WEB-
cepBepoM, came TaMm 30epiraetbcsi KoHQiaeHIiHa iH(opMmaris. [lns 3a0e3neueHHs
Oesmneku 11i€i 1HpopMarlii HeoOXiTHO 3aXUIATH HE TIIBKU cepBepa, a i WEB-nonaTku.
3a JesskuMH OlliIHKaMH KokHoro jHs 3namyioTh Big 30000 mo 50000 WEB-nonatkis.
KiJIbKiCTh TPOHUKHEHB 3POCTAE 3 KOXKHUM JTHEM.

Came Tomy Oesmexka WEB-monmaTkiB crajia MmepuioyeproBUM 3aBAaHHAM IS
NIAIPUEMCTB BCiX (hopMm 1 po3mipiB. HeszasexxHo BiJl TOro, 4M 1€ TpaHCHAIIOHAJIbHA
MeJlla-KOMIIaHisl, sika 3aMaeThCsl MOTOKOBOIO MEPENAuet0 KOHTEHTY, a00 HEBEIMKUM
cTapTar 3 BIJAJICHUMH CIIBPOOITHUKAMU, BCE PIBHO O13HEC 3HAXOAUTHCS B MEPEXKI, 1110
MiJIJIa€ pU3UKY KIIEHTIB 1 BlacH1 KoH(1AeHIIMHI gaHl. Xo4da po3podbka WEB-nonatkis
MOJTINIIMIA METOAU BEJICHHS OI3HECy KOMITaHISIMHM, BOHW TaKOXX IIJIBHINMIA PU3UK
3JIOBMHCHHX aTak.

Takum yuHOM, METOIO 1II€i POOOTH € MPOBEIEHHS aHaji3y CHOCO0IB peanmi3alii
nociyr Oesneku st WEB-nmomatkiB, a caMe 110 CTBOPIOIOTHCS 3a JIOIIOMOTOIO

dpeiimBopkiB Django Ta Flask.
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PO3AUI 1. CTAH IITMTAHHA. IOCTAHOBKA 3A/TAYI

1.1 Tlonstts WEB-noaaTky ik IporpaMHOIO MPOIYKTY

WEB-nonaTtox - 1me Oyab-ika KOMII'FOTEpHA IIporpamMa, sika BUKOHYE IICBHY
¢ynkiito, BukopuctoBytoun WEB-Opay3sep y sikocti cBoro kiienta. JlogaTok Mmoxe 0yTu
TaKUM K€ MPOCTUM, 5K JIOIIKA OTOJIONIeHh a00 KoHTakTHa dopma Ha WEB-caiiti, abo
HACTUIBKH K CKJIQJIHUM, K TEKCTOBHM peJlakTop a0 0araToKOpUCTyBallbKUM MOO1TEHUM
ITpOBUH JOJIATOK, KM 3aBaHTAKYETHCS Ha Tele(oH.

WEB-nonatkn 1icHyroTh 3 THX Tip, KOJIM BCECBITHS TMaByTMHA Halya
nonyspaocti. Hanpuknan, Jlappi Yomn me y 1987 porti po3poous Perl - nonynspay
MOBY CIIEHapiiB Ha CTOpoHi cepsepa. Lle Oyiio 3a ciM pokiB 10 TOro, sik IHTepHET N1iicCHO
noYaB HaOUpaTH MOIMYJISPHICTH 11032 aKaJEMIYHUMHU Ta TEXHOJOTITYHUMHU KOJIaMHU.

ITepmi ocroBHi WEB-nogaTkn Oynu BiZTHOCHO MpocTHMH, ayie Hanmpukiami 90-x
pPOKiB BiIOyBCs MOmTOBX J0 Otk ckiaaguux WEB-gomarkie. ¥V Ham yac minpiioHu
mosiert BukopructoByroTh WEB-1omaTky m1s 311l CHEHHS T1aTEXKIB Ta OH-JIAalH MOKYIIOK
B [HTEepHETI, BUKOHAHHS 3aBlaHb B [HTEpHETI, MIATPUMYIOUU 3B’SI30K 13 JAPY35IMU Ta
Oararo iHmoro. Came TOMYy MpPOTATOM OCTaHHIX ACKITBKOX POKIB CIOCTEPITAETHCS
BeNUKHM momToBX it po3poOku WEB-nonartkis.

binbmricte WEB-noaaTkiB 0a3yt0ThbCsi Ha apXiTEKTYpi KIIIEHT-CEPBEP, KYIU KIIEHT
Hajae iHpopMmaIlito, a cepep oTpumye Ta 36epirae iHdopmartito. [Ipukinanom 1poro €
[arepuer-nomra, Taki kommanii, sk Gmail Ta Microsoft Outlook, mpononyrors WEB-
KIIIEHT €JIEKTPOHHOI nomTy. [Hmmii npukiaa nonynspaux WEB-nogaTkiB ocTaHHBEOTO
nokoiiaHag - G Suite (panime Google Apps), Microsoft Office 365. B cBoro uepry
MOOLTBHI JOJATKH, K1 MiJAKII0UaloThes 10 IHTepHeTy (Hampukiazd nporpama Facebook,
noaatok Dropbox abo go7aTok s OHIaiH-O0aHKIHTY), TAKOXK € MPUKIAIaMU TOTO, SIK
WEB-nonatku Oynu po3po0iieHi st Bce OUTbII MOMYJISIPHOIO0 BUKOPUCTAHHA MOO1IBHOI

Mepexi.



11

1.2 AxtyanbHicTh 3a0e3neueHns oesnekn WEB-momxaTkiB
1.2.1 be3snexka WEB-noxaTkis

besnexka WEB-nonarkis - e cran WEB-caiitiB, WEB-mporpam B sikux 3a0e3neuyeTbest
30epesxenHs iH(popmartii. besneka WEB-nogaTkiB crivpaeTbcsi Ha TPUHIMITN 3aXHCTY KOy
Iporpam, 3aCTOCOBYIOUH X afganToBaHicTh 10 [HTepreTy Ta WEB-cucteM, 3 MeToro 3axucty Bin
37I0BMUCHHUX 3arpo3 abo aTax.

Ataku Ha WEB-momatky BapitoroThCsl BiJl IUTECTIPSIMOBAHMX MAHIMYIIITNA 3 Oa3zaMu
JIAHUX, SKI MOXKYThb BIAKpUTH KOH(IICHIIIHI JaHl, Takl sIK HOMEpPH OOJIKOBHX 3alKCIB Ta
TIapoJIi, 10 MacIITaOHKX 3001B y MEpPEKI.

Xoua WEB-ataku He € HOBMHOIO, BOHU € JIOPOTOIO 1 3pOCTar0doI0 MpolsieMoro. 3a
oIliHKaMK rpyry Herjavec, mopivHi BUTpaTH Ha KiOEpP3JIOUMHHICTh CTAHOBUTHMYTB 6 TPJIH JIOJ.
CIOA no 2021 p. Coimpae npocmimkeHHs IacTrTyTy IloHemona Tta IBM BusHauae
CEePEHBOCBITOBY BapTICTh OKPEMOTo ropyiieHHs faHuX y 3,92 mutH non. st CILA 1 mudpa
mie Bua - 8,19 minbitona gomapis [12].

[ancu y Oyab-sikoro O13HeCY, SIKMIA 3a3HaB MOPYIIEHHS TAaHUX MPOTSITOM JBOX POKIB,
3pociu Maibke 10 30%. 3riTHO 31 3BITOM PO PO3CITiTyBaHHS OPYIICHs faHux Verizon 3a 2020
pik , Maibke 25% ycix mopyireHb Oe3nekn 0e3MmocepeTHbO CTOCYIOThCS BpasmmBocteit WEB-
JonatkiB, a 62% Bumnaxis 3nomy cripsimoBani Ha WEB-niporpamu [12].

Taxkum unHoM Ge3nieka WEB-nonatkiB HaOyBae Bce OutbIoro 3HaueHHs. Ha 1ieii vac
ICHye psiI pecypciB Ta IHCTPYMEHTIB, $IKi JgomomararoTh 3axucturd WEB-nporpamu.
KirouoBrM € aKTUBHICTB OO0 OE3MeKW Ha KOKHOMY €Tarll »KHTTEBOTO IUKIY CTBOPCHHS

IIPOTrPaMHOT0 3a0€3MeUCHHS.


https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf
https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf
https://www.ibm.com/security/data-breach?p1=Search&p4=p50370570717&p5=b&cm_mmc=Search_Google-_-1S_1S-_-WW_NA-_-%2Bibm%20%2Bdata%20%2Bbreach%20%2Bcost_b&cm_mmca7=71700000061027456&cm_mmca8=kwd-417449383408&cm_mmca9=EAIaIQobChMIzemq9tzt5wIVhcDACh0lZQPiEAAYASAAEgKRUvD_BwE&cm_mmca10=405839889576&cm_mmca11=b&gclid=EAIaIQobChMIzemq9tzt5wIVhcDACh0lZQPiEAAYASAAEgKRUvD_BwE&gclsrc=aw.ds
https://enterprise.verizon.com/resources/reports/dbir/
https://enterprise.verizon.com/resources/reports/dbir/
https://www.whitesourcesoftware.com/resources/blog/software-development-life-cycle
https://www.whitesourcesoftware.com/resources/blog/software-development-life-cycle
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Pucynoxk 1.1 — Cratuctrka kibeparak

1.2.2 Cnocobu 3a0e3mneucHns 6e3rexkn WEB-1o1aTKIB Ha pi3HHX eTarax CTBOPSHHS

Ilepm nix WEB-nonarok moune cBoto poOOTy 3a MpU3HAYEHHSIM BIH MPOXOAUTH

BEJIMKHH IIISIX 10 3aKJIaJIaHHIO OE3MeKH, a caMe:

- eTarl TEXHIYHOI'O 3aBIaHHS,

- eTarn po3poOKH CTPYKTYpH;

- eTarn aJMiHICTPYBaHHSI;

— eTarn eKCIuTyaTalrlii.

Merta cTBOpEeHHSA

T
TexHivde 2aBIaHHA
Exkcmumyararia v
/ Tnzaifs
ITpocyeaHHA !
y Po3podka cTpyKTypH
ANMiHICTpYBaHHA s
Hagiramisa
\\\ . -~
SMICT

Pucynok 1.2 - Eraniu ctBopennst WEB-nonatky
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Ha erami mpoexryBaHHs 3akmamaerbesi cTpykrypa WEB-nmomatky, mo 6e3ymoBHO
BIUTMBAE Ha Oe3meKy. SIKIIo Mmij] yac peani3aiiii HACTYITHHUX €TaIlB 3pOOHTH 3MiHY CTPYKTYPH 1€
MO>Ke TIPU3BECTH 10 aHYJISIIIi1 BCHOTO TIPOEKTY.

Ha erami po3poOku peamizyeThcsi CTPYKTypa IMPOEKTY, a caMe po3poOKa Ir3aifHy,
KOJTyBaHHS Ta TeCcTyBaHHs. CaMe TyT 3aK/IaIal0ThCS MEXaHi3MH O€3IeKH.

Ha eram aaMiHiCTpyBaHHA MATpUMY€EThcsa —mpanesfatHict  WEB-nomatky,
BIIOYBa€THCS PO3MEXKYBaHHS JJOCTYITY, peati3aliii MexaHi3MiB Oe3MeKu Ta 1HIIIe.

KoxeH 3 1ux eTamiB ay)Ke BKIMBUHN, TaK sIK JOMYIICHY TOMWIKY HE MOXIJIMBO
BUIIPABUTH y HACTYIHUX eTarax. Came ToMy erar po3poOKH € OJHUM 3 OCHOBHMX. Komm Ha

I3HBOMY €Tarll TECTyBaHHS BUSBJIAIOTHCS HEMOMIKHN O€3MEKH, 3MIHU KOAY CTalOTh BAXKKUMHU.

1.2.3 OcuogHi pusuku 6e3nekn WEB-nonaTkis

OWASP posmugpoyetbes sk Open Web Application Security Project, Intepuer-
CHUIBHOTA, IKa pOOUTH CTATTI, METOI0JIOT11, JOKYMEHTALI1l0, IHCTPYMEHTHU Ta TEXHOJIOT11
B rany3i 0e3nexku WEB-nonatkis.

OWASP e minepom y ramysi 6esmexkn WEB-nmogatkiB 1 migrpumye 10 Haiikpammx
criickiB pr3ukiB Oesnekn WEB-onatkiB, siki BBAKAIOTHCS TATy3eBUM CTaHIApPTOM 3aXHUCTY
WEB-nonarkis.

Pusuku 6e3nexu 3a octanHiMu ganumu OWASP s WEB-nogatkis [9]:

— 1H’ekmis: Baam iH'exmii, Taki sk SQL, NoSQL, OS ta LDAP, BHHUKAIOTh, KOJIU
HEHAJIWHI JaHl HAJCUJIAIOTHCA IHTEPIPETATOPY SK YacTMHA KOMaHAW abo 3amwury.
Bopoxi [aHi 3JI0BMUCHMKAa MOXYTh 3MYCHUTH IMepeKjiajadya BUKOHATH HEHAaBMHCHI
KOMaHI1 a00 OTPUMATH JIOCTYII JI0 TaHUX 0€3 HAJIEKHOTO J03BOIIY;

— MOpyIIeHHs aBTeHTUdiKalli: GyHKIIT J0JATKIB, OB’ s13aH1 3 aBTEHTU(IKALIEIO
Ta YOPaBIIHHAM CEaHCAaMH, YacTO pEali3ylOThCs HEMPaBHIBHO, JO3BOJISIOUU
3IOBMUCHHUKAM KOMIIPOMETYBAaTU Tapojii, Kiaoul abo Mapkepu ceaHciB abo
BUKOPUCTOBYBATH 1HILI HEAOJIKH peaizalli, 00 TUMYacoBO ab0 HA3aBXKIU NMPUNHHATH
1aeHTU(IKaIiTHI AaH] IHIIMX KOPUCTYBAayiB;

— pos3kputTs KoH}piaeHIiHHNX nanux: 6arato WEB-nonatkis Ta APl He


https://owasp.org/www-project-top-ten/2017/A2_2017-Broken_Authentication
https://owasp.org/www-project-top-ten/2017/A3_2017-Sensitive_Data_Exposure
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3aXUIIAI0Th HAJEKHUM YHMHOM KOH(QIICHIIMHI JaHi, Takl sK (IHAHCOBI, OXOPOHHI Ta
inenTudikaiiitai qadi. 3MIOBMUCHUKU MOXYTh BUKpacTu abo MoAu(IKyBaTH Taki ciabo
3aXUIIEH] JaHi JUIs 3A1MCHEHHS IIaxpailcTBa 3 KPEAUTHUMH KapTKaMH, BUKPAJCHHS
ocobuctux maHux abo iHmmx 3mounHiB. KoHimeHmiiiHi gaHi MOXyTh OyTH
CKOMITIPOMETOBaH1 0€3 104aTKOBOT'0 3aXKMCTY, HAIPUKJIIAJ, IIU(PPYBaHHS B CIIOKO1 a00 Mmij
yac Tepeaadi, 1 BHMara€e OCOOJIMBUX 3axO0/iB OOEpEeKHOCTI INMpH OOMIHI HUMH 3
Opay3epom;

— 3oBHimHI 00’ ekt XML (XXE): 6araro crapux a0bo moraHo HajalToOBaHUX
npoiiecopiB XML OIliHIOIOTh MOCKJIaHHS HA 30BHIIIHI CYTHOCTI B JokymeHTax XML.
30BHIIIHI CYTHOCTI MOYXHa BUKOPHCTOBYBAaTHU IJisi PO3KPUTTSA BHYTPIIIHIX (hailliB 3a
nonomororo obpodnunka URI daiinmy, BHYTpimHIX chnuibHUX (aiiiiB, BHYTPIIIHHOTO
CKaHyBaHHs MOPTIB, BIAJAJICHOIO BUKOHAHHS KOy Ta aTak BiIMOBH B OOCIYrOBYBaHHI;

— TMOPYIICHUH KOHTPOJb JOCTYIY: 0OMEKEHHS 00 TOTO, IO JO3BOJISIOThH
pobutu aBTEHTU(]PIKOBAHI KOPUCTYBadi, YaCTO HE 3aCTOCOBYIOTHCS HAJICKHUM YHMHOM.
30OBMUCHUKM  MOXYTb BHUKOPUCTOBYBATH 1I  HENOJMIKM JUIsl  JIOCTYIy [0
HECAHKIIIOHOBaHUX (DYHKIIIOHATBHUX MOKIMBOCTEH Ta / 200 TaHUX, TAKUX K JOCTYII JI0
OOJIIKOBUX 3alKCIB IHIIMX KOPHUCTYBauiB, Meperyisia KoHpimeHmiHux Qaitni, 3miHa
JAHUX 1HIIUX KOPUCTYBAuiB, 3MIHA MIPaB JOCTYIY TOLIO;

— HeNpaBWIbHA KOHQITYpaIllisi: HerpaBuiibHA KOH(DIryparris 6e3nexu €
HAWOUIBIII YacTO 3yCTPIYAETHCSA MPOOJIeMOr0. 3a3BUYail 1€ pe3yibTaT HEeOe3MEYHHX
KOH(pirypaiiii 3a 3aMOBYYBaHHSM, HEMOBHUX a00 cHellaJbHUX KOH]Iryparii,
BIJIKDUTOTO XMAapHOT'O CXOBHIILA, HEMPABWJIBHO HalamToBaHWX 3arojoBkiB HTTP Ta
JEeTATBHUX MOBIIOMJIEHB MPO TOMIJIKH, IO MICTATh KOH(DimeHMiiHy iHbopmarito. He
TIJIBKH BC1 omepaniiHi cucteMu, GppeiiMBOpKH, 010J10TEKH Ta MPOrpaMu MOBUHHI OyTH
HAJITHO HAJIAIITOBAHI, aJic BOHU MOBMHHI OyTHU BUaCHO BUIIPaBJIeHI a00 OHOBJICHI;

— Cross-Site Scripting (XSS): memoniku XSS TparuisroThCsl, KO Mporpama
BKJIIOYAa€ HEHaJiiHI AaHi Ha HoBiM WEB-cTopinii 0e3 HalieKHOT MepeBIpKU Yu
eKpaHyBaHHs, a00 oHOBIO€ HasiBHY WEB-cTOpiHKy nannmu, HagjaHUMH KOPUCTYBayeM,
3a noromororo APl OGpaysepa, sikuii Moxke ctBoproBatm HTML abo JavaScript. XSS

JT03BOJISIE 3JIOBMHCHMKAaM BHUKOHYBAaTH ClieHapii B Opay3epl >KepTBU, SIKI MOXYTb


https://owasp.org/www-project-top-ten/2017/A4_2017-XML_External_Entities_(XXE)
https://owasp.org/www-project-top-ten/2017/A4_2017-XML_External_Entities_(XXE)
https://owasp.org/www-project-top-ten/2017/A5_2017-Broken_Access_Control
https://owasp.org/www-project-top-ten/2017/A6_2017-Security_Misconfiguration
https://owasp.org/www-project-top-ten/2017/A6_2017-Security_Misconfiguration
https://owasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS)
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BUKpaJaTH CeaHCH KopucTyBauiB, ncyBatu WEB-caiitu abo mnepeHanpaBisiTu
KOPHUCTYyBayda Ha IIKIIJINBI CalTH;

— Helbe3nevHa jecepiaiizallis: HeOe3neuHa aecepiaiizailis 4acTo MPU3BOAUTH J10
B1JIJIaJICHOI'0 BUKOHAHHS KOo1y. HaBiTh SKIIIO HEMOMIKY Jecepiaiizalili He MpUu3BOIATh J10
BIJITAJICHOTO BWKOHAHHS KOAY, 1X MOHAa BHKOPHCTOBYBATH JIsi BUKOHAHHS AaTak,
BKJIIOUYAIOYM aTaKU BIATBOPEHHS, aTaKH 1HEKI(IT Ta aTaKy 3 MABUIIICHHSM IPUBIJICIB,;

— KOMIIOHEHTH, 1[0 BUKOPUCTOBYIOTH 3 BIIOMUMHU BPA3JIMBOCTSIMH
KOMITOHEHTH, TaKl K 010;110TeKH, PpeMBOPKH Ta 1HIII TPOTPAMHI MOJTYJIi, TIPAITIOIOThH 3
TAMU CaMUMHU TPUBUICSIMH, IO 1 MporpaMa. SKIIO eKCIUTyaTyeThCs Bpa3IuBUN
KOMIIOHEHT, TakKa aTaka MOXE CIPHUATH CEepHO3HIA BTparTi AaHUX a00 3aXOIUJIEHHIO
cepsepa. [Iporpamu ta AP, 1110 BUKOPHUCTOBYIOTH KOMIIOHEHTH 3 BIJOMUMHU BPa3JIMBUMHU
MICIISIMH, MOXYTh I1JIIPBATH 3aXUCT JOJIATKIB Ta 3a0€3MEYUTH Pi3HI aTaKU Ta BILUIMBH,;

— HEIOCTaTHS peecTpallis Ta MOHITOPUHT: HEAOCTATHS PEECTPALIis Ta
MOHITOPHUHT y TOETHAHHI 3 BICYTHICTIO 200 HEe(heKTUBHOIO IHTETPALlI€I0 3 pearyBaHHAM
HAa IHIUICHTH JIO3BOJISIE 3JIOBMHUCHUKAM TPOJOBXKYBAaTH aTaKyBaTH CHUCTEMH,
NIATPUMYBATH CTIHKICTh, MEPEXOJUTHU 0 OUIBLIOI KUIBKOCTI CHCTEM 1 MHiAPOOJIATH,
BUTATYBATH a00 3HUIILYBATH AaHi. BUIbIIICTh JOCTIHKEHB MOPYIIEHB MOKA3yIOTh, 110 Yac
Ha BUSIBJICHHS TOpylieHHS cTaHOBUTH MoHaa 200 nHIB, SK MPaBUIIO, BUSBISIOTHCS

30BHIIIHIMH CTOPOHAMM, a HE BHYTPIIIHIMHU IPOLECAMUA YA MOHITOPUHTOM.

1.3  Texwnomorii po3pookun WEB-nonarkis

Panime WEB-caiitu ctBoproBaiucs 3a gornomoroto MmoB HTML ta CSS nipu iipomy
CalTH BUXOAWIIA CTATUYHUMHU. B cyyacHOMY CBITI 3aBJIIKM BUKOPUCTAHHIO (PPEMMBOPKIB

CalTH CTAJIM JUHAMIYHAMU.


https://owasp.org/www-project-top-ten/2017/A8_2017-Insecure_Deserialization
https://owasp.org/www-project-top-ten/2017/A9_2017-Using_Components_with_Known_Vulnerabilities
https://owasp.org/www-project-top-ten/2017/A10_2017-Insufficient_Logging%2526Monitoring
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TeXHOIOTil CTEBOPEHHA
WEB-nonaTkie

APBTOMATH30BaHE CreopeHHd WEB-IOMOATKY 3 IIporpaMyeaHHa
CTROpPEHHA BHKOPHCTAHHAM CIielliarmizo- WEB-O0onaTky
WEB-nonarkie BAaHOTO MpOTPaMHOTro 3abes- Mosor HTML

TMEYCHHA

Pucynok 1.3 — Kimacudikaris Texnonoriit crsopernst WEB-monatkis

1.3.1 TlonsiTTst GpeiiMBOPKY Ta HOTrO MPU3HAYCHHS

OpeiMBOPKH - 1€ TPOrpamMHi MPOIYKTH, K1 CIIPOILYIOTh CTBOPEHHS 1 MIATPUMKY
TEXHIYHO CKJIAAHUX a00 HaBaHTaXEHUX MPOEKTIB. OpeiiMBOPK, SIK MPaBUIIO, MICTUTH
TITBKK 0a30B1 MporpamMHi MOIyNdi, a Bce chenu@iuHl s MPOEKTYy KOMIIOHEHTH
peani3yroTbcsi poO3pOOHUKOM Ha iX OCHOBL. THUM caMHUM JOCATa€eThCsl HE TIIbKU BUCOKA
HIBUIKICTh pO3POOKH, a i BeJIMKA MPOAYKTHUBHICTb 1 HAJIMHICTh PILIEHb.

WEB-dpeiimBopk - 11e mnardopma st ctBopenns caittiB i WEB-nomartkis, 1110
MOJIETIIYE PO3pOOKY 1 00'€eMHAHHS PI3HUX KOMIIOHEHTIB BEJIMKOrO0 MPOTPaMHOTO
MPOCKTY. 32 paxXyHOK IIHPOKMX MOXKJIMBOCTEH B peai3aliii Oi3HEC-JIOTIKH 1 BUCOKOL
MPOJYKTUBHOCTI 1181 Tu1aTdopMa 0COOIUBO J00pe MIAXOAUTH ISl CTBOPEHHS CKIIaJIHHUX
caiiTi, O13Hec-noaatkiB 1 WEB-cepgicis.

WEB-nnardgopma miarpumye crBopeHHs, po3poOky 1 myomikaiiro WEB-nonaTkis
1 WEB-caiitis. Cronu moxyth Bxoautu WEB-cnyx6u, AP| ta inm pecypcu. WEB -
bpeitMBOpPKH - 11e TporpamMHi (peiMBOPKH, K1 IPOMOHYIOTh CTAHJAPTHHUM 1 JOCTYITHUI
crnioci6 ctBopeHHs 1 po3pooku WEB-nonatkis.

WEB-n101aTKil BUKOPUCTOBYIOThCS KOXKE€H J€Hb OUIBIIICTIO MIIKIIOYEHUX 10
[aTepHeTy mrozel, BOHU BCe M€ 3HAXOASTHCA B 3apOJIKOBOMY CTaHI, KOJHU CITpaBa
JOXOJIUTH A0 PO3pOOKH TaKTHKH 1 IHCTpyMeHTiB. Och YoMy Tak BaxiuBo mMatu WEB-

bpeiiMBOpK, SKUI BHUCTyNaB OW B SKOCTI CHUCTEMHM MIATPUMKH [JIsi PO3POOKH 1
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posroptanHsi Takux gonatkiB. [lmarpopma WEB-mogaTtkiB € oaHuMM 3 Takux

1HCTPYMEHTIB.

1.3.2 3araneni ¢pyskuii WEB-dpeiimBopki

WEB-dpeitMBopkr HafaroTh (YHKIIIOHAIBHI MOXJIMBOCTI B CBOEMY KOl abo
Yyepe3 pO3MUPECHHS ISl BAKOHAHHS MOBCSIKAESHHUX OTEpaIliii, HEOOX1THUX TSI 3aITyCKY
WEB-nonatkis. Li ornepartiii BKJIIOYarOTh:

— wmapumpytusanis URL;

— yIOpaBiiHHA 1 IepeBipka (OpMU BBEICHHS;

— HTML, XML, JSON 1 iHmri HacTpoiku NpOaAyKTy 3 MEXaHI3MOM CTBOPEHHS
1a0JIOHIB;

— KOH(QIrypauis MiIKJII0YEeHHS 10 0a3u AJaHUX 1 00poOKa JaHUX 3a I0MOMOTr0I0
00'exTHO-peIsmiiHOoTo Bigoopaxkenus (ORM);

— WEB-06e3neka Big miapooku mixcaitoBux 3anuTiB (CSRF), SQL-ix'exiriii,
MiKCalTOBHX ciieHapiiB (XSS) Ta iHIINX aTak;

— PEmNo3UTOPHIl CEaHCIB 1 MOIIYK.

[MpoananizyBaBmm BakaHcii crerianictiB mo Backend po3po6mi Flask Ta Django
KOPUCTYIOTBCSl BEJHMKOI TOmyJsspHicTio. Came TOMYy aKTyallbHO PO3TJISHYTH SKi

MOCJIYTM BOHU HAaIal0Th y cdepl Oe3neKH.

1.4 3araneHi xapakrepuctuku Flask ra Django

Flask ta Django 3aBasku IIBHIKOI amamTailii 10 TEXHOJOTIYHHX 3MIiH € JIyKe
kopucHoto WEB-po3po6koro aiist MoBu niporpamysanns Python. O6unsa ¢periMmBopku
MIPUBEPHYIIH YBary po3poOHHUKIB 1 BAKOPUCTOBYIOThCS i cTtBopenHst WEB-nonatkis .
Flask Ta Django MaroTh CBOT IepeBard Ta HEJIOJIIKH, TOMY HE 3aBXIH JIETKO BHOpaTH
Mix HUME [11].

Flask - e mikpo-dpeiimBopk, 1110 mpononye ocHoBHi pynkiiii WEB-nomarky. Bin

MIPOTIOHY€E PO3IIMPEHHS JJIs1 MEpeBIpKH (HOPMHU, 00'€KTHO-PEIIAIIMHOTO Big0OpaKeHHs,
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Ma€ BIIKPUTI CHCTeMH ayTeHTH(IKaIlli Ta MEXaHI3M 3aBaHTAXEHHS 1 JEKIIbKa THIIMX
1HCTPYMEHTIB.

Baxxmsi ocodmuBocti Flask:

- IHTErpoBaHa MiATPUMKa MOAYJIHHOTO TECTyBaHHS,

- Bignpasiiennss RESTful-3anuris;

— BUKOpHCTOBYE mabdmoruzaTop Ninjaz;

- nigTpuMKa Oe3nedynux ¢aimis COoKie (KIieHTChKI ceaHCH);

— BEJIMKA JIOKYMEHTAIII;

- CYMICHICTb 3 JBUTYHOM JjojaatkiB Google;

- APIl-1HTepdeiicu MatoTh KpacuBy (GOpMY 1 y3rOJIKEHICTB;

— JIETKO PO3TOPTAETHCS Y BUPOOHUYOMY CEPEIOBHUIIT.

Django - e cepenosuiiie WEB-po3pooku as Python. Leit ppeiimBopk mporonye
CTaHJAAPTHUUA METOJ WIBHJKOI Ta edexTuBHOI po3podku WEB-caiiTie. Lle nomomarae
cTBOproBaty 1 miaTpumyBaTu sikicHi WEB-nmogatku 1 703BOJIsIE CIPOCTUTH MPOLIEC
PO3pPOOKH 320113 KYIOUHN Yac.

Basxxnusi ocodnuBocti Django:

- npornoHye apxitekrypy Mogaeis - [Ipeacrasienns - Koutponep (MVC);

— Mae BU3Ha4YeH1 010110TeKH JIs 300paskeHb, Tpadiku, HAYKOBUX PO3PaXyHKIB

Ta IHIIIE;

— MIATPUMY€E ACKUJIbKa 0a3 TaHUX;

— KpoccruiatpopMeHHa onepailiiiHa cucTema,

— ONITUMI3Y€E CAUTH Ha CIICI1AII30BaHUX CepBEpax;

— niaTpumye inTepdericHi iIHCTpyMeHTH, Taki sik jQuery, Pyjamas ta iHri.

1.4.1 Tlepesaru ta Hemomiku Django

[Tepesaru Django:
- Django Jierko HaJamTyBaTy 1 3aIyCTUTH;

- HaJla€ MPOCTUH Y BUKOPUCTAHHI 1HTEepdENC I pI3HUX aJAMIHICTPATUBHUX



- npornonye 6aratromoBH1 WEB-caiiTi, BAKOPUCTOBYIOUH BOYZOBaHY
CUCTEMY 1HTEpHAIllOHaJi3aIlii;

- JT03BOJISIE POBOAUTH TECTYBAHHS I0OJATKIB;

- n03BoJIsIE ToKyMeHTyBaTH Bail APl 3a qormomororo BuBenenHs HTML;
- REST Framework mae 6araTy miaTpuMKy A€KiIbKOX IIPOTOKOJIB
ayTeHTHdIKaIIii;

- BUKOPHUCTOBYETHCS JJIs1 0OMEKeHHs mBUAKOCTI 3anuTiB APl Bi ogHOTO
KOPHUCTYyBaua;

— nonomarae BusHavaTu maosnonu 1 URL-aapec y BuOpanoMy J01aTkKy;,
— MPOTIOHY€ BOYJIOBaHY CUCTEMY ayTeHTHU(IKAIIIi;

- GbpeiiMBOPK KeIIyBaHHS Ma€ KUJIbKa MEXaHI3MIB KelTyBaHHS;

- bpeitMBOpK BUcokoro piBHA 11s mBUAKOT WEB-po3po0ky;

- MOBHUM HAO1p IHCTPYMEHTIB,;

- JaHi, 3MOICIbOBaHI 3a JOIIOMOTox0 KiaciB Python.

Henonix Django:

- 1€ MOHOJIITHII MaliTaHYHK;

— BHCOKa 3aiexHicTh Bix Django ORM. [ToTpiOHi BevKi 3HAHHS,

- MEHIIE MTPOEKTHUX PIIIEHb 1 KOMIIOHEHTIB,;

— CYMICHICTh 3 HOBITHIMU T€XHOJIOT1SIMU;

- O1JIbIII BUCOKA TOYKA BXOJY JJIsl IPOCTUX PIILIEHb;

— OUTBIINK PO3MIP KOY;

- 3aHAJITO BEJIUKUN JUISI MAJIUX TIPOEKTIB,;

— HEJIOCTAaTHHO MOTYkHI 1madionu 1 ORM;

- 1a0JIOHU 3a3HaJIM HEBJadl O€3 MoTepeKeHHS;

- aBTOMAaTHUYHA Iepe3aBaHTAXKCHHS MIEPE3aBAHTAKYE BECh CEPBED;

— JIOKyMEHTAIlli He OXOTUTIOIOTh PEaTbHUX CIICHAPIiB;

- JTIO3BOJISIE OOPOOJISATH TUIBKH OJWH 3aITUT 32 pas3;

- MapuIpyTH3allis BUMarae JesKoro 3HaHHs PEryJsIpHUX BUPA3iB,;

- MOKE PO3ropHyTH KOMIIOHCHTH pa3oM, 10 MOKE CTBOPUTH ILIYTaAHUHY..
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1.4.2 TlepeBaru ta Hegomiku Flask

[TepeBaru Flask:

- MiBUIIEHA CYMICHICTh 3 HOBITHIMHM TEXHOJIOT1SIMU;

- TEXHIYH1 EKCIIEPUMEHTH;

- JIET1lIe BUKOPUCTOBYBATH ISl POCTUX BUIAJIKIB;

- pO3Mip KOAOBOI 631 MEHIIIE;

- BHCOKA MACIITa0OBaHICTh TSI MPOCTUX JOATKIB;

- JIETKO MO0y TyBaTH IIBUIKANA MPOTOTHIT,

— URL-anpecy mapmipyTtuzarii;

- JIETKO PO3POOJISATH 1 MATPUMYBATH HOJIATKH;

- pocTa iHTerparis 3 6a3010 JaHUX;

— MEHIIIE SAPO 1JIETKO PO3IIUPIOBAHE,

— MiHIMaJbHa, ajie MOTYy>KHa miIatdopma,

— 0e3umiu pecypciB € B [HTepHeTi, ocobnuBo Ha GitHub.

Henonixu Flask:

- O11b11 oB1IEHA po3poOka MVP B G1IbIIOCTI BUITIAJIKIB;

- O1JIBIII BUCOKI BUTPATHU HAa 0OCIyrOBYBaHHS OLTbII CKJIAJHUX CUCTEM;
— ACHHXPOHHICTh MOE OyTH HEBEJIMKOIO MPOOJIEeMOI0;

- BIICYTHICTB 0a3u nanux 1 ORM;

— JUTsl CTBOPEHHS BEJIMKOTO MPOEKTY MOTPIOH1 JAesKi MONepeHl 3HaHHS
dbperiMBOpKa,

— MPOTNOHY€E OOMEKEHY MiATPUMKY 1 MEHIIY CIIBTOBAPUCTBO B MOPIBHSHHS 3

Django.

1.4.3 ba3u 1aHuX 1110 BUKOPUCTOBYIOTHCS

ORM - TexHonoris nporpamyBaHHs, sfKa 3B'Si3ye€ 0a3u JaHWX 3 KOHIEMIISMU
00'€éKTHO-OPIEHTOBAHUX MOB MPOTPAMYBaHHS, CTBOPIOIOYHN «BIPTyaJdbHY 00'€KTHY 0azy

naHux» [13].
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Django nocrasisieThest B kominiekTi 3 Django ORM (Object Relational Mapping)

110 Mae ayxe Benukui pyHkiionan. Django ORM odirnifino miaTpuMye Taki 0a3u TaHUX:

PostgreSQL;
MariaDB;
MySQL,;
Oracle;
SQLite.

Mogens - 1€ €1MHe, OCTaTo4YHe JpKepesno iH@opmarlii mpo jaaHi. Bona MicTUTh

OCHOBHI TOJIA Ta MOBEIIHKY JaHUX, 5Kl 30epiraroTbcsa. SK mpaBuiIo, KOKHA MOJEIb

BiJT0OpakaeThCs B €IMHIN TabmuIli 0a3u nanux [8].

OcHoBH:

— KOKHa MOJIJNb € KiracoM Python, sikumii € migkinacamu django.db.models.Model;

— KOXXEH aTpuOyT MOJielll MPEJICTABIISIE MOJIe 0a3H TaHUX;

— 3 ycim um, Django Hagae aBTomaTruHO 3reHepoBanuii APl noctym mo 0a3u

JIaHUX.

[Tpuknan moaeni:

from django.db import models

class Person(models.Model):

first_name = models.CharField(max_length=30)

last_name = models.CharField(max_length=30)

Je first_name i last_name e noasimu mozeni. KoxxHe mosie Bka3yeThes sIK aTpruOyT

KJ1acy, 1 KO’KeH aTpuOyT BiI0OpakaeTbCsl y CTOBMII 0a3u JaHUX.

Hagenena Buiiie Person mojienib CTBOpUTH TaOJUIIIO Oa3u TaHUX, SIK 11E:
CREATE TABLE myapp_person (
"id" serial NOT NULL PRIMARY KEY,
"first_name" varchar(30) NOT NULL,
"last_name" varchar(30) NOT NULL

);


https://docs.djangoproject.com/en/3.2/ref/databases/#postgresql-notes
https://docs.djangoproject.com/en/3.2/ref/databases/#mariadb-notes
https://docs.djangoproject.com/en/3.2/ref/databases/#mysql-notes
https://docs.djangoproject.com/en/3.2/ref/databases/#oracle-notes
https://docs.djangoproject.com/en/3.2/ref/databases/#sqlite-notes
https://docs.djangoproject.com/en/3.2/ref/models/instances/#django.db.models.Model
https://docs.djangoproject.com/en/3.2/topics/db/models/#fields
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OcHoBHa 6a3a mannx WEB-gomatky 3a 3aMoBYeHHsIM 30epirae Taki TaOauIl, 0
30epiraroTh TEXHOJOTIYHI JaHHI:

— django_migrations (pucynok A.l, momatok A);

— sglite_sequence (pucyHok A.2, 101aTOK A);

- auth_group_permissions (pucyHnok A.3, nogaTok A);

- auth_users_user_permissions (pucynok A.4, nogatok A);

— django_admin_log (pucynok A.5, momatok A);

— django_conrent_type (pucyHok A.6, nogatok A);

— auth_permission (pucyHok A.7, nogatok A);

— auth_group (pucyHok A.8, momatok A);

- auth_user (pucyHok A.9, nogatok A);

- django_session (pucynok A.11, nonatok A).

— auth_user_groups (pucynok A.11, nogatok A);

auth_permission - e Tabmnuis, 1o mpeacTasise auth_permission Momens.

auth_group_permissions - e Tabmui, sika npeacTasise 3B's130k ManyToMany
Mmix auth_group i auth_permission.

auth_users_user_permissions - e tadiuis, sika npeactasisie ManyToManyField
MIK USers_user i auth_permission.

django_migrations — 36epirae 3MiHU CTPYKTYypHU 0a3u JaHHX.

auth_user - 30epirae naHHi PO KOPUCTYBAYiB.

auth_group - 36epirae gaHHi po Te, MO AKUNH KOPUCTYBAY SKIH Pyl HATCKHUTb.

django_session - 30epirae ceaHcw.

1.4.4 Tlopisusians Flask i Django

Axkmo HeoOximHO  cTtBoputH  HeBenukuit  WEB-momatoxk  To  kpamie
BukopuctoByBatu Flask, 060 BiH Hajae MOXJIHMBICTP BHUKOPUCTOBYBATH TUIBKH Ti
pO3MIMpeHHs sKi HeoOXiaHi. Django HaBmaku € MOBHO(DYHKIIIOHAILHUM, TOMY BUMarae
MEHIIIOI KIJIKOCT1 PIIIEHHS, 1110 HEOOX1JHO MPUUHATH 1)1 po3poOKHu. O1HA 3 TOJIOBHUX

3agad Django e Ge3neka, came TOMy OUIBIIICTE CHCTEM 3aXUCTY BUKOPHCTOBYIOTHCS 32
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3aMOBYYBaHHSM. ToMy B 1iii poOoTi OiibIny yBary HaaiieHo came Django. OmHak sKIo
HEOOXIJTHO BIIMOBUTHCH BiJl NIESKUX IMOCIYT, IO Hamae Django MoxyTb 3’SIBUTHCS

0oOMEXXEeHHSI IIIO/I0 peaizallii MPOeKTy.

1.5 Ananiz BuMor 1o 3axucty iHbopmariiii WEB-nonatkis

ITpu ctBopenni WEB-nonaTkiB ofiHi€r0 3 3a7a4 € BCTAHOBJIEHHS YMOB IIOJO iX
3axucTty. B Hamnii kpaiHi y BIATOBIIHOCTI HOPMATUBHHUM JOKYMEHTaM, BHMOTH IIO
saxucty Bixm HCJI 1ie Bce mpodini 3axumenocti. Hopmatuauit nokyment HJI T3I 2.5-
004-99 BcTaHOBIIOE KPUTEPIi OLIHKU 3aXHUIICHOCTI 1H(OpMaIlii, sika 0OpoOIIOEThCS B
KOMITFOTEPHHUX CHCTEMaX, BiJl HECAHKI[IOHOBAHOTO jocTymy [3].

Kpurepii € MeTo1010T14HO0 023010 1J11 BU3HAYEHHS! BUMOT
— 3 3axWcTy iHdopmMmalii B KOMMI'IOTEPHUX CHCTEMax BiJl HECAHKIIIOHOBAaHOTO
JOCTYIIY;
— CTBOpPEHHS 3aXUIICHUX KOMII'IOTEPHUX CHCTEM 1 3aco0IB 3aXHUCTy Bij
HECAHKI[IOHOBAHOTO JOCTYIIY;
— OIIIHKY 3aXHIIEHOCTI iHpOpMaIlil B KOMIT'IOTEPHUX CUCTEMAX 1 1X MPUIAATHOCTI JJIsI
00poOKM KpUTHYHOI 1H(opMalii (1Hopmarlii, 110 BUMarae 3axXucTy).
Hopmatusauii nokyment HJ[ T3I 2.5-010-03 BcTaHOBIIOE BUMOTH 10 TEXHIYHUX
Ta opraHizamiitHux 3axo/iB 3axucty iHpopmarlii WEB-cTopinku B mepesxi [nTepHer.

3rigno 3 BuzHaueHumu B HJI T3I 2.5-004-99 cnenmikariissMu BCTaHOBIIOETHCS
MIHIMQJIBHO HEOOX1THUI TIEpesTiK Mociyr Oe3rneku iH(opmarllii Ta piBHIB iX peaizalii y
KoMITIeKcax 3aco0iB 3axucty iH@opMmanii WEB-cTopinku Bim HecaHKIIOHOBAHOTO
noctyny. Mera nporo HJI T3l — HamaHHsS HOpMaTMBHO-METOIOJIOTIYHOT Oa3u Jist
pPO3pOOICHHS KOMIUIEKCY 3ac00iB 3aXHCTy BiJi HECAHKI[IOHOBAHOTO JOCTYIY JO
iHpopmarii WEB-cTopiHku mig 9ac CTBOpEHHS KOMIUIEKCHOI CHUCTEMHU 3aXHUCTy
1H(popMmarii.

st Toro mo0 po3mIsIHYTH BUMOTH 110 3axucTy iHpopmarii WEB-monatkis
HEOOX1THO PO3TJISHYTH TUIIOBI yMOBU QyHKII0HYBaHHs WEB-caliTy B aBTOMaTH30BaH11

CUCTEMI.
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ABromatm3oBana cuctema, AC (automated system) — oprasizariitHo-TeXHIYHA
cCUCTEMa, IO peai3ye iHdopmalliiiny TexHooriio 1 00’ eaaye OC, dhi3uvHe cepenoBHUIIE,
nepcoHail i indopmariito, sika 00pooseThCs [2].

Crnig po3ymitu, mo no ckiany AC, sika 3abesneuye dynkuionyBanns WEB-
CTOPIHKH, BXOJSTh: OOYMCIIOBajJbHA cUCTeMa, (Pi3UYHE CepeOBHUIIE, B SKOMY BOHA
3HaXOJUTHCS 1 (YHKIIIOHYE, CEPEIOBUINE KOPUCTYBadiB, 00OpoOIroBaHa iHdopMalis, y
TOMY 4HCIl i TexHounoris ii 006pobaenHs. [lix yac 3abe3meueHHs 3axucty iHpopMmarii
MalTh OYTH BpaxOBaHI BCl XapaKTEPUCTUKH 3a3HAYCHUX CKJIAJOBHX YAaCTHH, SKI
BIIMBAIOTH Ha peaiizaiito nomtuku oesneku WEB-cTopiHku.

VY Bunanky, skmo WEB-cTopinka micTuth nocunanusa Ha iHGoOpMaliiHi pecypcu
iHmoi WEB-cTopinku, ymoBH (yHKIIIOHYBaHHS OCTaHHBOI HE MOBUHHI MOPYIIYBaTH
BCTaHOBJIEHY /7151 JaHo1 WEB-cTOpiHKYM NOITHKY OE3MEKH.

B cBoto uepry indopmarttis WEB-cTOpiHKM TOAUIAETHCS HA JIBI KAaTETOPii:

- 3araJIbHOJIOCTYITHA 1H(OpMaITis;
- TEXHOJIOT14HA 1H(hOpMaIlis.

Jlo 3aranbHOMOCTYMHOI 1H(OpMAIi BITHOCUTHCS MYOJIIYHO OTrOJIONTYBaHa
1H(popMaIlisi, KOPUCTYBATUCA KOO MOXKYTh Oyab-sKi (i3u4Hi ad0 OPHAWYHI 0COOU
(xopuctyBaul iHQOpMAIIHHUX PEeCYPCiB), 110 MAIOTh JOCTYII 10 Mepexi [HTepHeT.

o Ttexuonoriynoi iHdopmaiii WEB-cTOpiHKM BIJHOCHTBCS TEXHOJOTIYHA
iH(popmarriss KC3I Ta TexHosoriuHa iHpopMaliis o0 aAMIHICTPYBAHHS Ta YIPaBIiHHS
oOuucroBanbHOIO cucteMoro AC 1 3acobamu 006poOku 1HMOpMAaIIil — JaH1 TIPO MEPEKEB1
ajpecu, IMEHa, TEpCOHAJbHI I1JeHTU(]IKATOpU Ta Napoial KOPUCTYBadiB, iXHI
MOBHOBAXEHHS Ta MpaBa JOCTYMy 10 00’€KTIB, 1H(OpMaIlis KypHAIIB peecTparii aii
KOPHUCTYyBauiB, 1HIIA iHpopMallis 0a3 TaHUX 3aXHCTY, BCTAHOBIICHI poOOUl MapaMmeTpu
OKpeMHX MeXaHI3MiB a0o0 3aco0iB 3axucTy, iHGopMalis npo npodiii 0diagHaHHS Ta
peXUMH HoTo PYHKITIOHYBaHHS, poOouUl mapameTpu GpyHkKIioHanpHOro [13 Toro.
Texnomnoriuyna iH(OpMaIlis MpuU3HAUYCHA IS BUKOPUCTAHHS TITBKH YITOBHOBaKEHUMU
KOpUCTyBauamMu 3 uwucia cmiBpoOiTHUKIB C3I Ta mnepconamy, mo 3abe3nedye

¢ynkmionyBanus AC.
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Crocobu 1 wmerogu 00poOku iHdopmamnii WEB-cTopinku (30epiranss,
CYIIPOBOJDKEHHS, Tepenadi, BBEACHHS, aKTyami3allii Ta BUKOpHCTaHHS 1H(opmarrii)
BU3HAYAIOTh TEXHOJIOT1i 00po0IeHHs 1HpOopMaIrii.

TexHonoriyHi 0COOIUBOCTI pPOOOTH KOPUCTYBAyiB 13 3araibHOJOCTYITHOIO
iHpopMmamieto  WEB-cTopiHkuM  BHU3HAYalOTBCS  OCOOJMBOCTSAMHM  CHUCTEMHOIO  Ta
dbynkuionaiasHoro 113, 30kpema Opoy3epiB, IKI HUMU BUKOPUCTOBYIOTHCHS.
TexHonoriuH1 0coOIMBOCTI pOOOTH KOPUCTYBAUIB 1HIIKUX KAaTETOPii BU3HAYAIOTHCS, KPIM
Toro, apxitekryporo AC, crnocobamu 00poOJieHHS Ta mepenaBaHHs i1HPopMallii MK
koMrioHeHTaMu AC 1 ciocobamu 341MCHEHHS JOCTYITY J10 HEl.

MOo>kJIMB1 HacTyIIHI CIOCOOM 3A1MCHEHHS JAOCTYMY A0 TEXHOJOrYHOI 1H(pOpMaIii
Ta NepeIaBaHHs JaHUX IS aKTyalli3allli 3arajJbHOI0CTYIHOI 1HPOpMaIlii:

- 3 poO0YOi CTaHIii, pO3MIIIEHOT Ha Tii caMiil Tepuropii, o 1 WEB-cepsep (ycranoBu-
BnacHuka WEB-cTopinku abo oneparopa) ado 3 tepminany WEB-cepsepa;
- 3 poO0Y0i CTaHIIli, sIka po3MillleHa Ha TepUTOPii ycTaHOBU-BiIacHuKa WEB-cTopiHkw,
no WEB-cepsepa, 1110 po3MillieHuil Ha TEPUTOPIi onepaTopa, 3 BAKOPUCTAHHAM MEPEX
nepeaayi JaHuX.
Bumoru no 3axucty inpopmanii WEB-goaartkis [1]:
— KC3I noBunHa 3a0e3neuyBaTi peanizallito BUMOT 13 3aXHUCTY IUTICHOCTI Ta
nocTymHOCTI po3mimieHoi Ha WEB-cTopiHiii 3aransHOI0CTYHOT 1H(pOpMAIIii, a TAKOK
KOH(}1IEHIIIHOCTI Ta HIITICHOCTI TeXHOonor14Hoi iHpopMmarii WEB-cropinkuy;
— TexHoJsoris o0poOaeHHs 1H(opMalli MOBUHHA BIMOBIIATA BUMOTaM MOJITUKH
oe3neku iHpopMmarlii, Bu3HaueHoi 11t AC, mo 3abe3neuye QynkiionyBanus WEB-
CTOPIHKH;
— BHUMOTH 110]10 3a0€e3MeUeHHs LHUTICHOCTI 3aralbHOI0CTYyHOI 1H(opmarii WEB-
CTOPIHKH Ta KOH(IIEHIIIMHOCTI 1 MUIICHOCTI TEXHOJOTIYHOI 1H(pOpMaIlii BUMararTh
3aCTOCYBaHHS TEXHOJOrIM, M0 3a0e3MeuyloTh peali3alilo KOHTPOJIbOBAHOTO 1
CaHKI[IOHOBAHOTO JOCTYyIy 10 i1Hdopmalli Ta 3a00pOHY HEKOHTPOJIHOBAHOI M

— TEXHOJIOTisl 00po0IeHHs 1H(pOopMaIlii MOBUHHA OYTH 37]aTHOIO peajli30ByBaTH
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MOJKJIMBICTh BUSBIICHHS CIIPOO HECAHKI[IOHOBAHOTO JocTymy 1o iHpopmarnii WEB-

CTOPIHKHM Ta TPOIIECIB, K1 3 Ii€l0 iH(OPMAIlEI0 TIOB’s3aHl, a TAKOX 3a0€3MeUYnTH

peecTpaliio B CUCTEMHOMY KypHaJIl BU3HAUYCHHUX TOJIITHKOIO BIJIMOBIAHOI MOCIYTH

oe3neku noxii (sx HCJI, Tak 1 aBTOpHU30BaHUX 3BEPHEHb);

— 1711 KOPUCTYBAuiB, sIK1 MOPYIIWJIM BCTAHOBJICHI MPABUIIA PO3MEKYBAHHS JOCTYITY

no WEB-cTopinku, 3aco6u KC3I Ha mepion ceancy poboTH MOBUHHI 3a0€3MEYUTH

onmoxyBanHs noctyny 10 WEB-cropinkwy;

— TEXHOJOTIYHUMH MPOIeCaMH MIOBUHHA OYTH peaji3oBaHa MOXJIHUBICTh CTBOPEHHS

pesepBHux Komii iHMopmaiii WEB-cTopinku Ta mpouenypu ix BiJHOBJICHHS 3

BUKOPHCTAHHSM PE3EPBHUX KO,

— TexHoJsoris 00poOaeHHs 1H(opMalii MOBUHHA NIepea0ayaTH MOKIIUBICTh aHAII3Y

BUKOPHCTAHHS KOPUCTYBayaMHu 1 MpolecaMu oOuuciaoBadbHUX pecypciB AC 1

3a0e3revyBaTy KepyBaHHs pecypcami.

Buxosuu 3 Bullle 3a3HaYE€HOTO BU3HAYAIOTHCSI HACTYMHI MIHIMAJIbHO HEOOX1/1H1 p1BHI
nocayr 6esnexku WEB-nonatkiB 1151 3a6e3neueHHs 3axucTty iHdopMalii Bijl 3arpos:

- 3a ymoBH, koiau WEB-cepBep 1 poOoui cranimii po3MillyrOThCS Ha TEPUTOPIi
ycraHoBu-BiacHuka WEB-ctopinku abo Ha Teputopii omeparopa (texnoisoris T1),
MiHIMaJIbHO HEOOXiTHUH (PyHKIIIOHATBHUI TIPOdiTb BU3HaYaeThes [1]:

KA-2, I1A-1, [1O-1, JIB-1, JIP-1, HP-2, HH-2, HK-1, HO-1, HII-1, HT-1;

- 3a ymoBH, ko WEB-cepBep po3milnyeTscs y oniepaTopa, a podoui CTaHIli — Ha
teputopli Bnacuuka WEB-ctopinku, B3aemonis sikux 3 WEB-cepBepom 3111HCHIOETBCS 3
BUKOPUCTAHHSAM MEpPEX Mnepefadi AaHux (TexHosorigs T2), MIHIMAIbHO HEOOXI1THUMN
byHKIIOHATBHUH TPOdias BU3HaYaeThes [1]:

KA-2, KB-1, [1A-1, [1O-1, I1B-1, /IB-1, /IP-1, HP-2, HU-2, HK-1, HO-1, HII-1,
HT-1, HB-1.

Takum unnom HJ[ T3I 2.5-010-03 npen’siisie Bumoru no WEB-pecypciB Ha
ocHoBi 1Box TexHojoriid T1 ta T2. A came ko WEB-n0o1aTok po3millieH Ha XOCTUHTY
cxema HaBeneHa Ha pucyHok 1.4 (texnosoriss T2) Ta Ha cepBepax KOMITaHIi cxema
HaBejieHa Ha pucyHokK 1.5 (texnosoris T1). Tak sk po3MillleHHsS Ha cepBepax KOMIIaHii

Ty’Ke 3aTPaTHO, akTyanbHO po3micTuTu WEB-101aTOK Ha XOCTHHTY.
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Pucynox 1.5 - V3aranbHeHa cTpykTypa cxema cuctemMu nipu posminieHus WEB-

J0JIaTKy Ha IPUBATHOMY CepBepi

1.6 BucHoBOK

3amaua sika po3B’A3y€ThCS € aKTyaabHOI0. besreka 3akinamaeTbes Ha PI3HUX eTamax

ctBopenHs WEB-gonarky, oqun 3 HallakTyalibHIIIMM € eTar po3pooku. [Ipu peanizarii
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TexHoorii crBopenuss WEB-nogaTky 3 BUKOpUCTaHHSIM Creliai30BaHOTO MPOrPaMHOTO
3a0e3neueHHs MIMPOKO BHKOPHCTOBYEThCs (hpeiiMmBopku Django ta Flask. Came Tomy
HEOOX1IHO ChOPMYJIIOBAaTH MEXaHI3MH O€3IeKH SIKi CTBOPIOIOTHCS 3a JIOIOMOTOIO

dpeiimBopkiB Django Ta Flask y Bui mocayr Gesrnekw.
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2 CIIEHIAJIBHA YACTUHA

2.1 ITocayru 6e3neku iHGopmarttii WEB-cTopinok

WEB-caiiTu Moxxe MicTuTH 0arato KoH()1AeHIIIHHOI iHQopMallii, TaKy K aapecH
CJICKTPOHHOT1 TIOIIITH, IMEHA, TaTH HAPOHKEHHS Ta HOMEPH KPeIUTHUX KapToK. ChOTOIH1
3aXUCT KOH(piACHITIHHOCTI 1H(OpMaIli myke BaXIUBUW, I 3a0€3MEUYCHHS I[HOTO
BUKOPUCTOBYIOTHCS HACTYITHI ME€XaH13MH O€3MEeKHU:

— ceciiiHa ayTeHTHIKALiS;

— YIpaBJIiHHSA POJISIMHU 1 JO3BOJIAMH,

— XelIyBaHHS MapoJIiB;

— ©0a3oBa HT TP-ayrenTudikaris;

— ayreHtudikaris Ha 6a31 TOKeHIB(aTprOyT AOCTYITy KOPHCTYBaya);
— akTuBallisl 00JIKOBOI 3aMKCy Ha 0a31 TOKEHIB,;

— BIJIHOBJICHHS / CKMJIaHHS TIapoJIst Ha 0a3i TOKCHIB,

— JnByx(akTopHa ayTeHTU(IKAIIIS,

—  €IWHUHN BXIL;

— peecTpailisi KOPUCTYBayiB;

BIJICTE)KEHHS BXOJIy B CHCTEMY.

AytenTudikaiis - npoueaypa, B XOJl SKOI KOPUCTyBad MOBUHEH MpE.'SBUTH
CUCTEMI CEKpEeTHY 1H(pOPMAIIii0, BIJOMY TIJIbKA HOMY OJTHOMY.

CeciitHa ayTeHTH]iKaLlis 1€ KOJU MpU ayTeHTU(IKALli KOpUCTyBada BUILISETHCS
Json Web Tokens (JWT), sikuii 30epiraethcs y Kykax kopructyBada. Cepsep 30epirae y
TEXHOJIOTI4Hii 0a3i a came y Django_session puc 1.10 ta BifcTeXye akKTHBHI Cecil.

JSON Web Token (JWT) — ue Binkpuruii cranaapt (RFC 7519) skuii Bu3Havae
KOMITAaKTHUI Ta aBTOHOMHHUI cToci0 Oe3neuHoi nepenadi iHdopmariii Mi>k CTOpOHAMHU.
[ro iHpopMalil0O MOXKHA MEPEeBIPUTH Ta JOBIPATH iH, OCKUIBKA BOHAa Mae UU(poBUit
mignuc. JWT MoHa mianucaTi, BAKOPUCTOBYI0UH cekpeT (3 anmropurmom HMAC ) abo
napy BiIKpUTHX/IPUBAaTHUX KJIr04iB, BUkoprucToByroun RSA a6o ECDSA. [15]

Hes3Baxxkaroun Ha Te, mo JWT wMoxyTh OyTtu 3ammdpoBaHi, 00 TaKOXK

3a0€3MeUYNTH TAEMHHII0 MK CTOPOHAMH, 3YIMUHUMOCh Ha MIAMHCAHUX TOKEHAaX.
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[Tigmucani TOKEHN MOXYTh TIEPEBIPUTH IITTICHICTh BUMOT, 1110 MICTSITHCSI B HHOMY, TO/II
K 3amu@poBaHi TOKEHH MPUXOBYIOTH LI BUMOTH BiJ 1HIIUX cTopiH. Komam TokxeHu
HIAMKCYIOTHCSA 3a JOMOMOI'OK0 IMap BIAKPHUTOro / MPHBATHOIO KIIIOYIB, IIAMHC TaKOX
3aCBiAUYE, IO JUIIE CTOPOHA, KA BOJIOJIIE 3aKPUTHM KITIOUEM, € Ta, sIKa HOTo miamucana
[15].

JWT ckiramaroThes 3 TphOX YaCTHH, PO3AUICHUX KparnkamH ( . ), a came:
— 3arosioBok (header);

— KOpHCHe HaBaHTaxkeHHs (payload);
— MIAMHC.
JWT 3a3Buuail BUIIIsSIIa€ HACTYITHUM YHHOM.
XXXXX.YYYVY.Z22Z77

[lepimia yacTuHa - 11€ 3arojIOBOK, SIK MIPABHIIO, CKIIAAAE€THCA B CBOIO YEPTy 3 JBOX
YaCTUH: TUMY TOKeHa, skuM € JWT, Ta BUKOpPHCTOBYBAHOI'O aJIrOPUTMY MIMUCAHHA,
Hanpukiag HMAC SHA256 a6o RSA.

Hpyra yactrHa - 116 KOpUCHE HABAHTAKEHHS SIK PaBHJIa 1€ 1aH1 PO KOPUCTyBaya,
a came registered, public, and private

Tpers wacTMHA — 1€ MIANUC IO MICTUTHh 3aKOJOBAHUN 3aroJOBOK, KOPHCHE
HABAHTAKEHHA, CEKPET, Ta aJrOPUTM MIAMNUCAHHS, IO 3a3HAYEHUH Yy 3arojoBKY.
Hanpuknan:

HMACSHAZ256( base64UrlEncode(header) + "." + base64UrlEncode(payload),

secret)

[linmyuc BUKOPHUCTOBYETHCS [IJIsi TEPEBIPKH TOTO, IO TMOBITOMIJICHHS HE OYJo
3MIHEHO i yac mepenayi. [https://jwt.io/introduction]

XelryBaHHSI MapoJiiB — 1€ 30epiraHHd MapodiB y HEIBHOMY BHUIl. 3a
3aMoBuUyBaHHsIM, Django BukopuctoBye anroputM PBKDF2 3 xemem SHAZ256,
MeXaHi3M 3axucTy mapodiiB pekomenaoBannii NIST (HamionanbHuii iHCTUTYT CTaHAAPTIB
i TexHosorii). PBKDF2 - cranmapt GopMyBaHHS KTr04a Ha OCHOBI MapoOJIs.

bazoa HTTP-ayrentudikaiisi 1e NpOTOKOJ, IO BUKOHYE ayTEHTH(]IKalio

KOpHUCTYyBaia, 10 BBOOAUTDH JIOTIH Ta ImapoJb.
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Aytentudikariss Ha 0a3l TOKEHIB - 1€ OAMH 3 0ararboX MeETOJIB BeO-
ayreHTudikamii. AyTeHTH(}iKalis TOKEHIB BHUMarae, mo0 KOPUCTyBaul OTpUMAaIH
3reHepoBaHuil koja (abo TokeH), mepml HDK iM Oyle HaJaHO JOCTYIl B MEPEXKy.
AyTteHnTtudikariisi TOKCHIB 3a3BU4ail BAKOPUCTOBYETHCS B MOETHAHHI 3 ayTEHTU(]IKAIIEIO
HapoJTiB JIJIs T0AaTKOBOIO piBHs Oe3mneku (aByxdakropHa ayreHTrdikamis (2FA)).
JIByxdaktopHa ayTeHTH(IKAIIis - 11€ OJIMH 3 BUAIB ayTeHTH(iKalii. CeHC IByX(paKTOPHOI
ayTeHTH(}IKalii TosArae B TOMY, IO JUIsl TOTO, 00 KyIHCh MOTPANUTH, KOPUCTYyBad
MMOBUHEH J[BI4l MIATBEPAUTH TOU (haKT, 110 BiH - II€ BiH, IPUIOMY, PI3HUMH CITIOCOOAMH.
Hanpuknan, BBecTr JioriH / maposib (nepiimii GpakTop), a MOTIiM BBECTH KO/, IPUCIIAHUH
Ha 1oro MoOUTbHMM TenedoH (apyruit akTop).
AxTHBaIlig 00JIKOBOI 3amucy Ha 0a3l TOKEHIB BiJIOYBAETHCS KOJIU KOPUCTYBad
CTBOpIO€ akayHT, renepyerbecss URL 3 JWT Tta BiampaBiseThCs Ha MOYHY KOPHUCTYyBaya.
[lepeiimoBiy o SKOMy KOpUCTyBau Mpoije ayTeHTU(IKaIiI0 Ta aKTUBY€E aKAyHT.

BincrexxeHHs BXOAY KOPUCTYBada B1A0YBa€eThCA 3aBISKH CECIHIN ayTeHTU(IKaLIli.

3rigno myHkrty 7.1.2 moxymenta HJ[ T3I 2.5-010-03 € nBi Texnomorii T1 i1 T2.
Texnonoriga T2 ue xonmu WEB-noaaTok po3miniyeTscst y oneparopa, a pododi CTaHIii —
Ha TepuTopii Bnacauka WEB-ctopinku. [y miel TeXHOJIOT1l 3T1IHO 1IBOT0 JTOKYMEHTY
PEKOMEHIYEThCS BUKOPUCTOBYBATH TaKUi MiHIMaIbHUHA Tpodiis [1]:

KA-2, KB-1, [1A-1, 11O-1, 1B-1, AB-1, Z1P-1, HP-2, HU-2, HK-1, HO-1, HII-1,
HT-1, HB-1.

2.2 Mexanizmu 3axucty inpopmariiii B Django
Jlist mepeBipku mochyr Oe3meku Ha mpakTuill Oymno po3pobdreHo WEB-nonatox,
KOJl SIKOrO HaBeleHO B joaaTtky b, Ta pesympraT B nmomatky B. Jlns Bizyamizariii

BUKOPUCTOBYBaIKCS CTHII Bij Bootstrap.
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2.2.1 3axuct Bix MixkcaiToBux cieHapiiB (XSS)

Ataku XSS J103BOJISIFOTh KOPHUCTYBAau€Bl BBOJUTHU CII€HApli Ha CTOPOHI KIIIEHTA B
Opay3epu 1HIIMX KOPUCTyBadiB. 3a3BHYail 1€ JOCATAETHCA NUIIXOM 30epiraHHs
IIKIJIMBUX CIEHApliB y 0a3i JaHUX, J&¢ BOHM OYyJIyTh OTPHMMaHI Ta MOKa3aHl IHIIUM
KOpHCTyBa4aM, a00 TUIAXOM HATUCKAaHHA KOPHCTyBadyaMH Ha TMOCHJIAHHS, IO
CIPUYMHUTh BHKOHAaHHs JavaScript 3moBmucHuKa Opay3epoMm KopucTyBada. OmHaK
ataku XSS MOXYyTh MOXOJUTH 3 OYyJIb-SIKOT'O HEHAJIMHOTO JpKepelia JaHUX, TaKUuX SK
daitmn  cookie abo BeO-cykOH, KOMW JaHI HEJAOCTaTHHO JAC3iH(IKOBaHI Tepen

BKJIFOUEHHSIM Ha CTOPIHKY. 3arajbHa cXxeMm 300pa)keHa Ha pUCyHOK 2.1

Cenge POST / comment?
PEEP text=<script>alert{document cookie)
</scrpt>
- " o—
INSERT... -
“scriptralert i
{(document.cookie)  — —_——— = = —
</scripts § S
4 - KmieHr 1
- <html>
Comments
SELECT _ => <scriptralert{ document. cookie </ script™
“Csenpt-alert
DB (document coolie) <'html>
</script>'
Kmienrt 2

Pucynok 2.1 - Cxema araku XSS

Bukopucranus mabsioHiB Django 3axuimmae Big Outbmiocti atak XSS. OmHak
BAXXJIMBO PO3YMITH, KM 3aXUCT BiH 3a0e3mneuye Ta ioro oomexenns. [lladbnonu Django
YHUKAIOTh TIEBHUX CHMBOJIIB, 51Kl 0coOymBO HeOe3neuHi a1 HTML. 3a 3amoBueHHsSIM
Django koxHwMii 11a0JI0H eKpaHy€e KOKHHUI Ter 3MiHHOT.

Hanpuxkmnan [7]:

— < koHuBeptye y &lt;
— > KoHBepTye y &gt;


https://docs.djangoproject.com/en/3.2/ref/templates/language/#automatic-html-escaping
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— ' koHBepTye y &Quot;
— " koHBeprye y &lt.
3a HeoOX1JHOCTI MOXJIMBO BUMKHYTH XSS y MEBHOMY MiCIl SKIIO HEOOX1IHO
BigoOpasutu HTML 3 6a3u nanux.

Lle poOuThes 3a monomoroio GiabTpy Safe sk HaBeneHO HAa PUCYHOK 2.2

<table width="100%">
<tp>
<th width="1%"></th>
<th width="1%">W</th>
<th width="25%">Yroga</th>
<th width="25%"=NapnamenTep</th>
<th width="25%">llata no4aTky Ail poroeopy</th>
<th width="25%"=[laTa 3akinvenHHsa nii porosopy</th=
<[tr>

{% for el in pages %}
<tp>
<td><input type="checkbox" value={{ el.id }} id={{ el.id }}
name={{ el.id }}></td>
<td>{{ forloop.counter }}</td>
<td><a href="/admin/agreement/{{ el.id }}">{{ el.agreement|safe }}</a=</td>
<td>{{ el.negotiator }}</td>
<td>{{ el.start_date|date:'d.m.¥' }}</td>
<td>{{ el.stop_date|date: 'd.m.¥' }}</td>
<ftr>
{% endfor %}

<ftable>

Pucynok 2.2 - Tlpuknan peamizarii safe y HTML xoxi

JavaScript ckpunrt moxe nonactu y 0a3sy naHux 4yepes 3BudaitHy ¢opmy. Dopma
MpU3Ha4YeHa JJi1 OOMiHYy IaHMMH MK KOpUCTyBadeM 1 cepBepoM. Hampukiag cTBopuMo
3anmuc y Gopmy Ta 3anuiremo ckpunt: <script>alert(document.cookie)</script> y moss

SK TTIOKa3aHO Ha PUCYHOK 2.3.



yroaa

LVCKOHTHE yTogy ‘ <5Cri pt>alen(d0cument.c‘

napaam emep‘ <script» a\ert[document.c‘

[lata nouatky gii goroeopy |10.06.2021 |
[lata zakinuenns aif gorosopy |01.07.2021 m]

Mpegmer ,ﬂ,oroaopy‘l ‘

fefer ‘1 ‘

CTATYC ‘ 1 ‘
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Pucynok 2.3 - CxeMa MoJIiB 3a JOMOMOT00 SKUX JavaSCript CKpUIT 3aHOCUBCS Y

0a3y gaHux

[Ticns 36epexenHss GpopmMu Mpu BioOpa)keHH1 TaONHIl PUCYHOK 2.4, crpalltoe

JavaScript ckpunT, pe3ysbTar SKOro HaBeJACHO Ha PUCYHOK 2.5.

Yroau

Mowyxk..

[

Yroaa MapnamenTep Jlata nouaTtky 4iil Aoroeopy

NaTa zakiHYeHHR aii
ACToBOpY

<script>alert(document.cookie)

L 10.06.202
</script>
Denukc-Maprer, R
wenrcisp Dennke 04.03.2021
AeTooBopyaoEaHue
DeHukc-MaprerT, P
DeHuke 05.01.2021

AeToobopyaceaHue

01.07.2021

19.02.2021

19.02.2021

Pucynok 2.4 - Cxema Tabnuil BifoOpakeHHs JaHUX
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MoaTeepawnte AelcTEWE Ha cTpaHuue 127.0.0.1:8000

ceritoken=cProhjxPF7emYherhlgp@XcR1Tn2fa874IKSE3AGLrKeZ8ZTy)shg
pEXOhM&mLnn

Pucynox 2.5 - TToBigoMieHHs, 110 € pe3ysbTaToM podoTu JavaScript ckpunTa

2.2.2 3axucT Bix miapooku mikcaiitoBux 3anutiB (CSRF)

Ataku CSRF 103BONAIOTH 37MOBMHCHOMY KOPHCTyBady BHKOHYBAaTH i,
BHUKOPHCTOBYIOUH OOJIIKOBI JIaHI 1HIIIOIO KOPUCTYBava, 0e3 ioro Bijoma abo 3roau [4].

Django mae BOymoBanwuii 3axucT Bijg Outbmocti TrmB arak CSRF. 3axuct CSRF
Tparfioe, mepeBipsAodn cekpeT y koskaomy 3anuti POST. Le rapanTtye, 110 3JIOBMHCHHUK
HEe MoXxe MoBTOpHO BiamnpaButu ¢opmy POST Ha Bam BeO-cailT. 3m0BMUCHUUN
KOPUCTYBady MOBHUHEH OYB OM 3HAaTU CEKpET, SKUW BIANOBIIa€ KOHKPETHOMY
KOPHUCTYBaveBi (3a omoMororo ¢aiiis cookie).

Jlns Toro mo6 posmictutu CSRF y HTML nHeoOxinno Hamucaru {% crsf_token
%} y dopMy, K MOKa3aHO HA PUCYHOK 2.6 TaKO)X HEOOXITHO IMiJIKIIFOUUTH JEKOpaTop

csrf_protect no gynxiii mo oocayropye neit HTML ¢aiin six moka3aHo Ha pucyHoOK 2.7


https://docs.djangoproject.com/en/3.2/ref/csrf/#how-csrf-works
https://docs.djangoproject.com/en/3.2/ref/csrf/#how-csrf-works
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{% extends "TemplatesForAdmin/base.html" %}
{% block content %}
<div class="container">
<form action="{% url 'add_agreement' %}" method="post">
{% csrf_token %}
<div class="card" style="width: 100%;">
<div class="card-header">
<h3>Yroga</h3>
<fdiv>
<ul class="list-group list-group-flush">
<li class="list-group-item">
1{ form.agreement.label }} <{{ form.agreement }}<br><br>
{{ form.negotiator.label }} {{ form.negotiater }}<br=<br>
{{ form.start_date.label }} {{ form.start_date }}<br=<br>
{{ form.stop_date.label }} {{ form.stop_date }}<br><br>
{{ form.subject_of_agreement.label }} {{ form.subject_of_agreement }}<br><br>
{{ form.debit.label }} {{ form.debit }}<br=<br=
{{ form.credit_turnover.label }} {{ form.credit_turnover }}<brs<br>
</li>

<ful>

</div><bpr>

<bp=>

<blockquote class="blockquote text-center"s
<input type="submit" valve="BipnpaeuTn":>

</blockquote>

<br=>

</form=
<fdiv>
{% endblock %}

Pucynok 2.6 - ®parment xoay Hanncanuit Ha HTML anst 3actocyBanus

crsf_token

166 from django.views.decorators.csrf import csrf_protect

169 @csrf_protect

178 def add_agreement(request):

171 if reguest.method == 'POST':

172 form = Profile(reguest.POST)

173 if form.is_valid():

174 add(form.cleaned_data)

175 else:

176 form = Profile()

177 return render(request, 'TemplatesForAdmin/AddAgreement.html', {'form': form})

Pucynok 2.7 - ®parment Koy sikuii 3a0e3neuye nigkiaoueHHs CSRF Tokeny o

¢yuxkuii add_agreement
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2.2.3 3axucr Bif iH'ekiii SQL

SQL iH'exmis - 1€ TUIT aTaky, KOJW 3JIOBMHUCHUN KOPHUCTYBad MOXK€ BUKOHYBATH
noButbHAN Kot SQL y 6a3i manux [4]. Lle Moke MpU3BECTH 0 BUAAJICHHS 3alHCiB a00

BUTOKY AaHUX. CXeMaTuyHO 300paKeHO Ha PUCYHOK 2.8

SELECT name, description WEB-IOMaTOK  'UNION SELECT username, password
FROM products " — FROM users
WHERE category="Gifts' " e—
UNION SELECT username, password o — o — = = = — -
 —

~ " all passwords

-— and

all usernames
DB

FROM users ’/' -
i
-

Pucynox 2.8 - Cxema peanizamii SQL ix'exirii

Django micTuTk 1eBHI HAOOPH 3aMMTIB, IO 3aXHIlleHi Bia BBeacHHS SQL, oCKiIbKH
OyayroTbes 3a jmoroMororo napamerpusaitii. SQL-kox B Django BU3HAYAETHCS OKPEMO
BiJl mapaMeTpiB 3anmuty. OCKIIBKHA TapaMeTpu MOXKYTh OyTH HaJaHi KOpUCTyBaueM abo

3noBMucHUKOM Django ORM BuKopuCTOBYE iX SIK 3MiHHI, a HE K 3aITUT.

2.2.4 Araxa Clickjacking

Ataku Clickjacking 3acHoBaHi Ha Bi3yaJbHUX MNpPUHAOMAxX, IO JO3BOJAIOTH
BJIBilyBayaM BeO-CaliTy HATUCKAaTH Ha €JIEMEHTH MPU3HAYEHOTO JUIsi KOpHUCTyBada
iHTepdeiicy, ski OynyTh BUKOHYBATH il Ha iHIIOMY BeO-caiiti. Django MicTUTh 3axXUCT
Bil HATUCKaHHSA y ¢GopMi, SKUH y MIATPUMYBAaHOMY Opay3epi MOXeE 3arnooirtu
oTpuMaHHIO caiTy Bcepeauni frame [4]. CxemaTwuHe 300pakeHHs 300pa)keHE Ha

pHUCyHOK 2.9


https://docs.djangoproject.com/en/3.2/ref/clickjacking/#clickjacking-prevention
https://docs.djangoproject.com/en/3.2/ref/clickjacking/#clickjacking-prevention
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CyudacHi Opay3epu norpumyrotbess HT TP - 3aromoBoky X-Frame-Options, sikwii
BKa3ye, 4d JO3BOJICHO 3aBaHTaxyBaTH pecypc y frame um iframe. Skmo Biamosigmb
MICTHTH 3arojioBok 31 3HaueHHAM, SAMEORIGIN tosai 6pay3ep 3aBaHTaXUTh pecypc y
frame, nwimme sSKMIO 3amUT TOXOJUTH 3 TOTO CaMOro cauTty. SIKIIO JUIs 3arojioBKa
BcTaHoBieHO 3HaueHHs, DENY Ttos1 Opaysep 3a010Kye 3aBaHTaXKEHHS pecypcy y Kaapi
HE3aJIe)KHO BiJ] TOTO, SIKUH CaliT 3p0OWB 3aIuT.
Django mpormonye Kijgbka crioco0iB BKIIFOYEHHS IBOTO 3aroJIOBKY Y BiAMOBIII 3
CauTy:
— IIpomixkHe mporpamMHue 3a0e3MeYeHHs, IKe BCTAHOBIIIOE 3aT0JIOBOK y BCiX
BIIIIOBIISIX.
— Habip nexopatopis, iK1l MO’KHAa BUKOPHUCTOBYBATH IS 3aMIHU TTPOMI>KHOTO

IIporpaMHOro 3abe3reueHHs abo JJIs1 BCTAaHOBJICHHA JIMIIC 3aroJIOBKa AJIA IICBHUX BI/IIIiB.

(Iy—

CIuiaTutu m

Bu urpanu iPhone

3abpartu

Pucynok 2.9 - Cxemartuune 300paxenns peanizanii araku Clickjacking


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
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Jliist Toro, o0 BcTaHOBUTH oaHaKoBI X-Frame-Options 3HaueHHs 1715 BCIX
BIJIMTOBI/ICH HA BaIlIOMY CaTi, TOKJIACTH
‘django.middleware.clickjacking.XFrameOptionsMiddleware' B crincox
MIDDLEWARE:

MIDDLEWARE =[

django.middleware.clickjacking.XFrameOptionsMiddleware',

]

Ile mpomikHe mporpamMHe 3a0e3leueHHs BBIMKHEHO y (aiiii HajalTyBaHb,
3reHepoBaHoMy Startproject.

3a 3amMOBUYyBaHHSAM IIporpaMHe 3a0e3reucHHs BcraHoBimoe X-Frame-Options
3arosioBok Ha DENY koxken Buxignuii HttpResponse. Akio 3amicTh 1bOTO MOTPIOHO
Oynp-sike 1HIIE 3HAYCHHS ISl MBOTo 3arojioBka, BcTaHOBITE X _FRAME_OPTIONS
napameTp:

X_FRAME_OPTIONS ='SAMEORIGIN'

2.2.5 SSL/HTTPS

HTTPS mae inenTnunamii cuaTakcuc Bukopuctanas cxemi HTTP. Omnak HTTPS
1oJ1a€ CUTHAJ Opay3epy BUKOPUCTOBYBATH J0aTKOBUI piBeHb mmdpyBanus SSL / TLS
s 3axucty Tpadiky. SSL / TLS ocobmuso miaxoauts aast HTTP, ockiibKy BiH MOXe

3a0€e3Me4YnTH NEBHUM 3aXHCT, HABITh KO ABTEHTU(IKOBAHA JIMIIIE OJJHA CTOPOHA 3B'A3KY

SSL - ne ceprudikar s 3axucty [HTepHET-3'€JHAHHS Ta 3aXUCTY OYIb-SIKUX
KOH(IIEHIIMHUX JaHUX, SKI HAJCWIAIThCA MDK JBOMa CHCTEMaMH, HE Jalouu
3JIOYMHISIM YUTAaTH Ta 3MIHIOBaTH Oylb-AKy NepenaHy iHGOpMallilo, BKIOYAOUU
NOTeHUIWHI ocobucTi nani. L{i ABI cucteMu MOXYyTh OYyTH CEpBEpOM 1 KIIEHTOM
(HampukJag, BeO-caiT 1 Opay3ep s MOKYIOK) abo cepBep Ha cepBepi (HampuKiIaj,
mporpama 3 MepCOHANBHOIO 1IeHTU(]iKaIliiHO 1HpOopMaITiero abo 3 1HPOpMAITEI0 TTPO
3apoOITHY IJIaTy).

Konu kopuctyBau 3axonuth Ha BeO-calT, Opaysep 3amutye iH(opMalliio mpo
ceprudikar y cepBepa, aKuil Hajcuiae komito SSL-cepTudikaTa 3 BIAKPUTHM KITIOYEM.

Hami, Opaysep nepeBipsie cepTudikar, Ha3Ba SKOro mae 30iraTucs 3 IM'siM BeO-caiTy.


https://docs.djangoproject.com/en/3.2/ref/settings/#std:setting-MIDDLEWARE
https://docs.djangoproject.com/en/3.2/ref/django-admin/#django-admin-startproject
https://docs.djangoproject.com/en/3.2/ref/settings/#std:setting-X_FRAME_OPTIONS
https://en.wikipedia.org/wiki/Authentication
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Kpim Toro, nepeBipsieTbest nata aii ceptudikara 1 HasIBHICTH KOPEHEBOro cepTudikarta,
BUJIAaHOTO HaIIMHUM LIEHTpoM cepTudikarii. Skmo 6pay3ep q0Bipsie cepTUdikarty, TO BiH
reHepye momepenHiii cexper (pre-master secret) cecii Ha OCHOBI BIAKPHTOIO KIIIOYa,
BUKOPHCTOBYIOUM MAaKCHUMaJbHO BHUCOKUHU piBEHb IMU(PYBaHHS, SIKUH TIATPUMYIOTH
0oOMJIB1 CTOPOHH.

CepBep po3mM(poBYe MOMEPEAHIN CEKPET 3a JOMOMOIOI0 CBOTO 3aKpUTOTO
KJTFOYa, TIOTO/IKYETHCS MTPOJOBKUTH KOMYHIKAIIIIO 1 CTBOPUTH 3aralibHUM cexpet (master
secret), BUKOPUCTOBYIOYM TICBHMH BHI IudpyBaHHsA. Temep oOOWUIBI CTOPOHU
BUKOPUCTOBYIOTh CUMETPUYHHI KIIOY, SKUW JIMCHUN TUIBKU JUIsl faHoi cecli. [Ticns 1i
3aBEpIICHHS KJIIOY 3HUIIYETHCS, a MiJ] 4Yac HACTYMHOTO BIJBIAYBaHHS IIPOIIEC

PYKOCTHUCKAaHHA 3aIllyCKAa€ThbCA CIIOYATKY.

2.2.6 besmeka cecii

Django moBHicTIO MATPUMYE aHOHIMHI ceaHcH. [HpacTpyKTypa ceaHcy 103BOJISE
30epiratd Ta BUAABaTH JIOBUIBHI JaHI 32 MPUHITUIIOM «OJIUH CAMT - OJWH BIABITyBauw».
Jlani 30epiraloTbcss Ha CTOPOHI CepBepa; BiampaBka Ta oTpuMaHHs (aiiaiB Cookie
npo3opi. Daiinu cookie MicTaTh ieHTH(IKATOP CEaHCy, a He caMi JaHi.

3a 3amoBuyBaHHsAM Django 30epirae ceancu B 0a3i jgaHuX (3 I1a0JIOHOM
django.contrib.sessions.models.Session). Xowa me Moxke OyTH 3py4HO, B JESKUX
KoH(irypamisx mBuame 30epiraTd JlaHi CEaHcy B IHIIOMY MICIli; TOMY MOXHa
HamamTyBatu Django s 30epiraHHs TaHUX ceaHcy B (paitoBoi cuctemi ado B Kelli.

st Toro o0 MOMICTUTH BMICT C€aHCIB B 0a3y JaHHWX, HEOOXIHO IOAaTH
‘django.contrib.sessions’ mactpoiiky INSTALLED_APPS.

[licnss HACTPOWKM YCTAHOBKHM 3alyCTiTh IIJIi YCTAHOBKM €IMHOI TaOiuii Oasu

JIAHKX, B sAKii 30epiraroThCs JaHi ceaHcy.manage.py migrate

2.3 AHani3 peanizarii mociyr oesneku ppeiimopka Django

B nanomy nmyHKTI nmpoaHaii3oBaHi Kl nociayru 6e3neku, mo 3agani y HJ[ T31 2.5-

010-03, moskHa peaiizyBaTH 3a gornoMoror Django.


https://djangodoc.ru/3.1/ref/settings/#std:setting-INSTALLED_APPS
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baszoBa agmiHicTpaTiBHA KOHDIIEHIIHHICTD

{KA-2}. { bazoBa aaminictpatuBHa KoH(pimeHmiiHicth }. {YacTtkoBo
peamizoBana}. { BOynoBana 0a30Ba aaMiHICTpaTHMBHA IIaHEIb IS YIPaBIIHHSIM
KOpHCTyBa4aMH Ta TPyMaMH KOPUCTYBayiB, a TaKOXK JJIs1 BiqoOpakeHHs TaOIuib 6a3u
JAHUX 3 3arajJbHOJOCTYIHOIO 1H(opMmarlieto. [ O1IBIIOr0 KOHTPOIO HEOOXIIHO i
JIOOTpAIlbOBYBaTH a00 peadizyBaTH CBOIO MMaHEdb aJMIHICTpatopa 3 HEOOXITHUM
MO>KJTUBOCTSIMH }.

KondineHmiitHicts mpu 0OMiHi

{KB-1}. { MinimaneHa KoH}iAcHIIHHICTE TIpu oOmiHi }. {PeamizoBana}. {
Mexanizmu HTTP(3a 3amoBuyBanusim), SSL/HTTPS Ta Bukopucranas CSRF TokeHiB
JI03BOJISIFOTH 1€ peali3yBaTH }.

bazoBa anmMiHicTpaTHBHA IITICHICTD

{l1A-2}. { MinimaiibHa anMinicTpaTiBHa migicHicte ). { PeamizoBana }. { 3a
3aMOBUYYBaHHSIM 3MiHY TE€XHOJOTTYHOI Ta iH(popMaIlii 3 00MeKEHIUM JOCTYIIOM HAJIa€ThCS
aBTOPU30BAaHUM KOpHUCTyBauaM. ba3oBe po3MexyBaHHS OCTYIIOM peajli30BaHO 3a
3aMOBUYBaHHSM. B xozi po3poOKH MOXKIMBO 3OUIBIIUTH PIBEHb aIMIHICTPATUBHOT
IIJTICHOCTI 33 HEOOXITHICTIO }.

[inmicHicTh pu 0OMiH1

{11B-2}. {ba3oBa minicHicts npu oomini}. {PeanizoBana}. { Jauwuii ppeiiMBopk
N03BOJIsIE TpU oOMiHI 1H(opMariii BukopuctoByBatn CSRF (3axmcr Bia migpoOku
mixcairoBux 3anuTiB), HTTP, HTTPS s 3a0e3neuenns iTiCHICTD IpH OOMiHi }.

Bigkar

{I10-1}. { O6omesxenntii Bigkar }. {He peamizoBano}. { Django Hagae MOXIIUBICTD
BIJIKaTyBaTH 3MIHY y CTPYKTYpY TaOJIHIIb Ta 3B A3KM MI>K HUMH aJie HE HaJa€ MOXIIUBOCTI
BIIKOTUTH 3MICT Tabmuilb. s peanizaiii 11b0oro HEOOXIJHO Ha €Tarll MPOeKTyBaHHI
PO3pOOUTH CHCTEMY BIJICTE:KEHHS 3MIH Ta pealli3yBaTH ii Ha eTari po3poOku. Takox 1ie
MOJKJIMBO 3pOOHTH Ha eTar aMiHICTPyBaHHS pOOMBIIH KOIIT 0431 JaHUX }.

Buxopucranss pecypciB

{AP-1}. { Ksotm }. {He peamizoBano}. { He MOXIMBO BUIUIMTH pecypcH Mixa

neBHUH mporiec. Mo)kHa peastizyBaTH Ha eTalll aJMiHICTPYBaHHI }.
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BigHoBienns miciist 30018

{1B-2}. {ABromaru3oBane BijmHOBICcHHS }. {He peamizoBana}. { PeanizoByerbes
Ha eTalli aJMIHICTpyBaHHI Ta Ha eTalll eKCIuTyaTarii }.

Peectpartis

{ HP-2}. { Anani3 B peanpHoMy yaci}. { YactkoBo peamizoBana}. { ®peiiMmBopk
peecTpye pe3ysnbTaTdH aBTopu3allii Ta 30epirae ii y 0a31i JaHMX 1HIIUX MOMJIMBOCTEH
peeCTpalliii He HaJla€e aje MOXKHa PO3POOHTH I1€ TOJAATKORBO | .

InenTudikaris 1 aBTeHTH(IKAITIS

{HU-2}. { Onurouna inenTudikanis i aBreHTudikamis }. {PeamizoBana}. { B 6a3i
JTaHUX 30epiraeTbes ieHTU(IKATOPU Ta MAPOIIi y 3aXUIIEHOMY BHUTJISI }.

InenTudikaris 1 aBTeHTH(IKAIIS TPU 0OMIHI

{HB-1}. { ABrentudikaris By3ia }. {PeanizoBana}. { PeaizoByeThcs 3aBIsKu
SSL/HTTPS }.

JlocToBipHUH KaHAI

{HK-1}. { OpnnHonamnpaBnenuii poctoBipHuii kanan}. {PeamizoBana}. {
PeasnizoByeTthes 3a nornomororo SSL/HTTPS }.

Po3nozain 060B’s13KiB

{HO-1}. {Buninenns anminictpatopa}. {PeamizoBana}. { Ilpum HeoOXigHOCTI
MO>KHA CTBOPHUTH CyIIep KOPUCTYyBaua, 1[0 MaTHMe TIOBHHIA A0CTyII. [IpaBa KopHucTyBadiB
HAJIAFOTHCS B XOJ1i PO3POOKH }.

L{icHICT, KOMIUIEKCY 3aCO0IB 3aXUCTY

{HII-1}. { K33 3 kouTposaem nimicHocti }. {He peamizoBana}. { PeanizoByerbes
Ha eTari aaMiHICTpyBaHHI }.

CamorecTyBaHHA

{HT-1}. {CamotectyBanns 3a 3anutrom}. {PeamizoBana}. { B wmoBi
nporpamyBants Python e Try Except 3a 1onoMoror siIkoro MOkHa BHSIBUTH MTOMHJIKY
a60 30iif y pealbHOMY 4aci}.

Try Except B Python
Try - briok 103BoJIsi€ IepeBIpUTH OJI0K KOy HA HasIBHICTh TOMUJIOK.

Except - biiok 10o3BoJisie 00poOUTH TOMUIIKY.
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Finally - Biox mo3Boiisie BUKOHATH KOJ, HE3AJEKHO BiJ pe3yibTary, i, KpiMm
HaMararouuch BrajiaTu OJIOKH.

try:

print("TIpusit")
except:

print("TTommunka")
except:

print("Bukonano")

2.4 AHani3 peanizaiii mociyr oe3neku dpeitmBopka Flask

B nanomy nyHKTI nmpoaHaii3oBaHi skl mocinyru 6e3nexu, mo 3anani y HJ[ T31 2.5-

010-03, moskHa peanizyBaTu 3a gonomororo Flask.

bazoBa anminicTpaTBHA KOH(PIACHIIHHICTh

{KA-2}. { Onnonanpagsnenuii nocroBipuuii kanan}. {He peanizoBana}. { Flask ue
Ma€e aJMIHICTPaTHUBHOI MaHell Ta Ipyn KopucTyBadiB. [[ns peamizamii mi€i mociayru
HEOOXITHO BCTAHOBUTH JIOJJATKOBE POIIUPEHHS }.

KondiaenmiitHicTs pu 0OMiH1

{KB-1}. {MinimansHa KkoH(ineHIiIWHICTF 1pu oO0MmiHi}. {PeanizoBana}.
Mexanismu  HTTP(3a 3amoBuyBanHsM), SSL/HTTPS no3BosioTh Iie peanizyBaTH.
Taxosx HeoOximgHO BctaHoBuTH flask_wtf ns Bukopucranus CSRF Tokenis [6]}.

ba3oBa anmMiHicTpaTHBHA IITICHICTD

{l1A-2}. { baszoBa anminictpatuBHa uiigicuicts }. { He peamizosana }. { s
peamzariii HeoOXimHO migkaouuTH 10 Tpoekty Flask Security, a Takoxx cTBOpHTH
HEeoOXiHy 0a3y IaHuX, Ky BiH notpedye [5]}.

[imicHicTh pu 0OMiHi

{l1B-2}. {ba3oBa uinicHicts npu oomini}. {PeanizoBana}. { Janwuii ppeiiMBopk
no3BosIsie pu oOMiHi iH(opmartii BukopucrtoByBatd HTTP, HTTPS nns 3a6e3neuenns
IUTICHICTD pu 00MiHi. Takoxk HeoOxigHo BcranoBuTH flask_ wtf ns CSRF (3axucr Big

miIpoOKK MIDKCaUTOBHX 3alMTIB) Ta BUKOHATHU BIATOBIIHI HanamTyBaHHs [6]}.
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Bigkar

{[10-1}. { O6omexennii Bigkat }. {He peamizoBano}. { /s MOKIMBOCTI BiAKaTy
3MiH Y CTPYKTYpY TaOJIuIb Ta 3aB’A3KIB M’k HUMU HeoOXiaHo BcranoBuTH Flask-Migrate.
Jlnst pearmizariii MOXJIMBOCTI BIOKOTUTH 3MICT 0a3W JaHUX HEOOXITHO Ha eTarll
MIPOCKTYBaHHI PO3POOUTH CHCTEMY BIJCTEKEHHS 3MIH Ta peajli3yBaTd il Ha erari
po3poOku. Takox 11e MOXKJIMBO 3pOOUTH Ha €Talll aJIMIHICTpyBaHHS pOOMBIIH KOITii 6a3u
JaHuX }.

Buxopucranss pecypcis

{AP-1}. { Ksotu }. {He peamizoBano}. { He MOXIMBO BHIUIMTH pecypcH Iia
TICBHUIA TTPOIIEC }.

BigHoBieHHs miciist 30018

{1B-2}. {ABromatn3oBaHe BiHOBJICHHS }. {He peamizoBana}. { PeanizoByerbes
Ha eTaIl aJMIiHICTpyBaHHI Ta Ha €TaIli eKCIuTyaTartii }.

Peectparris

{HP-2}. { Anami3z B peanpHoMy uaci}. {He peam3zoBana}. { Jlnsa peamizamii
HEOOXimHO migKmrounTH g0 npoekty Flask Security Ta BukoHaTH BIiAMOBIIHI
HaamTyBaHHs [5]}.

InenTudikaris 1 aBTeHTH(IKAITIS

{HU-2}. {Onunouna inentudikaris i aprentudikaiis . {He peanizopana}. { s
peaiizamii HeoOXiaHO miakIouuTH 10 npoekty Flask Security, 3a momomororo sikoi
MOJKJIMBO 30€epirat iieHTU(iKaTOpH Ta MapoJi y 3axuiieHomMy Burisiai [5]}.

Inentudikaiis i aBTeHTUIKALISA TPU OOMIH1

{HB-1}. {ABrentudikamis By3na }. {PeanizoBana}. { PeanizoByeThcs 3aBasku
SSL/HTTPS }.

JlocToBipHUI KaHa

{HK-1}. { OpnsonanpaBnenuii poctoBipumii kaHan}. {PeamizoBana}. {

PeasnizoByerhbes 3a fornomororo SSL/HTTPS }.
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Posmnonin 060B’s3KkiB

{HO-1}. {Buninenns amminictparopa}. {He peamizoBana}. { [lns peanizarii
HeoOXiaHO miaKIounTH 10 npoekTy Flask Security, ctBoputu HeoOXiaHy 0a3y JaHuX, a
TaK0X CTBOPHTH HeoOXiaHi podi [5]}.

[{iicHICTh KOMIUIEKCY 3aCO0IB 3aXUCTY

{HII-1}. { K33 3 xontponem miiicuocti }. {He peanizoBana}. { PeanizoByeThcs
Ha eTari agMiHICTpyBaHHi }.

CaMoTecTyBaHHS

{HT-1}. {CamotectyBanHs 3a 3anuroMm}. {PeamizoBana}. { B MoBi
nporpamyBanHs Python e Try Except 3a momomororo sSKoro MoxHa BHUSBUTH HOMHUJIKY

a00 30iii y peaJbHOMY 4Yaci }.

2.5BucHoBOK

B cnemianbHi yacThHI Oysno moka3zaHo nociyru Oesneku iHpopmamii WEB-
CTOpPIHOK, MEXaHi3MH 3aXUCTy iH(popmarii B Django, mocnyru 6e3nexku Django ta Flask.

Takum yumHom Django 3a0e3neuye MOBHE BUKOHAHHS HACTYITHHUX ITOCIYT:
MiHIMajJbHa KOH(IICHIINHICTh MpH OOMIiHI, MiHIMaJbHa aaMIHICTPaTUBHA IIJIICHICTD,
0azoBa MUIICHICTH TpH OOMIiHI, OJMHOYHA iAeHTU(IKaIig 1 aBTeHTU]IKAIIIs,
aBTeHTU(IKallld By3/da, OJHOHANpPABICHUN  JOCTOBIPHUMWA  KaHaj, BUIUICHHS
aJMiHICTpaTopa, CaMOTECTyBaHHS 3a 3amUTOM. Ta YacTKOBO peanizoBaHO: 0a3oBa
aJMiHICTpaTHUBHA KOH(I1IEHUIHHICTh, aHAJII3 B pEaIbHOMY Yacl.

Flask 3a0e3medye mOBHE BHKOHAHHS HACTYIIHUX MOCIYT: MiHIMajbHa
KoH(D1IeHIIHICTL TTpu 00MiHI, 6a30Ba LUIICHICTh MpU OOMIHI, aBTEHTH(IKAIIS By3Ja,
OJTHOHATIPABJICHHUH TOCTOBIPHHI KaHaJ, CAMOTECTYBaHHS 32 3aITUTOM.

Takum unHoM ¢perimBopk Django crporiye 3aBaanHs mo 3abesnedenno WEB-
J0JIaTKy Oe3rnekoro, BigMinHO Bij Flask, skuii Hamgae Te)k BUCOKUH PIBEHb 3aXHUCTY alie
BiH OUTbII THOKMU Ta moTpeldye OUIBIIOr0 KOHTPOIH. BCTaHOBIEHO 3B'A30K MiX
nocyraMu Oe3MeKd M0 pealli3yloTh (PPEMBOPKH Ta BHUMOTaMHU IO HEOOXITHI s

oesnexu WEB-cTopiHOK.
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3 EKOHOMIYHA YACTHUHA

3.1 Mera TeXHIKO-€KOHOMIYHOT'O OOTPYHTYBaHHS JUILIOMHOTO MPOCKTY

MeToto BHKOHaHHS E€KOHOMIYHOTO pPO3JULy € BHU3HAYCHHS EKOHOMIYHOL
e(EKTUBHOCTI BUKOPHUCTAHHS 3aPOIIOHOBAHUX Y TEXHIYHIN YacTHHI 3aCO01B Ta 3aX0/IiB
JUIS TIOKpatieHHs iHpopmarriitHoi 6e3nexun WEB-101aTKiB po3p00IeHHX 32 JOTIOMOTOIO
dpeiimBopkiB Django Ta Flask.

JIns BU3HAYCHHS €KOHOMIYHOI JOIIJIBHOCTI HEOOXIJHO BU3HAYMTH KalllTaJIbHI
BUTPATH Ha PO3POOKY Ta HAIATO/KEHHS, PO3PaXyHOK PIYHMX €KCIUTyaTalllfHUX BUTPAT
HAa YTpUMaHHsA 1 OOCIYroByBaHHS, BU3HAUUTU PIYHUA EKOHOMIYHUN edeKT BiJ
BIPOBAIPKEHHS 3ac001B 1 3ax0/1B. Ha OCHOBI IUX MOKa3HUKIB MOXHA BU3HAYUTH, YU

OyIyTh IPUOYTKOBUMH 3aIPOITIOHOBAHI PIIICHHS.

3.2 Bu3HaueHHs BUTpAT HA PO3POOKY MOTITUKH Oe3nexu iHhopmarlii
3.2.1 Po3paxyHOK KamiTaabHUX ((PIKCOBAHMX) BUTPAT

KaniTtanbHi 1HBECTHIIT — 1€ KOIITH, NPU3HAYEHI JJII CTBOPEHHS 1 NMpUAOaHHS
OCHOBHHMX (DOHJIIB 1 HEMaTepiaTbHUX aKTHUBIB, IO MiJISTAIOTh aMOPTHU3AIIii.
3a meroaukoro Gartner Group no ¢ikcoBaHuX (KamiTaJbHUX) BapTO BITHOCHTH
HACTYIHI BUTPATH:
— BapTICTh PO3POOKH MPOEKTY 1HPOPMAILIIHOI Oe3MeKu;
— BUTPATH HA 3aJTy4YCHHS 30BHINIHIX KOHCYJIHTAHTIB;
— BapTICTh MEPBICHUX 3aKyIiBEJb JIEH31ITHOr0 OCHOBHOTO M JOJIATKOBOIO
nporpamHoro 3abe3nedeHus (113);
— BAapTICTh CTBOPEHHS OCHOBHOTO U J10IaTKOBOT'O MPOTPaMHOTO
3a0e3IeUYeHHS;
— BUTPATH Ha NEPBICHI 3aKYMIiBJI1 aapaTHOTo 3a0€3MeUeHHS;
— BUTPATH HA IHTETPALliI0 CUCTEMHU 1H(POPMATUBHOI OE3MEKH Y BXKE ICHYIOUY
KOPIIOPATUBHY CUCTEMY (BCTAaHOBJIEHHS OOJIaJHAHHS, NMPOTPAMHOrO 3a0e3leueHHs Ta

HaJIaroJDKEHHS CUCTeMHU 1H(GOpMalliifHOT 0e31eKn);
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— BUTpPATH HAa HABYAHHS TEXHIYHUX (PaxiBIliB 1 00CIyTOBYIOUOTO MTEPCOHAITY.

Tak sx 1151 KOMIIAHIH BUT1THO HAWHATH CIICIiaIi30BaHy KOMIIAHIIO JIJIsT PO3POOKH
WEB-nonatky. Po3paxyHOK BUTpaT Ha po3poOKY MPOEKTY TMOMITHUKH 1H(QOopMariiHoi
Oe3neky BKJIOYae B ceO€ BU3HAUECHHS TPYIOMICTKOCTI po3pobku IIb 1 pospaxyHok
BuTpatr Ha po3pooOky I1b. LliHa mpoekTy 3anexuTh BiJg HEOOXITHUX TOAWUH AJI HOTO
po3po6ku B cepennbomy 11e 1080 rpua/roa. Hexait Ha npoekt 3arpaueno 10 roaun. Tomi

rioro mina 10800 rpw.

3.3.2 Po3paxyHOK eKkcIutyaTaliifHux (MOTOYHUX) BUTpAT

Excmutyarariiiini  BUTpaTu — 1€ TOTOYHI BUTpaTH Ha eKCIUIyaTalilo Ta
o0ciTyroByBaHHS 00'€KTa NMPOEKTYBAaHHS 3a BU3HAUYECHUH MepioJi (HAmpHUKIaL, pik), M0
BHUPAXEH1 y TPOLIOBIiil (hopMi.

JJist KOoJleJKy akTyaJqTbHUMU OyIyTh HACTYIHI BUTpaTH:

— 3ap00iTHA IJ1aTa 0OCIYTOBYIOUOTO MEPCOHATY;

— KkBauTi(pikaIliifHi 3aX0/I1 Ta MEPEeBipKa 3HAHb MEPCOHATY CTOCOBHO MPaBUI;

— OprasizaiiifHe aJIMiHICTpyBaHHS.

OCK1UTBKM METO/M 3aXUCTY, epeAdaueH] MOTITUKO O0€3MeKH, MalOTh OB
OpratizaniifHuil XxapakTep, TOTOYHUMH BUTPATaAMH MOKHA BBKATH 3apO0ITHY IJIATHIO
CUCTEMHOT0 a/IMIHICTpaTOpa 1 ABOX CHIBPOOITHUKIB CITy:KOU O€3MEeKH, BUTPATH HA
€JIEKTPOCHEPTIIO, 1110 Oy/Ie BUTPAYCHO 3a PIK pOOOTH CUCTEMU OXOPOHU Ta BUTPATH
MOB’s13aH1 3 AISUTHHICTIO KOPUCTYBAUiB, TOXK MOTOYHI BUTPATH PO3PAXOBYIOTHCS 32
dbopmyioro 3.1:

C =C3n + Cen + Cx, (3.1)
ne C — cyma moTo4HuX BUTpPAT, I'PH.;

Cen — BUTpaATH HA €JIEKTPOCHEPTII0, 1110 Oy/Ie BUTPAUYCHO 3a PiK poOOTH
CHUCTEMHOTO a/IMIHICTpaTopa, IPH.;

C3n — cyma 3apo0OiTHOI IJ1aTHI IEpCOHANyY, T'pH.;

Cx —BUTpaTH HA apeHAY XOCTHUHTY, 110 Oy/1e BUTPAUCHO 3a PiK, TPH.;

Jlns toro mo6 miaTpumyBaTu Tpane3aatdHicte WEB-mogaTky miis kommaHii

aKTyaJIbHO PpO3MIIYBAaTH HMOro Ha XOCTUHTY. Lle pileHHs BUTrigHE THUM IO HEMAae
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HEOOX1IHOCTI B 100 00OCIyrOByBaHH1 Ta MIATPUMKNA HaMalOyu JOJATKOBHUI MEepCOHAI.
OmHMM 3 HaHaKTyaJbHIMIMX XOCTHUHTIB € heroku, mo oOifiaerbes IS HEBEIMKUX
npoekTiB y 1350 rpa/mic. abo 16200 rpu/pik.
Hust  obcnyroByBanus WEB-nmogatky HeoOXimHO HAWHATH  CHCTEMHOTO
aJMIHICTpaTopa.
VY cBOIO yepry, BUTpATU Ha 3apOOITHY IMJIATHIO CUCTEMHOT'0 aiMiHICTpaTopa
PO3paxoByIOTHCs 3a hopmyroro 3.2:
Canax = Boen + 30m) + 0,22+ Boen + 310n) (3.2)
301 — AOJIATKOBA 3ap00iTHA IJIaTa CHCTEMHOIO aIMIHICTPATOPa 3a MPOBEACHHS
KBaJTi(iKaliitHUX 3aX0/1B
HonatkoBa 3apoOiTHa 1aTHs ckiagae 500 rpH. 3a TPOBENEHHS OIHOTO
kBamdikamiitHoro 3axomy. Taki 3aX0IM TUIAHYETHCS MPOBOJUTH pa3 Ha 3 MICAI, TOXK
(bakTHYHO 32 MICAllb CUCTEMHMI aaMIHICTpaTOp OTpuMyBaTtume 167 TpH. 10JaTKOBOI
3apo6iTHOI TIaTHI. OCHOBHA 3apo0iTHA IJIATHS CUCTEMHOTO aJIMIHICTpaToOpa Ha PiK
cranoButTh 162000 rpH.
3a popmynoro 3.2 BUTpaTH Ha 3apOOITHY TUIATHIO CHCTEMHOTO aaMIHICTpaTOpa
CTaHOBJISITh:
Csmaz = (162000 + 2004) + 0,22 - (162000 + 2004)
Cinax = 200084,00 rpH.
BapricTh enekTpoeHeprii, 1m0 CHOXUBAETHCS amapaTypor0 CHUCTEMH O€3MeKu
MPOTATOM POKY BU3HAYA€THCS 3a hopmyrnoro 3.3:
Cen =P Fp- 1L, (3.3)
ne P — notyxHicts anapatypu, 0,024 kBr;
Fp, — piunumii poug podoudoro vacy cucremu 6e3neku, craHoBuTh 2304 rox;
I — Tapu¢ Ha enexrpoeneprito, 1,68 rpu/kBT roauH;
3a popmyoro 3.3 crhigye:
Cen =0,024 - 2304 - 1,68
Cer = 93,00 rpH.
Taxum unHOM, 32 popmyroro 3.1 po3paxoByeMo eKCIUTyaTalliiiHi BUTPaTH:

C =16200,00 + 93,00 + 200084,00 = 216377,00 rpH.
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3.3.3 Oriaka BemTuYrHN 30UTKY Y pa3i peami3aliii 3arpo3

MeTo OIIIHKK € BiJIoOpakeHHs BTpaT MpuOYyTKY B pa3l peaiizallii 3arposu
iHbopMaIliiftHOT Oe3MeKH.

Jlo 3arpo3 indopmartiiiniii cucremi WEB-g01aTKy 3 MOXIMBUMH €KOHOMIYHUMH
BTpaTaMu MO>KHA BIJIHECTH:

— JIOCTYTI 3JIOBMHCHUKAMH JI0 BPA3JIMBOCTEH B mporpamMHoMy Ko [13 uepe3
HecBoeuvacHe oHoBlIeHHS WEB-101aTKy cucteMHUM aMiHICTPAaTOPOM, 110 MPU3BEIE 0
MIPOCTOI0 CHCTEMH, BTPATH JOCTYMHOCTI, KOH(IAEHIIIHHOCTI 1HQOopMaIlii 1 TOAATbIITUM
CKOHOMIYHHUM 30MTKaM;

— HECaHKI[IOHOBaHE YWTaHH:, Moaudikallisg abo BuaaIeHHS 1H(QopMalii uepe3
HEKOPEKTHE PO3MEKYBaHHS IMpaB JIOCTYIY MPUBOAUTH 0 BTPaTH KOH(DIAEHIIINHOCTI,
LUTICHOCTI 1 JOCTYIHOCTI 1H(opMallii, [0 B CBOIO Yepry MPU3BOAUTH 10 MOJATBIINX
IPOIIOBUX BTPAT;

— TMOMMJIKH KOPUCTYBAYiB, 10 MPU3BOATH A0 BTPATH 1H(OpMALi YU HaTaHHS
JOCTYITy 3J0BMHUCHUKAM TPpU3BEAE JO MPOCTOI0 CHUCTEMH, BTpPaTH JOCTYIHOCTI,
KoH(DimeHmiiHoCTI iHPopMaIlii 1 MOJAIBIIUM €KOHOMIYHUM 30UTKaM;

— 3J1aM CJTa0KHX MapoJIiB UM iX KpaJai’kKa 3 METOI0 IPOHUKHEHHS y CUCTEMY, 1110
npu3Bene 10 BTPATH JOCTYMHOCTI, ULUIICHOCTI, KOH(IAEHIIAHOCTI 1HMOopMamii 1
MTOJAIBIITAM €KOHOMIYHHUM 30MTKaM;

— 3001 y pyHKIIIOHYBaHH1 CUCTEMHU, 110 MPU3BOISATH 10 BTPATH YU MOIIKOIKEHHS
1H(opMmarlii, 10 B HI HUPKYIIIOE MPU3BEAE 0 IPOCTOI0 Yy (PYHKIIOHYBaHHI CUCTEMHU 1

BTpAaTi JOCTYMHOCTI 1 I[ITICHOCTI.
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3arposa 30UTOK BiJ [lepenbauyBana | BiporigHicTb Piuni
OJIUHUYHOT KUIBKICTh peanizari 30UTKHU BIJ
peamizartii peaizariii 3arpo3u peamizarii
3arpo3u, TpH. | 3arpo3u Ha piK, 3arposHu,
IIT. TpH.

1 2 3 4 5

Jocryn

3TOBMUCHUKAMHU

710 FpasIBOCTeH 41053,00 1 0,8 32842,00

qyepes

HECBOEYACHE

oHoByeHHs [13

HecankiionoBane

YUTAHHS,

mMoaudikairis abo 80718,00 1 1 80718,00

BUJIAJICHHS

iHdopmarrii

[Tomunku

KOPHUCTYBAaYiB,

10 IPU3BOISATH 47923,00 1 1 47923,00

710 BTpaTh

iH(bopMmartii

3naM crabKux

napoJjiB YM iX

KPS 60326,00 1 0,8 48260,00

METOI0

IPOHUKHEHHS y

CUCTEMY
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[Tponosxenus Tadbmmmi 3.1

3arposa 30UTOK BiJ [lepenbauyBana | Biporigaicts | Piuni 30uTKH
OJIUHUYHOT KUIBKICTH peanizari BIJI
peamizailii | peami3alliii 3arpo3u 3arpo3u peamizarii
3arposu, Ha PIK, IIT. 3arposu,
TpH. TpH.
300i y
byHKITIOHYBaHHI1 37912,00 1 1 37912,00
CHCTEMH
3arajgom 247655,00

3.3.4 3aranbHuii eeKT BiJl BIPOBAIHKEHHs CUCTEMH 1H(hOpMaIliitHoi Oe3neKu.

3aranpHuit e(eKT B BOPOBAIKEHHS CUCTEMHU 1HPOPMAIIIHHOT Oe3MeKn
BHU3HAYAETHCS 32 (POpMyIIOI0:
E=B-C (3.4)
ne B — 3aranbHmii 30MTOK Bijl aTaky Ha By30J1 a00 CETMEHT KOPIOPATUBHOI
Mepexi, IpH.;
C — mopivHi BUTPATH HA EKCILTyaTallil0 CUCTeMH 1H(POPMAIIHOI Oe3MeKu, TpH.
3a popmyioro 3.4 BU3HAUMMO:
E = 247655,00- 216377,00
E =31278,00 rpH.

3.4 3aranpHa OIiHKA EKOHOMIYHOI €)EKTUBHOCTI CUCTEMH 3aXUCTy 1HGOpMaIlii

3aranpHa OlLlIHKa €EKOHOMIYHOI €(peKTUBHOCTI CUCTEMH 3aXUCTy 1H(OopMaIlii
3MIIMCHIOETHCS HA OCHOB1 TaKUX MOKA3HUKIB, SK: — KOS(DIIIEHT MOBEPHEHHS 1HBECTHITII
ROSI (Return on Investment for Security); — TepMiH OKYITHOCTI KammiTaabHUX
iuBectuiiit To.

ROSI =E /K, (3.5)
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ne E — 3aranpHuii edexT BiJl BOPOBAIKEHHS CHUCTEMHU 1H(QOpMAIliiiHOiI Oe3meKxH,
TpH.;
K — kanitanbHi 1HBECTHIIIT 32 BapilaHTaMH, 1110 3a0e31euniu ek epexr, rpH.
OTtxe, 3a popmynoro 3.5:
ROSI = 31278,00/10800,00
ROSI =2,89

[TpoeKT BBaXKAETHCSI €KOHOMIYHO JOIIJILHUM, SKIIO PO3PaXyHKOBHHA KOE(DIIi€HT
e(hEeKTUBHOCTI MEPEBUIIYE PIYHUM pPIBEHb MPUOYTKOBOCTI ajJbTEPHATUBHOTO BaplaHTa,
PO3paxoBYETHCS 3a GOPMYIIOIO:

ROSI > (Njen — Ning) / 100, (3.6)
1€ Nyen = 9 — piuHa Jiermo3uTHa cTaBka, %;
Ning = S — pluHMii piBeHb 1HPIALIT, %0.

Ockinbku 2,89 > 0,04, To MpoeKT MOKHA BBAXKATH €KOHOMIYHO JOIIBHUM.
TepmiH OKYMHOCTI KamiTaibHUX 1HBeCTHIIIH T, moKasye, 3a CKUIbKU POKIB KaIiTalbHI
1HBECTHULIII OKYIAIOThCS 32 PaXyHOK 3arajJbHOro €()eKTy BiJl BIPOBAPKCHHS CUCTEMU
1H(DopMmaIiiiHo1 6e3neKu 1 po3paxoBYETHCS 32 POPMYIIOO:

To=K/E=1/ROSI (3.7)
To = 0,34 poky

3.5 BHCHOBOK €KOHOMIYHOTO PO3ALITY

B po3aini Oynu npoBefeH! po3paxyHKH KaMiTAIbHUX 1 PIYHUX €KCILTyaTalliiiHuX
BUTpaTt. byno BuzHaueHo 30epekeHi 30UTKH BiJl peaizailii MOKIMBHX 3arpo3. 3’ siCOBaHO,
[0 3alpOIIOHOBAaHI CIIOCOOM peamizarii Oe3leKH € CEKOHOMIYHO BHUTIIHUMH IS
KIHIIEBOTO MPOrPAMHOT0 MPOAYKTY. TepMiH OKYMHOCTI KamiTadbHUX I1HBECTULIN €
nocuth MamuMm (0,34 poky), a koedilieHT epEeKTHBHOCTI MEPEBUINYE PIYHUN PiBEHb
npuOYTKOBOCTI alibTepHATHBHOTO Bapianta (2,89 > 0,04). Omxke, BIPOBaIKCHHS

oOpaHuX pilieHb € JOIIITHHUM.
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BHUCHOBOK

ITix yac BUKOHAHHS JUIIJIOMHOTO ITPOEKTY OyJ10 BUKOHAHO JOCIIIIKEHHS CIIOCOOIB
peamizanii nocnyr 6e3nekn WEB-nonatkiB mpu Bukopucransi gpeiimBopkiB Django ta
Flask. by mpoBeen aHami3 3 METOIO JOBEACHHS aKTyaJIbHOCTI 3a0e3eUeHHs Oe3eKu
WEB-n01aTKiB B CydacHOMY CBITI, JIOKa3aHO 1110 came Ha eTari po3pooiii WEB-gonarkis
3aKJIaIa€Thes iX Oe3meka.

Po3kpuTo moHATTS PpeliMBOPKIB Ta iX Mpu3HAYCHHS. BU3HaueH1 XapaKTepUCTUKH
ta ¢yHKIiT ¢pperiMBopkiB Django Ta Flask, ix mepeBaru ta Hemomku

Byino 3aificHeHo omiHKy mocayr Oe3mneku ¢periMBopkie Django ta Flask 3rigHo
«Bumor n0 3axucrty iHpopmaiii WEB-cTopinku Bin HecaHKioHOBaHOTO jocTymy» HJ|
T3I 2.5-010-03, Ta mokazaHo ix peamizartito npu ctBoperHi WEB-gonatkis. 3’sicoBano,
mo ¢periMBopk Django cmpomnye 3aBaands 3abesneuennss WEB-momarky 0Oesmexoro
BigMinHO Bix Flask.

B exoHoMiyHOMY po311ii OyJid MPOBENEHI PO3PAaxXyHKH KaliTadbHUX 1 PIYHUX
eKCIUTyaTaliiiHuX BUTpaT. Bu3HaueHo 30epekeHHs 30UTKIB BiJl peasizallii MOKIUBUX
3arpo3. Takox gokaszaHo, 110 3aIIPONOHOBaH1 CIOCOOU peaizallii 0e3MeKr € EKOHOMIYHO
BUT1THUMHU ISl KIHIICBOTO IMPOTPAMHOTO TIPOJIYKTY.

Takum unHOM Ha pukIadi pperiMBopkiB Django ta Flask moka3ano akTyanbHICThH
oesnexkn WEB-nonatkiB i1 3HM)KEHHSI pU3UKY 3JIOBMUCHUX aTak B CEpPEAOBHUII 1X
BUKOPUCTAHHS, TUM CAMUM CTBOPIOIOYH 3aXUCT MIJMPUEMCTB BCiX (GopM Ta Oi3HECY Bijl

ki0epaTax.
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JNOJATOK A. Tabaumi mo BukopuctoBye Django

File Edit View Language Help —
D 5w ref
Browse Data Execute SQL
Select Table: [J django_migrations ']
[ | & Refresh ] [‘é Mew Record] [é Delete Record] [_[j Save Changes Search:
\:i app name applied
1 1 Admin_ 0001 _initial 2021-01-03 14:3...
2 2 contenttypes 0001 _initial 2021-01-03 14:3..,
3 3 auth 0001 _initial 2021-01-03 14:3..,
4 4 admin 0001 _initial 2021-01-03 14:3..,
5 5 admin 02_legentry_remove_auto_add § 2021-01-03 14:3...
6 6 admin .0003_I0gentry_add_act\on_flag_chni(es . 2021-01-03 14:3...
7 7 contenttypes 0002_remove_content_type_name 2021-01-03 14:3..,
8 8 auth 0002_alter_permission_name_max_length 2021-01-03 14:3...
9 9 auth 0003_alter_user_email_max_length 2021-01-03 14:3...
10 10 auth 0004 _alter_user_username_opts 2021-01-03 14:3...
11 11 auth 0005_alter_user_last_login_null 2021-01-03 14:3...
12 12 auth 0006_require_contenttypes_0002 2021-01-03 14:3...
13 13 auth 0007 _alter validators_add_error_messages 2021-01-03 14:3..
14 14 auth 0008 _alter_user_username_max_length 2021-01-03 14:3...
15 15 auth 0009_alter_user_last_name_max_length 2021-01-03 14:3...
16 16 auth 0010_alter_group_name_max_length 2021-01-03 14:3...
17 17 auth 0011 _update_proxy_permissions 2021-01-03 14:3..,
18 18 auth 0012_alter_user_first_name_max_length 2021-01-03 14:3...
19 19 sessions 0001 _initial 2021-01-03 14:3...
0 20 Admin_ 0002_aute_20210103_1950 2021-01-03 15:5..,
Admin_ 0003_aute_20210607_1256 2021-06-07 02:5...

Pucynok A.l - Burisan django_migrations
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File Edit View Language

Do
Browse Data Execute S0L

Help

Select Table: L_] sglite_sequence v]
[ | 2 Refresh ] [é Mew F‘.emrd] ’El Delete F‘.E::ordl [‘_é Save Changes Se
name seq

1 django_migrations 21
2 django_admin_log 0
3 django_content_type 10
4 auth_permission 40
g auth_group 0
g auth_user 1
7 Admin_country 16
g Admin_company 11
g Admin_period 26
10 Admin_agreement o

Pucynok A.2 - Bursin sglite_sequence

h

Database Browser Browse Data Execute SQL

Edit View Language Help

SEegrm

Select Table: l ‘J auth_group_permissions - l
[ | 2 Refresh ] [é Mew F‘.ecord] ’El Delete Record] [‘_é Save Changes Search:
id group_id permission_id

Pucynok A.3 - Burisin auth_group_permissions
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File Edit View Language Help

NS @D E

| Database Browser | Browse Data | Execute SQL |

Select Table: [Jaum_user_userjermissicns v]

[ qj Refresh ] [é Mew F‘.ecord] [El Delete F‘.ecord] [._é Save Changes Search:

L

id user_id permission_id

Pucynok A.4 - Bursin auth_users_user_permissions

View

File Edit Language
Do ssfdoe E

Database Browser Browse Data | Execute SQL |

Help

Select Table: [ ._] diango_admin_log - ]

[ ‘_ﬁ Refresh ] [‘é MNew Remrdl [al Delete Remrd] @ Save Changes Search:

‘ id action_time object_id object_repr change_message content_type_id user_id

Pucynok A.5 - Burnsaa django_admin_log

File Edit View Language Help

=z 3 3
D esaae i E
Browse Data | Execute SQU

Select Table: [,deango_content_type VI
[\_ﬁReﬁesh ] [‘é Mew F‘.ecord] [,:._1 Delete Record] [I—E} Save Changes

id app_label model
1 1 admin lzgentry
2 2 auth permission
3 3 auth group
4 4 auth user
5 5 contenttypes contenttype
6 6 sessions session
7 7 Admin_ agreement
8 & Admin_ country
q 9 Adrmin_ pericd
10 10 Admin_ company

actien_flag




Pucynok A.6 - Burisin django_conrent_type

I satic studio- o ==

File Edit View Language Help
u e 3
De BFFE
Database Browser Browse Data | Execute SQL |

Select Table: [‘Jauﬂ'u)ermission v]
[ | 2 Refresh ] [é New Remrd] [ajr Delete Raoord] [,_[j Save Changes Search:
i:i content_type_id codename name ol
1 1 1 add_legentry Can add leg entry
2 2 1 change_logentry Can change leg entry
3 3 1 delete_logentry Can delete log entry
4 4 1 view_logentry n view log entry
5 5 2 add_permission Can add permission
6 6 2 change_permission Can change permission L
7 7 2 delete_permission Can delete permission -
8 g 2 view_permission Can view permissicn
g g 3 add_group Can add group
10 10 3 change_group Can change group
1 11 3 delete_group Can delete group
12 12 3 view_group Can view group |
13 13 4 add_user Can add user
14 14 4 change_user Can change user
15 15 4 delete_user Can delete user
16 16 4 view_user Can view user
17 17 5 add_cententtype Can add content type
18 18 5 change_contenttype Can change content type
19 19 5 delete_contenttype Can delete content type
20 20 5 view_contenttype Can view content type
n pal 6 add_session Can add session
22 22 6 change_session Can change session
6 delete sessinn Can delete sessinn S

Pucynok A.7 - Burisn auth_permission

File Edit View Language Help
Do e E o ef

| Database Browser | Browse Data | Execute SCL |

Select Table: [ || auth_group - ]
[ | 2 Refresh ] [é Mew F'.emrd] [E.L Delete F'.emrd] [_Ij Save Changes
i::l name

Pucynok A.8 - Burmsaa auth_group
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foie-an TS B I -

File

Dz 8w o e

Help

Database Browser | Browse Data | Execute 5QL ‘

Select Table: [ || auth_user

7]

o0 s |

1@gmail.com

[ |2 Refresh | [| New Record| (1=} Delete Record| || Save Changes Search:
> password last_login is_superuser username last_name email is_staff is_active date_jeined first_name
1 T pbkelf2_sha256..  2021-06-16 040... 1 msi

1 2021-05-0314:5..

Pucynok A.9 - Bursin auth_user

File Edit View Language Help

D E#FaEo f

Database Browser Browse Data Execute SQL

T
e -0 TN T T 1
ee— .

Select Table: [ _] django_session

7

’ |2 Refresh ] [é New Remrd] ’_i.}, Delete Record] ’-—é Save Changes

sessi;n_key
1 3unlbtgazfiksnaj2locgl Thrdywstujc
2 2rg3xssrehta54dBthbljgiwféz3qlur
3 ixbmgloZpuazmad4ille/ml3pyteirvg
4 Blsbrd20cj0xp3mbgsc3046ug2sTig8h

session_data

YWQzNzExY2MIMDJIMNZES ...
YWQzNzExV2M3MDIINZESM...
YWQzNzExY2ZMIMDJIMNZES ...
YWQzNzExV2M3MDIINZESM...

expire_date
2021-06-16 18:47...
2021-06-24 19:22...
2021-06-24 19:22..,
2021-06-30 04:02...

Pucynok A.10 - Burnsag django_session



File Edit View Language Help

D & e n e

| Database Browser | Browse Data | Execute SQL |

Select Table: [,jauﬂ'l_user_qroups v]

[ ._:,i Refresh ] [,é MNew F‘.eccrd] [E], Delete Remrd] ’._é Save Changes| Se

id user_id group_id

Pucynok A.11 - Burmsan auth_user_groups

62



JNOJIATOK b Kox po3po6aenoro WEB-nonatky

urls.py

from django.urls import path

from . import views

from . import api

urlpatterns = [
path(‘all/’, api.api_all_tasks, name="api_all_tasks"),
path(‘agreement/', views.agreement, name='agreement’),
path(", views.home, name='home’),
path(‘agreement/add/', views.add_agreement, name="add_agreement’),
path(‘agreement/<int:number>/', views.agreement_page, name="agreement_page"),
path(‘logout/', views.log_out, name='logout’),

path(‘login/', views.loginPage, name="login"),

models.py

from django.db import models

class Country(models.Model):

__tablename__ ="country'

alpha_iso_code = models.CharField('3 aasda u30 xox', max_length=3)

country = models.CharField('Ctpana’, max_length=100)

def _ repr__(self):

return '<Company (id=%s '\
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‘country=%s '\
‘alpha_iso_code=%s)>" % (self.id,

self.country,

self.alpha_iso_code,

)

class Company(models.Model):
__tablename__ ='company"'
name_company = models.CharField('Komnanus', max_length=300)

country = models.ForeignKey(Country, blank=True, on_delete=models.CASCADE)

def _ repr__ (self):
return '<Company (name_company=%s '\
‘country=%s)>' % (self.name_company,

self.country,

)

class Agreement(models.Model):
__tablename__ ='agreement'
# id_agreement = models.AutoField(primary_key=True)
agreement = models. TextField('InckonTHa yroaa')
negotiator = models. TextField('[TapaamenTep’)
start_date = models.DateTimeField('/lara nouaTtky xii qorosopy’)

stop_date = models.DateTimeField('/lata 3akinuenns aii 1orosopy’)

subject_of _agreement = models.TextField('TIpeamer norosopy')
debit = models.PositivelntegerField('/le6et')

credit_turnover = models.TextField('Craryc')



company = models.ForeignKey(Company, on_delete=models. CASCADE)

def _ repr__ (self):
return '<Company (agreement=%s " \

'negotiator=%s '\

‘'start_date=%s ' \

'stop_date=%s '\

'subject_of agreement=%s '\

'debit=%s "\

‘company=%s '\

‘credit_turnover=%s)>' % (self.agreement,
self.negotiator,
self.start_date,
self.stop_date,
self.subject_of agreement,
self.debit,
self.company,

self.credit_turnover,

)

class Period(models.Model):
start_date_period = models.DateTimeField('/lara nauana KOHKpPETHO# ClIEIKH')
stop_date_period = models.DateTimeField('lata oxonuanus caenku')
status = models. TextField('Cratyc')
agreement = models.ForeignKey(Agreement, blank=True, null=True,
on_delete=models.CASCADE)

def _ repr__(self):

return '<Company (id=%s" \
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'start_date_period=%s '\

'stop_date period=%s '\

'status=%s)>" % (self.id,
self.start_date period,
self.stop_date_period,

self.status,

)

views.py

import datetime

from django.contrib import messages

from django.contrib.auth import authenticate, login, logout
from django.contrib.auth.decorators import login_required
from django.core.paginator import Paginator

from django.http import HttpResponseRedirect

from django.shortcuts import render, redirect

from django.views.decorators.csrf import csrf_protect

from .form import Profile, CreatePeriod
from .models import Agreement, Period

from .models import Company, Country

# superuser

# 1@gmail.com
# msi

# 12345678

66



@Ilogin_required(login_url="login")
@csrf_protect
def home(request):

return render(request, "TemplatesForAdmin/Homepage.html’)

def delete_from_db(result):
for i in result.items():
if i[0] !="csrfmiddlewaretoken':
if i[0] !="del":
Agreement.objects.filter(id=i[1]).delete()
Period.objects.filter(agreement_id=i[1]).all().delete()

def get_our_home_page(request, all_channels):
paginator = Paginator(all_channels, 15)
page_number = request. GET.get('page’, 1)

pages = paginator.get_page(page_number)

Is_paginated = pages.has_other_pages()
if pages.has_previous():

prev_url = f?page={pages.previous_page _number()}'
else:

prev_url ="
if pages.has_next():

next_url = f"?page={pages.next_page_number()}'
else:

next_url ="

context = {
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'pages’: pages,
'Is_paginated": is_paginated,
‘prev_url': prev_url,
'next_url": next_url,

}

return context

def set_cookie(response, key, value, days_expire=7):
if days_expire is None:
max_age = 365 * 24 * 60 * 60 # one year
else:
max_age = days_expire * 24 * 60 * 60
expires = datetime.datetime.strftime(
datetime.datetime.utcnow() + datetime.timedelta(seconds=max_age),
"%a, %d-%b-%Y %H:%M:%S GMT",
)
response.set_cookie(
key,
value,
max_age=max_age,

expires=expires,

@Ilogin_required(login_url="login")
def agreement(request):

print(request.GET)
try:
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if request.method =="'GET"

69

all_channels = Agreement.objects.filter(agreement__contains=request. GET['q"])

return render(request, ‘TemplatesForAdmin/agreement.html’,

context=get _our_home_page(request, all_channels))

except:
pass

if request.method == 'POST":
print(request.POST)

for i in request.POST.items():
if i[0] == 'del":
delete_from_db(request.POST)
break
all_channels = Agreement.objects.all().order_by('-id")
else:
all_channels = Agreement.objects.all().order_by('-id")
return render(request, "TemplatesForAdmin/agreement.html*",

context=get_our_home_page(request, all_channels))

def delete_from_period(items):
for i in items:
if i[0] !="csrfmiddlewaretoken':
if i[0] !'="del":
Period.objects.filter(id=i[1]).delete()

@login_required(login_url="login")
@csrf_protect

def agreement_page(request, number):
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if request.POST:

form = CreatePeriod(request.POST)

# print(request.POST.items())

for i in request.POST.items():

if i[0] == "del".
delete_from_period(request.POST.items())

if form.is_valid():

Period.objects.create(start_date period=form.cleaned data['start_date period'],
stop_date period=form.cleaned_data['stop_date period'],
status=form.cleaned_data]['status'],
agreement=Agreement.objects.filter(id=number).first(),

)
agreement_ = Agreement.objects.get(id__iexact=number)
all_period = Period.objects.filter(agreement_id=number).all().order_by('-id")
dict = get_our_home_page(request, all_period)
dict['agreement'] = agreement_
dict['FormCreatePeriod'] = CreatePeriod()

return render(request, ‘'TemplatesForAdmin/AgreementPage.html’, context=dict)

def loginPage(request):
if request.user.is_authenticated:
return redirect(‘home’)
else:
if request.method =="'POST":
username = request.POST.get('username’)
password = request.POST.get(‘password')
user = authenticate(request, username=username, password=password)
if user is not None and user.is_staff:

login(request, user)
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return redirect(‘home’)
else:
messages.info(request, 'Username OR password is incorrect’)
context = {}

return render(request, "TemplatesForAdmin/login.html’, context)

def log_out(request):
logout(request)

return redirect(‘home’)

def add(data):

Agreement.objects.create(agreement=data[‘'agreement],
negotiator=data['negotiator'],
start_date=data['start_date'],
stop_date=data['stop_date'],
subject_of agreement=data['subject_of agreement’],
debit=data['debit1],
credit_turnover=data['credit_turnover'],
company=Company.objects.create(

name_company=data['name_company'],

country=Country.objects.filter(alpha_iso_code=data['country']).first()

)
)



from django.views.decorators.csrf import csrf_protect

@csrf_protect
def add_agreement(request):
if request.method == 'POST":
form = Profile(request.POST)
if form.is_valid():
add(form.cleaned_data)
else:
form = Profile()

return render(request, ‘TemplatesForAdmin/AddAgreement.html’, {'form’: form})

form.py

from django import forms

from .models import Country, Agreement

class Datelnput(forms.Datelnput):

input_type = 'date’

class Profile(forms.Form):
CHOICES = [(i[1], i[2]) for i in Country.objects.all().values().values_list()]

agreement = forms.CharField(label='/InckonTHOE cornamrenue’)
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negotiator = forms.CharField(label="TIeperosopmiuk’)
start_date = forms.DateField(label='/laTa Hauaya aeicTBHs T0TOBOpPA’,
widget=Datelnput)
stop_date =forms.DateField(label='/lata okoHuanus nelicTBus qOorOBOpa’,

widget=Datelnput)

subject_of agreement = forms.CharField(label="TIpeaxmeT morosopa’)
debit = forms.IntegerField(label="/Ic6eT’)

credit_turnover =forms.CharField(label='Craryc')

name_company = forms.CharField(label="Kommnanwus')

country = forms.ChoiceField(label="Ctpana’, choices=CHOICES)

class CreatePeriod(forms.Form):

start_date_period = forms.DateField(label='/lara Hayana KoHKpeTHOH cleaKu',
widget=Datelnput)

stop_date_period = forms.DateField(label="/Tata oxon4yanus caenku’,
widget=Datelnput)

status = forms.CharField(label="Craryc')

api.py

from django.db.models import Count

from rest_framework.authentication import SessionAuthentication,
BasicAuthentication, TokenAuthentication

from rest_framework.decorators import api_view, permission_classes,
authentication_classes

from rest_framework.permissions import IsAuthenticated
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from rest_framework.response import Response

from .decorators import define_usage

from .models import Agreement

def counting_agreements():
val = {}
all = Agreement.objects.all()
forelinall:
if f"{el.stop_date.year}" not in val:
val[f"{el.stop_date.year}"]=10,0,0,0,0,0,0,0,0,0,0,0]
val[f"{el.stop_date.year}"][el.stop_date.month - 1] =\
(all.filter(stop_date month=el.stop _date.month).aggregate(
Count('stop_date")))['stop_date _count']

return val

@define_usage(returns={'val": 'Dict'})

@api_view(['GET'])

@authentication_classes((SessionAuthentication, BasicAuthentication,
TokenAuthentication))

@permission_classes((IsAuthenticated,))

def api_all_tasks(request):

return Response(counting_agreements())
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decorators.py

from functools import wraps

from rest_framework.permissions import IsAuthenticated

#Gives function-based API views a lot of the same capabilities as class-based views
def define_usage(params=None, returns=None):
def decorator(function):

cls = function.view_class

header = None

# Is authentication required to access this view?

if IsAuthenticated in cls.permission_classes:

header = {"Authorization': "Token String'}

# Build a list of the valid methods, but take out 'OPTIONS'

methods = [method.upper() for method in cls.http_method names if method !=
‘options']

# Build response dictionary

usage = {'Request Types': methods, 'Headers': header, 'Body': params, 'Returns':

returns}

# Prevent side effects

@wraps(function)

def wrapper(*args, **kwargs):
return function(*args, **kwargs)

_wrapper.usage = usage

return _wrapper

return decorator



base.html

<Idoctype html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport"
content="width=device-width, user-scalable=no, initial-scale=1.0, maximum-
scale=1.0, minimum-scale=1.0">
<link rel="stylesheet"
href="https://cdn.jsdelivr.net/npm/bootstrap@4.5.3/dist/css/bootstrap.min.css"
integrity="sha384-
TX8t27EcRE3e/ihU7zmQxVncDAY5ulKz4rEkgl XeMed4MOjIfIDPvg6ugKI2xXr2"
crossorigin="anonymous">

<meta http-equiv="X-UA-Compatible" content="ie=edge">

<title>¥Yromu</title>
</head>

<body>

<div class="d-flex flex-column flex-md-row align-items-center p-3 px-md-4 mb-3 bg-
white border-bottom shadow-sm">
<h2 class="my-0 mr-md-auto font-weight-normal">Admin</h2>

<nav class="my-2 my-md-0 mr-md-3">

{# <a class="p-2 text-dark™ href="{% url 'add_channel’
%}">CrBoputn</a>#}
{# <a class="p-2 text-dark™ href="{% url 'home' %}">Jlonomy</a>#}
{# <a class="p-2 text-dark™ href="{% url 'table’ %}">Taomumsa</a>#}
</nav>

<a class="btn btn-outline-primary" href="{% url 'logout’ %}">Brixoa</a>

</div>
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{% block content %}{% endblock %}
{% block table %}{% endblock %}
{% block channel %}{% endblock %}
<div class="container-sm">
<footer class="pt-4 my-md-5 pt-md-5 border-top">
<div class="row">
<div class="col-12 col-md">
<small class="d-block mb-3 text-muted">© 2020</small>
</div>
</div>

<[footer></div></body></html>

agreement.html

{% extends "TemplatesForAdmin/base.html" %}

{% block table %}

<script
src="https://code.jquery.com/jquery-3.5.1.min.js"
integrity="sha256-9/aliu8dGd2tb60SsuzixeV4y/faTqgFtohetphbbjO="
crossorigin="anonymous"></script>

<style>

table {
border: 1px solid #69c;

th {
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font-weight: normal;

color: #039;

border-bottom: 1px dashed #69c;
padding: 12px 17pX;

td {
color: #669;
padding: 7px 17px;

tr:hover td {
background: #ccddff;

.animated-search-form[type=search] {
width: 10rem;
border: 0.125rem solid #e6e6e6;
box-shadow: 0 0 1rem rgba(0, 0O, 0, 0.18);
border-radius: 0;
background-image: url("https://image.ibb.co/i7NbrQ/search_icon_15.png");
background-position: 0.625rem 0.625rem;
background-repeat: no-repeat;
padding: 0.75rem 1.25rem 0.75rem 2rem;

transition: width 0.4s ease-in-out;

.animated-search-form[type=search]:focus {
width: 70%;
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}

</style>

<div class="row">
<div class="col-2"></div>
<div class="col-7">
<div class="container-xI">

<h1>VYromu</h1>

<form id="form" name="form" method="GET">
<input type="search" placeholder="Tlomyx.." class="animated-search-form"
name="q">
</form>

<br>

<form id="myform" name="myform" method="post">
{% csrf_token %}
<a type="submit" href="{% url 'add_agreement’' %}" class="btn btn-
primary">CtBoputn</a>
<button type="submit" form="myform" name="edit" class="btn btn-
warning'>Penarysatu</button>
<putton type="submit" form="myform" name="del" class="btn btn-

danger">Bunanmutu</button>

<br>
<br>
<table width="100%">
<tr>
<th width="1%"></th>
<th width="1%">Ne</th>
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<th width="25%">Vrona</th>
<th width="25%">ITapnamenrep</th>
<th width="25%">/lara nouaTky Jii qoropopy</th>
<th width="25%">]laTa 3akinueHss aii goroopy</th>

<[tr>

{% for el in pages %}
<tr>
<td><input type="checkbox" value={{ el.id }} id={{ el.id }}
name={{ el.id }}></td>
<td>{{ forloop.counter }}</td>
<td><a href="/admin/agreement/{{ el.id }}">{{ el.agreement|safe
H</a></td>
<td>{{ el.negotiator }}</td>
<td>{{ el.start_date|date:'d.m.Y" }}</td>
<td>{{ el.stop_date|date:'d.m.Y" }}</td>
</tr>

{% endfor %}

</table>
</form>

<br>

{% if is_paginated %}
<ul class="pagination">
<li class="page-item {% if not prev_url %}disabled{% endif %}">
<a class="page-link" href="{{ prev_url }}" aria-label="Previous">
<span aria-hidden="true">&Ilaquo;</span>
<[a>

</li>



{% for page in pages.paginator.page_range %}
{% if pages.number == page %}
<li class="page-item active">
<a class="page-link" href="?page={{ page }}'">
{{ page }}<span class="sr-only">(current)</span>
<[a>
</li>
{% elif page > pages.number|add:-3 and page < pages.number|add:3 %}
<li class="page-item">
<a class="page-link" href="?page={{ page }}">{{ page }}
<[a>
{% endif %}
{% endfor %}
<li class="page-item {% if not next_url %}disabled{% endif %}">
<a class="page-link" href="{{ next_url }}" aria-label="Next">
<span aria-hidden="true">&raquo;</span>
<[a>

</li>

</ul>
{% endif %}

</div>

<div class="col-3">

<script>

{#src = "https://code.jquery.com/jquery-3.5.1.min.js"#}
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{#integrity = "sha256-9/aliU8dGd2tb60SsuzixeV4y/faTqgFtohetphbbj0="#}

crossorigin = "anonymous" >



$(document).ready(function () {

var requestURL = 'http://127.0.0.1:8000/admin/all/";

var request = new XMLHttpRequest();

request.open('GET", requestURL);

request.responseType = 'json’;

request.send();

request.onload = function () {
var superHeroes = request.response;
let nowYear = new Date().getFullYear()
document.getElementByld("year").innerHTML = ('<text>' +

nowYear + '</text>')

function writeInHTML(nowY'ear, obj) {
const arr = ["JAN", "FEB", "MAR", "APR", "MAY", "JUN",
"JUL", "AUG", "SEP", "OCT", "NOV", "DEC"]
leti=0
if (obj[nowYear] '== undefined) {
while (arr) {

if (I >=12) break
if (obj[nowYear][i] I==0) {
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document.getElementByld(arr[i]).innerHTML = ('<text>'

+arr[i] +

' <div class="flex-item1"><p class="col-md-0 offset-

md-0" >'
+ obj[nowYear][i] + '</p></div>' + '</text>")

}else {

document.getElementByld(arr[i]).innerHTML = ('<text>'

+arr[i] + ' </text>")
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¥
i++
¥
}else {
while (arr) {
if (i >= 12) break
document.getElementByld(arr[i]).innerHTML = ('<text>' +
arr[i] + '</text>"
I++
¥
¥

writeInHTML (nowYear, superHeroes)
$('button.prewbutton”).on(‘click’, function () {
const a = Number($('text.flex-item2").text()) - 1;

document.getElementByld("year").innerHTML = ('<text>' + a +

'<[text>");
writeInHTML (a, superHeroes)
by
$('button.nextbutton’).on(‘click’, function () {
let a = Number($(‘text.flex-item2').text()) + 1;
document.getElementByld("year").innerHTML = ('<text>' + a +
'<[text>")

writeInHTML (a, superHeroes)
),



</script>

<link rel="stylesheet"
href="https://stackpath.bootstrapcdn.com/bootstrap/4.4.1/css/bootstrap.min.css">
<style>
.flex-container {
padding: O;
margin: 0O;
list-style: none;
display: -webkit-box;
display: -moz-box;
display: -ms-flexbox;
display: -webkit-flex;
display: flex;
-webkit-flex-flow: row wrap;
justify-content: space-around;

max-width: 350px;

flex-item {
background: #efefef;
padding: 4px;
width: 80px;
height: 66px;
margin-top: 10px;
line-height: 47px;
color: #424242;
font-size: 1.2em;
text-align: center;

border-radius: 5px;



position: relative

flex-item1 {
background: #d45f4c;
padding: 3px;
width: 20px;
height: 20px;
line-height: 15px;
color: #fcf2fl;
font-size: 0.8em;
text-align: center;
border-radius: 4px;
z-index: 1;
position: relative;
left: 52px;
bottom: 48px;

flex-item2 {
background: #ffffff;
padding: 4px;
width: 200px;
height: 20px;
margin-top: 5px;
line-height: 25px;
color: #424242;
font-weight: bold;
font-size: 1.6em;

text-align: center;
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</style>
<div class="container">
<div class="flex-container">
<putton name="prew" class="prewbutton">
<svg width="2em" height="2em" viewBox="0 0 16 16" class="bi bi-
chevron-double-left"
fill="currentColor"
xmins="http://www.w3.0rg/2000/svg">
<path fill-rule="evenodd"
d="M8.354 1.646a.5.500 1 0.708L2.707 815.647 5.646a.5.50 0 1-
.708.708I-6-6a.5.5 0 0 1 0-.70816-6a.5.50 0 1 .708 0z"/>
<path fill-rule="evenodd"
d="M12.354 1.646a.5.5001 0.708L6.707 815.647 5.646a.5.50 0 1-
.708.708I-6-6a.5.5 0 0 1 0-.70816-6a.5.50 0 1 .708 0z"/>
</svg>
</button>
<text class="flex-item2" id="year"></text>
<putton name="next" class="nextbutton">
<svg width="2em" height="2em" viewBox="0 0 16 16" class="bi bi-
chevron-double-right"
fill="currentColor"
xmlns="http://www.w3.0rg/2000/svg">
<path fill-rule="evenodd"
d="M3.646 1.646a.5.5001.708 016 6a.5.500 1 0.708I-6 6a.5.50 0
1-.708-.708L9.293 8 3.646 2.354a.5.5 0 0 1 0-.708z"/>

<path fill-rule="evenodd"
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d="M7.646 1.646a.5.500 1 .708 016 6a.5.500 1 0.708I-6 6a.5.50 0
1-.708-.708L13.293 8 7.646 2.354a.5.50 0 1 0-.708z"/>
</svg>
</button>
<div class="flex-item" id="JAN"></div>
<div class="flex-item" id="FEB"></div>
<div class="flex-item" id="MAR"></div>
<div class="flex-item" id="APR"></div>
<div class="flex-item" id="MAY"></div>
<div class="flex-item" id="JUN"></div>
<div class="flex-item" id="JUL"></div>
<div class="flex-item" id="AUG"></div>
<div class="flex-item" id="SEP"></div>
<div class="flex-item" id="OCT"></div>
<div class="flex-item" id="NOV"></div>
<div class="flex-item" id="DEC"></div>
</div>
</div>

</div>

</div>
{% endblock %}
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AddAgreement.html

{% extends "TemplatesForAdmin/base.html" %}
{% block content %}
<div class="container">
<form action="{% url 'add_agreement' %}" method="post">
{% csrf_token %}
<div class="card" style="width: 100%;">
<div class="card-header">
<h3>Vroma</h3>
</div>
<ul class="list-group list-group-flush">
<li class="list-group-item">
{{ form.agreement.label }} {{ form.agreement }}<br><br>
{{ form.negotiator.label }} {{ form.negotiator }}<br><br>
{{ form.start_date.label }} {{ form.start_date }}<br><br>
{{ form.stop_date.label }} {{ form.stop_date }}<br><br>

{{ form.subject_of agreement.label }} {{ form.subject _of agreement

H<br><br>
{{ form.debit.label }} {{ form.debit }}<br><br>
{{ form.credit_turnover.label }} {{ form.credit_turnover }}<br><br>
</li>
</ul>
</div><br>
<br>

<blockquote class="blockquote text-center">
<input type="submit" value="BignpaButu">
</blockquote>

<br>
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</form>
</div>
{% endblock %}

Login.py
<IDOCTYPE html>

<html>

<head>

<title>Login</title>

<link rel="stylesheet"
href="https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/css/bootstrap.min.css"
integrity="sha384-
MCw98/SFNnGESfIT3GXWEONgsV7Zt27NXFoaoApmY m8liuXoPkFOJwWJSERdAKNLP
MO" crossorigin="anonymous">

<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.3.1/jquery.min.js"></script>

<link rel="stylesheet™" href="https://use.fontawesome.com/releases/v5.6.1/css/all.css"
integrity="sha384-
gfdkjb5BdAXd+lj+gudLWI+BXg4luLW5IT+brZEZsLFm++aCMIF1V92rMkPaX4PP"

crossorigin="anonymous">

<style>
body,
html {
margin: 0O;
padding: O;
height: 100%;
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background: #ffffff limportant;
by
.user_card {
width: 350px;
margin-top: auto;
margin-bottom: auto;
background: #efebeb;
position: relative;
display: flex;
justify-content: center;
flex-direction: column;
padding: 10px;
box-shadow: 0 4px 8px 0 rgba(0, 0, 0, 0.2), 0 6px 20px 0 rgba(0, 0, 0, 0.19);
-webkit-box-shadow: 0 4px 8px 0 rgba(0, 0, 0, 0.2), 0 6px 20px 0 rgba(0, 0, 0,
0.19);
-moz-box-shadow: 0 4px 8px 0 rgba(0, 0, 0, 0.2), 0 6px 20px 0 rgba(0, 0, 0, 0.19);

border-radius: 5px;

.form_container {
margin-top: 20px;
by

#form-title{
color: #000000;

Jogin_btn {



width: 100%;
background: #33ccff limportant;
color: white limportant;
by
Jogin_btn:focus {
box-shadow: none limportant;
outline: Opx 'important;
b
Jogin_container {
padding: 0 2rem;
¥
nput-group-text {
background: #f7ba5b limportant;
color: white limportant;
border: 0 !limportant;
border-radius: 0.25rem 0 0 0.25rem !limportant;
b
nput_user,
Anput_pass:focus {
box-shadow: none limportant;
outline: Opx limportant;

}

#messages{
background-color: grey;
color: #fff;
padding: 10px;
margin-top: 10px;

by

<[style>
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</head>
<body>
<div class="container h-100">
<div class="d-flex justify-content-center h-100">
<div class="user_card">

<div class="d-flex justify-content-center">

<h3 id="form-title">LOGIN</h3>
</div>
<div class="d-flex justify-content-center form_container">
<form method="POST" action=""">
{% csrf_token %}
<div class="input-group mb-3">
<div class="input-group-append">
<span class="input-group-text"><i class="fas fa-user'></i></span>

</div>

<input type="text" name="username" placeholder="Username..."
class="form-control">

</div>

<div class="input-group mb-2">
<div class="input-group-append">
<span class="input-group-text"><i class="fas fa-key"></i></span>

</div>

<input type="password" name="password" placeholder="Password...

class="form-control" >
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</div>

<div class="d-flex justify-content-center mt-3 login_container">
<input class="btn login_btn" type="submit" value="Login">
</div>

</form>

</div>

{% for message in messages %}
<p id="messages">{{message}}</p>
{% endfor %}

</div>
</div>
</div>
</body>
</html>
Homepage.html
{% extends "TemplatesForAdmin/base.html" %}
{% block content %}
<div class="container">
<h2>Tabmuuu</h2>
<ul class="list-group list-group-flush>
<li class="list-group-item"><a href="{% url 'agreement'
%}">Cornamenus</a></li>
<li class="list-group-item"><a href="URL">ITonp30Barenmu</a></li>
</ul>
</div>
{% endblock %}
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JOJATOK B Intepdeiic WEB-nogatky

LOGIN

Pucynoxk B.1 - Burssin pesynbraty poootu daiimy login.html

Tabanuym

Manksosarens

Pucynok B.2 - Burisaa pesynbraty podotu daitmy Homepage.html
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Pucynox B.3 - Burisin pesynbraty pobotu daiiny agreement.html

Bianpasutn

Pucynok B.4 - Burnsag pesynbrary podotu daitny AddAgreement.html
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JNOIATOK I'. BizomicTs MaTepiamniB kBaji(ikaliitHoi podotu

Ne dopmar HailiMmenyBaHH KinbkicTh nTUCTIB [TpumiTka
JlokymeHTaris
1 A4 Pedepar 1
2 Ad Crnucok yMOBHUX 1
CKOPOYEHb
3 Ad 3micT 2
4 A4 Beryn 1
5 Ad CrtaH nuTaHHs. 19
IToctaHoBka 3aia4i
6 A4 CrnermianpHa 17
JacTHUHA
7 A4 Exonomiunmit 6
PO3ILIT
8 Ad BucnoBok 1
9 Ad [lepenik mocunanb 2
10 A4 Jlonatok A 6
11 A4 Honarok b 31
12 Ad Homarox B 3
13 Ad Homarok I' 1
14 A4 Jlomatok J 1
15 A4 Jonatok E 1
16 A4 Homatok € 1
17 Ad Homarok K 1
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JOJATOK . Ilepenik 10KyMEHTIB HA ONTHYHOMY HOCI1

1. Bacunbko €.K_125-17-1.docx
2. BacumpkoB €.K_125-17-1.pdf
3. BacunbkoB €.K_125-17-1.pptx
4, BacwipkoB €.K _125-17-1
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JNOJATOK E. Biaryk kepiBHUKa TUIIOMHOT poOOTH

KepiBHI/IK JTUTIIIOMHOT poO0TH
npodecop Karamiit T.C. [Tignuc:
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JOJATOK €. Biaryk kepiBHUKa €KOHOMIYHOTO PO3ALTY

KepiBHUK €KOHOMIYHOTO PO3JALTY
K.c.H., gom. [Timosa JI.II. ITigmuc:
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JOJATOK K.
BIATI'YK
Ha kBajidikauiiiny pooéorty cryaenra rpynu 125-17-1
BacuabkoBa €Brena KocTsHTHHOBHYA

Ha Temy: «Crniocobu peanizaiii nociyr 6e3nexu 111 WEB-nogaTkiB mpu BUKOpUCTaHH1
dbperimBopkiB Django Ta Flask»

[TosicHIOBaJIbHA 3amucKa CKJIQJA€ThCSA 31 BCTYNY, TPhOX PO3AUTIB 1 BUCHOBKIB,
BUKJIQJICHUX Ha CTOpIHKaX.

Mertoro kBamidikaiiiiHoi poOOTH € BH3HAUYEHHs MEPeNiKy Ta PIBHIB peanizarii
nociyr 0e3nexku mpu 3actocyBanHi ¢ppeitmBopkiB Django ta Flask.

Tema kBamidikaiiifHoi poOoTH Oe3mocepeaHbO MOB’A3aHa 3 00’ €KTOM AiSTILHOCTI
OakanaBpa crerianbHocTi 125 «KidepOesneka». s qocsArHeHHS MOCTaBICHOT METH B
KBamiQikamiiiHii poOOTI BUPINIYIOTbCS HACTYMHI 3a/Jadl: aHaji3 Cy4aCHOTO CTaHy
oesnexkn WEB-noaaTkiB, anani3z ocodnuBocteit TexHomnorii po3pooku WEB-gonarkis,
oOrpyHtyBanHs Bumor 1o 3axucty WEB-monaTtkiB, BU3HaueHHs mepesiky Ta pPiBHIB
peasnizallii nociayr Oe3neKy Mpu 3acTocyBaHH1 (PPEHMBOPKIB.

BukonaHo moOpiBHSUIBHUIM aHali3 e()EeKTUBHOCTI BUKOPHUCTaHHS (PEHMBOpKIB
Django Ta Flask.

[IpakTryHe 3HaYEHHsI Pe3yJbTaTIB KBaji(iKalliHOI poOOTH ToJsIrae y po3poOri
MpOTrpaMHOi peasizalli e1eMeHTiB MexaHi3MiB 3axucty WEB-nonaTkis.

Jlo HenoskiB poOOTM MOKHA BIJHECTHM HEIOCTAaTHE OOIPYHTYBaHHS pIBHIB
peaizallii JesKuX Mociayr 0e3neKu

OdopmileHHS TOSACHIOBAJIBLHOT 3alUCKU 70 KBai(ikariiHoT poOOTH BHUKOHAHO 3
HE3HAYHUMU BIAXWJICHHSIMU BiJl CTaHAapTIB.

3a yac gurmuiomyBaHHs BacunbkoB €.K. mposiBuB cebe QaxiBuem, 37aTHUM
JIOCTaTHHO CAMOCTIMHO BUPIIIYBAaTH MOCTABJEHI 3a7adl Ta 3acClyTOBY€ IMPUCBOEHHS
kBamdikamii OakamaBpa 3a cneriaiabHicTIO 125 KibGepOesneka, ocBiTHbO-TIpodeciiina
nporpama «Kidepbesmekay .

PiBens 3ano3uyens y kBamidikauiiiHiii podoTi He nepesulnye Bumor “TlonoxxeHHs
PO CUCTEMY BUSIBJICHHS Ta 3aMo0iraHHs 1uiariaty’.

Ksamidikaiiitna poOoTa 3aCIyroBY€ OLIHKU « ».

KepiBauk kBasgigikaniitnoi podoru, npogecop Karagiii T.C.

KepiBHuKk cnen. po3aiiy, cT. BUKJIaJAa4 Kpyuinin O.B.



