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PED®EPAT

[TosicaroBanpHa 3anmcka: 70 c., 9 puc., 21 rtabm, 7 momarkiB, 24 mkepen.

O06'exT mociimkeHHs: 1H(GOPMAIIHHO-TeIeKOMYHIKaIiHa cuctema “‘Fox Design
Studio™

[TpeameT mocmimkenns: nomiTuka 6esnexu 1Hdopmari [TC mianpremcTaa

Meta po0oTH: JOCATHEHHS JOCTATHHOTO PiBHS 3axmineHocT! 1H(popmari B [TC
T ITPUEMCTBA.

MeTomu po3poOKH: CIIOCTEPEIKCHHS, TTIOPIBHAHHSA, aHAJI13, OTIHC.

B nmepmomy po3aim kBamdikaiiiaoi poOOTH HaaHO 3arajibHAN aHaJl3 MpooIemM
1Hopmartiiinoi Oe3mekn CBITY Ta YKpaiHW, PO3TIAHYTO CTaH 1H(pOpMAaIliHOi Oe3meKn
Ha Majux manpuemcTsax [T ramysi.

B npyromy po3miii kBasmikamidaoi poOoTH po3rIsHYTO HEOOX1THICTE PO3POOKH
MOJITUKK Oe3mekn, cTaH iHdopMamiiHoi Oe3rmekn Ha TemnepimHii dac. HaBemeHo
3arajibHi B1ZOMOCTI PO 00’ ekT 1HdopMaIiHoi AisabHOCTI. CKIaAeHO aKT 00CTEKEHHS
00’ ekty 1H(pOpMaMIHOI AISIILHOCTL, 00paHo MpodiTh 3aXuIeHOCTI. Po3pobieHo momeni
3arpo3 Ta MOPYIIHHUKA, PO3POOICHO MOMITUKY Oe3nekH 1HDOopMaIli.

B Ttperbomy po3mum kBamdikamiiaoi poOOTH PO3PaxOBAHO JIOMUIBHICTH

BUKOpHUCTaHHS po3poOku momtku Oe3nexu st ITC “Fox Design Studio™.

KOMITJIEKCHA CUCTEMA 3AXUCTY IH®OPMALIL, TIOJITUKA
BE3IEKH THOOPMAILIIL, OF’€KT IHOOPMALIIMHOI AISJILHOCTI, MOJEJb
3AI'PO3, MOJIEJIb TIOPYIIHUKA, AKT OBCTEXEHHA, EKOHOMIUHA
JOLUILHICTD, ITIOKA3HUK EKOHOMIYHOI EGEKTUBHOCTI.



PE®EPAT

OObeKT HccneaoBaHus: HHOOPMAITMOHHO-TEIICKOMMYHHKAIIMOHHAA cucTeMa "Fox
Design Studio"

[Ipenmer wccnmenoBanws: mnojauTuka Oe3omacHocTr  mHGpopMmaruu UTC
MPEATNPUAATHS

[{enms paboOTHI: AOCTHKEHWE JOCTATOYHOTO YPOBHS 3alTUITICHHOCTH WH(pOpPMAITiu
B UTC npennpusitus.

MeToasl pa3paboTku: HAOMIOACHUE, CPaBHEHKE, aHAIN3, OTIMCAHUE.

B mepBom paznene kBammdukanmoHHONH pabOTHI MPEAOCTABICHO OOIMA aHAIN3
npoOiemM MHGOPMAIMOHHON 0€30MaCHOCTH MHUpPA U YKPaWHbBI, PACCMOTPEHO COCTOSTHUE
nH(popManroHHOH 6e30macHOCTH Ha MaJThixX nipeanpuatusx UT orpacnm.

Bo BTopom pasnene kBanudpuKammoOHHONH pabOThl paccMOTpPeHa HEOOXOAMMOCTH
pa3paboTKN TOJIUTUKHA 0E€30TaCHOCTH, COCTOSHUE WH(POPMAIMOHHOW 0€30MacHOCTH B
Hactosmee Bpems. [lpuBenensl oOmme cBeaeHUs 00 0ObekTe WHGHOPMATMOHHOMN
nestenpHOoCcTH.  CocTaBieH  akT  oOciemoBaHus  oObekTa  WH(GOPMAIMOHHOMN
neATeNnbHOCTH, W30paH mnpodmiib 3amuiieHHOCTH. Paspaboranbl Moaenu yrpo3
HAPYIIUTEIS, pa3padoTaHbl OJUTHKY 0€30TacHOCTH HH(pOPMAITHH.

B Tpetsem paznene kBanupuKammmoOHHON pabOThl PACCUMTAHBI EIECO00Pa3HOCTh

uCIoib3oBanus pa3padotku momutuku Oe3omacHoctr st MTC "Fox Design Studio”.

KOMIUIEKCHAA CHUCTEMA 3AHIUTBI MHOOPMAILIUU, TIOJIMTUKA
BE30OITACHOCTU HMHO®OPMAIIMHW, OBBEKT wunbopMannoHHON AESITEIHHOCTH,

moaenu yrpo3, MOJIEJIb HAPYIIUTEJIA, akt oOcnenoBaHusa, >KOHOMHYECKas
nenecoobpasnocts, [IOKA3ATEJIL SKOHOMHWUYECKOUN DOPEKTUBHOCTH.



ABSTRACT

Object of research: information and telecommunication system "Fox Design
Studio”

Subject of research: ITS information security policy of the enterprise

Purpose: achieving a sufficient level of information security in the ITS of the
enterprise.

Development methods: observation, comparison, analysis, description.

The first section of the qualification work provides a general analysis of the
problems of information security in the world and Ukraine, the state of information
security in small enterprises of the IT industry.

The second section of the qualification work considers the need to develop a
security policy, the state of information security at present. General information about
the object of information activity is given. The act of inspection of the object of
information activity is made, the profile of protection is chosen. Models of threats and
violators have been developed, information security policy has been developed.

The third section of the qualification work calculates the feasibility of using the

development of a security policy for ITS "Fox Design Studio”.

COMPREHENSIVE INFORMATION PROTECTION SYSTEM,
INFORMATION SECURITY POLICY, OBJECT OF INFORMATION ACTIVITY,
THREAT MODEL, INTRUDER MODEL.



CITMCOK YMOBHHX CKOPOYEHbD

AC - aBTOMaTHM30BaHa CHUCTEMA;

JNCTY - nepxaBHuUii cTaHAapT YKpaiHu;

[30]1 — iadopmartis 3 0OMEKEHUM AOCTYTIOM;

ITC — indopmartiiftHO-TeIEKOMY HIKaIliiHA CHCTEMA,
K33 — komIuiekc 3aco0iB 3aXHUCTY;

KC — xomm'toTepHa cuctema;

KC3I — xomrmutekcHa cucrema 3axucty 1Hdopmarii;
HJI — HOpMaTHBHUI TOKYMEHT,

HJI T3I - HopmaruBHUH JOKYMEHT CUCTEMH TEXHIYHOTO 3aXUCTY 1H(pOpMaIri;
HCJl — necaHKIIOHOBaHUH JOCTYIL,

OI/l — 06’ exT 1HpOpMAIIHHOT AISITBHOCTI,

OC — oOuncimoBajibHa CHCTEMA,

I3 — nporpamHue 3a0e3MeueHHS.
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BCTVII

O06'exT nocmimkeHHas: 1HoOpMaiitHO-TenekoMmyHikamiiaa cuctema “Fox Design Studio™

[TpeameT mocmimkenns: noiTuka 6esnexu 1Hdopmari [TC mianpremcBra

Mera po0oTH: JOCATHEHHS JHOCTATHHOTO PiBHS 3axuimeHocT! 1H(popmari B [TC
T ITPUEMCTBA.

Iadopmariss € omHWM 3 HAWUIIHHIMIAX AaKTHUBIB CY4YacHOCTI y Oyab-SKOMY
T ITPUEMCTBI, camMe TOMy BOHa TOoTpeOye 3axucTy. TexHomnorii HEBIMMHHO
PO3BHUBAIOTHCA KOXKEH JI€Hb, MO TOPOMKYE MOTPeOy Y HOBHX CIOCO0AaX 3aXHUCTy
1H(opMaIii 10 mporo HepigoMux. OgHAK 3 THM 3JIOUMHHUN CBIT TEXK HE CTOITh HA MICIII.
PazoMm 3 mosBOIO HOBMX METOAIB 3axWCTy 1H(OpPMAIli MPUXOASITH 1 HOBI 3arpo3dW Ta
crocoOu 3HAWTH CJTa0Ki MICIA y CHCTEMax OpraHi3aiiil, SK BEJIUKUX, TaK 1 MajuX. ToMmy
CTaH IATAHHS CTBOPCHHS IONTHKH OE3MEKHM Ta KOMILIEKCY 3axucTy 1Hdopmarii € sk
HIKOJIA aKTyaJIbHHAM.

Hapasi mianpuemcTBa pa3om 31 ix 1HGPACTPYKTYPOIO HEBIIMHHO PO3BHUBAIOTHCS,
HaBITh IIBUIIE 3a iX 3aCO0M 3aXHCTy, IO JA€ 3MOTY BHUKOPHCTOBYBATH II€ SK Y
JOCITITHATBKUX TUIAX, TaK 1 33711 OTPUMAaHHS BUTOIA HE3AKOHHUM IIISIXOM.,

[{s mpobmema cTOCYeThCS SIK BEUKHX, Tak 1 Majux kKommaii. [Ipore, xomm
BEJIMKI KOMIIaHIi 0adaTh 3arposy i Oi3Hecy Ta NMpHUOYTKIB Y HETOCKOHAIIOMY 3aXHCTI
iH(opMarlii, Mo IUPKYIIOE, Majl MBHAINIC 3a BCE HE MPUAUISIOTH IOMY YBary.
[Tpobnema x y ToMy, IO AK BEJTMKI, TaK 1 MaJll KOMITaHIi OJTHAKOBO CXWJIbHI 0 OJHHUX 1
TAX € 3arpo3. TyT MOKHA CKa3aTH, IO 3aXWUCT BEJIMKWAX KOMMAHIH, Kl OlIbIIe
OPUAUIAIOTh yBary 3axWCTy CBOiX aKTHWBIB Bakdue OOIMTH, MPoTe 1 WMOBIPHICTH
3aBOJIOJIITH IIHHOIO 1H(OPMAITIETO, sika Oy/e KOMTYBaTH OTBITIE TPOIIeH TaKoK OLTbIIA,
Ha BIJIMIHY B1J MaJICHBKHUX KOMIIaHIM, B AKHX cja0Ka CHCTeMa 3aXHCTy a00 3K MOBHICTIO
BIJICYTHSI, ajie CKOpIIEe 3a BCE Kpajikka Takoi 1HdopMaiii HE TPHUHECE BEIIUKOTO
npuOyTKy.

3axuct iHpopMaIlii HeMOXITHBHUH 06€3 AKICHOTO 00CTEKEHHS 1 aHAII3y Ha MPEMET
Tiei 4M 1HIIOI 3arpo3u. be3 BHKOPHUCTAHHS HOBHX TEXHOJIOTIH 3axmcTy 1H(popMAIii,

1H(opmartis Oyae OUTbIIe CXUTbHA IO BUKPAJACHHS a00 CTIOTBOPEHHS.
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1 CTAH ITMTAHHA. ITOCTAHOBKA 3AJIAUI

1.1 Crau nmurasas

3a manmmu HamionameHoro amesacy 3 kibepOesmeku CIIIA [2], 60% wmammx
MIPUEMCTB, fAKI 3a3Hajd Kibeparakw, TPUNHAHSIOTH CBOIO MISUTHHICTH MPOTITOM
MBPOKy. SKIO KiOep3IOUMHEIh YCHIITHO TMOPYIIMTh JaHl Majoro 0i3Hecy, TO BHCOKI
IMAaHCH HA Te, IO Ied OI3HeC 3aKpHBAETHCA JHMINE 3a MBPOKY. ToMy IO Mail
I AMPUEMCTBA HalJacTiIe 30BCIM HE roToBi 10 boro. KiGeparaku KOMTYIOTh BETUKHX
rpomieit, mod BUCTOATH. |, Ha *ayb, OUTBIIICTh MaJUX TIANPHEMCTB HE MOXYTh 3HANUTH
KOIIITH TSI THOTO.

Sk we muBHO, ane 43% kibeparak 3MIMCHIOIOTHCSA MPOTH Mayioro OizHecy. I ms
KUTBKICTh CEPHO3HO 3pOCia - JIMIIE KiJbKa POKiB ToMy Iie Oyio ymmre 18%. Ockimbku
BEJUKI KOMIIAHIi MPUAUTSIOTh OUTBIIE PECYpPCIB Ta CTAlOTh BCE OUIBIN IMiAKOBAHUMU
o0 KidepOes3neku, KiOep3IOUMHIN, 31a€ThCs, B PEe3y/IbTaTi 3BEPTAIOTHCA A0 APIOHOTO
0i3HeCY.

I oCKiJIbKM BOHM HaWYaCTIIIC MEPECIIAYIOTh TpoI Oi3HECY, BOHH, K IIPABHIIO,
HAIlIJICH Ha TpamiBHUKA, AKWH 3aiiMaeThcs (inancamu Oi3HeCy ab0 Ha BHYTPINIHIX
MPAIiBHUKIB, SKI BOJIOMIIOTH pe3yJbTaraMyd pPoOOTH KOMIIaHIi, KOMEPIIHHOIO
TAEMHUIICIO.

[[poro MmIKOM MOCTATHBO, HAMPWKIAM, I MmaHTaxy. OCKUTbKH Ui MaJlux
Oprafizamiii BaXJIMBUI KOXEH KITIEHT JUTA CTBOPEHHS XOPOINOi pemyTariii, BOHA TOTOBI
MOTO/KYBATHCS 3 YMOBAMHM 3JI01iB, a0M HE 3raHbOUTH CBOE 1M'sl. 3BICHO, TI€ CTOCYETHCS
mume tux 40%, sKi B 3MO31 MPOTHCTOATH ab0 BUCTOATH Mmicia Takoi momii. Ha >xanb,
11 60% 3HUKAOTH MEHIIIC HIXK 3a PIK.

[IIBuakicTe 3pocTaHHs KiOepaTak Ha Maimid OI3HEC MHUHYJIOTO POKY CTAaHOBHTH
npurogoMuuiBux 424%. Ile o3Havae, mo B MUHYJIOMY POIIl KiOEpIIOPYIICHHS MaJoro
013HeCy 3pOCiH OLTBII HUK y 5 pa3iB MOPIBHAHO 3 TONEPESAHIM POKOM.

Ile ckopim 3a Bce MOB'SA3aHO 3 IMEPEXOAOM OLIBIIIOCTI KOMIAHIM HA BIAJAJICHY

poboTy y 3B'a3Ky 3 maHaeMiero. Bes 1HGopMariis y TakoMy BHOAAKy 0OpoOISe€ThCS Ha



13

CTOPOHHIX cepBepax, Takux sk Google, Dropbox Ta 1amm. Lle 10BOI1 3aXHIEHI CEPBICH,
MIPOTE JIOJACHKUH (pakTOp, HEYBaKHICTh Ta COIllaJbHA 1HXKSHEPISI MalOTh MicIe OyTH.

3rimHo 3 mociipKeHHAM, poBeacHM Hiscox, 66% marmoro 6i3Hecy cTypOoBaHi
puszukoM KibepOesneku. KibepOesmeka manoro 013HeCy - 1€ T€, Ha IO CJIiJl 3BEPHYTH
yBary, 1 mudpu 1e marBepIKyOTh.

A came e ctocyerbes Fox Studio — opranizarni, ska Bxke 3arBepamiia cede Ha
PUHKY Ta HaMaraeThCs HaA0ATH XOPOIIy PEIyTallli0 Ta CTBOPUTH I ceOe TMpaBUIIbHI
MIPOIICCH BEICHHS O13HECY, Y TOMY YHCJI1 3 TOUKH 30py Ki0epOe3meKu.

Cdepa 1HDOpMAIIMHAX TEXHOJOTIH Hapas3l € ay)Ke BaXKIUBOIO Ui YKpaiHH.
3aBAsSKHM KOINTaM, SKI IOCTYIAlOTh POOITHHKAM KOMITAHIA 3 pO3pOOKH JH3aiiHy Ta
MPOTPaMHOTO 3a0€3MEeUeHHS 13-32 KOPAOHY, BUHWKAE 3MOTa BUTPAYATH OIS TPOIIEi
ycepeauHl KpaiHu, 0 MO3UTHBHO BILUTHBAE HA CKOHOMIKY.

A OCKUTbKH OUTBIIICTH OpraHizamiii Ta kommadiii y cdepi i1HDOpMaIIHHIX
TEXHOJIOTIA caMe HEBENHWKI, 3a JanuMu Dou.ua [3], To ciia BBakaTH, 10 caMme Ha HUAX
TPUMAETHCSA 1A TATY3b.

Ile € me ogHWUM A0KA30M TOTO, HACKUIBPKA BaXKJIMBAM € CTBOPCHHS Ta
BIPOBA/HKCHHS TPABUILHOTO (DYHKITIOHYBAHHS TOMITHKH 1H(QOpMariiiinoi O6e3nekn mis
KOXKHOTO I AIPHEMCTBA.

[Ipu ctBOpeHH! MomTHKH 1HGOPMAIIWHOT Oe3MmeKn HeoOXx1aqHO OpaTw 10 yBaru
nesiki (hakTopH, Taki AK:

- PpO3MIpPH KOMTIaHIi,
- (pinaHCcOBHIT CTaH KOMTIAHII,
- craH iHpopMamiiHHOi Oe3MeKH Ha MOMEHT CTBOPEHHS IOJIITHKH.
[Ipn cTBOpeHHI TOMTHKH 1H(GOPMAIMIHHOI OE3MeKN Cia  JTOTPUMYBATHCS

OCHOBHHX BHUMOT".

CHCTEMHICTE,

-  KOMIUIEKCHICTE,

- aJIEKBaTHICTB,

- BLAKPHUTICTb JITOPUTMY;

- mpocToTa peamizaiii ii Ha mampHEMCTBI.
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[Ipomecn Ta ommc momTHKKA O€3MEKW MOBWHHI OyTH MPOCTHMH 1 1HTYiTHBHO
3pO3yMUJIMMH, HE BHMaratd OCOOJHMBHX 3HAHb Ta HABUYOK BIJ CIIBPOOITHHKIB
opraHizanmii, JOJAaTKOBHX BHTpaT MPH BHUKOHAHHI poOoTm abo OaszyBaTHCS JIUINE HA
MPUHITMNIAX PO3MOAUICHHS TOCTYIY, 1 A0 TOro Tpeba, HEe 3MyIIyBaTH KOPUCTyBada
BUKOHAHHS PYTHHHUAX MaJIO3PO3yMUTHX HOMY JIiii.

[Tomituka 1HdOpMaIIfHOT Oe3MMEeKH BKITIOYAE B ceOe:

- bazoBy momTrka iHdopmaitHOi Oe3meKn;
- CrnemianabH1 IO TAKY 1HGOPMAIIHHOT OE3MeKH;

- Ilponenypwu 3abe3neueHas 1HGOPMAIIHHOT OS3MMEKH.

1.2 AHami3 HOPMAaTHBHO-TIPABOBOTO 3a0€3MEUCHHS 3aXUCTy 1H(]OpMAaITii

VY mpoMy po3AUTl PO3TIAMAIOTHCS MPABOBI HOPMH, IO BH3HAYAIOTHh MOPSIOK
CTBOPEHHS, MPaBOBUIA CTaryc 1 (hyHKITIOHYBaHHS 3aXHUILIEHUX
1H(pOpMAaITI HHO-KOMYHIKAIIHHAX CHCTEM 1 MEPEX, PEIAMEHTYIOTh MOPAI0K OfCpKaHHA,
MIEPETBOPEHHSI Ta BUKOPUCTAHHSA 1H(opMartii 1 1HhopMaIifHIX PeCypCiB.

Creopenns KC3I 6a3yeTbest Ha BIAMOBIAHOCTI IO BUMOT YAHHOTO 3aKOHOIaBCTBA
VYkpainu Ta Ha OCHOB1 HOPMATHUBHO MPABOBHUX JOKYMEHTIB, CEPE/l TKUX MOKHA BHIIJTUTH
HACTYIIHI.

1.2.1 3axon Ykpainu "[Ipo indopmariiro»

Ile#t 3axoH 3aKpiIUIFOE TpaBO TpoOMaAsIH YKpaiHM Ha i1HOpMAIlIO, 3aKiaaae
mpaBoBl OCHOBHU 1H(popMaIiiHoi misbHOCTI. Jlist mporo 3aKoHY TOMMUPIOETHCS Ha
iHopmarliiini BIIHOCWHH, $KI BHUHUKAIOTH Yy BCIX cdepax JKATTA 1 JSUIBHOCTI
CYCIIUIbCTBA 1 JEp’KaBW TIPH OJCPKaHHI, BUKOPUCTAHHI, MOMTUPEHHI Ta 30epiraHHi
1Hpopmartii.

3aKkOH BCTAHOBIIIOE 3arajibHI TIPABOBI OCHOBHW OJCpPKAaHHSA, BHUKOPUCTAHHS,
MOTMPEHHA Ta 30epiraHHs 1HGOpMaIIli, 3aKPITLTIOE TIPaBo 0coOr Ha 1H(OPMAIIIIO B yCIX
cepax cycnuibHOTO 1 ACPKABHOTO JKATTA YKpAiHW, a TaKOK cucTteMy iHdopmaii, ii
JoKeperna, BU3HAUA€ CTaTyC YYacHWKIB 1H(OPMAMIWHNX BITHOCHH, PETYIIIOE JTOCTYT JI0
1H(opMaIi Ta 3ade3medye ii 0XOpoHYy, 3axuIae ocody Ta CyCIIbCTBO Bl HEIPaBIUBOI

1H(popmartii.
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1.22 HJA T3I 1.1-002-99: 3aranpHi monoXeHHS 3 3axUCTy 1H(popmamii B
komm torepuux cucremax Big HCJ/l (BBemeno B miro Hakazom JICTC3I CBY Big
28.04.1999 p. No 22).

VY mpoMy AOKYMEHTI HaBeAcHa 1H(GOPMAIlA MO0 3aXOJIB Ta 3ac00IB 3aXUCTy
iHdopmarii Ta ix BmpoBampkeHHs. Takoxk HaBemeHa 1H(poOpMAIA M0N0 KEPyBaHHA
JOCTYIIOM Ta KOHIIEMIIi 3a0e3neueHHs 3aXucTy 1HdopMaIii.

1.23 HA T3I 1.1-003-99: Tepminomoris B rTaiy3i 3axucty iHpopMaIli B
KOMIT IOTEPHHAX CHCTEMax BiJ HECAHKI[IOHOBAHOTO AOCTymy (BBemeHO B mit0 Hakazom
JNCTC3I CBY Bix28.04.1999 p. No 22).

VY mpoMy MOKYMEHTI MICTHTH TIEPENIIK TEPMIHIB Ta TOHATH y cdepl 3axucTy
tadopmartii B [TC Bix HECAaHKITIHHOTO AOCTYTIY;

1.2.6 HJ T3I 2.5-004-99: Kpwurepii omiHku 3axuiieHocTi 1HpOpMaIi B
KOMIT FOTEPHHAX CHUCTEMAax B1J HECAHKI[IOHOBAHOTO NOCTYMy» (BBemeHo B mito Hakazom
JNCTC3I CBY Bix28.04.1999 p. No 22).

I{e#t MOKYMEHT BCTAHOBIIIOE KPHTEPIi, 32 AKUMHU OIIHIOIOTHCS CTAH 3aXHINCHOCTI
1H(popMarii, ska oopodnseTbes B AC BiT HECaHKITIOHOBAHOTO JOCTYIIY,

1.2.7 ACTY ISO/IEC 27001:2015 - Bamoru (ISO/IEC 27001:2013; Cor 1:2014,
IDT)- Ha zaminy JICTY ISO/IEC 27001:2010.

Y 1poMy OKyMEHTI HaBEACHI METOAM 3axHuCTy 1H(opmarii Ta CcucTteMu
yIpaBIiHAS 1HHOPMAIIHHOIO OE3MEKOT0.

1.2.8 ICTY ISO/IEC 27005:2015 - (ISO/IEC 27005:2011, IDT).

Y 1npoMy IOKyMEHTI HaBeAeHa I1HGOpMAIls IMOAO0 YMPABIIHHA PHU3AKAMHU
1HpopmartiiiHoi 6e3neKH.

1.2.9 Cranmapta JCTVY ISO/IEC, mo 3acHOBaH1 Ha MIKHAPOIHUX CTAaHIAPTAX 1
BIJIMOBI/THO IO BUMOT, ITI0 BHCYBAIOTHCS JI0 3aXUCTY 1H(OpMAIIii Ha TANPUEMCTBI;

1.2.10 HJ] T31 1.6-005-2013

VY mpoMy JOKYMEHTI HaBEACHI TOJIOKEHHS mpo 3axuct iHpopmari va OIJ] ta
1H(pOpMAIIIO MPO KareropiroBaHHs 00 e€kTiB, Ae¢ mupkymoe 130, mo He cTaHOBUTH

JeP KaBHOI TAEMHMITI
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1.3 ITocTranoBka 3amaaul

3amaua Oa3yeThcsa Ha aHamizl npodnem y myHkti 1.1, me Oyno 3acBigueHO

npobnemy manoro 6i3Hecy B IT cdepi. A came mpoOriemMa BUKOPHUCTaHHS BPA3IUBOCTEH
MajuX OpraHizamii, fKI He TNPUAUIAIOTh YyBary 3axuileHHs iHdopmamii, 110
o0pobnseThes B ix ITC. BimmoBigHo 10 BUKOHAHOTO aHAI3y Ta BUMOT HOPMATHBHHUX
JIOKYMEHTIB Y CIICIIaJIbHIA YaCTHHI HEOOX1JHO BUKOHATH HACTYTTHI 3314l

- O3HallOMHUTHCH 3 OCOONMBOCTAMH MiAIPHEMCTBA,

- IlpoananizyBaru (i3uuH1 XapaKTEPUCTHKH 00’ €KTY;

- IlpoananizyBatu JOTIYHY XapaKTEPUCTHKY OO0 €KTY;

- IlpoanamizyBarn Buam iHDoOpMarii Ta 0coOaMBOCTI B3aemoii 1H(opmMarii

Ha 00’ €KTI,;
- OOparu npodiTb 3aXHUIIECHOCTI;

- Po3pobutr 0CHOBHI €IEMEHTH TIOJIITHKH OC3TEKH.

BucHOBKH 710 mepIioro po3aury

VY meprmomy po3aim kBamdikamiiaoi po6oTr Oysio onrcano cTaH 1H(opmariitHoi
3aXMINCHOCTI B Taiy3l 1H(GOpPMAMIMHUX TEXHOJIOTIH, OyB IpPOaHANI30BAHHMM CITHMCOK
HOPMaTHBHO-TIPABOBHX JOKYMEHTIB B cdepl 3axucty iHdopmalii. Poskpuro mpobiemy
Ta noTpedy y CTBOPCHHI NMOMITHKKA Oe3MeKH Ha Mamx manpueMmcTBax. Cepen eTarls,
Kl BUKOPHCTaHI Yy KBamidikamiiiHiii poOOTI CTBOPEHHS TOMITHKH OE3MEKH, BUILUICHI
HACTYTHI 3T1HO 3 HOPMATUBHOI JOKYMEHTAITI1:

- oOrpyHTYBaHHS HEOOX1THOCTI CTBOPCHHS,
- obOcrexennas Ha Ol
- aHaji3 Ta OIiHKa 1H(OpPMAaIIHHNX 3arpo3 Ta PO3pOOKa MONITHKH OC3IEKH,
ITI0 BPAaXOBY€ 3arp0o3W HAWBHINOTO PIBHS.
Pob6oTa BuKOHY€ThCA 3 ypaXyBaHHSAM HOPMATUBHUX JOKYMEHTIB Ta 3aKOHIB, HABEACHI y

nyHkTi 1.2.
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2 CIIELIAJIBHA YACTHUHA

2.1 3aranpH1 BIIOMOCTI TIPO THTIOBE T ATPHEMCTBO

VY sxocTi THIOBOTO 00’€KTa AOCIHIDKEHHS € 1H(pOpMaIliiHO-TeIeKOMYHIKaIliHa
cuctema (ITC) xommanii “Fox Design Studio”, axa po3polmnse muzaiiH iHTEpderciB
MOOUTBHMX J0MaTKiB. BCl maHi mpo miampueMcTBO Oyjd YACTKOBO 3MIHEHI B ITUISAX
3a0€3MeueHHS aHOHIMHOCTI T IITPUEMCTBA.

[loBHa FOPUINYHA Ha3Ba: TOBAPUCTBO 3 OBMEXEHORO
BIAITOBITAJIBHICTIO FOX DESIGN STUDIO

dopma BITACHOCTI: TOBAPUCTBO 3 0OMEKEHOIO B1AIOBIIAIBHICTIO.

Hampsm misimeHOCTI: AisIBHICT B 007acTi au3aiiHy 1HTEpdeEnciB MOOLTBHUX
JONATKIB Ta BeO CaATIB, MOCHIKEHHS MPOMYKTIB Ta KOHCYJIBTATHBHI TOCIYTH Yy cdepi
nu3aiiHy 1HTepgEHcCIB.

Opranizariiiina CTpyKTypa: OpraHi3alliiiHa cTPyKTypa IiANPHEMCTBA 3a3HAYCHOTO
BHIIE CKITAJAETHCA 3.

- TUPEKTOpa;

- apT-IUPEKTOPA;

- 3 nusaiiHepis;

- Oyxranrepa;

- OlI3HEC-aHAJIITHKA,

Ha posmsimaemomy mignpuemctel TOB  «Fox Design Studio» mwmpkymoe
1H(popMartis 3 0OMEKEHAM TOCTYTIOM, a caMe KOH(I1IeHITiHHA, 10 MICTHUTD:

- TepPCOHAIBHI JaHI K KII€HTIB TaK 1 CMIBPOOITHUKIB,
- IOTaTHUH PO3KIIA KOMIAHIi;

- 3apo0iTHY IUIATHIO TIPAIlIBHUKIB,

- BapTICTh BUKOHAHHSA POOIT;

- 1HdopMaIls Mmoo Oprafi3aiii IpoIeciB y KOMIaHIi,

1H(opMartis o0 po3MITIeHHS Ta (PYHKITIOHYBAHHS OXOPOHHOI CHCTEMMU,
1 KOMepIIiitHa TaEMHUIIA, 1110 MICTHTh BX1JHI JIaHI JUIs BEACHHS MPOCKTIB Ta PE3yJIbTaTh

poOOTH Oprasi3aiiii, a came:
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- TEXHIYHI 3aBJaHHA,
- nuzaitH-¢ainm y po3pootli;

- BUXI1JHI (haiinm Tu3aliHIB.

2.2 O6rpyatyBanHsa HeoOx1HOCTI cTBOpeHHss KC3I

[IpoBeneHo kareropiroBaHHA 00'€KTa, Ha OCHOBI SKOTO OYyJ0 CTBOPEHO aKT
kareropiroBaras o0'ekra (JIOJATOK A). OO6'ekt BimHOCHTBHCA M0 4 Kareropii, 10
O3Hauae, BIACYTHICTH MOTpeOu B 060B's13koBoMy cTBOpeHHI KC3I, ane BmacHUK koMmaHii
ctBopuB Haka3z ‘“TIpo BH3HAueHHSA BIAMOBIAANBHOTO 3a 3a0€3MEUEHHS TEXHIYHOIO
saxucty 1Hpopmaii Ta ctBoperHs KC3I na TOB Fox Design Studio” (JIOJATOK b),

3a sikuM ToTp16HO cTBOpUTH KC31.

2.3 OpranizaiiiifHa CTpyKTypa miAnmprueEMCTBA

KinbkicTh criiBpoOITHHKIB KOMIIAHI - 7 HOJIOBIK:
- TUPEKTOp;
- apT-IHPEKTOD;
- 3 nauzaitHepw,
- Oyxranrep;
- Ol3HEC-aHATITHK.
OO00B’sI3KH TUPEKTOpPA, KM € BJACHUKOM KOMIIaHIi, — OpraHi3amiiiHl MAuTaHHS
Ta YMOBH JOTOBOPY 3 3aMOBHHUKAMH, BUPIIIICHHS MPOOIEM KITIEHTIB, M0 MEPCOHAIY;
apT-IUpeKTOpa  —  3aCTyNHUK  JUPEKTOpa, KEPyBaHHA  JAW3aiiHepaMu  Ta
O13HEC-aHATITUKOM, JW3aifHEpIB — BHUKOHAHHSA OCHOBHOiI POOOTH — CTBOPCHHA
nu3aiiHy 1HTepdeiiciB MOOUTbHMX JA0AaTKIB Ta BeO caiiTiB;, Oi3HEC aHANITHKA —
JOCITIDKEHHS TPOAYKTIB Ta KOHCYJIBTaTHBHI TMOCIYTH y cdepl au3aiHy 1HTepgeiciB;
Oyxrajarepa — MIATOTOBKA 3BITIB 10 JIOJWHO-TOAMHAX 3a MICAIb, PO3PaxXyHOK Ta

BHILIaTa 3apOOITHOI TUIATH CIIBPOOITHUKAM.
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2.4 Anani3 manmpueMcTBa

B opranizamii cmBpoOiTHUKaMH 00poOsAeThea 1HGpOpPMAIA 3 OOMEKCHHM
JOCTYIIOM. TEXHIYHA JOKYMEHTAIlld, CTPYKTYpPH MOMATKIB, MAaKETH TOTOBOTO AW3alHY,
TPYAOBI IOTOBOPH.

Bcest moxymenTariiss icHye JHIE B €JIEKTPOHHOMY BHIJISAL, KA CTBOPIOETHCS
mpariBHUKaMu y xmMapHoMy cxouil Google Drive 3a nomomororo Google Docs. ITicns
BTPAaTH YHHHOCTI, JOKYMCHTH 3HHUINYIOThCA. JlM3aliH NOpOeKTH pPOo3poONsaioThCs 3a
JOTIOMOTOI0 cepBicy Figma. KoMmanisi He BUKOPHUCTOBY€ 30BHIITHIX HOCIIB 1H(pOpMaITii.
OO6mk Michs Ha TIAIPHEMCTBI HE BIACTEXKYeThes. JleranpHuii mepenik iHdopmMari,
MPaBOBUH PEKHUM, BHJI 30€piraHHS Ta BUMOTY J0 3aXWCTy HaBeaeHo y Tabmui 2.4.1

K — Bumoru 1o koH1AeHIIIAHOCTI, 3 - MABUINEHA, 2 - cepeaHs, 1 - HU3bKa.

L[ — BuMora 1o miIicHOCTI, 3 - mABUIIEHA, 2 - cepeaHs, | - Hu3bKa.

Jl — BUMoOTa 10 AOCTYMHOCTI, 3 - I ABHINCHA, 2 - cepeans, |1 - HU3bKa.

Tabmura 2.1 [adopmartis, mo oopobnseTses B O]

Ne | Ingopmauis Pexum noctyny | IlpaBoBuii Bumoru o Baacr. ing.
pexuM
K 10 A

1 | [Tepconanbhi nmaul | OOMexeHUH Kondinenmiia 3 1 1
POOITHHUKIB, KITIEHTIB JOCTYII

2 | HlraTHuit poskian | OoMexxeHui Kondinenmiia 1 1 1
KOMTIaH11 JOCTYII

3 | Indopmarmis mpo | OOMexeHmH Kouginentmiiaa 2 1 1
3apoOITHY TJIATHIO | IOCTYTI
MTPALBHHUKIB

4 | BapTicTh BUKOHAHHA | OOMeEKEeHUH Kondinenmitna 3 1 1
pooiT OOCTYTI

5 | indopmarrist moxo | OOMexeHuit Kondiaenmiaa 2 3 2
opranizarii mporeciB y | TOCTyI
KOMITaHii

6 | 1tHpopmaris mpo | OOMexeHHH Konginentmiina 3 1 1
CHUCTEMY OXOPOHH OOCTYTI
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[Tponopxenns Tadmui 2.1

Ne | Indopmauis | Peskum IIpaBoBuii pexum Bumoru o Baacr. iHg.
AOCTYMy
K I A
7 Texmiumi OOmexeHui KomeprriiiHa TaeMHUIIS 3 2 1
3aBJaHHA TOCTYTI
8 IHU3aUH OOmexeHui KomeprriiiHa TaeMHUIIS 3 2 1
daiimm y | moctyn
po3pooII
9 Buxigmi OOmexeHui KomeprriiiHa TaeMHUIISI 3 2 1
daiimm OOCTYTI
A3AHHIB
10 | Jlami 3asBku | OOMeKeHUI KomeprriiiHa TaeMHUIISI 2 2 1
KITIEHTA OOCTYTI

2.5 O6cTexenns 00’ ekTy 1HGpOPMAIIHHOT AISUTBHOCTI

2.5.1 Cuaryamitanii mman OI/]

[Tpumimenns kommanii, € 00’ekrom iHpopMamiiaOi msmeHOCTI (OLJNl), MmO
JOCIIKYEThCss B kBamidikamiaiii  poboti. OO6'ekt 1H(GOpMAIHHOT  AISUTBHOCTI
po3srtaimroBanuii Ha 1 moBepci 6-mmoBepxoBoro odicHOro OyIMHKY 3a aapecoro By, KHs3s
Spocnasa Myaporo 36

Konrponsoana 3ona (mam K3) oOmexxena 30BHITHIMH CTiHAMH OymiBimi 3
MBHOYI, 3aXOJy Ta CXOAYy, a 3 MIBACHHOI CTOPOHH OOMEKEHA BHYTPIIIHHOK CTIHOIO
(xopuaopoM) odicHOTO OyTUHKY; 3HU3Y - MIIOTOI0, T SKOK0 PO3TaIllOBaHA iMaibHs, a
3BEPXY - CTENEIO.

Crian OyIWHKY TIETJISHI 3 3a11300€TOHHUM TIEPEKPUTTSM.

Teputopis HaBkoNO OyIMHKY OTOPO/PKCHA HEBUCOKMM TMApKaHOM 31 MuIardaymMom,
ynopsaakoBaHa, acanbToBaHa, € MICIA IS MApKOB1 MICHS I aBTO, SKI BKa3aHI Ha

Pucysnky 2.2






Jlo maHoro OyIMHKY MiAKIIOUEHI HACTYITHI KOMYHIKAITIi:
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- eNEKTPOTIOCTauaHHA - Bl TpaHC(OPMATOPHOI MIACTAHINI Yepe3 miA3eMHI

KOMYHIKaIii 0 PO3MOALIFHOTO INMHWTKA, SKWH PpO3TAIIOBAaHWN HA CTiHI

BCepeIHHI OyTUHKY O11s BXOIY A0 MPHUMIIICHHS,

- KaHaj3aIs Ta BOAOOCHAIICHHS - MIIKITFOUCHI 0 MICBKMX Maricrpajei Ta

3aXOJATh J0 TBATLHOTO MPUMIMICHHS TaHOTO OYAWHKY;

- CHCTEMa OMAaJICHHSA - ICHTPAJI130BaHa, TPyOH CTOSKY MayTh 3 0 moBepXy 10

K3, a motim 1o odicip BHIIIE.

Cxema 3a3emiieHHS 300paskeHa Ha CutyaruiiHomy 1uiadi Pucynky 2. 3azemiieHHA

11e BiAg TpaHchOPMATOPHOI MACTAHINI M0 PO3MOAUILHOTO IMHUTa. be3mocepenanno y

KBapTUP1 3a3€MJICHHSI HEMAE.

K3 posramosana B odicHOMy OyauHKY, KOMYHIKaIlli, a came TPyOHM CHUCTEeMH

OMaJyICHHs, JIHISA €JICKTPOIOCTAYaHHS Ta JIIHIS KOMIITOTEPHOI MEPEeXKl BUXOIATh 32 MEXKI

K3. [ndopmarist mpo HaBKOMUIITHI OyIMHKA Ta CIIOpyau npuseneHa y Tadmwmm 2.2.

Tabmuma 2.2 XapakreprucTrka Oy/IiBellb Ta CIIOPY/I.

No HaiimenyBaHHs K-t Anpeca Biacrans
MTOBEPXIB no OIZL, m

1 Jlikapas 5 Byn. Kasiruni Onbra, 1 18

2 Teatp 4 Byn. Kus3a Cesatocnasa, 1 42

3 Tpancdopmaropna 1 o1ums Bxoay o0 K3 5

mpacranms TI1-104

4 XKutnoswuii OyqHHOK 9 ByJl1. Bonogumupa Benukoro, 10a 5

5 XKutnoswuii OyqHHOK 9 Byl SIpocnasa mynporo, 6 20

6 Kutnosuii OyTHHOK 9 ByJL. fIpocnasa myzaporo, 8 25

7 XKutnoswuii OyauHOK 9 ByJ1. Bonogumupa Bemukoro, 8 20

8 XKutnoswuii OyauHOK 9 ByJl1. Bonogumupa Benukoro, 6 21
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[Tpunerm By BigHocHO OlJ] Brazani y Tabmwmi 2.3.

Tab6mums 2.3 Tpunerm By BigHOCHO O]

Hazssa Onwuc

ByI. SIpocnaBa Myaporo Bigaocno OIJ] Bynuig po3TaioBaHa Ha IIBHOUI.

AromoOuThHUN Tpadik cranoButh 150 - 230 mammH

Ha rOAWHY.

Bya1. Kasrunai Onaeru Bigaocuno OIJI Bymmm posTamoBaHa Ha CXO/Il.

AromoOuThHUN Tpadik cranoButh 100 - 180 mammn

Ha rOAWHY.

By/1. Bomomumupa Benukoro | Bimnocno OIJ] Bymuig posramoBaHa Ha  3aXofl.

AtromoOuTRHUN Tpadik cranoButh 100 - 180 mammn

Ha rOAWHY.

2.5.2 Onuc reHepagbHOro MmiaHy:

mroma OILJ]: 27m?;

BHcora crem — 2,45um. [ToBepx — 1-ui;

crenss (marepian — Oeron, TommHa — 0,5M.), mimrora (marepian —
OeToH+Kaxenb, TOBIMMHA — IM.), CTIHH (Marepian — Iena+TinCOKapTOH,
toBiHA 0,5M);

BIKHO (K-KICTh — OIIT, Marepiai — miacTuk (nmomiBiHaxmopua ado [1BX)),
po3mipu: 2m x 1,3m. Bikaa Buxomate Ha aB1p. CEKTOp MPAMOi BUIAMOCTI —
1€ TTAPKOBKA Ta ONMV>KHI JKHJI Oy THHKH,

JHIS €ICKTPONOCTaYaHHsA 11e 10 moBepxoporo murtka IO-1, a 3Biarn —
JI0 OCHOBHOTO €JICKTPOIIUTKA |

curHam3amnisa makmouena a0 [TKIT 6urs KIIIT;

JiHIS KOMI'IOTEpHOI Mepexki — onTtuuHuii kabemb: Wi-Fi  poyrtep
I TKJTFOUCHHE 10 MEepeKeBOro 00JIaIHaHHS POBaiaepy;

CUCTCMaA OITAJICHHA — T'OPU30HTAJIbHA.
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3aCTOCOBY€ETHCS JUIS BUKIMKY Hapsamy momirii. CurHamzaiia K3 Bxoauts

JI0 COCTaBY CHCTEMH CUTHAJTI3AII] BCl€i OyIiBIIL.

Komymnixkarmiiini cuctemu K3 Bkazani y Tabnwmi 2.4. Bonu Takox BioOpaXkeH1 Ha

reaepaigbHOMYy a1 (Pucynku 2.3-2.5).

Tabmuis 2.4 KomyHikamiiHi CHCTEMHA

By komyHikari

XapakTeprucTuKa

Cucrema

CIACKTpONOCTa4aHHA

BiJI TpaHC(OPMATOPHOI MmiACTaHINi Yepe3 MA3eMHI KOMYHIKAIi
70 PO3MOAUIHPHOTO IIMHWTKA, SKWWA PO3TAIIOBAaHWNM HA CTIHI
BCepearH1 OyIMHKY O1JT BXOAY /IO PUMIIIEHHS.

CucremMa onaJieHHS

IlenTpanizoBana, Tpyou crosky HayTe 3 0 mosepxy mo K3, a

MOTIM 10 0(hiCIB BHIIIE.

Cucrema

KaHaymzami

Cucrema

BOAOIIOCTAaYaHHA

[ligkarodeH1i [0 MICBKHMX MaricTpajie Ta 3axomsiTh 0

IT1IBAJTIBHOTO MPHUMIIIICHHS TaHOTO OYIHHKY.

Temedonna minig ta | [ligkmoueni g0  iHTepHeT-npoBaiimepa “Bonsg”. KaGens
InTepner JIOKAJTbHOI MEPEexK1
ABJIst€ COOOI0 HECKPAHOBaHA BUTA Mapa
(1000BASE-T) xateropii Se
Cucrema Cxmamaetecs 3 garywkiB  pyxy (macwBHI 1H(ppaUepBOHI),
CHUTHAJTI3AIi JMATYvKiB JTAMY, CHCTEMa BIJICOCIIOCTEPEKECHHS, TPOMYCKHI

CJIICKTPOHHI MMyHKTH. AJIMIHICTPY€ETHCS CITY>K0010 Oe3neKn

BJIACHHKA OY/TIBJI.




Tabmuis 2.5 Texuiudi 3acobu

Onwc TexHIYHAX 3aCc001B TANPHEMCTBA HaBeAcHWH y Tabnwmi 2.5.

Nq Hazsa Mapxka Mopnens | Posmimen | Cepiitauii Bigcrans 110
HA HOMEP rpanui K3, m
1 | Tloprarusuu | Apple Pro 2019 |Hacromi | BU3456BK 1
1 koMD" t0TEp
2 | Tloprarusuu | Apple Pro 2019 |Ha crom | GI4567NH 1
1 KOMIT IOTEp
3 | [TopraruBam | Apple Pro 2019 |Ha crom | GF5678GP 1
1 KOMIT IOTEp
4 | Tloprarusau | Apple Pro 2019 |Ha crom | FO5329WF 1
1 KOMIT IOTEp
5 | [lopraruBau | Apple Pro 2019 |Ha crom | FI3569SM 1
1 KOMIT IOTEp
6 | [TopraruBam | Apple Pro 2019 |Ha crom | PO4346F1 1
1 KOMIT IOTEp
7 | lloprarusau | Apple Pro 2019 |Ha crom | FJ1394FP 1
1 KOMIT IOTEp
8 | Wi-F1 poytep | Mikrotik | hAP Hacrini | MA3831HD 0
RB951U
1-2ND
3aco6u JIT3C Bkazani B Tabmui 2.6
Tabmuis 2.6 Onuc 7oMOMI>KHUX TEXHIYHHAX 3aC001B
Ne | Haza Mopnenb Posmimenns | Biacrans 110
rpaauin K3, m
1 CBeTwsIbHUK ~ cBeTOAMOAHBIH | W-625/72W Ha CTen 0
HACTEHHO-TTOTOJIOYHBIA RM
HaKJIaTHOM ¢ mysIbToM (3) WW+NW+C
W
2 | Jaruuk qumy (2) CTPAX Ha CTeNl 0
M-501
3 | Y garumk (2) Crpax M-302 | Ha cTiHI 0




2.6 Onuc 0OYUCITIOBAIIBHOI CUCTEMHA
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Onuc oOUHCITIOBAILBHUX CHUCTEM, 1110 BUKOPUCTOBYHOThCS Ha OIJl, HaBeneHO B

Tabmum 2.7.

Tabmuig 2.7 Onue oOUUCTIOBAIIBHOT CHCTEMHA

No

Cretmdikars

Hazssa
CUCTEMI

B

CPU: 2,6 GHz 6-Core Intel Core 17 | 16 GB 2400 MHz DDRA4 |
ITB SSD | Buneokapra: Radeon Pro 560X 4 GB
Serial number: BU3456BK

[TK-1

CPU: 2,6 GHz 6-Core Intel Core 17 | 16 GB 2400 MHz DDR4 |
ITB SSD | Buneokapra: Radeon Pro 560X 4 GB
Serial number: GI4567NH

[1K-2

CPU: 2,6 GHz 6-Core Intel Core 17 | 16 GB 2400 MHz DDR4 |
ITB SSD | Buneokapra: Radeon Pro 560X 4 GB
Serial number: GF5678GP

[1K-3

CPU: 2,6 GHz 6-Core Intel Core 17 | 16 GB 2400 MHz DDR4 |
ITB SSD | Buneokapra: Radeon Pro 560X 4 GB
Serial number: FO5329WF

[1K-4

CPU: 2,6 GHz 6-Core Intel Core 17 | 16 GB 2400 MHz DDR4 |
ITB SSD | Buneokapra: Radeon Pro 560X 4 GB
Serial number: FI13569SM

IIK-5

CPU: 2,6 GHz 6-Core Intel Core 17 | 16 GB 2400 MHz DDR4 |
ITB SSD | Buneokapra: Radeon Pro 560X 4 GB
Serial number: AO2349JF

[1K-6

CPU: 2,6 GHz 6-Core Intel Core 17 | 16 GB 2400 MHz DDR4 |
ITB SSD | Buneokapra: Radeon Pro 560X 4 GB
Serial number: FK4579LF

IIK-7










33

2.7. AHam3 3arpo3 Ta Bpa3IuBOCTCH

Ha mpomy erami 3mIMCHIOETBCS aHANI3 PH3WKIB, a caMe OMNpAIfOBaHHS MOl
3arpo3 1 MOJACHI MOPYIIHHMKA, TNPHIYIISHHS MOMJIMBHX HACIIJIKIB Bia peajm3arii
MOTEHIIHHNX 3arpo3. Takok BU3HAYAETHCS TEPEIK KPUTHUYHUX 3arpo3, M0 € METOIO
etany (opmyBaHHs 3aBnanHsg Ha ctBopeHHs KC3I.

Ile#t eram aHam3y CyTTEBOCTI 3arpo3 iHdopmaliHoi Oe3rmeKH BHKOHAHHMI Ha
ocHoBl HopmaruBHoro mokymenty JCTY ISO/IEC 27005:2015 - Indopmamiiiai
TexHojorli. Metoam 3axucty. YnpasiiHHa puznkamu iHdopmamiitHoi 6e3nexu (ISO/TEC
27005:2011, IDT) 3 ypaxyBaHHSIM 0COOIMBOCTEH MISITLHOCTI T ITPHUEMCTBA.

AHani3 3arpo3 Ta Bpa3IuBOCTEH BKITIOYAE B cede:

- MOJEIb TMTOPYITHUKA;
- MOJEIb 3arpo3;
- imeHTH(IKaIig HACHIAKIB peami3amii 3arpo3; - OIIHKa PH3UKIB Ta

HMOBIPHOCTI 1X TTOSIBH.

2.8. Mojenp nopymiHuka

Ocoba, O HamMaraeTbCcs OTPUMATH HECAHKIIOHOBAHWH AOCTyn 10 OO0'€KTIB
3aXUCTY 3 MULTIO iX 03HAHOMIICHHS, 3M1HH, 3HUIIICHHS TOIIO € TMOPYIITHUKOM.
[TopymrHuKIB MOKHA YMOBHO TIO/IIJTATH HA JIBI TPYTIH:

- 30BHIIIHI;
-  BHyTpimmHi;

Jlo 30BHINIHIX TOPYIIHHKIB BIJTHOCATHCSA OCOOM, SKI 3HAXOMATHCS 3a MEKaMH
ITC. Ile moxytp OyTH KOHKYpPEHTH Ta Kpaidii abo mepcoHan 3 OOCITyTrOBYBaHHS
MIPUMIIICHHS, 0CO0H, SKHM He mepeadaucHo moctyn a0 130/1, ane skl MaroTh TOCTYII J0
MPUMIIICHB, A¢ po3MimeHo koMmmoHeHTH ITC 1 MoxyTh orpumaru moctyn jgo 130/,
HAIMPUKIIQA, KITHIHT, SJISKTPHKH TOIIIO.

Jlo BHYTpIIIHIX TOPYIIHWKIB BITHOCATHCS OCOOH, IO MAOTh MOXIIMBICTD
(b13UYHOTO TIAKITIOYCHHS 10 KaHAMIB 3B A3Ky a00 1HIMUX CKJIAJ0OBUX MEPEXI Tmepeaadi
naHux, kopuctyBaui AC, mepcoHall, sSKui 0e3MOCePeHBO MOB A3aH 13 3a0€3NCUCHHM

dbynkmionysanns [TC.
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B Tabmum 10 HaBemeHi kareropii MOPYITHUKIB, IO BUKOPHCTOBYIOTHCS TPH

CTBOpPEHHI Mojeial. Mojenb TopyImHHKA HaBeAcHa 31 cnenudikamisasMH 3a PI3HUMHU

IMOKAa3HUKaMH.

3arpos;

3a YacOM Ta MICIEM Aii.

32 MOTHUBaMH 3/IIHCHEHHS TIOPYIIIEHb,

3a piBHeM KkBaji(ikamii Ta odi3nanocti moxao ITC;

3a TTOKAa3HUKOM MOKJIMBOCTEH BUKOopucTaHHS 3aco0iB [TC mnsa peamizamii

[Tpodias mopyHAKa BU3HAYAE CYKYTTHICTh ITUX XapaKTEPUCTHK.

Tabmums 2.9 PelfituHroBa orminka piBHS 3arpos:

PeiiTunrosa oriaka Omnmc
0 HE CTAaHOBUTBH 3arpo3u
1 HE3HAUHUN
2 HU3bKHAHU
3 cepenHii
4 BHUCOKHH
5 KPUTHYHUA

Crmparounch Ha OTPHMaHI PE3YJIbTAaTH aHAJN3y XapaKTEPUCTHK OOpoOIseMoi

1H(opmartii, kareropidi MOPYIIHKUKIB, O MAOTh MOTCHINIHHY MOXIIUBICTH TTOPYIICHHS

KOH(IEHIIHHOCTI Ta TUNICHOCTI 1H(OpPMAaIii, BBAXAIOTHCA HAWOUTHIT HEOC3MEUHUMH,

JOCTYITHOCTI - MEHIIT HEOE3MEUHUMH, a CTIOCTEPEIKHOCTI - HAMMEHIIT HeOS3IEUHUMHU.

Tabmums 2.10 Kareropii mopyumaukis. Baytpimmai o sigHomenHto 1o [TC.

[To3naueHnHs BusnaveHnHs kaTeropii PiBeHs 3arpo3
I1BO Jlupekrop 0
I1B1 byxranrep 2
[1B2 Juzaitaepu, O13HeC-aHATII THK 3
I1B3 ApT-AUPEKTOP 4
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Tabmura 2.11 Kareropii mopymHukiB. 30BHIMIHINIHI TT0 BigHOMEHHIO 10 [TC

[To3naueHnHs BusnavuenHs kaTeropii PiBeHb 3arpo3
I130 Binsigysaui 1
I131 Komynanshi CITyKOH, 1
CITyKOH 3 MTUTaHb
OIaroycTporo
1132 Baxrepu, CAHTEXHIK, 1

EJIEKTPHUK, PUOUPATHHHALI

Tabmurs 2.12 Cnermudikartiss Moen MOPYITHAKA 32 MOTHBAMH 3TIMCHEHHS TIOPYIIICHD

ITo3HaueHHA Motus nopymeHHs PiBeHs 3arpo3
M1 Be3BiamoBiaabpHICTD, 1
MOMMIIKA
M2 CamMocTBepaKEHHA 1
M3 Kopuchwii iHTEpEC 1

Tabmuma 2.13 Cnemumdikamis Mozaenmi

o0i3ranocTi mwoxo [TC

MOpyIIHWKA 3a piBHeM Kpamidikami Ta

[lo3HaueHHA PiBenp kBamidikami PiBeHs 3arpo3
K1 Huspkuit  piBeHp  3HaHb, 1
BMIHHA MpaLoBaTH 3
komnoHeHTamu [TC
K2 CepenHiii piBeHb 3HAHb, MA€ 2

MPAKTUYHHHA JOCBIT 3 pOOOTH
3 kommoHeHTamu ITC Ta ix
00CITyTOBYBaHHSI




36

Tabmums 2.14 Cnenudikariis Moaen NOPYIIHAKA 3a TMOKA3HUKOM MOXKJIMBOCTEH
BUKOPHUCTAHHS 3ac001B Ta METOMIB TOMOJIAHHA CHUCTEMH 3aXHCTy (00I13HAHICTH OO

BUKOPHUCTAHHS TEXHIYHUX 3aCO01B PO3BIIKH)

ITo3HaueHHA XapaKkTepHCTHKA PiBeHs 3arpo3
MOKJIHBOCTEHN NOPYIIHUKA

30 He mae maBHYOK 0

31 [ligrnsmanas 32 poOOYUM 1
MPOIIECOM

32 B3nom, miabip mapomo 1o 2

0OJIIKOBUX 3aITHCIB

Tabmuma 2.15 Crnermudikartiss Mo MOPYITHAKA 32 4acOM Jii

[To3HaueHHs Yac mii PiBens 3arpo3
U1 [lim 4wac TPU3YTUHEHHA 2
BUKOPHUCTAHHS
KOMIIOHEHTAMH ITC
(3amummTH HOYTOYK B odici
Ta TITH)
U2 [Tix yac PEMOHTY 1

komrioneHTiB [TC

43 [Tix yac podotn 1
komnoHeHTiB [TC

Y4 Y Oymp-AKuil dYac, Marouu 2
goctyn a0 iHpopMami y
XMapHOMY CXOBHMI (10 OOJT.
3aIt.)

Tabmums 2.16 Cnerudikartiss Moen MOPYITHAKA 32 MICIEM il

[TozHaueHHs Yac mii PiBens 3arpo3
M1 PoGoui micus poOITHHKIB 2
MJI2 N MPUMITIICHHI, e 2

posramosani [TC

M3 VY Oynmp-gkoMy MICII, MArOud 2
noctyn mo iH(popmaii y
XMAapHOMY CXOBHIII
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[Tpodia mopynHUKIB BCix Kareropiit HapeAaeHo y Tabmui 2.17, y komont «Cyma
3arpo3» HaBENCHO PEUTHHTOBY OINIHKY 3arpo3 TMOPYIIHWKA 3  BIAMOBIIHAMH
XapaKTEPUCTHKAMM.

Tabmurs 2.17 [Tpodin MOKIHBOCTEHN MOPYITHUAKIB

[Tocanma Kar. Motus | Moxn | PiB.0613. | Hac | Micme | Cyma
mop. | mopymi. | WBOCTI ITC 3arpo3

Jupekrop 11B0 M1 30 K2 3 [ M1 6

0 1 0 2 1 2
byxranrtep I1B1 M1 31 K2 3 [ M1 8

1 1 1 2 1 2
Jnzaiinep, 11B2 M1 32 K2 3 | M1
biznec anamTuk 11

3 1 2 2 1 2
ApT-aupexTop I11B3 M1 32 K2 3 | M1

12

4 1 2 2 1 2

Bigsimgysaui 1130 M3 31 K1 q1 MJI2
8

2 1 1 1 1 2
KomyHnanbHi 1131 M3 31 K1 3 | M2
CITyKOH 7

1 1 1 1 1 2
PUOUPATHHUIIL, 1132 M3 31 K1 3 | M2
CaHTEXHHK, 7
CIICKTPHK, 1 1 1 1 1 2
BaxXTepH

Haiib1ap1my 3arpo3y mpencTaBiisasiOTh BHYTPINTHI pOOITHUKHA OpraHizamii, a came
ApT-mupekTop, au3aliHepu Ta O13HEC-aHANITHK, OCKIJIBKM BOHH MAlOTh Oe3MmocepeaHiit

noctyn ao cucremu [TC Ta nparroroTh 3 i KOMIOHEHTAMH.

2.9. Moaensb 3arpo3

3a pesyiapTaTaMH BIUIMBY Ha 1H(OpPMAI0 Ta cHUCTeMy ii 0OpoOKH, 3arpo3u

MOAUISIFOTHCS Ha YOTHPH KJIACH:
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1) Tlopymennss wondineHmiiHocTi 1HGopMami (K) - orpumannsa i1adopmarii
KOpUCTyBadaMu ab0 TpolecaMu BCYTeped BCTAHOBJIICHWM TPABHWJIAM PO3MEKYBAHHS
aocTyny jo iH(opmarii.
2) llopymennsa tmicaocti iHdopmamii (I[) - moBHe abo YacTkOBE 3HUIICHHS,
BUKPHBIICHH, MoAwdiKkaiis iHdopMaltli, HaB's3yBaHHSA XHOHOT 1H(OpMAaIIii TOIIIO.
3) llopymenns nmoctymaocti iHdopmamii (J[) - uwactkoBa abo moOBHaA BTpara
MPane3 aTHOCTI  CHCTeMH, OJIOKyBaHHSA JOCTymy [0 1H(opMaIii B pe3ysbTaTi
HEKOPEKTHHX I aJIMIHICTPATOPiB, TEXHIYHOTO 00CIIyTOBYIOYOTO IIEPCOHAITY.
4) Brpara cmoctepexHocTi (kepoBaHoCTi cuctemoro) (C) - mopymeHHS TpOneayp
imeHTHgIKami Ta apreHTH(IKaIIi aaMiHICTpaTOpiB ad0 NPONECiB 1 HAJaHHSI iM
ITIOBHOBA)XKCHb, BTpPAaTa KOHTPOII 3a iX [ISJIBHICTIO, MOXIIMBICTH BIJIMOBH BIJ
OTpUMaHHA a00 MEePECHIIaHHA MTOB1TOMJICHb .
[ToreHmiiiHO 3arpo3uM MOXYTh 3aBAATH IIKOAH 0OpobisemMoi iHdopmarlii, mpariBHUKaM,
KJIIEHTaM, TEXHIYHAM 3aco0aM 1 TporiecaM. 3arpo3u TaKoXK MOXKHA TTOIITUTH Ha:

- nasmucHi (H);

- Bumaakosi (B);

- mpupoaHi (I1).

[ToTpibHO 1aeHTH(IKYBATH SK BUMAAKOBI, TaK 1 HAaBMHCHI JDKEpena 3arpos.

3arpo3u MOXKyTh OyTH 1IeHTH(hIKOBAHI B 3arajJbHOMY BHUIVISA1 a00 3a THIIAMHU.

Tab6muma 2.18 Illkama omiHKH HMOBIPHOCTI peam3alii 3arpo3u

OriHKa HMOBIPHOCTI XapaKkTepucTuKa
1 BuHUKHEHHS THITUACHTY MPAKTHYHO HEMOXKITUBO
2 BunukHeHHS IHIIMACHTY MAJIOWMOBIPHE (HE YacTime Hix |

pa3 Ha | pik)

3 BunukHEHHS 1HIIUASHTY MiMOBIpHE 10 1 pasy Ha 3 micsi
4 BuHUKHEHHS IHITUACHTY HMOBIpHE 0 1 pa3y Ha THXIACHB
5 BunukHeHHS 1HIIMISHTY HiMOBIpHE 10 1 pazy Ha 100y

3po0lleHO SKICHY OINHKY MWMOBIPHOCTI peaj3alili 3arpo3d Ta BH3HAYCHO

CYKYTIHH PI1BEHb 3arpo3u. Pesynbraru anamsy BUKIaaeHI B Tabmmmi 2.19.
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Cepen HAMOUTHIIT KPUTHIHUX 3arpO3 MOKHA BHIIJTUTH HACTYIIHI:
- Hecankmonopanauii qoctym go 130/1;
- KomiroBanns 130/ 6e3 mo3Boiny;
- BiacyTHICT pe3epBHOTO KOTIIOBAHHS,
- Bukopucranns miparcekux [13;

- Bukopucranns [13, ski 3a60poHEHI MOTITHKOIO OE3MEKH,

2.10 ITpodiap 3aXHIIEHOCT1

[Ipoanam3ysasim ocHOBHI xapakrepuctuku [TC 00’ekty kBampikamiHoi
po6oTH, Ta BUMOT 10 BiacTuBocTelt 1Hdopmamii, BianosiagHo mo HJL T3I 2.5-004-99 31
3MIHAMHU 3T1THO Hakazy Anaminictparii Jlepxkcmenss’szky Bim 28.12.2012 No 806
«Knacudikamis aBTroMaru3oBaHWX CHUCTEM 1 cTaHAapTHI (QyHKIIOHATRHI TIpodim
3aXHIIEHOCTI 00poOmoBaHoi 1H(pOpMAIIi BiT HECAHKIIIOHOBAHOTO AOCTYITY).

AC manpuemctBa — AC «3» knacy. ToOto, e posnoauteHnid OararoMalmMHAAHA
0araToKOPHUCTYBAaUCBUI KOMIUICKC, sKuii 0O0poOmsie 1H(dOpMAIo PI3HUX CTYTEHIB
oomexxenns poctymy. [ms mamoi AC «3» kmacy oOpaHO HAcTymHHN TPOQLIH
3aXUIICHOCTI:

3 KI.1 = { KJI-1, KA-3, KO-1, KK-1, KB-2,

IJI-1, [JA-3, 11O-1, 11B-2,

JP-1, 1C-1, 13-1, AB-2,

HP-2, HU-2, HK-1, HO-2, HII-3, HT-2, HB-2, HA-1, HII-1 }
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Tab6mums 2.20 [Ipodiste 3axumeHocT1

Ne | IToca | Ha3Ba Onuc
yra
1 |KO-2 |basosa|lls mnocayra mA03BONisiE KOPHUCTYBauyy KepyBaTu MMOTOKaMU
JOBIpY | iHGOpMaIlli BiA 3axHIIEHUX OO0'€KTIB, IO HaJEKaThb HOT0
a JOMEHYy, J0 IHIWAX KopucTyBauiB. PiBHI maHoi mocnyru
KOH(1 | paHKUPYIOTHCS HA MIJICTaBl MOBHOTH 3aXUCTy 1 BHOIPKOBOCTI
JICHITIH | KEpyBaHHA.
Hicte | [lomiTuka moBipuoi koH(ImEHIIHHOCTI, MO peamsyeTses K33,
IMOBHHHA BH3HA4YaTH MHOXHHY o00'ektiB KC, nmo skmx BoHa
B1JTHOCUTHCH.
K33 mnosuHen 3milicHIOBaTH pPO3MEKYyBAaHHA JOCTYIy Ha
MiACTaBl  arpuOyTIB  MOCTYNYy KOPHUCTyBaua 1 3axHUIIECHOTO
o0'ekra.
3anTi HaA 3MIHY TIpaB JOCTymy J0 00'€KkTa TOBUHHI
obopobmstrcs K33 Ha mimcrasi arpulyTiB JOCTYITy KOPHUCTYBaya,
IO 1HILIIOE 3aMuT, 1 00'eKTa.
K33 moBuHEH HajaBaTH KOPUCTYBAUy MOXIIMBICTH JJII KOXKHOTO
3aXUINEHOr0 00'€KTa, 10 HAJICKUTh HOTO JAOMEHY, BUSHAUWUTH
KOHKPETHUX KOPHUCTYBauiB 1/ab0 TpymW KOPHCTYBadiB, SKI
MarlOTh MPaBO OACPKyBaTH 1H(GOpMAIIo B 00'€KTA.
2 | KA-3 |Ilopna |lls mocmyra po3Boiisie aaMiHICTparopy abo crheriajabHO
aZMIHI | aBTOPW30BAHOMY KOPHCTyBady KepyBaTH MOTOKaMHu 1Hdopmarii
CTpaTH | BiJ 3aXHIIICHUX
BHA 00'eKTIB 10 KOPUCTyBadiB. PiBHI MaHOI MOCITYyTH PAaHXUPYIOTHCA
KOH(1 | Ha MiACTaBl TOBHOTH 3aXUCTY 1 BUOIPKOBOCTI YIPABIIIHHS,
neumii | [TomTuka aaMI1HICTPATHBHOI KOH(DI1 ICHITIHHOCTI, 10
HICTh | peam3yerbes K33, moBuHHA BITHOCUTHCH 10 BCiX 00'ekTiB KC.

K33 mnosuHen 3milicHIOBaTH pPO3MEKYBaHHA JOCTYIy Ha
MiACTaBl arpuOyTIB TOCTYNYy KOPHUCTyBaua 1 3axHUIICHOTO
o0'ekTa.

K33 mnoBuHEeH HagaBaTH MOXIIHBICTH aaMiHICTpaTopy abo
KOPHCTYyBauy, IO Ma€ BIJAMOBIAHI IIOBHOBAXXCHHS, JJII KOKHOTO
3aXUIEHOTO  O00'€KTa TUIAXOM  KEPYBaHHS  HAJICKHICTIO
KOPHCTYBayiB, IPONECciB 1 00'€KTIB JO BIAMOBIIHUX JIOMCHIB
BA3HAYNTH KOHKPETHHUX KOPHUCTYBAYiB (1 TPYNMH KOPHUCTYBAYiB),
Kl MarOTh, a TAKOX THX, SKI HE MalOTh MpaBa OTPHUMYBATH
1H(popmartiro Bix 00'€kTa .
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3 | KO-1 |IloBro |Lls mociyra mo3Boiisge 3a0C3MEUHTH KOPEKTHICTH ITOBTOPHOTO
pHE BUKOPHUCTAHHS PO3IUTIOBAHUX 00'€KTIB, rapaHTYIOUH, IO B pasi,
BHUKODP | AKIIO PO3AUTIOBAHUN 00'€KT BHUIAUISETHCS HOBOMY KOPHCTYBady
uctanH | abo mporecy, TO BiH HE MICTATH 1H(OpMAaIii, Ska 3aUIHAIACH
o B1J1 ITOIIEPEIHHOIO KOPHCTYBaya ad0 MpoIiecy.
00'ekTI
B
4 | KK-1 | BusBn | AHajiiz mpuxoBaHWX KaHAJIIB BUKOHYETHCS 3 METOIO BUSBIICHHS 1
€HHS | yCyHEHHS TIOTOKIB 1H(opMmaIii, fAKki 1CHYIOTb, aJie¢ He
MPUXO | KOHTPOJTIOIOTHCSA 1HIMUMH TochyramMu. PiBHI AaHOi mocayrd
BaHWX | PaHXXKHPYIOThCS HA MIJACTaBl TOTO, YA BWUKOHYETHCS TIJIBKH
KaHaJll | BUABJICHHA, KOHTPOJIb A00 TIEPEKPHUTTS MPUXOBAHUX KaHAIB.
B Bci  mpuxoBani kaHanmwW, SKI ICHYIOTH B amapaTrHOMY 1
mporpaMHOMY 3ale3leueHHl, a Takok B mnporpamax [I3I1,
MOBUHHI OyTH JOKYMEHTOBAHI.
Mae OyTh MOKyMEHTOBaHA MaKCHMaJIbHA MPOMYCKHA 3/IaTHICTh
KOKHOTO 3HAWACHOTO TPHWXOBAHOTO KaHaly, oOjep)kaHa Ha
T1/ICTaB1 TCOPETUYHOI OTIIHKKA a00 BUMIPIB.
JIna TpuxoBaHWUX KaHANIB, SKI MOXYTh BWUKOPHUCTOBYBATHCS
CHIbHO, TIOBMHHA OyTH JOKyMEHTOBAHA CyKyIlTHA TPOIMYCKHA
3/IaTHICTb.
5 |KB-2 | bazosa |lls mocnyra mo3Bonge 3a0e3meunTH 3aXUCT OO0'€KTIB  BIJX
KOH()1JT | HECAHKIIIOHOBAHOTO O3HAWOMJIEHHS 3  1HdopMalieo, Mo
CHIIIMH | MICTHTBCA B HHX, IIIJI Yac 1IX EKCIOPTY/IMIOPTY dYepe3
1CTh HE3axHIIeHE cepeoBHIne. PIBHI JaHOI IMTOCITYTH PaHXHAPYIOTHCA
npu Ha T1ICTaB1 MOBHOTH 3aXKUCTY 1 BUOIPKOBOCTI KEPyBaHHH.
oomini | [TomiTuka kOH(MIAEHIIHHOCTI TIPH 0OMIHI, 110 peami3zyeTbes K33,

MOBMHHA BIAHOCHTHCH A0 BCIX OO0'€KTIB 1 I1CHYIOUHX
1HTep(heHCHAX TIPOTICCIB.

[TonmiTuka xkoH}1ASHIIHHOCTI TPU 0OMIHI, IO peanizyeThes K33,
MOBWHHA BU3HAYATH PIBEHB 3aXHINCHOCTI, IKAN 3a0€3MeUy€eThCA
MEXaHI3MaM#, 10 BHKOPUCTOBYIOTHCA, 1 CIIPOMOXHICTH
KOPHCTYBad1B 1/a00 TPOIECIB KEPYBATH PIBHEM 3aXHUITICHOCTI
K33 mnoBuHeH 3abe3meuyBarm 3axUCT BiA O€3MOCEPETHHOTO
O3HaMOMJICHHS 3 1H(OpPMAIIIEIO, IO MICTHTHCS B 00'€KT1, KU
nepeIaeThes.

3anuTH Ha MPU3HAYEHHS a00 3MiHY PIBHS 3aXHINCHOCTI TTOBUHHI
obpobnatucs K33 TubKM B TOMY BHWIANKy, SKIIO BOHH
HaJXOMAThH B1JI aIMIHICTPATOPIB a00 KOPUCTYBaU1B, IKUM HaAaHi
B1IITOB1IHI TIOBHOBAYKEHHS.
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3anmuTH Ha EKCTIOPT 3aXMINECHOTO 00'€KTa MOBUHHI 00pOOIATHCS
nepenaBaibiiM K33  wa  miacraBi  arpuOyTiB - AOCTYIY
1HTEPEHCHOTO POTIECY.
3anmuTH Ha IMIOPT 3aXWIMEHOTO 00'€KTa MOBUHHI 00pOOIATHCS
npuiimabarM - K33 Ha  miacraBi arpmbyTiB  AOCTYITY
1HTEPEHCHOTO POTIECY.

6 |LJ-1|Minrim |Llg mnociyra mo3BoNisS€e KOPHUCTyBady KEPyBarH IOTOKAMH
anbHa | 1HGOpMAIli BiJ THITUX KOPHUCTYBAYIB 10 3aXUINEHUX O0'€KTIB,
JOBIpY |10  HaJieXKaTh WOTO  JgoMeHy. PiBHI  maHoi  mociayru
a PAHKUPYIOThCA Ha IIJICTaBl IMOBHOTH 3aXHCTy 1 BHOIPKOBOCTI
IIJTICHI | KepyBaHHS.

CTh [Tomitrka AOBipYOi MUTICHOCTI, IO peam3yeThesa K33, mosuHHa
BH3HAYaTH MHOKHUHY 00'ekTiB KC, 10 SIKMX BOHA BITHOCHTHCS.
K33 moBuHEeH 3mificHIOBaTH PO3MEXKYBAaHHA JOCTYIy Ha
miacTaBl  aTpuOyTiB  JOCTYMy KOPHUCTYBaya 1 3aXHINEHOTO
o0'ekra.
3anmuTH HA 3MIHY TpaB JOCTymy g0 OO'€KTa TOBWHHI
obopobmsatrcs K33 na migcrasi arpulyTiB TOCTYIy KOPHACTYBaya,
IO 1HILIFOE 3aIuT, 1 00'eKTa.
K33 moBuHEeH HamaBaTy KOPUCTYyBaUy MOXKIIABICTH JISI KOXKHOTO
3aXHUINEHOr0 00'€KTa, 10 HAJICKUTh HOTO JIOMEHY, BU3HAUUTH
KOHKPETHHX KOPUCTYBadiB 1/a00 TpymW KOPUCTYBadiB, sKi
MaroTh MPaBo MOAU(DIKYBaTH 00'€KT.
IIpaBa moctymy A0 KOXKHOTO 3aXMIIEHOro 0O0'€KTa ITOBHHHI
BCTAHOBJIIOBATHCS B MOMEHT HOTO CTBOPEHHS a00 1HIITIAII3aITii.
7 |LIA- |IloBra |Lls mocayra mo3BoiIge aaMiHICTparopy abo  CIemanbHO
3 a7MiH1 | aBTOPM30BAHOMY KOPHICTYBady KepyBaTH MOTOKaMH 1Hdopmarii
CTpaTH | BiJ KOPUCTYBAYiB A0 3axXHINCHUX 00'ekTiB. P1BHI MaHOi mOCIyTH
BHa PAHKUPYIOThCA Ha IMJICTaBl IMOBHOTH 3aXHCTy 1 BHOIPKOBOCTI
IIJTICHI | KepyBaHHS.
CTh [TomiTka aaAMIHICTPATHBHOI IMUTICHOCTI, 0 peam3yerbes K33,

MOBMHHA BigHOCHTHCH 10 Beix 00'exktiB KC K33 mosmHEH
3MHACHIOBATH PO3MEXKYBaHHS JOCTYMy Ha TIJACTaBl aTpuOyTiB
JOCTYMY MPOIECY 1 3aXHINECHOT0 00'€KTA.

3anuTH Ha 3MIHY TIpaB AOCTyMy MOBHHHI oOpoOmarmcs K33
TITBKH B TOMY BHNAAKy, SKIIO BOHH HAIXOASATh BIJI
aZAMIHICTPATOPiB a00 BiJ KOPHUCTYBAUIB, IKMM HaJaH1 B1AIOBIIHI
MMOBHOBAYXCHHS.

K33 mnoBmHEH HamaBaTH MOMJIMBICTH aiMIHICTpaTopy abo
KOPUCTYBaudy, SKAW Ma€ BIAMOBIAHI TOBHOBAXKEHHS, I
KOJKHOT'O 3aXHIIIEHOT0 00'€KTa.
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IHO-1 | O6me |Ils mociyra 3abe3nedye MOXKIIMBICTh BIIMIHHTH OTEpaIiio ado
8 KCHHH | TOCTIAOBHICTh OTeEpariiii 1 MoBepHYTH (BIJAKATHTH) 3aXUIIICHHM
BiAKar |00'€KT [0 TMONepeaHbOro craHy. PiBHI JaHOi TOCIYyTrH
PAHKHAPYIOTHCS Ha IMMACTaBl MHOKWHH OICpaIii, I SKHX
320€e3Ieuy€eThCs BlAKAT.
[TonmiTuka Bigkary, mo peam3syerbcss K33, moBuHHA BH3HAYATH
MHOHHY 00'ekTiB KC, 10 IKMX BOHA BIAHOCHTHCS.
[loBuHHI iCHYBaTW aBTOMAaTH30BaHI 3aCO0M, SKI JO3BOJIAIOTH
aBTOPU30BAHOMY KOpPHCTyBauy abo0 MpoIecy BIAKAaTUTA abo
BIJIMIHUTH TIEBHAM HA0Ip (MHOXKWHY) Omepariiid, BAKOHAHWX HaJ
3aXHIIEHUM 00'€KTOM 3a TIEBHHUH ITPOMIXKOK Uacy.
9 |LIB-2 |bazoma |Lls mocmyra mo3Boise 3a0€3MMEUUTH 3aXHCT OO'€KTIB  Bif
IIJTICHI | HECaHKIOHOBaHOI Mommdikaiii 1HdopMarli, o MICTUTHCS B
CTh HHAX, M 4Yac 1iX CeKCHOPTY/IMIOPTY 4Yepe3 HE3aXHUIICHE
npu cepenosuine. PiBHI AaHOI MOCTYTH PaHXUPYIOTHCS HA IMiACTaBl
OoOMIHI | TOBHOTH 3aXHCTY 1 BUOIPKOBOCTI KEPyBaHHS.

[TomiTika mUTICHOCTI TIpH OOMIHI, MO peam3syeTbess K33,
MOBMHHA BUW3Hauatu MHOXHHY 00'€kTiB KC 1 1HTEpdeiicHnx
MIPOIICCIB, IO SIKUX BOHA BIJHOCHUTHCS, PIBEHD 3aXMIIICHOCTI, IO
3a0e3MeuyeThCsl  BUKOPUCTOBYBAaHMMH  MEXaHI3MaMu, 1
CIIPOMOJKHICTh KOPHUCTYBa4iB 1/a00 TPOTIECIB KEPyBaTH PIBHEM
3aXUIICHOCTI.

K33 noBunen 3abe3medyBaTd  MOXKJIMBICTH  BHSBJICHHS
MOPYIICHAS TUTICHOCTI 1H(opMaIi, Mo MICTUThCSA B 00'€KTi,
AKUH TIepeNacThcsi, a TakoK (akTiB #Woro BUAaNeHHS abo
Ty OIMOBAHHS.

3anmuTH HA EKCTIOPT 3aXHINEHOTO 00'€KTa MOBUHHI 00POOIATHCS
nepenaBaibhuM K33 wa  miacraBi  arpulOyTiB - HOCTYymy
1HTEep(hEHCHOTO TIPOIIECY.
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10

TIP-1

Kot

[{s mocmyTa A03BOJIsAE€ KOPUCTYBAYaM KePyBaTH BUKOPHUCTAHHAIM
MOCIyT 1 pecypciB. PiBHI maHO1 TOCIYyTH PaHKUPYIOTHCS Ha
MJACTaBl TMOBHOTH 3aXWCTy 1 BHOIPKOBOCTI KepyBaHHS
noctymHicTio mocayT KC.

[TomiTrka BWUKOPHUCTAHHS pecypciB, Mo peanizyeTbess K33,
MOBWHHA BHW3Hauatd MHOXHHY 00'ekTiB KC, 1m0 saxux BoHa
BITHOCUTHCS

[TomiTrka BWUKOPHUCTAHHS pecypciB, MO peamizyeTbess K33,
MOBWHHA BHW3Hauatd MHOXHHY 00'ekTiB KC, 1m0 saxux BoHa
BITHOCHTBCA.

[lTomiThka BWUKOPWUCTAHHA PECYpPCIB TIOBMHHA BHU3HAYaTH
OOMEIKEHHSI, SIKI MOXKHA HAKJIAJIaTH, Ha KIJIBKICTh JAHHUX 00 €KTIB
(o0csT pecypciB), MO BUAUSIFOTHCA OKPEMOMY KOPHUCTYBady.
3anmuTH  HA 3MIHY BCTAHOBIICHMX OOMEXCHb ITOBHHHI
oopobmsatrcs K33 Timbku B TOMY BHUMAAKy, SKIIO BOHH
HAJXOMATh BIJ aAMIHICTPATOPiB ab0 BiJg KOPHUCTYBadiB, SKAM
HaJ[aH1 BIMOB1THI TOBHOBAKCHHS.

11

JIC-1

Criiiki
CTb
mpu
oOMex
SHUX
B1JIMO
Bax

CrifikicTs 10 BiAMOB rapadtye moctynHicTh KC (MoxknuBiCTh
BUKOpHCTAHHS 1H(opMali, okpemmx ¢dynkmii ado KC B
IIIJIOMY) TICJIST BIAMOBH ii KoMIOHeHTa. PiBHI maHOi TOCTYyTH
PamKUPYIOThCA Ha mifcTaBl crpomoxkHocTi K33 3abesneunth
MOXKIHBICTE (pyHKIIoHYBaHHS KC B 3a€XHOCTI BIJI KUIBKOCTI
BIJIMOB 1 TIOCJIYT, TOCTYITHHX TICJIS BITIMOBH.

Po3po0OHUK OBHHEH IIPOBECTH aHAIII3 BIAMOB KOMIOHEHTIB KC
[TomiTrka CTIHKOCTI A0 BIAMOB, 0 peam3yerbes K33, mosunHa
BU3HaUaT MHOXHHY kommnoHeHTiB KC, mo skux BoHa
BIJHOCHTBCSA, 1 THUIHM iX BiAMOB, micis skux KC B 3Mmo031
MPOAOBKYBaTH (PyHKITIOHYBAHHS.

[ToBuHHI OyTH YITKO BKa3aHI PiBHI BIJIMOB, TIPH TEPEBUIICHHI
AKUX BIJMOBH TPHU3BOAATh A0 3HIKCHHS XapaKTEPHUCTHK
oOcyroByBaHHS a00 HETOCTYMMHOCTI TMOCITYTH.

BiamoBa omgHOTO 3axWIIEHOTO KOMIIOHEHTAa HE TIOBHHHA
MPHU3BOJUTH O HEIOCTYIMHOCTI BCIX IMOCIYT, 2 Ma€ B TIPIIOMY
BUTIAJIKy  TPOSBIATHCA B 3HHKCHHI  XapPaKTEPHUCTHK
00CTyTOBYBaHHS.

K33 noBunen Oyt cipOMOKHMIA TTOBIIOMHUTH aaMIHICTpaTopa
PO BIIMOBY OY/b-SIKOTO 3aXHUIIEHOTO KOMIIOHEHTA.
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12

13-1

Monep
HI3a1s

Ils mocnmyra go3Bonsie TapaHTyBarh  jgoctynHicth  KC
(MOXJTMBICTH BUKOPUCTAHHSA 1H(hOpMaIi, okpeMux (yHKITIH abo
KC B muomy) B mporieci 3aMiHHA OKPEMUX KOMITOHEHTIB. PiBHI
JAHOI TOCTYTH PaHXUPYIOTHCA Ha TICTaBl MOBHOTH peajti3arii.
[Tomituka rapsdoi 3amian, 1o peanmizyeTbess K33, moswHHA
BHU3HAUYATH MOJIITHKY TIpoBeaeHH MonepHizamii KC
AnmiHicTpatop ab0 KOPWCTyBaul, SKAM HaJaHl BIIMOBIIHI
MOBHOBA)XCHHS, TOBWHHI MarW  MOXIIHABICTh  TPOBECTH
monepHizamio (upgrade) KC. Monepnizamis KC nwe mosunHa
MIPU3BOJIUTH 0 HEOOXIAHOCTI IE pa3 MPOBOAMTH 1HCTAIAIIIO
KC ab6o no nepepusanns sukoHands K33 ¢yHkiiit 3axucTy.

13

AB-

ABTOM
aTHU30B
aHe
B1THOB
JICHHS

I{st mocimyra 3a6e3neuye nopepHeHHs KC y BimoMuil 3aXHIeHU
CTaH MIC/IA BIAMOBH a00 TepepwBaHHSA OOCITyroByBaHHA. PiBHI
JAHOI TTOCIYTH PaHXKUPYIOTHCA HA MIACTaBl MIPH aBTOMAaTH3aIli
MPOIIECY BITHOBJICHHS.

[Tomtuka BimHOBNECHHS, IO peamisyerbes K33, moBuHHA
BU3HAUaT MHOXuHY THmiB BigMoB KC 1  mepepuBanb
00CTyTrOBYBaHHS, MICIA SKAX MOXJIMBE TTOBEPHEHHS y BIJIOMUI
3aXHMINCHHI cTaH 0¢3 MOpyIIeHHS MOIITUKH Oce3neku. [loBuHHI
OyTH YITKO BKa3aHl PIBHI BIIMOB, y pa3l MEPEBUINCHHA SKHX
HeoOx1aHa mosTopHa 1HcTajsms KC.

[Ticma BiamoBu KC abo mepepuBanns obOcmyroByBanHs K33
nosuHeH nepeBectn KC nmo crany, 13 SKOro MOBEPHYTH ii 10
HOPMAJILHOTO (PYHKIIIOHYBAHHA MOXKE TIJIBKH aJMIHICTPaTOp
a00 KOpPHUCTyBaul, SKAM HaJIaHl BIIOBIIHI TOBHOBAYKCHHS.
[loBrHHI 1CHYBaTH pydYHI MPOIEAYyPH, 3a JOTIOMOTOIO SKHAX
MOXKHA Oe3neyHuM urHOM ToBepHyTH KC 10 HOpMasibHOTO
(yHKITIOHYBaHHS.
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14

HP-2

Peectparis mosponse xontpomosaru HeOesmeuni s KC mii.
PiBH1 nmaHOi MOCIYTH PaHXHUPYIOTHCS 3aJI€KHO Bl MOBHOTH 1
BHOIPKOBOCTI KOHTPOITIO, CKJIAAHOCTI 3aco0lB aHami3ly JaHHX
KYpPHAJIIB peecTparili 1 CIPOMOXHOCTI BHSBY MOTCHITIHHUX
MOPYTIICHb.

[Tomtuka peectpami, mo peam3yerbes K33, mnosuHHA
BH3HAYATH MEPEIIIK MOJIIH, IO PEECTPYIOTHCS.

K33 moBuHeH OyTH 34aTHUM 3MIHCHIOBATH PEECTPAIIO TOIIH,
mo MaroTh Oe3nmocepenHe ab0 HEMpsAME BIIHOMICHHS [0
Oe3MeKu.

XKypranm peectpariii MOBUHEH MICTHUTH 1H(OpPMAIlIO TPO Jary,
gac, MICIlE, THI 1 YCHINIHICTP YW HEYCHIIIHICTh KOXHOI
3apeectpoBadoi momii. JXKXypHan peectparii TOBHHEH MICTHUTH
iH(opMarIlro, MOCTAaTHIO Uil BCTAHOBJICHHS KOPHUCTYBada,
mporecy i/abo o0'ekra, MO MajW BIJHOIICHHS 10 KOXKHOI
3apeecTPOBAHOI MO/,

K33 moBuHeH 3a0e3nedyBaTd 3aXUCT JKypHATY peecTparii Bij
HECAHKI[IOHOBAHOTO A0CTyMy, Momudikarii abo pyWHyBaHHS.
AJIMIHICTpaTOPH 1 KOPHUCTYBadi, SKHUM HaJaHi BIINOBIIHI
MOBHOBKCHHSI, TIOBHHHI Mard B CBOEMY PO3MOPSIKESHHI
3aco0M Meperysy 1 aHaji3y KypHaIy peecTparti.

15

HU-2

OnuHOo
YHa
1IEHTHA
(ikari
i 1
aBTEHT
ndixary
1

Inentudikamis 1 apreHTHdIKAIIA 103BOJSIFOTH K33 BU3HAUNTH 1
MEPEBIPUTH  OCOOMCTICTh KOPUCTYBaya, IO HAMAaraeTbes
onepsxkaru goctyn no KC. PiBH1 maHoi mociyru paHKUPYIOTHCS
3aJIe)KHO BiJ YHCIIA 3a01THAX MEXaHI13MIB aBTCHTH(IKAITIi.
[Tomtuka ineHTH(IKAMi 1 aBTeHTHIKAII, MO peaTi3yeThCs
K33, noBuHHa BU3HAuUaTHU arpulyTH, SKUMU XapaKTepU3YEThCS
KOPHCTYBa4, 1 MOCIIYTH, IS BUKOPHCTAaHHS SKHX HEOOX1IHI 111
arpuOyt. KoxHWH  KOPUCTYyBa4 TIOBMHEH  OJHO3HAYHO
inenTudikyBarucs K33.

[Tepm HIXXK M03BOMUTH OyIb-SIKOMY KOPHUCTYBAdy BHKOHYBATH
Oynb-siki  iHmI, koHTpoiboBaHl K33 mi, K33 mnoBunen
aBTEeHTU(IKYBaTH TIHOTO KOPUCTyBaYa 3 BUKOPUCTAHHSAM
3aXHUIIEHOTO MEXaHI3MY.

K33 noBuHeH 3a0e3meduyBary 3aXMCT JaHUX aBTCHTH(]IKAIIT BT
HECAHKITIOHOBAHOTO JOCTYITY, MoAudikaiii abo pyHHyBaHHS.
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16 |HK-1 [Omno |lla mocmyra mo3BoJIsie TapaHTYBAaTH KOPHUCTYBA4y MOXKIIMBICTH
Hampa | 6e3nocepennboi  B3aemomii 3 K33, PiBaHl maHoi mocnyru
BJICHU | PAaH)KMPYIOTHCS 3aJICKHO BiJ THYUKOCTI HAJaHHS MOXIIHBOCTI
%1 K33 abo xopucTyBauy 1HIIIIOBATH 3aXHAIICHANH OOMIH.
nocto |IlomTHka [mOCTOBIpHOrO KaHaimy, Imo peam3yerbes K33,
BIpHW |TIOBMHHA BW3HAUYaTH MEXaHI3MW BCTAHOBJICHHS JOCTOBIPHOTO
%1 3B's13Ky Mk kopuctyBadem 1 K33 JlocToBipHMii KaHa MTOBHHEH
KaHaJI | BAKOPUCTOBYBATHCS ISl modyarkoBoi  imeHTh(ikami 1

aTeHTH(IKAIi. 3B'I30K 3 BUKOPUCTAHHAM JAHOTO KaHATY
ITOBHHECH 1HIMIIOBATHCS BUKITFOUHO KOPHCTYBAUYEM.

17 |HO-2 |Posmo |lla mocmyra mo3Bonse 3MEHIIMTH TOTCHINNHI 30MTKHA Bl
bivhy | HAaBMHCHHUX a00 IOMHJIKOBHX Ml KOPHUCTyBaua 1 OOMEKHTH
000B's | aBTOPUTAPHICTH KEepYyBaHHS. Piga1  ganoi  mocayrum
3KIB | paHXXHMPYIOTBCSA  HA  MiACTaBl  BUOIPKOBOCTI  KepyBaHHA
aJMiH | MOKJITMBOCTSIMU KOPHUCTYBAY1B 1 aIMIHICTPATOPIB.
ictpar |[lomtuka po3noauty o00B's3kiB, 10 peamsyerbess K33,
OpiB | MOBMHHA BUW3HAYaTH POJIl AAMIHICTpPAropa 1 3BAYAHHOTO

KOPUCTyBaua 1 mpuTamManHi iM QyHKIii.
[ToniTrka po3moalty 0OOB'S3KIB IMOBHHHA BH3HAYATH MIHIMYM
JIBI aMIHICTPATHBHI POJIi: aaMIHICTpaTopa OE3MeKH Ta THIIOTO
aamiHicTparopa. ®OyHkmii, npuTaMaHHI KOXHIA 13 POJIEH,
MMOBHHHI OyTH MIHIMI30BaHI TakK, 100 BKIIIOYATH TIUIBKH TI
dbyHKI1i, IKI HEOOX1TH1 /TSI BAKOHAHHS TaHO1 PO,
KopucTtyBau mMOBHHEH MaTH MOXJIMBICTH BUCTYIATH B TICBHIM
poONIl TUIBKH TMICJIS TOTO, SK BIH BHKOHYE€ TI€BHI Jii, IO
1 ITBEP/KYIOTh IPUAHATTS 1M TTI€T PO,

18 |HII-3 I{s mocnyra Bu3Hadae wmipy 3aarHocti K33 3axumarm cebe 1

rapaHTyBaTH CBOIO CIIPOMOXHICTh KEPYBAaTH 3aXHIICHUMH
00'eKTamMH.

[Tomituka mmcaocti K33 moBuana Bu3Hauarm aomeH K33 Ta
1HII  JIOMEHH, a TaKoX MEXaHI3MH  3axHCTy, IO
BUKOPHUCTOBYIOTHCS TS peajizamii pO3MOAUICHHS TOMEHIB.

K33 mnoBuHeH miaTpuMyBaTH AOMEH JUIS CBOTO BJIACHOTO
BUKOHAHHA 3 METOI 3aXWUCTy BIA 30BHINIHIX BIUIMBIB 1
HeCaHKITIOHOBaHO1 MoaudiKarlii 1/a60 BTpaTH KepyBaHHS.

K33 moBuHeH rapaHTyBaTH, MO TOCITYTH OE3MEKH MOCTYTMHI
Timpku 4epe3 1HTepderic K33 1 Bci 3amuTé HA JOCTYN [0
3aXUIMEHUX 00'€KTIB KOHTPOIIOIOTHCs K33
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19 |HT- CamorectyBanusa go3Boisie K33 nepeBipaTH 1 Ha I1CTaB1 I[HOTO
2 CaMmoT | rapanTyBaTu MPaBWIbHICTH (DYHKITIOHYBAHHS 1 IUTICHICTD TMTEBHOT
ectyBa | MEHOXWHM (PpyHKii KC. PiBH1 maHoi mocayru paHKAPYIOTHCS Ha
HHS IT1JICTaBl MOMITMBOCTI BUKOHAHHS TECTIB Y IPOIIEC] 3amycKy ado
pH IITAaTHOI pOoOOTH.
crapti |[lomituka camorectyBaHHs, mo peam3yeTbes K33, moBuHHA
ormmcyBatu BiaactuBocTi KC 1 peamzoBadl mnpomemypu, ki
MOXKYyTh OyTH BHKOPUCTaHI JUIsl OINIHKKA  TPaBHIBLHOCTI
dynkmonysanas K33 K33 mae 6yt 3qaTHIM BUKOHYBATH HA0Ip
TECTIB 3 METOI0 OIIHKHA TPAaBWJIBHOCTI (DYHKITIOHYBAHHS CBOiX
KpUTHIHUX (QyHKIH. TecTrn MOBUHHI BUKOHYBATHCA 32 3aITUTOM
KOPHCTyBaya, IO Ma€ BUIMOBIAHI TOBHOBAXKEHHS, IPH
iHimamizari K33 1 B mporeci mrarHoro ¢pyHKINIOHYBaHHS.
20 |HB- | Ayren |Lla mocmyra go3somse ogaomy K33 imentudikysatu iamuii K33
2 Th(ika | (BCTAHOBUTH 1 TEPEBIPUTH HOTO 1JICHTHUYHICTH) 1 3a0€3MEUNTH
st tamoMy K33 MOXuBICTH 11eHTH(]IKYBATH TIEPIIHMA, TIEPIT HIXK
JoKepe | mouatd B3aemomiro. PiBHI JaHOi TOCHYTH PaHXHUPYIOTHCS Ha
na IT1JICTaB1 TOBHOTH peaji3arii.
nmaaux | [lomiTuka iaeHTudikami 1 aBTeHTH(IKAIA TP OOMIHI, IO

peamisyerbess K33, moBuWHHA BU3HAYaTH MHOXKHHY arpuOyTIB
K33 i mponeaypu, siki HEOOX1HI IS B3aEMHOI 1A¢HTH(IKAIT]
npu 1HImam3ami oomiay maaumu 3 1HIMM K33 K33, nepm ik
noyaTu 0OMiH qaHuMu 3 1HIMM K33, moBrHEH 11eHTH(DIKYBaTH 1
apreHTu(ikyBatn Tied K33 ¢ BUKOpHUCTAHHAM 3aXWINCHOTO
Mexani3my [liaTBepKeH s 1ICHTHYHOCTI Ma€ BUKOHYBATHCS Ha
T1JICTaB1 3aTBEPHKEHOTO TTPOTOKOY aBTEHTH(IKAITIi.

K33 mnoBuHEH BHUKOPHCTOBYBAaTH 3aXWCHI MEXaHI3MH IS
BCTAHOBJICHHS JKepeila KOKHOTO 00'€KTa, MO eKCIIOPTYETHCS Ta
IMITIOPTYETHCA.
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21 | HA-1 |basoB |lla mocnyra mno3Bonsie 3a0e3lMEUWTH 3aXHCT BIJ BIAMOBH BIJ
a aBTOPCTBA 1 OJHO3HAYHO BCTAHOBHUTH HAJICKHICTH TIEBHOTO
aBTeH |o00'€kTa MEeBHOMY KOPHUCTyBady, TOOTO TOM (hakT, 1o 06'ekT OyB
TA(diK |cTBOpeHMIA ab0 BIAMPABICHWH MdaHUM KOpHUCTyBadeMm. PiBHI
amis | JaHOi TIOCIIYTH PaHXHUPYIOThCS HA TMMJACTaBl  MOMKJIHBOCTI
BIATIP | MIATBEP/DKEHHS PE3YJIbTATIB MEPEBIPKA HE3AJIEKHOIO TPETHOIO
aBHUK | CTOPOHOIO.

a [Tomituka asrenTHdikami BiAMpaBHAUKA, 1O peam3yerbes K33,
MOBMHHA BW3HAYaTH MHOXXHHY BIJIACTHBOCTEH 1 arpuOyTiB
o0'ekTa, 1O TEPENAETHCA, KOPUCTYBa4a-BiAMPABHUKA 1
1HTephEeHCHOTO TIPOIIECY, a TAKOX MPOTICAYPH, SKI JO3BOJILIIN O
OJTHO3HAYHO BCTAHOBUTH, IO JaHWH 00'eKT OyB BIAMPAaBICHUN
(CTBOpEHMIA) IEBHUM KOPUCTYBAYEM.

BcraHOBIIGHHS HAJIGKHOCTI Mae€ BHKOHYBATHCS Ha MIJACTaBi
3aTBEP/HKEHOTO TTPOTOKOTY aBTEHTH(DIKAITII.

22 | HII-1 |basoB |lla mocnyra mo3Boisie 3a0e3MMEUWTH 3aXHCT BIJ BIAMOBH BIiJ
a Oflep>)KaHHS 1 JIO3BOJISIE  OMHO3HAYHO BCTAHOBUTH  (hakT
ayTeH |OJep>KaHHA TIEBHOTO 00'€KTa TIEBHUM KOpUCTyBadeM. PiBHI
TADIK |JaHOI TOCAYTH PAHXKHAPYIOTHCA HaA TIACTaBl  MOXJIMBOCTI
amig | MATBEPKCHHS PE3YJIbTATIB MEPEBIPKA HE3AJIEKHOIO TPETHOIO
OTPUM | CTOPOHOIO.
yBada |Ilomitmka aprenTHdIKaIi oxepiKyBada, IO peamsyerbes K33,

MOBMHHA BU3HAYaTH MHOXHHY BIJIACTHBOCTEH 1 arpuOyTiB
ob'ekTa, TIO TIEPENAETHCA, KOPUCTyBada-oJiepKyBada 1
1HTEephEHCHOTO TIPOIIECY, a TAKOX MPOTICAYPH, AKI JO3BOJILIN O
OJIHO3HAYHO BCTAHOBUTH, IO JaHUW 00'ekT OyB OAep:KaHUI
MIEBHUM KOPUCTYBAYEM.

Bcranosnenns oaepkyBaua Mae€ BHKOHYBAaTWCS Ha II1JICTaBi
3aTBEP/HKEHOTO TTPOTOKOTY aBTEHTH(DIKAITII.

2.11 Po3pobka monmiTukm 6e3mexu iHhopmMartii

Crmparounch Ha OTpPWIMaHI Pe3yJIbTaTH aHaJI3y MO 3arpo3 Ta MOPYITHHUKIB 1

JTUBJITYACh Ha HA TIOKA3HHUKH HPOGUIFD 3aXHUIIEHOCTI, PO3pOoOIICHO 0a30Bl €IEMEHTH

MOJIITHKHN Oe3nekn 1H(pOopMaItli Ui THTIOBOTO TAMTPHEMCTBA.

VY Tabmumi 2.21 mpeacTaBieHo mepeik OCHOBHUX 3arpo3, Ta BIAMOBIAHUX TOJITHK, 1110

CIpsAMOBaH1 Ha 3a0€3MEUSHHS 3aXUCTY BiJl HUX.



55

Tabmums 2.21 [epenik 0CHOBHUX 3arpo3, BIAMOBITHAX MOJITHK 1H(pOpMaITi

Ne 3arpo3sa Ha3zBa nosiTuku Onuc
1 | Hecankmionos |5 IomTrka 5.3.1 CriBpoOITHAKY TOBHHHI
aHUW  JOCTYN | YMCTOrO poOOYOro . .
3abe3neunTy, o0 ycst KoHiaeHiHa
1o 130/ CTOJTY
1H(opMaIis Oyia 3axuineHa B pododiit
30H1 HATPUKIHII JTHA Ta KOJIH, 5K
OYIKYETBCS, IX HEMA€ Ha TPUBAIHI
TIEP1O/I.
5.3.2 Komm totepHi poboui craHiii
MOBUHHI OyTH 3a0JIOKOBaHI1, KOJIM poboda
00J1aCTh HE 3alHATA.
3 | KomiroBanus 7 lMomitrka Bukopucranns, nepenada, THpa<y BAHHS
I30/]1 6e3 KOPHUCTYBaHHS : .
: a00 10OPOBUIbHE OTPUMAHHS MaTEPIAJIIB,
JIO3BOITY THTEPHETOM
10 TTOPYIITYIOTh aBTOPCHKI MPaBa, TOPTroBi
MapKd, KOMEPIIHHY TaEMHUITIO 200
MaTeHTH1 TipaBa Oyab-sikoi ocobu abo
opranizarmii. [IpumycTumo, mo Bci
Marepiaiad B [HTepHeTI 3axXuIeH]
aBTOPCHKUM TIpaBoM Ta / abo
3aMmaTreHTOBaHI, KO B KOHKPETHAX
MOBITOMJICHHAX HE 3a3HAYEHO 1HIIIE,
4 | BiaCcyTHICTh 3 AHTHBIpyCHa 3.1.7 PerynsipHo CTBOPIOBATH pe3€PBHI
PE3EPBHOTO MOJTITHKA : .,
: KOTI1 KPpUTHYHUX JAHUX Ta KOHDIrypai
KOTTFOBAHHS,

CUCTEMH Ta 30€PErTH ix y 6e3MeyHOMY

MICIIL.




[Tponopxxennst Tabmum 2.21
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5 | Bukopucranus
niparcekux [13

6 | Buxkopucranss
I13, SIK1
3a00pOHEHI1
ITOJTITHKOO
Oe3neKu

2 IMomituka
BCTAHOBJIEHHS
IIPOrPaMHOIO
3abe3neueHHs

23.1 CmoiBpoOITHHKH HE  MOXYTh
BCTAHOBJTIOBATH porpamMHe
3a0€e3neueHHA Ha 00UMCITIOBAIbHI
npuctpoi Kommanii, mo mnpamoTs Yy
mepexi Kommanii.

232 3anutu Ha MpOrpaMHe
3a0€3MeYEHHA MTOBUHHI CIIOYATKY
CXBAJINTH MEHEKEP 3aMMUTyBaya, a MOTIM
HaJICIaTh iX 0 BIAAUTY 1H(pOPMAIHHAX
TEXHOJIOTIH a00 MOBIAKOBOI CITy>KOW B
nACbMOBIH  (opmi  ab0  €NEKTPOHHOIO

IMIOIITOXO.

Hapeneni nyHKTH MOTITHKH O€3MEKH

3axucty iHpopmarii B [TC.

BucHOBKH 10 ApyTOTO PO3ALTY

I IBUIYIOTh ¢(DEKTUBHICTH 3a0e3IeUeHHS

VY npyriit wactuHl kBamdikamiaoi poOOTH HaABEAEHI 3arajibHi BIIOMOCTI TIPO

mianpuemcteo TOB “Fox Design Studio”. Crmparounch Ha TpOBEACHWI aHaI3

obpobmgemoi 1H(popmalni, OyB CTBOpeHHME akT oOcTexeHHs o0'ekra. Pesyasrarom

obcrexenns OlJ] craB aHaji3 3arpo3 Ta BPa3IMBOCTEH MIANPHEMCTBA. TakuM YHUHOM,

nmokazaHa HEOOXITHICTh po3poOku momTuku Oe3neku iHdopmamii. Ha aktyamsHmx

3arpo3 OIJI Oynu po3pobieH1 eTeMEHTH MOMTHKH Oe3MeKu 1H(OpMaIlli, 10 IHPKYITIOE

Ha OI/].
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3 EKOHOMIYHUM PO31T

3.1 ExoHOMIUYHE OOTpYHTYBaHHS JOIIIFHOCT! BIIPOBAIKEHHS MO THKH OC3MEKH

1Hpopmari

JIis €KOHOMIYHOTO OOTPYHTYBAHHS JMOIIJIBHOCTI PO3POOKH TOMITHKH OE3MEKH

iHpopmamii TOB “Fox Design Studio” norpiOHO mIpoBECTH pPO3PaxXyHKH, OO

BU3HAUNTH EKOHOMIUHY €()EKTUBHICTh BUKOPHUCTAHHA OCHOBHHMX pE3YJbTaTIB, SKI

OyIayTh OTPUMAaHI MICIIA PO3PAXYHKIB.

ExoHoMiuHa JOMUTEHICTh BU3HAYAETHCS

pO3paxyHKaMH KamiTaIbHUX BUTPAT, IO moTpedye po3poliieHa TOIITHKA
Oe3meKu;

pO3paxyHKaMH €KCILTyaTallliHAX BUTPAT;,

pPO3paxyHKaMH PIYHOTO EKOHOMIYHOTO e(ekTy Bia po3podku 1H(pOpMAIiHOT

MOJIITUKH

O€e3IIEKH.

3.1.1 Po3paxyHok cymu BUTPAT Ha pO3POOKY MOMITHKH Oe3nekn 1HhOopMaIli.

Cnoyatky pO3paxOBYETHhCS TPYAOMICTKICTh PO3POOKH TONMITHKH  OC3TICKH

1H(opMaIi, I IHOTO MOTPIOHO CKJIACTH Yac, KUK 3HAT0OMTHCS IS KOKHOI poOodoi

ormepartii:

[ =1Im3+ [ + la + l83 + 1030 + logp + 10, TOOVH, 1€
tms - TpuBaNicTh ckianannas T3 Ha po3podky [1bl = 72 romunu;
f¢ - TPUBANICTh PO3POOKW KOHIEMIi Oe3mexn iHdopmalli y oprasizami = 36
TO/IVH,
fa - TPUBAJIICTH TIPOIIECY aHAI3y PU3HKIB = 48 TOMWH;
tez - TPUBAJICTh BU3HAUEHHS BHMOT 3aXOJIB, METOJIB Ta 3ac0o0iB 3axucty = 24
TO/IVHH,
to36 - TpUBAJIICTh BUPOOY OCHOBHUX pilieHb 3 3a0e3neucHds bl = 96 roaun;
tosp - TpUBANICTh OpTraHi3allli BWKOHAHHA BIAHOBIIOBAIBHUX POOIT 1
3a0e3MneueHH HeTIepepBHOTO (DYHKITIOHYBaHHS opranizaiiii = 164 rogunm;

f0 - TPUBAJIICTH JOKYMEHTAJILHOTO O(POPMIICHHS MOJITHKH Oe31mekn = 38 roauH.
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t=72+36+48+24+96 + 164 + 38 =478 ronun.

3.1.2 Po3paxyHOK CyMH BUTPAT Ha peajii3aliiio MOMITHKH Oe3neku 1HhopMaIii.

Cyma BuTpar Ha po3poOky nomituku 6e3nexu (Kpn) ckiagaeTbes 3 BUTPAT Ha:
- 3apoliTHy 1uIary cremiamcTa 3 Kibepoe3neku — 33n, TPH;
- BaprocTi BUTpar MamIMHHOIO Yacy, IO HEOOXITHWUM I PO3POOKH ITONITHKH
6e3nekn 1Hpopmari — 3mu.
Kpn = 3sn + 3uu =26423,5 rpu
3apo6iTHa TIaTa CHermajTicTa CKIaAaeThes 3 OCHOBHOI Ta JIOJIATKOBOI 3apOOITHOI TJ1aTH,
COIMAIbHUX BHUILIAT Ta BUSHAYAETHCS 3a (POPMYIIOLO:
3 =t - 3i6=23762,575 rpH

Jie t —3arajbHa TPUBAJIICTh PO3POOKH MOMITUKH Oe3reku 1HpopMmaii = 478 roauH;
3i6 — cepemHBOTOAWHHA 3apo0iTHA IJiara cremiajicta 3 1HdopMamiiiHoi Oe3mekn 3
HapaxyBaHHsMu = 7954 / 160 = 49,7125 rpu/roguny [25].

Bapricte MammHHOTO "acy i po3poOku momtuky Oe3nexu iHdopmarii Ha [TK
BH3HAYAETHCA 32 (DOPMYIIOIO:

3wy =t - Cuu=2661 rpH

Je t — TPYAOMICTKICTh TIArOTOBKH JokyMeHTali Ha [1K =4 romunu;
Cwmy — Baprticth 1 roguan MamuaHOTO Yacy [1K, rpa./ronuna.

Bapricts 1 romuan mammaHOT0 yacy 11K BH3HaUaeThes 3a hopMyInoro:
Cuu=P - tnan - Ce + ©zan - Ha/ Fp + Kanz - Hanz / I'p = 5,6 TpH.
ne P - Bcranosiena nmotysxHicth 1K = 0,058 xBT;

Ce — Tapud Ha enekrpudny eHeprito = 1,68 rpa/kBT1-roguaa  [24];

@san — 3ayumikoBa BapTicTh [1K Ha moTounwmii pik = 14200 rpH;

Ha — pruna nopma amopru3zariii Ha [1IK = 50% vacTku onuHMII;

Hanz — piuna HOpMa aMopTH3aIii Ha JIIeH31HHe mporpaMmue 3abe3neueHus = 0,1
YACTKH OJUHHIIL,

Kanz — BapTICTh MIEH31HHOTO TTporpamMHoro 3ade3neuenns = 28400 rpH;

Fp — prunnii ona pobodoro uacy (3a 40-romuaHOT0 podoyoro TwxkHa Fp = 1920)

Cyma amoprH3aii:
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Kpn — BapTicTh pO3p0oOKH NOTITUKH Oe3meKkH 1H(OopMarii, THC. TPH;

Kaz — BapTICTh 3aKyMIBIIA allapaTHOTO 3a0€3MEUEHHS Ta JOTIOMIKHUX MaTEPiaiB,
THC. TPH;

Knasu — BapTICTh BUTPATH HA HABYAHHS TEXHIYHUX (aXiBIB 1 0OCITyTOBYIOUOTO
nepcoHany = 5600 rpH;

Kn — BUTpaTH HA BCTAHOBJICHHS 00JIaIHAHHS Ta HAJIArOKEHHSA CHCTEMHA
1Hpopmartiiinoi 6e3mekn, THC. TPH.

3.2.2 Po3paxyHOK MOTOYHUX BUTPAT

Piuni moTouH1 BUTpaTn Ha PyHKIIOHYBAHHA CHCTeMH 1H(POpMAITHHOT Oe3NneKn

CKJIa1at0Th:

C =Cs+ Cr+ Cac= 52614 rpn.
ne Cs - BapTICTh BIHOBIICHHA W MojaepHizallii cuctemu Cs = 0;
Ck - BUTpaTH HA KEPYBAHHS CHCTEMOIO B IIIIOMY;

Cax - BUTpATH, BUKJIMKAH1 aKTUBHICTIO KOPUCTYBAU1B CHUCTeMH 1H(POPMAIIIHHOT O3MEeKH =

Cax=0 I'PH.
Butparu Ha kepyBanHs cuctemoro iHdopMariiaoi 6e3meku (Cx) CKIIaaatoTh:

Cx=Cut+ Ca+ Cs+ Cent+ Co+ Croc = 52614 rpH
Butparn Ha HaB4aHHS aAMIHICTPATHBHOTO TIEPCOHATY W KIHIICBUX KOPHCTYBadiB
Bu3HauaoThCs = CH = 5600 rpH.
Piuauii dona 3apoOiTHOI IIaTH 1HXKEHEPHO-TEXHIYHOTO IEPCOHAITY, IO OOCIyroBY€
cuctemy iHpopmaltitaoi 6esmeku (C3), CKIaaae:

Cs=3ocu+ 3non , TPH.

OcHoBHa 3ap00iTHA MJ1aTa BUSHAYAETHCS, BUXOIAYHN 3 MICIUHOTO TIOCA0BOTO OKJIAdY, a
J0/IaTKOBa 3apo0iTHA 11ata — B po3mipl 8-10% Big ocHOBHOT 3ap0o0ITHOT TIJIaTH.
OcHoBHa 3apo06iTHA J1aTa OJHOTO CrieiaicTa 3 iH(opMaIiHOI Oe3MeKH Ha MiCSITh

ckimanae 7 954 rpu. Jlomarkosa 3apo6iTHa miara — 10% Bijg ocHOBHOI 3ap00ITHOI TIJIaTH.
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301.01.2019 p. Craska €CB mis BCix KaTeropii miiaTHUKIB ckiagace 22%. Bukonanas
pobotu noTpeldye 3aimydeHHs cremianicra Ha 0,25 craBku
Orxe,
Cs=(7954*12+7954%12*0,1)*0,25%1,22=32022,8 TpH.
Bapricth enexkTpoeHeprii, 1o CIOKABAETHCS amaparyporo CUCTEMOIO
1Hpopmartiiinoi 6e3nexkn mpotaroM poky (Cer), BU3HAUAETHCA 32 (POPMYIIOIO:
Cen=P - Fp- lIe=0,058 - 1920 - 1,68 =90 rpH.,

ne P — BcranoBneHa moTyXHICTH amaparypu 1HdopmariitHoi 6e3nexu, (P=0,058 kBT);

Fp — piuamii ¢pora pobouoro yacy cucremu iHpopmaiiiaoi oesmexu (Fp = 1920

rom.);
e — Tapud Ha enexrpoenepriio, (Lle= 1,68 rpu./kBT 3a ronuny).

Butparn Ha TexHiuHe W oprasizaiiiiiHe aaMIHICTPYBaHHS Ta CEPBIC CHCTEMU
1H(popMariiiHoi 0e3MeKHn BU3HAYAIOTHCS Y BIJCOTKAX B1J BAPTOCTI KA TATLHAX BUTPAT -

1%
Croc =K 1% = 604,2 I'PH
Piunwmii ponnx amopruzamiitnux Biapaxysanb: Ca= A = 14200 rpu

TakuM 4YwHOM, PpIYHI TMOTOYHI BUTPATH HA (YHKIIOHYBAHHS CHCTEMH

1Hpopmartiiinoi 6e3nekn ckianaroTh 52614 rpH.

3.2 Ominka MOXIIMBOTO 30MTKY BIJT aTakKW HA BY30J1 a00 CETMEHT MEPEKI

3.2.1 Omiaka BeTMUHHA 30UTKY

Jltst po3paxyHKy BapTOCTI TakKoro 30MTKy MOJKHA 3aCTOCYBaTH HACTYITHY CIPOIICHY
MOZIEITh OIIHKH JIJII YMOBHOTO II1IITPHEMCTBA.

HeoOxiaH1 BUX1IHI aH1 I PO3paxyHKY:

tm — 4Yac mpocToro By3ja ab0 cerMeHTa KOPHOPAaTHMBHOI MepPekl BHACIIIOK aTakH, 3

TOAWHHU,
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ts — yac BITHOBJICHHS TICJISA aTaKu TIEPCOHAJIOM, IO 00CITyTOBY€E KOPIIOPAaTHBHY MEPEXKY,
4 ronuHY,

teu — Yac TTOBTOPHOTO BBEJACHHS 3ary0OneHoi iH(opMariii CriiBpoOITHUKAMHA aTaKOBAaHOTO
By371a 200 CErMEHTa KOPIOPaTHUBHOI Mepexkl 4 TOTUHY,

30 — 3apobiTHa maaTa OOCIYTOBYIOUOTO TEPCOHANy (amMmiHicTparopiB Ta 1H.), 5500
TPH./MIC.;

3¢ — 3apobiTHa myiata CiBpOOITHUKIB aTaKOBAHOTO By3j1a a00 CErMEHTa KOPIOPATUBHOT
mepexi, 11000 rpa./mic.;

Yo — unCenbHICTh 00CITYTOBYIOUOTO TIEPCOHATY (aaMiHICTpaTopiB Ta 1H.), 1 ocoba;

Uc — ymcenpHICTh CMIBPOOITHUKIB aTaKOBAHOTO By3yia 200 CETMEHTa KOPMOPaTHBHOI
Mepexi, 7 0cib.;

O — o6csar mpubyTKy aTakOBAHOIO By3sa a00 CerMeHTa KOPHOPATHBHOI MepexkKl, 2 MITH
TPH. y PIK;

134 — BapTICTh 3aMiHM yCTaTKyBaHHA a00 3almaCHUX YacCTHH, TPH;

I — gmncno atakoBaHWX CErMEHTIB KOPITOPATUBHOI MEpexi, 1;

N — cepenne umncio arak Ha pik, 14.

VYoymiera BWTOJA B TPOCTOI0 aTAaKOBAHOTO CETMEHTA KOPIIOPATHBHOI MEPExK1

CTAHOBUTD.

U=IIa+I1: +V=13764 4,

ne Iln — ommauyBani BTpaTtd poOOYOro Yacy Ta MPOCTOi CIIBPOOITHUKIB aTaKOBAHOTO
By3j1a 200 CErMEHTa KOPIOPATUBHOT MEPEXKI, TPH;
[Is — BapTiCTh BITHOBJIICHHS TPANE3AATHOCTI By3jJa ab0 CETMEHTA KOPHOPATHUBHOI
Mepexi (TepeyCTaHOBICHHA CHCTEMH, 3MiHA KOH(Iryparii Ta 1H.), TPH;
V — BTparu BiJa 3HMKEHHS 00CATY MPOAAXIB 3a Yac MPOCTOI0 aTaKOBAHOTO By3Jia abo
CErMeHTa KOPIIOPATHBHOT MEPEXKI, TPH.

Brparu Big 3HWKEHHS TPOAYKTHBHOCTI CIMIBPOOITHUKIB aTakOBAaHOTO By3ia abo
CEerMEHTa KOPIOPATHBHOI MEPEX1 SBILIFOTH COOOK BTPATH iXHBOI 3apoOITHOI ILIaTH

(omyaTa HEMPOMAYKTUBHOI Mpartl) 3a 9ac MPOCTOI0 BHACIOK aTaKu:
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0,95, mo o3nagae orpumanHs 0,95 rpH. eKOHOMIYHOTO €(DEKTy Ha KOXKHY TPUBHIO
KamiTaJIbHAX BKJIAJICHb HA PO3POOKY MOMTHKA 1H(GOPMAIIHHOT Oe3MEKH Ml AMPUEMCTBRA.
OtpuMaHe 3HaYeHHS KOe}iIl€HTy TOBEPHEHHSI IHBECTHIINA 3HAYHO BHIIE JTOX1THOCTI
aJFTEPHATUBHOTO BKJIAJCHHS KOMITIB. TepMiH OKyITHOCTI TipH 1boMy cknamarume 1,05

pokiB (Outs 12 micsamiB). Kamitameai BuTpaty ckiagarots 604235 rpH.
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BUCHOBKHA

VY meprmomy po3aim kBamdikamiiaoi po6oTr Oysio onrcano cTaH iH(opmariitHoi
3aXMINCHOCTI B Taiy3l 1H(GOpMAMIMHUX TEXHOJIOTIH, OyB IpPOaHANI30BAaHHMM CIIMCOK
HOPMaTHBHO-TIPABOBHX JOKYMEHTIB B cdepl 3axucty iHdopmarii. Poskpuro mpobmemy
Ta noTpedy y CTBOPCHHI NMOMITHKKA O€3MeKH Ha MauxX manpueMcTBax. Cepen eTars,
Kl BUKOPHCTaHI Yy KBamidikamiiiHiii poOOTI CTBOPEHHS TOMITHKH OE3MEKH, BUILICHI
HACTYTIHI 3T1IHO 3 HOPMATUBHOI JOKYMEHTAITI1:

- oOrpyHTYBaHHS HEOOX1THOCTI CTBOPCHHS,

- oOcrexenns Ha Ol

- aHaji3 Ta OIiHKa 1H(OpPMAaIIMHNX 3arpo3 Ta PO3pOOKa MONITHKH OC3IEKH,
ITI0 BPAaXOBY€ 3arpO3W HAWBHINOTO PIBHS.

VY npyriii wactuHi KBamidikariiiHoi poOOTH HaBEACH1 3arajbHI BIJIOMOCTI MPO
mianpuemctBo TOB “Fox Design Studio”. Crnmparounch Ha TpOBEACHWI aHaI3
obpobmgemoi 1H(popmalni, OyB CTBOpeHHME akT oOcCTexeHHs o00'ekta. Pesyasrarom
obcrexenns OlJ] craB aHaji3 3arpo3 Ta BPa3IMBOCTEH MIANPHEMCTBA. TakuM YHUHOM,
nmokazaHa HEOoOXITHICTh po3poOku momTuku Oe3nekw iHdopmamii. Ha aktyampHmx
3arpo3 OIJl Oynu po3pobseHi eneMeHTH TOMITHKN Oe3nekn 1H(opMarii, 1o ITUPKYITI0E
Ha OI/].

Y TperboMy po3aui kBamidikariitnoi poboTu OyB TPOBENECHWUN PO3PAXyHOK
€KOHOMIYHOI TOTIIJTFHOCTI pO3pOoOKH ToiTHKH Oe3nekun 1H(popmartii. Po3poOka mom thnku
iHdopmariiinoi 6e3nexkn s TOB «Fox Design Studio» € eKOHOMIUHO JOTUTBHOIO,
ockiibku  KoedimieHT moBepHeHHs 1HBecTHmii ROSI ckmamae 0,95, mo o3Hauae
orpumanHa 0,95 rpH. eKOHOMIYHOTO €(PEeKTy Ha KOKHY TPUBHIO KalliTAJIbHAX BKJIAJACHb
Ha pO3poOKy MOMITHUKH 1H(pOpMariiinoi 6e3neku manpueMcrBa. OTpuMaHe 3HAYCHHS
koe(iIieHTy ITOBEpHECHHS I1HBECTHINNA 3HAYHO BHINE JOXIJHOCTI aJIBTEPHATHBHOTO
BKJIQJICHHS KOMTIB. TepMiH OKymHOCTI TIpW IboMy ckmamarume 1,05 poxi (6uta 12

micamiB). KamitansHai BuTparu ckiianaiots 60423, 5rpH.
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JIOJJIATOK A. AKT KaTeropiroBaHHS

['pud oOmexeHHs qOCTYITY

[Ipum. No
3ATBEP/IXXVYIO
Kepisank yCTaHOBU-BJIACHUKA
(po3mopsAAHUKA, KOPUCTYBa4a) 00 €KTa
oupekmop Cnobdooa M. O.

(mocana, manuc, iHiiamm, MPi3BHINC)

AKT

kareropitoBannas TOB “Fox Design Studio”
(HaliMeHyBaHHs 00’ €KTa KaTerOPIFOBaHHS)

1. [TixcraBa mis KaTeTOpIFOBAaHHS

(pimmenHs mpo cTBOpeHHA KC3I, 3akiHIeHHS TEPMIHY Oil aKTa KATCTOPIFOBAHHS,

3MiHA O3HAKH, 32 AKOK0 OyJIa BCTAHOBJICHA KATCTOPisA 00 €KTa, TOIIO;

TIOCHJIAHHS/PEKBI3UTH HA PO3NOPS TN JOKYMEHT ITPO IMPH3HAYCHHS KOMICIi 3 KATETOPIFOBAHHS)

2. Bun xareropitoBaHHS nepeuHHE
(IepBUHHE, YEProBe, MO3AYECProBe)

(v pasi 4eproBoro abo Mo3a4eproBOTO KAaTCTOPIFOBAHHS BKA3Y ETHCA KATCTOPis, mo Oyaa BCTAHOBJICHA J0 MBOTO
KATCTOPIFOBAHHS, TIOCHJIAHHS/PEKBI3UTH HA JOKYMCHT, KM OyJI0 BCTAHOBJICHO ITFO KATCTOPIIO)

3. Ha OIJI 3nificHIOEThCS 00pOOKa iH(hopmauii mexHiuHuMU 3acodamu

4. Crymiub OOMEXEHHA IOCTyIMy M0 iHdopMalli, 1Mo oOpoONIEThCS TEXHIYHUMH

3aco0amu Ta/abo 03ByUy€eThCS HA 00’ €KTi KoH(1ACHIIHHA_IHopmanin
(mepexdaUcHA 3aKOHOM TAEMHHI (KPiM ICPKABHOI); Cy>k00Ba iH(opMartiss, kou}iacHuiiHA iHpopMalis, ska mepeOyBae y
BOIIOMIHHI PO3NOPSTHUKIB IH(pOpMANii, BU3HAYCHUX YACTHHOI mnepmoro crarti 13 3axkony VYkpainm “TIpo moctym mo
my6miuHoi iH(opMaii”; iHma KoH(piICHIIHHA iHpOpMAisa, BUMOTA INOAO 3aXKUCTY SKOi BCTAHOBJICHA 3aKOHOM)

5. BcranoBnena kareropisi 4 Kameeopia, 00 4emeepmoio Kamezopii 8i0HOCAmMbCA

00'exkmu, 6 AKUX UUPKYIIOE cayxHcOoea ma KoHpioeHuiliHa iHopmauia, eumoz2a uio0o

3axucmy AKOi 6CMAHOB/1eHA 3AKOHOM

[‘onoBa xomicii YeHn KOMICI: . .20

(iHimiamm, Tpi3BHINE, ITi IITHC) (iHiiamm, TIpi3BHING, MiAITHC)




JOJATOK b. Hakas
HAKA3

M. JIainpo
05.03.2021 Nel

[Ipo cTBOpEHHS KOMIUIEKCHOI CHCTEMH
3axucTy 1H(popMmali B aBTOMaTH30BaHii
cuctemi kmacy «3» ITC TOB “Fox
Design Studio™

Ha Buxonanns sumor crarti § 3akony Ykpainu «lIpo 3axuct iHdopmarii B
1H(popMaIiHO-TeIEKOMYHIKAIIHHUX ~cucTemMax» (31 3miHamu) Ta .16 «[IpaBmn
3abe3neueHHa 3axucTy 1HGopMami B 1H(GOPMAIWHWAX, TEICKOMYHIKAIIHHAX Ta
1H(popMaI iHO-TeIEKOMYHIKAIIHHUX cucTeMaxy, 3aTteepmkenux [locranoBoro Kabinety
Minictpi Ykpainu Bix 26.03.2006 poxy No 373 (31 3MiHaM#).

HAKA3VIO:

1.CTBOpHUTH KOMILUIEKCHY CHCTEMY 3axXWCTy 1H(OpMAIi B aBTOMAaru3oBaHIN CHCTEMI
Kiacy «3» s oOpoOku 1HpopMaItli 3 0OMEKEHUM TOCTYTIOM.

2. BignosigampHOMY 3a CiyxOy 3axucTy 1H(opmarii B aBTOMaTH30BaHUX CHCTEMax
Muxaiinoy 1.C., 3abe3meunTH CympoBOMHKCHHS POOIT 31 CTBOPEHHS KOMIUTICKCHOI
CHUCTEMH 3axXHCTy 1HDOpMaIi.

3. KonTtpons 3a BUKOHAHHSM Haka3y IOKJIACTH HA 3aCTyIHWKA Ta apT-IHPEKTOpa

koMmranii Mimenko H. B.

JupexTop Cnob6ona M.O.



JOIATOK B. [Tepemnik moKyMeHTIB HA ONTHYHOMY HOCII

1 TloscuaroBanpHa 3anucka Ilomosa.doc
2 TlosicatroBanbHa 3ammcka Ilomosa.pdf
3 [IpesenTamisa_[lomosa.pptx

4. Ilpezentarisa_Ilonosa.pdf
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20

[Tomituka 6e3nexn iHGopmartii B ITC TOB “Fox Design Studio”

2021 p.

M. JIaiTpo



SMICT

1 Beryn
1.1 Ornsan nonitukn iHGOPMAIHHOT Oe3MeKn
1.2 TpamiBauku
1.3 TomoxkeHHsI PO KOH()IACHITIHHICTH
1.4 Cdepa 3acTocyBaHHs

2 IToniTKAa BCTAHOBJIEHHSI MPOrPaAMHOI0 3a0e3MeueHHs
2.1 Ornan
2.2 llpu3HaueHHS
2.3 Tomtrka

3 AHTUBIpYyCHA MOJITHKA

3.1 PexoMeHnmoBaH1 IPOIIECH /IS 3aM00ITaHHS POoOieMaM BIPYCiB.

4 TlosiTHKA AaBTOMATHYHOT0 MEPECUJIAHHS €JIEKTPOHHOT MOIITH
4.1 ITpuzHaueHHA
4.2 TlomTrka

S ITosiTHKA YKCTOTO POGOYOro CTOJTY
5.1 Orysag
5.2. Ilpu3HaueHHs
5.3 TlomTHka

6 IToniTuKA €JIEKTPOHHOT MOIITH
6.1 Orman
6.2 Meta
6.3 Iomtrka

7 IlosiTUKA KOPUCTYBAHHS iIHTEPHETOM
7.1. Ornsan
7.2. llpyuzHaueHHs
7.3. Cdepa 3acTocyBaHHS
7.4. TloniTuka

8 IlosiTuKA CTBOPEHHSI MAPOJIiB
8.1 Oran
8.2 Ilpu3zHaueHHs
8.3 TlomiTuka

9 ITosiTuka po06OTH 3 XMAPHUM CXOBHUILIEM i OHJIAMH cepBicamMu
9.1 Omnsan

O O & O o0 o0 R 0 o0 O ~ AN NN & W o o s W

—_
-

— e e
WD =t i el

—_ e
o 0 1

—_
oo oL



9.2 Ilpu3HaueHHA
9.3 IlonmiTuka

10 BignoBiaHicTh MOJTITHI

MOTOKEHHS

19
19

19
20



1 Beryn

Ieir [lomiTuamMiA MOKYMEHT OXOIUTIOE BCl AaCMEKTH OE3MEeKH HABKOJIO
KOH(1AEHTIIHHOT 1H(pOpMAIli MPOo TOBAPHUCTBO 3 OOMEKEHOIO BIAMOBIAANBHICTIO “Fox
Design Studio” (mam — Kowmmanig) 1 moBHHEH OyTH PO3MOBCIOKCHHUHN Cepel YCix
MPAIIBHAKIB KOMTIaH1i. YCl MpaIiiBHUKKA KOMIIaHIi TOBWHHI TOBHICTIO TMPOUYWTATH IICH
JOKYMEHT 1 Tianucatu (Gopmy, ska TATBEPIIKYE, 10 BOHHM MPOYUTAIN Ta MOBHICTIO
PO3YMIIOTh ITI0 TOMITUKY. lleli mokymeHT Oyme po3mIsgaTucs Ta OHOBITIOBATHCS
KCPIBHHUIITBOM IMOPIYHO a00, KON 1€ JOPEYHO, JUIS BKJIIOYCHHS HEIIOIaBHO
PO3pOOIeHNX CTaHIAPTIB OE3MEKH A0 MOMITHKH Ta MOBTOPHOTO PO3MOBCIOMIKEHHS Cepea

yCIX TIPaIiBHUKIB Ta IT1IPSTHUAKIB, JIC 11€ MOMJIHBO

1.1 Ornsan nonitukn iH(GOPMAIHHOT Oe3MeKH

Kommanis ©Hamae mocayrd 3 po3poOkm au3aiiHy WHTEp(ENHciB MOOUTEHUX
nonarkiB. Kepipaumreo Kommanii mparae 306epertu kKoH(IAEHINIHHICTD, MUTICHICTh Ta
JOCTYITHICTDh YCIX (DI3MUHMX Ta EJIICKTPOHHUX 1H(OpPMAITHUX aKTWUBIB y BCIH CBOil
opranizamii, o0 3a0e3neunT TOTPUMAHHS 3aKOHHWX, HOPMATHBHUX Ta JIOTOBIPHUX
HOPM Ta 3aXWUCTUTH IUTICHICT O13HECY Ta KOMEPINHHY PEIyTaIllio.

Kommanis aeMOHCTpPY€e CBOIO MPUXWIBHICTH A0 3abe3mneueHHs 1H(GOpMAIiiHOl

O€3MEKHU IUTSIXOM:

e [Ipum3HaueHHS CHEMIAJIBHOTO TIEPCOHANY Ta PO3MOALT OFOMKETy Ha
yIpaBIiHAS 0€3MEKOI0.

e BnpoBa/ykeHHS — BIAMOBIAHMX  TEXHONOTH  OC3MEKHM Ta  BHCOKOI
JOCTYIHOCTI, BIJTHOBITIIOBAHUX CHCTEM Ta 3aCO0IB.

o [locrifine OMmIHIOBaHHS Ta BAOCKOHAJEHHS TMPOIEAYpP, OB SI3aHUX 13
0€3MEKOI0.

o [lpuifHiaTTs Ta 3a0e3meueHHs HEOOXIJHUX MOJITHK Ta 3a0€3MEUCHHS TOTO,
o0 MpariBHUKKA OyJH B KypCl Ta BIANOBIJAIBHI 3a 1€ Yepe3 MPOTpaMu
3B 43Ky Ta HAaBYAHHS.

Komnanis BUKOPHUCTOBY€ TOMITHKY Ta CTaHAAPTH OC3MEKH I TIATPUMKH

Oi3Hec-1ielt y cBoOiX 1H¢oOpMamiiHUX cHcTeMax Ta mnpomecax. Ll momTwku Ta
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CTaHJAPTH BIPOBAKYIOTHCS, TIEPEIAIOTHCA Ta TEPETIANAIOTHCS Ha PETYJIAPHINA OCHOBI
Ta BiIOOpPaXXalOTh  TPUXWIBHICTh  BUKOHABYMX  YIPABIIHCHKAX  KOMaHJ  J0
iHpopMamiiinoi Oe3neku. [lomTHka Ta cTaHZApTH ICHYIOTH, OO PETYIIOBATH 3aXHCT
iHdopmariiinux aktusiB Kommanii Ta Oyap-sikux 1H(GOpPMAIIHHAX aKTHBIB KITIEHTIB , K1

Oy moBipeHi Kommanii.

1.2 TpamiBauku

Vel mpamiBHUMKA HECYTh BIANOBIAAIBHICTh 3a OOI3HAHICTh IMOAO IHUTAaHb
iHpopMamifiHoi Oe3mekW i Yac CcBOei ImMojeHHOI poOorm. g miaBHUIICHHS
o013HaHOCT1 TpamiBHUKIB KommaHii MpoBOMATH HAaBUYAHHA 3 TAKUX TEM, AK MOJITHKA
Oe3nekn KOMIMaHiH, iXx OOOB'A3KM MIOAO 3aXWUCTy KOH(IACHINHHOCTI JOBIPEHOI iM
1H(opmartii, HaJeKHE BUKOPUCTAHHS PECYPCIB, AOAATKOBUN AOTJISAM, HEOOXITHUH ayIs

3aXUCTy MOOUTHHUX MPUCTPOIB, Ta 1HII CyMiXKHI TEMH.

1.3 TomoxkeHHsI PO KOH()IACHITIHHICTH

Kommanisa ykmamae yromd mpo HEpPO3rojomeHHs i1H(opmarii 31 cBOIMH
MpariBHUKaMHU, 100 3aXWCTUTH Ha TMIJACTaBl JOTOBOPY OCOOMCTY Ta IHIIOY
KOH(IAEHIIHHY 1H(hOpMaIio, o Hale:kuTh Kommanii ab0 3HAXOMUTHCSA MM OMIKOIO

Komnanii.

1.4 Cdepa 3acTocyBanHs

[{s momiTHKa 3aCTOCOBYETHCS 10 BCIX CmiBpoOiTHWKIB KoMmmaHii, TiapsSIHUAKIB,
MOCTAYaJIbHUAKIB Ta areHTIB, 110 MAlOTh MOOUThHI MPUCTPOI, 110 HaexkaTs Kommanii. 1[5
MOJTITHKA TIOITUPIOETHCA HA BC1 KOMIT IOTEPH, CEPBEPH, cMapT(OHH, TUTAHIIICTH Ta 1HII
OoOUHCITIOBATBHI TIPUCTPOT, 10 MPAIOIOTH Y Mexkax Komrmanii.

2 [MoniTka BCTAHOBJICHHS TPOTPAMHOTO 3a0€3MEUCHHS

2.1 Ornan

Jlo3Bi1 ~ TpamiBHAKAM ~ BCTAHOBJIIOBATH  TporpamMHe  3a0e3meueHHs  Ha
OOUHCITIOBAIHHI TIPUCTPOI KOMTAHIi BIAKPUBAE OPTaHI3aIliio i HENOTP1OHOTO BILIHABY.

Cymnepeunusi Bepcii daiinis ado 616moTexkn DLL, K1 MOXYTh 3amo0IrTH IIporpaMmam
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BIJI 3aIyCKy, BIPOBA/DKCHHS IIKIIJTABOTO MPOTPAMHOTO 3a0€3MEUEHHS 13 3apakKeHOTO
MPOTPaMHOTO  3a0€3MEUCHHS JUISl  BCTAHOBJICHHS, HEMIIEH3IMHOTO IMPOTPAMHOTO
3a0€3MeueHHA, K€ MOXKHA OyJIO BUSBHUTH TI1J] 9ac ayUTy, Ta MPOTpam, Kl MOXKYTh OyTH
BUKOPHUCTAHI I 3JI0My MEpPEXKI OpraHizaiii, - MpUKIaad mpodieM, SKi MOXKYTh
BUHUKHYTH, KOJIM TIPAllIBHUKA BCTAHOBIIOIOTH TIpOorpaMHe 3a0e3leueHHs Ha

oOTagHaHHA KOMITaHIi.

2.2 ITpuzHaueHHA

MeTor0 1i€i MOMITHKA € BUKJIACTA BUMOTH IMOJO BCTAHOBJCHHS MPOTPAMHOTO
3abe3neueHHd Ha oOumcmoBaabHUX mpuctposx Kommanii. I1lo6 miniMIzyBaTH pu3nk
BTpard (YHKIIOHATBHOCTI TPOTPaMH, BUKPUTTS KOH(ImeHIHHOI 1H(OpMarii, 1o
MICTHTHCSI B OOUMCITIOBAJIbHIN Mepexi KommaHii, pu3uk BIPOBAHKCHHS 3JIOBMHCHOTO
MpPOTrpaMHOTO  3a0€3MEUeHHS Ta OPUAWYHWANA BIUIUB  3alyCKy  HEJIIEH31HHOTO

MPOrpPaMHOro 3a0e3MeUEHHS.

2.3 T1omiTrka

2.3.1 CmBpoOITHWKA HE MOXYTh BCTAHOBJIIOBAaTH TIPOTpaMHE 3a0e3leueHHs Ha
obumcmoBanbHI ipucTpoi Kommanii, mo mpaitoroTs y Mepexi Kommanii.

2.3.2 3anuTh Ha mporpamMHe 3a0€3MEUYEHHS MOBUHEH CMOYATKy CXBAJIUTH TUPEKTOP, B
MACHMOBIH popMi a00 €IEKTPOHHOO ITOMITOIO.

2.3.4 Tlporpamue 3abe3reuecHHS Mae 0OUPaATHCS 13 3aTBEPHKEHOTO CITUCKY ITPOTPAMHOTO
3a0e3MNeueHHs, AKUH Beae B 1H(GOPMAIIHHAX TEXHONOTIH, AKIIO KOJASH BHOIP y

CIIMCKY HE BIJIOBIIA€E MOTPeOaM 3amuTyBada.

2.4.5 TlpamiBHUKKA HE MAlOTh MPABO BUKOPHUCTOBYBATH KOPITOPATHUBHI OOJIKOBI 3aITUCH
JUTSL peECTpariii Ha pecypcax, Kl He CXBAJIUIIBH iX MOMEPEAHBO 3 TUPEKTOPOM.

3 AHTHBIpYCHA TIOJIITAKA

3.1 PexoMenmoBaH1 IPOIIeCcH IS 3aro0iTaHHs mpooOieMaM BIpyCiB.

3.1.1 3aBxkau 3amyckath MiATpAMyBaHe KommaHi€l0 aHTHUBIPYCHE MpOrpamMHe

3a0e3IeueHHs, JOCTYIHE Y XMapHOMY cxoBuiiil Komnanii. 3aBaHTa)kyBaTH Ta 3aITyCKaTH
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MOTOYHY BEPCIIO, 3aBAaHTAXXYBAaTH Ta BCTAHOBJIIOBATH OHOBJICHHS aAHTHUBIPYCHOTO
MIPOTPAMHOTO 3a0€3MEUCHHS Y MIPY iX TIOSBH.

3.1.2 HIKOJIM ne sigkpuBatu Oyab-ski (aiiim 9u MaKpOCH, TPHUKPIIUICHI 0
CIEKTPOHHOTO JINCTA 3 HEBIJIOMOIO, IMiI03pLIoro abo HEeHaaIHHOro mkepena. HeraiiHo
BHUJIAJISATH 11l BKJIAJICHHA, Y TOMY umcii 3 “Kop3uau™,

3.1.3 Bupgamatm cmam Ta iHmI HeOakaHI EIEKTPOHHI JIMCTH 0O€3 TEPEeCHIaHHS
B1AMOB1AHO 10 [lomTrku npuitHITHOTO BUKOpHCTaHHS KoMmmaHii.

3.1.4 Hixonu He 3aBaHTax<yBaTH (paityiv 3 HeB1AOMUX a00 MA03PUIAX TKEPEIT.

3.1.5 Vaukaru mpsaAMOTO CHUIPHOTO BUKOPHUCTAHHS NWCKA 3 MOCTYTIOM IS YMTAHHS /
3aIUCy, SKIIO TS HHOTO HeMae abCOMOTHO A1IJIOBUX BUMOT.

3.1.6 3aBxmu ckanyBaTv (haiiam, 1O 3aBAHTAXYIOTHCA 3 HEBIAOMOTO JDKEpesia Ha
HAsBHICTH BIPYCIB MEPE IX BUKOPHUCTAHHSIM.

3.1.7 PerynspHO CTBOpIOBaTH pE3€pPBHI KOMIi KPUTHYHWX JAHWX Ta KoH(Irypami
CHUCTEMHU Ta 30eperTH iX y 0e3MmeUHOMY MICIT.

3.1.8 Skmo nabopatopHe TecTyBaHHA KOH(IIKTYE 3 aHTHUBIPYCHHM MPOTPAMHUAM
3a0€3MeUCHHAM, 3alyCTUTH aHTHBIPYCHY YTHWIITY, MO0 3a0€3MEUnTH YHCTy MAIuHY,
BUMKHYTH TIporpaMHe 3a0e3meueHHs, a MOTIM 3amycTuTH Jraboparopuuii Tect. [licns
7a00paTOPHOTO TECTy YBIMKHYTH aHTHUBIPYCHE IporpamMHe 3a0esreucHHs. KMo
AHTUBIPYCHE TIpOrpaMHE 3a0€3MEUeHHs BUMKHECHO, HE 3alyCKaTH TPOTpaMu, sKi
MOXKYTh TIEPEIaBaTH BIPYC, HAMPHUKIIAJ, €IEKTPOHHY MOMTY ab0 CHIJILHUN JOCTYIT JI0
haiinis.

3.1.9 Hogi BipycH BUSBISIOTHCS Maibke moans. [lepioquuro nepeBipsaTH 1adopaTopHy
AHTHUBIPYCHY TIONITHKY Ta II€H CHHUCOK PekoMeHIOBaHMX TMPOIECIB Ha HASBHICTH
OHOBJICHb.

4 TloniTHKa aBTOMAaTHIHOTO TIEPECHIIAHHS EIEKTPOHHOT TIOTITH

4.1 ITpuzHaueHHA

[[{o6 3amobirTi HECAHKIIOHOBAaHOMY a00 HEHAaBMHCHOMY PO3TOJIOIICHHIO

koH(D1AeHITIHHOI 1H(pOpMAaITii KOMIaHIi.



4.2 TlomiTruka

CmiBpoOITHUKH TIOBHHHI TPOSIBJIATH  KpPaWHIO 0OEPEXKHICTh, HAIACHJIAIOUH
OyIb-SIKAN €IEKTPOHHWHN JIUCT 13 BHYTPIMIHBOI YacThHU KoMIaHii y 30BHINIHIO MEPEKY.
Skimo He CXBAJICHO MEHEIKEPOM, ellekTpoHHa momrTa Kommnanii He Oyae aBTOMaTHIHO
nepeajpecoBaHa Ha 30BHINIHE Miciie mpusHadeHHsA. KoHdinenmiina indopmais, He
MEPEAABATUMETHCS  Oy/lb-IKUMH CIOcO0aMHu, 3a BHWHATKOM BHUIAJKIB, KOJMW TIeH
CIICKTPOHHUM JIUCT € KPUTHUHUAM JjIs1 O13HECY.

5 I1omiTHKa YACTOTO POOOYOTO CTONY

5.1 Orman

[ToniTuka yucTOTO POOOUOTO CTOMY MOXKE OYyTH 1HCTPYMEHTOM IMIIOPTY, 100
rapaHTyBaTH, IO BCl BaXJMBI / KOH(IACHINIHI Mareplaii BUIAISIOTECA 3 PoO0UO0l
00jacTi  KIHIIEBOIO  KOPHUCTyBadya Ta  3aMHUKAIOThCS, KOJNIM  TPSAMETH  HE
BUKOPHUCTOBYIOTHCA a00 TIpAIiBHUK 3alWIae CBOIO pobody cranmio. lle omHa 3
HaWKpaIuX CTPaTerii, SKy CJijJ BUKOPHUCTOBYBAaTH, HAMaralOuucCh 3MEHIATH PHU3HAK
MOPYIISHHsS Oe3neku Ha pobdodomy wicii. Taka IMOJITHKA MOXKE TaKOX IiIBHIIATH

0013HaHICTh TMPAIlIBHUKIB 1010 3aXUCTy KOoH(pIASHIHOT 1H(opMaItii.

5.2. Ilpu3HaueHHs

MeTor0 1i€i MOMITHKH € BCTAHOBJICHHS MIHIMAJIbHHUX BHUMOT IMOAO IIATPHMAHHSI
"guctoro pobodoro cromy" - ne KoH(piAeHIIHHA / KpuTuuHA 1HGOpPMAIS TIPO
CIIBPOOITHHKIB, 1HTEICKTyaJbHy BJIACHICTh, KIIEHTIB Ta MHOcCTadaibHUKIB Kommanii
3HAXOMUThCA B Oesmeni. [lomThka € YacTHHOIO CTAHTAPTHUX OCHOBHUX 3acO01B

KOHTPOJTIO KOH(1ACHITITHOCTI.

5.3 Tlomtuka

5.3.1 CoiBpoOIiTHUKH MOBHHHI 3a0e3neunTH, o0 ycs KoHb1aeHmHHa 1Hpopmarlts Oyia
3axuileHa B poOOUlil 30HI HAMPUKIHIN JHA Ta KOJNH, SK OYIKYEThCA, iX HEMae Ha

TPUBAJIUI TIEPIO/.
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5.3.2 Komm totepHi poboui craHiiii moBuHHI OyTH 3a0710K0BaH1, KOjiu poOodya 00nacTh He
3afHATA.

5.3.3 Komm totepHi po6oui cTaHili moBHHHI OyTH IMOBHICTIO BUMKHEHI B KIHIT pOOOYOTO
JHSL.

5.3.4 Kuroudi, 1110 BUKOPUCTOBYIOTHCS IS TOCTYITYy 10 0OMekeHoi abo KOH(DIIeHIIHHO1
1H(opMarii, He MOXXHA 3aJTUIIIATH 32 CTOJIOM 0€3 HaTIsIy.

5.3.5 HoytOyku mosuHHI OyTH 3a0j0KOBaHI 3a JOMOMOTOIO 3aMKOBOTO Tpoca abo
3ahIKCOBaH1 B Iy XJIS/II.

5.3.6 [1apomi He MOKHA 3aJTAIIATH HA JTUTTKUX HOTATKaX, PO3MIMICHUX HA KOMIT I0TEP1 UH
1T HAM, 2 TaKOX 3aJIMIIATH 3aMACAHAMH Y JOCTYITHOMY MICIII.

6 [TomiTrka €NeKTPOHHOI TIOIITH

6.1 Orag

Enexrponna mormra mMpoK0 BUKOPHUCTOBYETHCA MAMKe Y BCIX TATy35X 1 4acTo €
OCHOBHHUM METOJOM CHUIKYBaHHA Ta OOI3HAHOCTI B oOpraHizamii. Y TOH ke dYac
3JIOBKHUBAHHS €JIEKTPOHHOIO TOMITOI0 MOXKE CIPHUYMHHUTH YMMAJIO TIPABOBHMX PH3HUKIB,
KOH(IAEHIIHHOCTI Ta OS3MEKH, TOMY JUIS KOPUCTYBaYiB BAXKIMBO PO3YMITH TPABHIIbHE

BUKOPHUCTAHHS CICKTPOHHUX KOMYHIKAITIH.

6.2 Merta

MeTor0o 11i€1 TMOMITHKH IOA0 E€ICKTPOHHOI MOMTH € 3a0€3MEUeHHS HAJICKHOTO
BUKOPHUCTAHHS CHCTEMH €JIeKTPOHHOI momTy Kommanii Ta iH(hopMyBaHHS KOPUCTYBadiB
npo Te, mo KommaHig BBaka€ NPUWHATHAM Ta HEMPUHHATHAM BUKOPHUCTAHHS ii
CHUCTEMHU €JIeKTpOHHOT momTH. [ momiTmka BW3HA4Ya€ MIHIMAJIbHI BHMOTH ITOJO

BUKOPHUCTAHHS €IEKTPOHHOI omTH B Mepexi Kommanii,

6.3 TTomTuka

6.3.1 bynap-fke BHKOPHUCTAHHS CEIICKTPOHHOI TIOIITH TOBHHHO BIANOBIIATH
MOJIITHINI Ta TPOIEAYpPaM €THYHOI TIOBEMIHKH, OC3MEKH, MOTPUMAHHIO UYHHHOTO

3aKOHO/IAaBCTBA TA HAJICIKHOI NIJTOBOT MPAKTHUKH.
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6.3.2 O6mikosuii 3anmmc enekrpoHHoi momTu Kommanii cTBoproeThest Kommaniero
JUTsE KOKHOTO cmiBpoOiTHUKa Kommanii, ii C/lij BUKOPHUCTOBYBAaTH TEPEBAXKHO IS
O13HEeC-IIIeH, 1o crocyioThes Kommanii; ocoOWcTe CHMUIKYyBaHHS Ta KOMEPIIIHHE
BUKOPHUCTAHHS, HE MOB’ a3aHe 3 Kommaniero, 3a00poHEHO.

6.3.3 Bci gani Kommasii, mo MicTATBCS B TTOBIIOMJICHH] €JISKTPOHHOI ITOIMITH a00
JOJATKY, TTIOBUHH1 OyTH 3aXUIICHI BIMOBIIHO IO CTAHAAPTY 3aXUCTY JTaHUX.

6.3.4 Enexrponny momrty cmia 30epiratd JMINe B TOMY BHMNAIKY, SKIO BOHA
BiANOBIMae minoBoMy 3ammcy Kommanii. EnlekTpoHHa agpeca € I1IJI0BOKO 1CTOPIERO
Kommanii, siximo icHye 3aKkoHHA Ta Jif04a AUTOBA MPUYHHA I 30epekeHHs 1H(pOopMaItli,
1[0 MICTHTHCS B €JICKTPOHHOMY JTHCTI.

6.3.5 Enexrponna momra, sAka 1AcHTH(IKYEThCA AK OizHec-3anuc KommaHii,
30epiraeTbes BiAnoBiAHO 10 ['padiky 30epiranns 3anucis Kommnanii.

6.3.6 Cucrema enekrponHoi nomrty KomrmaHii He TOBUHHA BUKOPHUCTOBYBATHCS
JUISL CTBOPEHHA a00 PO3MOBCIOMKEHHS Oynb-IKUX pPYHHIBHUX ab0 oO0pa3amBux
ITOBIIOMJICHB, BKJIFOUAIOUYM OOpa3IuBl KOMEHTapl IIOAO PACH, CTaTi, KOJbOPY BOJIOCCH,
1HBAJIITHOCTI, BIKY, CEKCYaJbHOI OpieHTaIli, mopHorpadii, pemriiHux NepeKoHaHb Ta
MIPAKTHKH, TMOJITAYHUX BIPyBaHHs, a00 HamioHaNIbHE MOXOoMkeHHA. CIBpOOITHUKH, SKi
OTPUMYIOTh €JICKTPOHHI JINCTH 3 TAKUM BMICTOM BiJ1 Oyab-skoro mpamiBHuka Kommasii,
MOBWHHI HETAIHO TMOBIIOMHUTH TIPO TI€ CBOTO KEPIBHUKA.

6.3.7 KopucryBauam 3a00pOHAETHCS aBTOMATUIHO TIEPECHIIATH €JICKTPOHH1 JINCTH
Kommanii cTopoHHI# CcHCTEM1 €NEKTPOHHOI mOmTH (3a3HadeHo B 6.4.8 Hmkue).
[aauBiyanmbHI TOBIIOMIICHHS, AKI TIEPECHIIAa€ KOPUCTYBAd, HE TOBHHHI MICTHTH
KOH(1IEHIIHHY 1H(OpMAaIIio a00 Ha3By KOMITaHIi.

6.3.8 KopucryBauam 3a00pOHSETHCS BHUKOPHCTOBYBAaTH CTOPOHHI CHCTEMH
CIICKTPOHHOI TIOINTH Ta CepBepH 30epiraHHs, OKPIM THX, IO Mepea0aueHH] MOIITHKOIO

KOMIIaHI1i, 111 BeaeHHs 613Hecy KommaHnii.
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7 [MonmiTrka KOPUCTYBAHHS THTEPHETOM

7.1. Orsan

[Tigkmouenus n0 [HTEpHETY CTBOpIOE Tiepen KOMITAHIEID HOBI PHU3WKH, SKI

HEOOX1AHO BUPIMUTH, MO0 3aXUCTHTH BayumiBl 1H(GOpMAIliiHI akTHUBU 3akmamy. Lli

PHU3HMKH BK/IIOYAIOTh.

Hloctym nmo IHTEpHETY mIepcoHany, SKWW HE BIAMNOBIIae moTpedam Ol3HECY,
MIPU3BOINUTH JI0 HEMPABHUJILHOTO BUKOPHCTAaHHS pecypciB. L1 3axomm MOXYTh
HETaTHBHO BIUIMHYTH Ha TNPOAYKTHBHICT Uepe3 4Yac, BHUTPAUCHHN Ha
KopucTyBaHHs [HTepHETOM abo #oro "cepdinr'. Kpim Toro, kommaHis Moxe
3ITKHYTHCS 3 BTPATOIO PemyTallli Ta MOXIIMBUMHE CYJIOBHMH ITO30BaMHM Uepe3 1HIII
BHJIH 3JI0OB)KHUBAHHS.

Bcro indopmartiro, 3Haiiaeny B [HTepHETI, CITi1 BBAaXKaTH I A03PLIOIO, TTOKH ii HE
I ATBEPNTH 1HINE HaJlMHE Jkepenao. B IHTepHeTI HEe 1CHYe MpoIecy KOHTPOITIO
SKOCTI, a 3HaYHa YacTHHA foro iHdopmarili 3acrapiia abo HeTOUHa.

Hloctym no IHTepHeTy HamaBaTUMEThCA KOPHUCTyBauaM JUIS  IMATPHMKH
I AMPUEMHMITBKOT  TISUTBHOCTI 1 JIMINE 3a HEOOXITHOCTI JJIS BHKOHAHHS CBOIX

pobounx 000B'A3KIB Ta MPOGECIHHUX POJICH.

7.2. IlpuzHaueHHs

Mertoro i€l TOMITHKA € BU3HAYCHHS BIAMOBITHOTO BUKOPUCTAHHA I[HTEpHETY

npamiBHuKaMu KommaHii.

7.3. Cdepa 3acTocyBaHHS

[TonmiTka BWKOpPUCTAHHA [HTEpHETY TOMMPIOETHCA HA BCIX KOPHWCTYBadiB

[aTeprery (di3uuamx oci6, MO MTPAIOIOTh Y KOMIIAHI, BKITIOYAIOYHA TMOCTIHHUAX

IMTAaTHAX 1 HETTOBHUX TPAIIBHUAKIB, KOHTPAKTHUKIB, TIPAIiIBHAKIB THMYACOBUX ar¢HTCTB,

JUTOBMX TAPTHEPIB Ta MOCTAaYaJbHUKIB), AKI OTPUMYIOTh JOCTYN 10 [HTEpHETY uepes

obumcmoBabHI a00 MepexkeBl pecypcu . OUIKyeThCA, MO KOPHCTyBadi [HTEpHETY

Kommnanii 6yayTh 03HAHOMJIEH] 3 MI€IO MOTITHKOIO Ta TOTPUMYBATUMYThCA ii

TT1]T 9ac KOPUCTYBAaHHA MOcyramu [HTepHeTy.
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7.3.1 Jlo3Boneni [HTepHET-NIOCTYTH
e FEleKTpoHHA TOMITA - HAACWIAHHS / OTPUMAHHSA €JICKTPOHHUX TTOBIIOMJICHD B / 3
[aTepHETY (3 BKIIAICHHAMH TOKYMEHTIB a00 03 HUX).
e Hagirams - mocayru WWW, HeoOXiaHI TSI KOMEPIIHHAX IUICH, 33 TOTIOMOTOIO
iHCTpyMeHTa Opay3epa mnpotokoiay mnepenadi rimeprekery (HTTP). Iloawuit
noctyn a0 IHTepHery.
Kepisnuymeo 3anuuiae 3a codboro npaso oooasamu abo suoansmu noCiy2u 8 Mipy 3minu
OizHec-nompeb abo ymos.
Vci iHIIi MOCJIyr BBasKATUMYThCSl HECAHKIIOHOBAHUM J0CTynom a0 IurepHery / 3
InTepHeTy Ta HE T03BOJISITH MYThCS.
7.3.2 Ilpouienypu 3anuTty Ta 3aTBEPAKCHHS

Hoctyn no IaTepHery HagaBaTUMETHCS KOPUCTyBadaM ISl TMIATPUMKH
I AMPUEMHHMITBKOT AISIBHOCTI 1 JIMIIE 32 HEOOX1AHOCTI /U1l BUKOHAHHS iX POOOTH.
3.2.1 3anur Ha goctyn 1o IHTEpHETY

Sk wacTmHa TIpolleCy 3amUTy HaA JAOCTYyn A0 [HTepHETYy, mpariBHUK MOBHHEH
npountaru sk 1Mo [lomiTuky kopuctyBanHs [HTepHETOM, Tak 1 BiAmoBiaHy [lomiTHky
oe3nexku Iatepuery / InTpanera. KopucryBaui, siki HE MOTPUMYIOTHCS IMX TPABHII,
MOXKYTh OyTH TMIiIJaHl JAACHHMIUIIHAPHOMY CTSATHCHHIO QX 0 TMPUIHHCHHS

CIIIBpOOITHHIITBA.

7.3.2.2 CkacyBaHHsI IPUBLIICIB

Hoctyn no Iateprery Oynae mpUNWHEHO TPW TPUMAHCHHI HaliMy TparliBHUKA,
3aBEpINEHHI KOHTPAKTY a00 MPUTATHEHHI M0 AACIHTUIIHAPHOI BIAMOBIAAIHHOCTI Yepe3
mopymeHHs miei Ta / abo Oyap-skoi momTukU. Y pasi 3MiHu PyHKIi podotn Ta / abo
nepeaavl OPUTIHAJILHOTO KOy MOCTYIy Oyle MPUIUHEHO, 1 TIOBTOPHO BHAAHO, AKIIO 1€
HEOOX1JTHO, 1 Oy/1e 3aTBEPKEHO HOBUM 3aIIUT HA JOCTYII.

VYci igeHTH(IKAaTOPU KOPUCTYBAYiB, SIKI Oy HCAKTUBHUMH TPOTATOM TPHIIATH
(30) nuiB, OymyTh ckacoBaHi. [IpuBisei, mo HAAAIOTHCSA KOPUCTYBaYaM, TIOBUHHI TIIOPOKY

MIEPEOINHIOBATUCS KEPIBHUAIITBOM.
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7.4. TTomTuka

7.4.1 Jlo3BOJICHE BUKOPUCTAHHSA

JlocTyn 10 BUKOpWCTAaHHA [HTEpHETY HAMAETHCS 3 €IMHOI0 METOIO - TMIATPUMKA
JI0BO1 JISITBHOCTI, HEOOX1THOI I BUKOHAHHS podoumx (yHKIIH. YCl KOpHUCTyBaul
MOBUHHI JOTPUMYBATUCh KOPIIOPATHBHUX TIPUHIIMIIB OO0 BUKOPUCTAHHS PECYPCIB.
JlommycTuMe BUKOPUCTAHHA [HTEpHETY /Uil BUKOHAHHS poOOYMX (PyHKINN MOXKe
BKJTIOUATH:

o (CmiJIKyBaHHSA MIXK MPAI[IBHUKAMH Ta HE TPAIliBHUKAMA B KOMEPIIHHIX TTIJISAX

e [T-TexHiuHa MiATPUMKA 3aBAaHTAKCHHS OHOBJICHb IPOrpaMHOI0 3a0e3neucHHs Ta
BHIIPABJICHb,

e CamoocBITa;

e (CTBOpeHH: 1 po3poOKa AU3aMH MPOCKTIB;

o OTpuMaHHS JOCTYIY O XMApHOTO CXOBHIIA KOMTIAHIi;

e JloBiaKoBa HOpMaTHUBHA a00 TeXHIYHA 1H(GOPMAITIS,

e JlocmmkeHHs.

7.4.2 OcobucTe BUKOPUCTAHHS

JIO3BONIAETHCA BHUKOPHCTAHHS KOMIT IOTEPHUX PECYPCIB I JOCTYHy [0
[aTepHETY B OCOOMCTHX TTUTSX.

Yci kopucmysaui [nmepnemy nogunHi 3HAMU, WO Mepexca KOMNAHII CMBOpPIoE
JACYPHATL AYyOUmy, w0 8i000padicae 3anum Ha HAOAHHS NOCIYeU, SIK 8XIOHI, MaK i BUXIOHI
aopecu, i nepiooudHo NepesipsacmvCs.

Kopwucrtysaudi, sixi Bupimman 30epirat abo mepeaaBaru ocobucty iHpopmartiro,
TaKy SK TIPWBATHI KIIOYl, HOMEPH KPEAUTHUX KapTOoK abo ceprudikatu, ado
KOPUCTYBaTHCs [HTepHET-TaMaHISIMU, POOIATh 11¢ Ha BiacHWM pu3uk. Kommauis He
HECE BIAMOBIIAILHOCTI 3a Oymb-aKy BTpary iH(opMaIlli, HampukKiaj, iHGOpMAaIiio, 1110
30epiraeTbest B raMadill, ado Oyab-aKy HACJI1KOBY BTpary 0COOMCTOTO MaiiHa

7.4.3 3a00pOHEHE BUKOPUCTAHHS

Iadopmaris, mo 30epiraeTbes y ramaniil, abo Oyap-ika HaACTiAKOBAa BTpara

ocobucToro maiiHa. 301p, 30epiraHHsa Ta PO3MOBCIOLKCHHS JaHUX, Kl € He3aKOHHUMH,
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nopHorpadgiuHEME a00 HETATUBHO B1AOOpaXarOTh pacy, ¢rarb ad0 BIPOCIIOBITAHHS,
3a00pPOHEHO.

Kommanisa takox 3a00poHsi€ BeAECHHS TIANPHEMHUIBKOI TISTIBHOCTI, TOMITHYHY
JUSTBHICTB, Y9acTh y Oyab-akiid ¢opmi 300py po3BiAyBabHAX JAHHUX 3 HAITAX YCTAHOB,
y4acTh y IMaxpaichkmx mAisiXx a0 3aBIIOMO PO3MOBCIOMKEHHS HENPaBAUBUX a0o0
HEMTPUCTOMHUX MaTePIaIiB.

[ BUOM  MIAIIBHOCTI, SIKI  CYBOPO 3a0OpPOHEHI, BKJIIOUAIOTH, aje He
O0OMEXYIOUHCH ITUM:

» Jloctyn no iHdopMarii mpo KOMIaHIO, sSKa HE BXOauTh 10 chepu podotu. Lle
BKJIIOUA€ HECAHKIIIOHOBAHE 34MTYBaHHs 1H(opMarii mpo oOMIKOBUN 3aMnC KITIEHTA,
HECAHKITIOHOBAaHUK JocTyn a0 1H(opMmami mpo ¢daiim mepcoHaly Ta AOCTYII 0
1Hpopmartii, ska He TOTP10HA TS HAJICKHOTO BUKOHAHHS poO0unX (hyHKITIH.

* 3/I0BXXWBAHHSA, PO3TOJIOMICHHS 0€3 HaJeKHOTO M03BOJTy abo 3MiHA 1H(popMarIi
mpo KiieHTa 4u nepcoHan. Cromam BXOAUTh BHECEHHS HECAHKIIIOHOBAHHUX 3MIH JI0
KapTOTEKH MEePCOHATy a00 0OMIH €JICKTPOHHUMH JaHUMH PO KITEHTIB a00 mepcoHat 3
HECAHKITIOHOBAaHHUM IIEPCOHAJIOM.

» HaBmucHe rinmepriocuiranfas Bed-caiita Kommanii Ha 1HIm BeO-caiitu [HTepHETY /
WWW, 3MicT SIKUX MOXE CYMEPEUHTH MUTAM a00 TONITHIN KOMTIaHli abo TopyIryBaTH
X.

* Bukopucranna, mnepenada, TUpaxyBaHHA ab00 A0OpOBUIbHE OTPUMaHHS
MarepiaiB, MO MOPYITYIOTh aBTOPCHKI TpaBa, TOPrOBI MAPKH, KOMEPINIHHY TaEMHUITIO
abo mareHTHI TIpaBa Oymb-aKoi ocobu ado opranizarii. [IpumycTumo, 1m0 BCi MaTepiaim
B [HTEpHETI 3aXMIECHI aBTOPCHKHAM MPaBOM Ta / 200 3amaTeHTOBaHI, AKIIO B KOHKPETHUX
MOBITOMJICHHAX HE 3a3HAYEHO 1HIIIE,

» Ilepenaua Oymb-sikoi BiacHOi, KoH}IACHINMHOI a00 1HINOI KOH(IACSHINHHOT
1H(popmartii 6€3 HaJe)KHOTO KOHTPOITIO.

» CrBOpeHHs, po3MIMICHHS, mepeaada abo MOOpOBIIbHE OTPUMAHHS OyIb-SKOTO
HE3aKOHHOTO, O00pa3MBOrO, HAKICTHHUIIBKOTO, 3arpoKyOuoro, TMepeciIiIyrouoro

Marepiaay, BKJIIOYAIOUH, ajié He OOMEKYKYHCh ITMM, KOMEHTAapl Ha OCHOBI PpacH,
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HAIlOHAJTLHOTO TIOXO/PKCHHSI, CTaTl, CEKCyaJIbHOI OpI€HTAITli, BIKY, IHBAJIITHOCTI, PEJITii
YU TOJIITHIHUX TTEPEKOHAHD .

* bynp-axa ¢opma azapTHUX 1TOP.

Skimmo cnoemaabHO HE J03BOJICHO MOJOKSHHIMHU po3Auty 7.4.3, HACTyIHI BUIH
JISITEHOCTI TaKOXK CyBOPO 3a00pOHEHI:

HecankimonoBane  3aBaHTaXeHHS  Oyap-Skux  mporpam  abo  aiimiB
YMOBHO-O€3KOIITOBHUX TMPOTPaM JJi1 BHKOPUCTAHHSA 0€3 TOMEePeIHBOTO J03BOITY
JTUPEKTOpA.

e by/p-sKke 3aMOBJICHHS (TIOKYTIKA) MPEAMETIB a00 MOCIyT B [HTEpHETI.
e [pa B Oymp-sKi ITpH.

e [lepecmnaHHs JaHIIOTOBHX JIUCTIB.

® VYuacth y Oyab-SIKOMYy OH-JIalfH KOHKYPCl YH aKITli.

o [IpwuiioMm pexIaMHUX MOAAPYHKIB.

[IponyckHa 3maTHICTh AK y MeXaxX KOMMaHIi, TaKk 1 MPW MIAKIIOYCHHI 10
[aTepHETY - 11 CIiTbHUN, 0OMEKEHUH pecypc.

KopuctyBadi mOBHMHHI JOKJIACTH 3YyCHJIb JUII BHUKOPHUCTAHHS ITHOTO PECYpPCy
crioco0amu, K1 HEe BILTMBAIOTh HETaTUBHO HA 1HIWX IpalliBHUKIB. KOHKpeTHI BLILIN
MOXKYTh BCTAHOBJIIOBATH BKa3IBKH IOJA0 BHKOPUCTAHHS CMYTH TIPOMYCKAaHHS Ta
PO3IOALTY PECYPCIB, a TAKOXK MOXKYTh 3a00POHSATH 3aBaHTAKCHHS TICBHHMX THITIB (DaiIIiB.
7.4.4 Jlinensis Ha mporpaMHe 3a0e3NeUeHHS

Komnanis HacTIHHO mMATPUMYE CyBOpE MOTPUMAHHS JIIEH3IHHUX YTOM
MMOCTAYaJIbHUKIB  TIporpaMHoro 3abesmeueHHs. [lpm  poGoti, abo BHUKOPHCTAHHI
oOuUHCITIOBABHUX a00 MEPEXKEBUX PECYPCIB KOMIIaHIi, KOMIIOBAHHA MPOTrPAMHOTO
3a0e3MeueHHd y Croci0, Mo He BIANOBIAAE JIIEH31 MOCTAYaIbHUKA, KAaTETOPUYHO
3a00poHeHO. [IuTaHHs, MO0 CTOCYIOTHCSA 3aKOHHOTO Ta HE3aKOHHOTO KOMIIOBAHHS, CIIIJ
HAIPABJISITH 10 KEPIBHUIITBA T PO3MIISIAY A0 TOTO, K Oy/e 3MIMCHEHO KOTIIOBAHHS.

[Toni6HMM YMHOM BIATBOPECHHS MaTepialiiB, TOCTYIMHHUX Yepe3 [HTepHeT, MOBUHHO
3MACHIOBATHCS JIUINE 3 TTUCHMOBOTO JI03BOJTY aBTOpa a00 BJIAaCHWKA JOKyMEHTA. SKImo
CIIOYATKy HE OTPUMAHO J03BOJTy BJIACHWKA aBTOPCHKUX MPaB, KOMIIOBAHHS MaTeplaiB 13

KYPHAJIIB, KypHaliB, OIJICTCHIB, IHIMAX MmyOmKamiii Ta [HTEpHET-MOKyMEHTIB



15

3a00pPOHEHO, SAKIIO 11¢ HE € OO0IpyHTOBAaHUM Ta 3BHYHHUM. Lle moHATTS "100pOCOBICHOTO
BHKOPHUCTAHHSA" BIJIMOBIIA€ MI>KHAPOIHAM 3aKOHAM IIPO aBTOPCHKE MPaBoO.

7.4.5 OuikyBaHHS KOH(}IISHIIHHOCTI

7.4.5.1 MoHiToOpuHT

KopuctyBadi mOBHMHHI BBaXKaTW CBOIO MAISUTHHICTH B [HTEpPHETI TEPIOAUUIHUM
KOHTPOJIEM Ta 0OMEXKYBaTH CBOIO JISILHICTh

BIJITTOBITHO.

KepiBaunrBo 3anuinae 3a €000 TMPaBO TEPEBIPATH EIEKTPOHHY  TOIITY,
Karajorn ocobuctux ¢ainis, moctyn mo I[atepHery Ta 1HIIY 1H(pOpMAaIio, MO
30epiraeThcsi HA KOMMI'IOTEpax KOMMaHii, y Oymp-skuii 9ac 1 0e3 momepemkenas. [ls
ekcreprr3a 3abe3meuye  JOTPHMaHHA BHYTPINIHBOI MOMITAKH Ta JOIOMAarae B
yIpaBiHAI 1HGOPMAIIHHAMHA CHCTEMAMH KOMTIaHIi.
7.4.5.2 KoHdiaeHIIHHICTH €NEKTPOHHOT TIOMITH

KopwuctyBadi moBuHHI maM’ ITaTH, 110 €ICKTPOHHUH JIUCT 13 YITKHUM TEKCTOM HE €
KOH(IASHIIHHAM 3ac000M  criyikyBaHHs. KommaHis HE MOKe TapaHTyBaTH, IO
CJICKTPOHHI KOMYHiKaIli OymyTs mpuBarHUMH. CHiBpOOITHUKH TOBWHHI 3HATH, IO
CICKTPOHHI KOMYHIKAIlli MOXYTh, B 3aJIC)KHOCTI BIJ TEXHOJOTIi, NepeCHUIaTHCH,
MIEPEXOILIIOBATHCS, APYKyBaTHCS Ta 30epiratucs 1HIMKMMHE. KoprucTyBadi TakoX IMOBHHHI
3HATH, IO IICIA Iepeaadl eJICKTPOHHOTO IOBIJIOMIJICHHS BOHO MOXE OyTH 3MIHEHO.
BunanenHs moB1IOMICHHS €ICKTPOHHOT IOIITH 3 OKPpEMOoi poOodoi cTaHIlli He 00OMexXye
HOTO 3 PI3HUX CUCTEM, Uepe3 AKI BOHO OyJIO TIepeIaHe.

7.4.8 [liaTpuMKa KOPIIOPATHBHOTO 1M1/KY
7.4.8.1 IlpencraBiaeHHs

Kopuctytounchs pecypcamu KoMmaHii /Ui TOCTYIy Ta BUKOPUCTAHHSA [HTEpHETY,
KOPHCTYBadl IOBWHHI YCBIIOMITIOBATH, IO MPEACTABISIOTH KoMImaHiro.

4 8.2 Marepiaau koMmIaHii

KopuctyBaui ©He moBwHHI po3MminiyBath wMarepiaym Kommanii (Tpuksiagm:
BHYTPIITHI TIaM SATKH, Tpec-penmi3u, 1Hdopmaris Mmpo TOBAP YH BHKOPUCTAHHS,
JOKYMEHTAIS TOIO) y Oyab-sSKOMY CHHCKY PO3CHJIKH, MyOidHIH Tpymni HOBHH abo

TaKIH CITy>KOl.
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bynp-sike po3mimeHHss MarepiajgiB  TOBHHHO OyTH CXBAJCHE KEPIBHUKOM
IpaliBHUAKA Ta BIJIIJIOM 3B S3KIB 3 TPOMAACHKICTIO Ta PO3MIIIYBATHCS YIIOBHOBAKEHOO
0c00010.
7.4.9 TlepionuuHi OIIAIA
7.4.9.1 Orsiam BIAMOBIAHOCTI BUKOPUCTAHHS

Jlna 3abe3meueHHs BIANOBIAHOCTI KA TMOMITHIN OyAyTh MPOBOAUTHCS TIEPIOTUIHI
nepeipku. LI ormmsamm BKIIOYATUMYTh TIEPEBIPKY CTYICHS BIAMOBITHOCTI TOJITHIN
BUKOPHUCTAHHS.
7.4.9.2 Ornsiam TEXHIYHOTO 00CITyTOBYBAHHS TIOJIITHKH

[TpoBOMUTUMYTHCSA TEPIOAWYHI OIIAMMA JUIA 3a0€3MEUYCHHS MOIIJIBHOCTI Ta
e(eKTUBHOCTI MOMTHKKA BUKOpUCTAHHS. [[1 orisam MoKy Th IpU3BECTH 10 MOaU(IKaITii,
nonaBaHHa a00 BWAAJICHHA TIOMITAKA BHKOPUCTAHHS, MO0 Kpare BiAMOBIIATH
notpebamM koManii B iHdopMarii.

8 [lomiTrka CTBOPEHHS MAPOJIIB

8.1 Orman

[Tapomi € HAWBaXKIIMBIIIOK CKIIa10BOKO 1H(MOpMaIiiiiHoi 6e3nekn. [Tapomi ciykars
JUTSL 3aXUCTy OONIKOBHMX 3alMCIB KOPUCTYBAYiB, OAHAK, MOTAHO MOOYIOBAaHWHN Mapoih
MOXE TIPU3BECTH JO0 KOMIIPOMETAIlli OKPEMHUX CHUCTEM, AaHUX a0o0 Mepesxki. Ll momrrka

MICTHTh HaWKpAIIll TPAKTUKH IOI0 CTBOPEHHS 3aXUINEHUX MApPOJIiB.

8.2 IlpusHaueHHs

MeTor0 TMOMTUKA € HaJaHHSA HAWKpAIUX TPAKTHK IS CTBOPEHHS HAIWHUAX

MapoJIiB.

8.3 TTomtuka

Hapmiital maposi moBri, M OLTBIIIe CUMBOJIIB y Bac, THM CHJIBHIIIHM mapoiab. Mu
pekoMeHayeMo TioHadiMeHme 14 cumBomB y mapom. KpiMm TOro, HACTIHHO
PEKOMEHIyEThCS BHKOPUCTOBYBAaTH TapoibHI (pa3u, Tapoidi, MO CKIANAIOThCSA 3
nekimpkox  cmiB.  Ilpukmaam  Bxmowarots  "It’s  time  for  vacation"  abo

"block-curious-sunny-leaves". Ilaponbri ¢pasm nerko 3amam’sTOBYBaTH 1 JPYKYBarTH,
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aje MpH IbOMY BIANOBIJAIOTH BHMOraM A0 MimHOCTI. Cnalki mapoiii MalwTh Takl
XaPaKTEPUCTHKH:

e MicTuTh BICIM CHMBOJIIB 200 MEHIIIE.

e Mictutn ocobucty 1H(MOPMAIIIO, TaKy SK JaTH HAPOHKCHHS, aApEeCH, HOMEPH
tenedoHiB abo iMeHa YWICHIB POAMHH, AOMAIHIX TBAPWH, APY31B Ta MEPCOHAXKIB
(hanTazii.

e MicrsTh maba0HU YKMCEN, Takl Sk aaabbb, qwerty, zyxwvuts a6o 123321.

o € neski Bepeii “Welcomel23™ “Password123” “Changeme123™
Kpim toro, xoxkeH poOouunii 0OI1KOBHIM 3alMC MIOBHHEH MATH 1HIIHAH, YHIKAJTbHHUI

napoib. [lo MOXIHMBOCTI TakKoX JO3BOJIAWTE BUKOPHUCTOBYBAaTH OararohakTopHY
aBTEHTH(IKAITIIO.

9 [MomiTrka poOOTH 3 XMAapHUM CXOBHIIEM 1 OHJIANH cepBicaMu

9.1 Orman

Bukopucranus xMapHUX CXOBHII, 0COOIMBO CTOPOHHIX XMApPHHUX CXOBHIII € BaYKITUBOIO
yacTuHOIO poborm Kommanii. Y mii momiTuil onwcaHi TpaBwia poOOTH 3 XMapHUM

CXOBHIIIEM Ta OHJIANH CEPBUCAMHU.

9.2 Ilpu3HaueHHA

[Tpr3HaYEHHAM IT1i€] TIONITHKH € BCTAHOBJICHHS MPABUII 3 KOPUCTYBAHHS XMapHUM

CXOBHIIICM Ta OHJIAWH CEPBICAMH.

9.3 TTomTuka

KomrmaHisi BHKOPHCTOBYE€ TICBHI CTOPOHHI OHJIAH CEpBICH JIS BEICHHS

JISITEHOCTI, SIKI IOITOMAararoTh CTBOPIOBATH Ta / abo 30epiratu 1H(GOPMAIIIIO:

Google Drive;

Google Docs;

Google Sheets;

Figma.
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[Ticma 3akiH4eHHS POOOTH TPAIIBHUKKA KOMIIaHIi 3000B'si3aHI TIEPEBIPUTH
1H(pOpMAIIIO HA TPEAMET 3aBaHTAXKSHHS ii 10 XMApHOIO CXOBHINA, 00 BOHA 3aBXKIU
OyJia aKTyaJbHOIO.

10 BiamosigHICTE TTOMITALL

10.1 BumiproBaHHS B1IOBITHOCTI

Konmanis mepeBipuTh BIAMOBIAHICT IMiM  TOMTHIN PI3HAMH METOJAMH,
BKJTIOUAIOYH, ajic He 0OMEKYIOUHCH ITUM, 3BITH TIPO O13HEC-IHCTPYMEHTH, BHYTPIIIHI Ta
30BHIIIHI IEPEBIPKH Ta BIATYKH BJIACHUKY TOJTITHKH.
10.2 Bunsatku

Bynb-sK1 BUHATKY 3 TIOJIITHK MIOBHHHI OyTH 3aTBep/keHI KommaHi€ero 3a31amerib.
10.3 HeBukoHaHHA

[lpamiBHUK, SAKUH BUABUB TOPYIICHHS TOMITAKH, MOXe OyTH TIJUIaHWMA
JUCITUTUTIHAPHOMY CTATHEHHIO QXK JI0 MPUTTMHEHHS TPYAOBHUX BITHOCHH BKITIOUHO.
Kpim Toro, kxoMmmaniss MOXXe Ha BJIACHHUN PO3CY/l ITyKaTH IOPUINIHI 3aCO0M 3aXUCTY BiJ
30MTKIB, 3alOISTHUX BHACIIIOK OYIb-IKOTO IOPYIICHHS. 3aKOHOJABCTBO MOXKE TaKOX
BUMAaraTi Bi1J KOMITaHIi MMOBIIOMJISTH BIAMOBIAHI OpPraHW MPAaBOIOPSAKY MPO TEBHY

HE3aKOHHY AISUTbHICTb.
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JNOIATOK E. Bimomicts MarepiaiiB kBamidikariitHoi poooTn

Ne | ®opmar HaiimenyBanus Kinpkicts [TpumiTka
JIUCTIB

1 A4 Pedepar 3

2 A4 Cnucok yMOBHUX CKOPOUYEHb 1

3 A4 3micT 1

4 A4 1 Pozmin 5

5 A4 2 Poznmin 40

6 A4 3 Pozmin 10

7 A4 BucnoBk1n 1

8 A4 [Tepenik mocuIanb 3

9 A4 Jomarox A 1
10 A4 Jlonarok b 1

11 A4 Jlonarok B 1
12 A4 Jonarok I' 1
13 A4 Jonarok /| 19
14 A4 Honarok E 1
15 A4 Jonarok 2K 1




JOIATOK XK. Biaryk kepiBHuKa KBajiikariinoi pobotn

Biaryk
Ha kBamdikamiiay poOoTy cTyaeHTku rpymu 125-17-2
[Torooi A A.
Ha temy: «llomTuka Ge3nexkn iH(pOpMaIiHO-TemekoMyHiKaiiiHo1 cuctemun TOB Fox
Design Studio»

[TosicHIOBaTPHA 3aMKCKa CKIIAAAETHCS 31 BCTYITY, TPHOX PO3/ALIIB 1 BACHOBKIB.

Metoro kBami(ikamiiiHoi poOOTH € JOCATHEHHS TOCTATHHOTO PIBHSI 3aXHUIICHOCTI
ia(popmarii B ITC mianpuemcTsa.

Tema kBamdikamiiaoi PoOOTH OE3MOCEPEAHHO TOB'A3aHAa 3 00'€KTOM ISITBHOCTI
OakanmaBpa cmemampHOoCTi 125 «KibepOesmeka». [l DOCSITHEHHS TOCTABICHOI METH B
KBaT(PIKAIHHIA POOOTI BUPIMIYIOTHCA HACTYTHI 3a7a4l: aHAI3 HOPMaTHBHO-TIPABOBOi 0a3H y
chepi 3a0esredeHHA KiOepOe3MeKH; O3HAWOMIICHHS 3 OCOONHMBOCTAMH ITiIITPHUEMCTBA,
MpOaHaJTizyBaTH BHAW 1HGoOpMaIi Ta 0coOMMBOCTI B3aeMofii iH(popmarii Ha 00’ €KTi, BUOIp
po(diTh 3aXUMIEHOCTI, PO3POOKA OCHOBHHX €IEMEHTIB MOTITHKH O€3MEKH. .

[IpakTruHe 3HaYEHHS PE3YNBTATIB KBam(iKariidHOi poOOTH TONATAE Yy  TMIBHUINECHHI
e(eKTUBHOCTI 3a0e3neueHHs Oe3neku 1H(popMarli, 3a paxXyHOK po3pOOKH OCHOBHUX €JIEMEHTIB
MOJTITUKH O€3MeKH 1H(pOopMaIIii.

OdopmieHHS TOACHIOBANBHOI 3amMCKH A0 KBam(iKamiiHOI POOOTH BHUKOHAHO 3
HE3HAYHUMU BIXHUJICHHAMH BIiJT CTAHIAPTIB.

3a yac aummomyBaHHsA [lomoBa A.A. mposiBuna cede (paxiBieM, 3MaTHAM CaMOCTIWHO
BHPINITYBaTH TIOCTABJICHI 3a7a4yl Ta 3aclyrOBye NPHUCBOEHHS KBamidikamii OakamaBpa 3a
cneriaapHICTIO 125 KiGepOesmeka, ocBiTHRO-TIpodeciiiHa mporpama «Kidbepoesnekay .

PiBenp 3amo3nvens y kBamidikamiiHIA poOoTi He nmepeBunrye BuMor "[lomoxeHHs Tpo
CHUCTEMY BHUSBIICHHS Ta 3armo0iraHHs mariaty".

Ksami¢ikamiita po0oTa 3acIyroBy€e OIIHKH « .

KepiBank kBasmidikaiiiaoi podotu KepiBauK cnieriaabHOT YaCTHHA

[Tpod. Kopnienko B.1. cT. Buki. Tumodeen JI.C.



