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PE®EPAT

[TosicHroBanbHa 3anucka: 68 c., 5 puc., 3 Tadn., 6 nogatkis, 102 mxepena.

OO0’ €eKT TOCHIIKEHHS: MPOIEC ayIUTY KIOEPCTIMKOCTI AJi O13HEC OpraHi3ailii.

[TpeaMeT aocnimKeHHs: KIOEPCTIHKICTh OPraHi3amii.

Merta kBamiQikauiiHoi poOOTH: MABUILECHHS PIBHS KIOEPCTIHKOCTI OpraHi3aLii.

Metoau TOCIIKEHHS: MOPIBHIHHS, aHaJI13, MOJICIFOBAHHSI, OI[IHKA, OIHUC.

AKTYaJIbHICTh TEMH JOCTIDKCHHS 3yYMOBJICHE 3aJICKHICTIO OI3HEC MPOIIECIB
cyyacHux kommnanii Bix I'T TexHosorii Ta He0OX1qHOCTI 3a0e3neuyBaTh HEMEPEPUBHICTh
poOoTH O13HEC MPOLECIB, HABITH Mij Yac KIOCPIHIIAIEHTIB.

OCHOBHI pe3y/bTaTH Ta iX HOBH3HA MOJSATAKOTh Y BU3HAYEHH1 OCOOJIMBOCTEN Ta
BUOOpI METOAMKM peamizamii Ta IUIAHYBAaHHS MPOLIECY PU3HMK-OPIEHTOBHOIO ayIUTy
KiOEpCTIMKOCTI.

[IpakTyHa WIHHICTE POOOTHM MONSATa€ y NIABUUICHI PIBHSA KIOEPCTIHKOCTI
Opraizaiiiii 3a JOOMOT 00 PU3UK-OPIEHTOBHOIO ayIUTY.

Jlana poOoTa Hajgae PEKOMEHMAIli WIOA0 MPOBEACHHS ayIUTy KIOEPCTIHKOCTI.
[Tporonye HaOIp KOHTPOIIB JUIs TMPOBEACHHS TAKOrO ayAMTy, a TAaKOX MOJEIb
OLIIHIOBaHHS €(PEKTUBHOCTI KOHTPOIB. [IponmonyeThecs rpaaaiist piBHIB KiOEpPCTIMKOCTI,
Ta KPUTEPIi BIAMNOBIAHOCTI 0 LIUX PIBHIB.

B exoHoMiuHii uacTuHI OyJIO pPO3paxOBAHO BAPTICTh MPOBEACHHS ayJIUTy
KIOEpCTIMKOCTI Ta ayauTy 3a OJHMM 13 CTaHAapTiB iH(opMauiiHoi Oe3neku, s
NOPIBHSHHS 3arajJibHOi BapTOCTI 000X BapIaHTIB, a4 TAKOXK PO3paxoBaHa EKOHOMIYHA
JOLJTBHICTh MMPOBEACHHS ayIUTY.

KnrouoBi cioBa: AYJIUT, BHYTPIIIHIA AYJIUT, 30BHIIIHIA AYIUT,
KIBEPCTIUKICTh, PHU3K-OPIEHTOBHHMU IT AVJUT, KTUPEPII AVUTY,
OLIHKA KIBEPCTIMKOCTL



PE®EPAT

[TosicHuTenbHas 3anucka: 68 ¢., 5 puc., 3 Tadm., 6 npuwioxkeHui, 102 ucToyHMKA.

OOBEKT HCCHAEAOBAaHUS. MPOLECC ayauTa KHOEPYCTOMUMBOCTH it OM3HEC
OpraHu3aIui.

[TpeameT uccienoBanus: KHOEPyCTOMUUBOCTh OpraHu3alluii.

Lens kBamM@UKAUMOHHOW  pabOTHL:  MOBBIIIEHUE  YPOBHSA  OOECHCUCHUs
KAOEPYCTOWYMBOCTH OPraHU3aL|H.

MeTobl nccae10BaHus: CPABHEHUE, aHATTN3, MOJICTIMPOBAHKE, OLICHKA, ONTMCAHHKE.

AKTYyaJIbHOCTb TEMBI MCCIICAOBaHHS OOYCJIOBJIEHA 3aBUCUMOCTBEO OW3HEC
OPOLECCOB COBpeMEHHBIX KomnaHwii ot WT TexHonmormiik W HEOOXOAMMOCTH
o0ecrneunBaTh HEMPEPBIBHOCTh Pa0bOThl OM3HEC MPOLECCOB, NAXKE BO BpeMsi KHOEp-
WHIIUJICHTOB.

OCHOBHBIE pe€3yJIbTaTbl KM WX HOBU3HA 3aKIIOYAIOTCS B ONPEACICHHUM
O0COOCHHOCTEH W BBIOOPE METOAMKM peAIM3AlMA W TUIAHWPOBAHWS TNPOLIECCA PUCK-
OPUEHTHPOBAHHOTO ayIMTa KNOEPYCTOWYMBOCTH.

[TpakThyeckas  LEHHOCTH  pabOTBI  COCTOMT B  TOBBIIICHWM  YPOBHS
KAOEPYCTOWYMBOCTH OPraHU3alHii ¢ MOMOLIBIO PUCK-OPUEHTUPOBAHHOTO Ay IUTa.

JlanHas  paboTa  CONEP)KAT PEKOMEHAAUMHM 1O MPOBEACHHIO  ayauTa
kuOepycroiunBocTr. [Ipemmaract HabOp KOHTPOJNEH A MPOBEACHUS JAHHOTO ay/INTa,
a TaKXe MOJIENb OLECHKH 3PPeKkTUBHOCTH KOHTpOJel. [Ipemnaraercs rpaganms ypoBHEH
KAOEPCYCTOWYMBOCTH, U KPUTEPUH COOTBETCTBUS STUM YPOBHSIM.

B skoHOMHMUYECKOH 4YacTW OBUIO PACCUMTAHO CTOMMOCTH MPOBEACHUS ayAWTa
KAOEPYCTOWYMBOCTA M ayauTa M0 OJAHOMY W3 CTaHAAPTOB HWH(POPMALUOHHOM
0€30MacHOCTH, Ui CpaBHEHUss OOWIEH CTOMMOCTH O00OMX BApUAHTOB, a TAKKE
paccunuTaHa SKOHOMHYECKAs LENECO00Pa3HOCTh MPOBEACHUS ay IUTa.

Kimouessle cinosa; AYUT, BHYTPEHHUU AYIUT, BHEIIIHUM AV]IUT,
KHUBEPYCTOMYUBOCTD, PUCK-OPUEHTUPOBAHHBIN UT AYJIUT,
KTUPEPUU AYJIUTA, OLIEHKA KMBEPYCTOWUYMBOCTH.






ABSTRACT

Explanatory note: 68 p., 5 figures, 3 tables, 6 appendices, 102 sources.

Object of research: the process of auditing cyber resilience for business
organizations.

Subject of research: cyber resilience of organizations.

The purpose of the qualification work is improving the cyber resilience of the
organization.

Research methods: comparison, analysis, modeling, evaluation, description.

The relevance of the research topic is the I'T technologies dependence of modern
companies’ business processes and urgent need to ensure the continuity of business
processes, even during cyber incidents.

The main results and novelty are identified features and methodology for the risk-
based audit of cyber resilience implementation and planning.

The practical value of the work lies in increasing the level of cyber resilience of
organizations using risk-based audit.

This work provides recommendations for cyber-resilience audit conducting. A set
of audit controls and a model of controls effectiveness assessing are provided. A
gradation of cyber resilience levels and criteria for these levels compliance are proposed.

Economic part includes the cost of cyber-resilience audit conducting and of NIST
800-53 audit calculated. The total costs of both options are compared, and the economic
feasibility of conducting an audit 1s calculated.

Key words: AUDIT, INTERNAL AUDIT, EXTERNAL AUDIT, CYBER
RESILIENCE, RISK-BASED IT AUDIT, AUDIT CRITERIA, CYBER RESILIENCE
ASSESSMENT.
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BCTYII

Resilience a0o, ykpaiHCBKOKO — CTIMKICTh 1€ MOHSATTS, SIKC BU3HAYAETHCS SIK
"3IaTHICTh IIBHUIKO BIJHOBIIIOBATUCS MICJsI TPYIHOIIB 1 CTABaTH CHJIBHIIIUMU'', CTAJIO
KJIFOYOBHM JJIsl MiANPUEMCTB, SIKI CTHKAKOTBCS 3 BEIUYE3HOK KITBKICTIO PHU3MKIB. A
came: KiOep-aTakd, BEIMKOMAcCIITaOHI rino0alibHI IIaxpaiceki adepu 1 Kpaabkka
NEPCOHAIBHAX JTAHUX, TOTEHUIAHO HETaTWBHI HACHIJKH TEXHOJIOTTYHUX JOCATHEHD,
TAKHUX K IITYYHHUIA IHTEIEKT, TEOTHXKEHEPIS 1 CHHTETUYHA O10J10T1s, SIK1 31aTH1 BILJTUBATH
HA HABKOJIMIITHE CEPEOBUIIE, EKOHOMIKY 1 CAMUX JIFOACH.

JIo HEeOaBHBOTO 4YaCy OCHOBHMMH O0'ekTamM Jisi KiOep-arak Oynm (piHAHCOBI
oprasizaiii Ta ypsaoBi opraiud. CbOrojiHI PO3BUTOK O13HECY OyIb-SKOrO PO3MIpYy 1 B
OyAb-IKOMY CEKTOpl B Ti 4M 1HIIA MIpi 3a]€KATh Bl [HTEpHETY, 1, SIK HACTIAOK,
3arpo3d CTajiv OUIbII YHIBEPCATbHUMH. Y MIPY 3POCTaHHS LUX HEOE3MEK, MOTOYHI
OIAXOAM [0 3a0e3neyeHHs KIOEPCTIMKOCTI Oulbll HE MPAlIOTh.  YIPaBIIHHS
1H(pOopMaIIiTHOK OE3MEKO NOTPEOYE PETENBHOTO NEPETISAY sl BIPOBAIKCHHS HOBUX
1 OLIbII BAOCKOHAJICHUX MojeNel Oe3neku[99].

KiGepcTiiikicTh - 1€ 31aTHICTh OpraHi3aili 3ano0iraty, BUSBIISTHA, CTPUMYBATH Ta
BITHOBJIFOBATH 3arpo3u KibGepOesneku. KibepcTiiika koMIaHisi MOKE MIHIMI3yBaTH 4ac
BIUIMBY Ta BIUIMB HE3JIUYEHHUX CEPHO3HMX 3arpo3 i AaHux, nporpam ta [T-
1H(QPACTPYKTYPH.

TakuM YMHOM aKTyaJIbHICTh TEMH JOCHIIPKEHHS 3YMOBJIEHE HEOOXITHICTHO
cyuacHux Oi3Hec opradizaimiid nokmagatucs Ha [T TexHonorii Ta 3 MIHIMATBHUMH
BuTparamMu Ha Ib 3a0e3neuyBarn HenepepuBHICTH POOOTH OI3HEC MPOLECIB, HABIThH MiA
4ac TeXHIYHUX a00 CUCTEMHUX 300iB Ta 3JIOBMUCHUX KIOCPIHIIAIEHTIB.

Posrnsimaroun ctaH KiOEPCTIMKOCTI K METY OpraHizauii BaKJIMBO TOBOPHTH IPO
30BHIIIHIA a00 BHYTPIlIHIA ayauT. PeryimspHe TecTyBaHHS KOHTPOJIIB 32 JOMOMOTOK)
aynuty, Oyjae naBaTv 3MOIy PEaIbHO OIIHIOBATH KPOKHM Oprasizamii 0 CBO€I I

KoxH1 BpoBaKeH1 MPOLEAYPH UM TEXHOJIOTTI OyayTh BiAOMBATH CBiif BIUIMB y 3BITI
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HOBOTO ayJUTy, MOPIBHSHO 3 MONEPEAHIM. [0 TOTO K 1€ BIAMIHHUNA CHOCIO BUSIBJICHHS
cnabkux wicip abo mporajimH y MexaHisMax poOotu icHyrodoi [T cucremnu, a
PEKOMEHIAi 3a pe3yIbTaTaMH ayIUTy HanpasisaTe po3BuTok [T Ta Ib Bigaunis.
OO6’€eKkTOM JOCTIIKEHHS JaHOi KBami(pikauiiHOT poOOTH BUCTYMAE MPOLEC ayUTY
kiOepcriiikocTi Uit O13Hec opraHizauid. [IpeameToM QOCHIMKEHHS € KIOEpCTIHKICTB
oprasizarii.
Merta nanoi kBamiQikaniiHoi poOOTH MOJATAE y MIJABHIIEHH] 3arajlbHOTO PIBHS

3a0e3neUYeHHs KIOEPCTIMKOCTI OpraHizaiii.
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PO31JI 1. CTAH IIMTAHHA TA HOCTAHOBKA 3AJTIAYI

1.1. Jlocaix:keHHs1 MiAXOAIB 10 3a0e3ne4eHHs KiOepCTiHKOCTI

KiGeparaku cranu 3arajabHOK HEOE3MEKOW Il OKpEMUX JHOAEH Ta OI3HECy:
World Economic Forum BigHOCHTE iX A0 CBOMOr0O HAWOIIbII BIPOTIAHOIO Ta BOCBMOTO
HAOUTbII PU3UKOBAHOTO 3 (PAKTOPIB Ta APYroro 3a CTYNEHEM PHU3UKY Ui BEACHHS
013HeCY B IT0OaIbHOMY MaciTadl mpoTsarom HacTynHux 10 pokis[4].

Kosken cy0'ekT (koMIaHis, opraHizamis abo JeprkaBa) MiAJa0ThC HAMPYKEHHSIM,
BUKJIMKAHUMU TMOISIMU, 3MIHAMU 1 1HIIMJICHTAMH, sIKI BAHUKAIOTh B iX cepeaoBuiil. Taki
cutyamii cTpecy - L€ HOBI BUKIMKHA, BHpPINICHHA SKWX Oyae BIUIMBaTH Ha
(YHKIIIOHYBaHHSl OpraHizamii A0 TUX MIp, MOKA HE MOXKHA OyJe yNpaBisTH HEK 3a
JIOTIOMOT 00 aBTOMATH3aIlli[99].

KiGepcriiikicte moeaHye B co0l  eneMeHTH  KiOepOE3NeKkH, yIpaBIIiHHS
Oe3nmepepBHICTIO OI3HECY Ta CTIMKICTh Opradizamii, 110 J03BOJISE€ OpraHizaiism
IPOAOBXKYBATH MISJBHICTh Y Pa3l HECIPUATIMBHX KIOEP-MOoAii ab0 TEXHIYHUX 300iB.

YoMy 1€ BaXIMBO Ui CYYaCHMX KOMIAHIA 00 I1HIMAEHT ab0 MOPYLICHHS
HOPMAIBHOTO (PYHKIIOHYBaHHS 1H(QOPMALIHHAX CUCTEM MOKE NMPU3BECTH O BTPATH
OPOAYKTHBHOCTI Mpaui, wrpady 3a MOPYLICHHs PETYJISITHBHUX HOPM, 30MTKY Ta 3aBIATH
mKOAM penyrtanii komnadii. Yum Ouablie MmOTPIOHO 4Yacy BUTPAYAOTHCS, 3aIs
BITHOBJICHHSI POOOTH O13HEC MPOLECIB Y HOPMAIBHOMY PEXHAMI, TUM OUIbIIMA edeKT
Oyae. MoxmBICTh Oprasizanii 3amoOirti MmopyumeHHsM oOpoOku Ta/abo 30epiraHHs
JAHWX Ta IIBHJKO PEaryBaTH HA HECHPUSTIMBI IHIUACHTH, SKI HEMOXKIMBO 3YIUHUTH,
MO>KE€ MIHIMI3YBaTH ()IHAHCOB1 BTPATH Ta WIKIUIMBHI BIUTMB HA penyTtauito|37].

Ockinekn 3arpo3u st IT cuctem Ta pecypciB KOMIAHIA Ta Oprasisariii
3pOCTAKOTh, CYYaCHUX MIAXOAIB A0 MNIATPUMKK KiOEPCTIHKOCTI BXKE HEIOCTATHBO.
MenemxkmeHT KibepOe3nekn moTpeOye OHOBJICHHS AJisi OUIbII CKJIQJAHUX MOJEICH

O€3MEKK, OCKUTBKM OyTH KIOEPCTIKUM BXKE HE € BaplaHTOM - 1i¢ Bumora. [102].
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AJle TIOKM YCBIIOMJICHICTh B I(iii 001aCTi TUTbKH PO3BHBAETHCA, 1 MPOXOIUTH LE
JOCUTh TOBLIBHO, Pa3oM 3 LUM 3pOCTac€ 1 HEPO3YMIHHA. 3TiIHO 3 AOCHIDKEHHSIM,
BUKOHaHMM Ha noudatky 2018 poky Forrester Consulting for Hiscox[92], komm Oyio
onutaHo noHan Hixk 4100 kepiBHukiB, mupektopiB Ib, IT-mupexTopiB Ta 1HIIMX
KJIIOYOBMX  CHIBpOOITHUKIB KommaHiii 1 opraHizamii B CIIA, HimeuunHi,
BenmukoOpuranii, Icnanii, Higepnanaax Ta iHmmx kpaiHax €Bpocorosy, 57 % onuraHux
KOMMAHIi 3asBWIM, 10 BOHW TOTOBI pearyBarh Ha araku Oe3neku. OpHak Oiubil
JETAJIbHE BUBUCHHS HEMPSAMUX MHUTAHb MOKa3ye, MO 73% OMUTaHWX KOMIAHIA MarTh
HU3bKWI PIBEHb KOMIICTEHI[li 1 AOCHUTh HE BIEBHEHO MOYYBAKOTh CE0E€ Y MUTAHHSX
BUSBJICHHSI Ta pearyBaHHs Ha KiOepataku. | Tineku 11% opranizamiii MarOTh B CBOiX
JAenapraMeHTax O€3MEKHM EKCIEPTIB, a 3HAYMTh, A0OpE MIArOTOBJICHI OO BHUPILICHHS
npoOnem I[6[92].

OnHak, sSKIIO MU MOAMBMMOCS Ha ToM >ke 3BIT Hiscox ane 3a 2020 pik[91],
ONUTYBAHHS TMOKA3yIOTh PI3KE Ta MIMPOKOMACINTAOHE 3pOCTAHHS BUTPAT Ha
KiOepOe3neKy 3a OCTaHHIN pIK - CepeaHl BUTpaTu CKiaau 2,1 MiH. posapiB npotu 1,5
MJIH. JI0JIapiB MOMEPEAHBOrO POKy; 3poctaHHs Ha 39%. lle BimoOpakaeTbes 1 sK
30uTbiieHHsT 3arajpHux [T-OromkeriB, Tak 1 30-BiICOTKOBHH CTpPUOOK 4YacTKH,
BIIBEACHOI Ha KibepOesneky (Bin 9,9% no 12,9%). binblie Toro, maiike Tpu 4BEpPTI
¢dipm (72%) MaroTh HaMip 30UIBIIKATH CBOT "KIOEpBHTpPATH" B HACTYIMHOMY poLil Ha 5 1
Ouble B1ACOTKIB. J[0 TOTO * BIACOTOK OMHUTAHMX KOMIIAHIM, 10 3HAYATLCS Y 3BITI 5K
«EKCIEPTU» 3 BUPILICHHS NUTaHb Kibep-iHuuaeHTiB 3pic 10 18. TlopiBusHusa 2020, 2019
Ta 2018ro pokiB ONMUCAHUX BUIIE MOKA3HUKIB HABEACHO y 1oAarky C.

[Tpore 3arpo3a KiOEp3TOUYMHHOCTI HI B SIKOMY pa3l HE 3MCHLIYETHCS - BEIMKI
(GipMu BCe 1€ OMHUHSIOTHCS HA JIiHII BOTHIO, 1 OUIbIIE NOJIOBUHU OpraHizaiii
MacCIITAOHUX MIAMPAEMCTB MOBIAOMIISIFOTE PO MOHAWMEHIIE OJUH KIOep-BUNIAAOK.

KoHOro mocToro 3 TUX, KOro Hamajav, yTpUMYBAJIA 3 METOK) BHKYITY, IO MaJo
nopori Hachmiaku. Habipuim 30MTKM, NOB’si3aHi 3 BUMOTramu, jaocsrid 50 MUIbHOHIB

JIOJIapiB JUTsl OJHIET HEIACHOT opraHizarii[82].
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VY Toii ke yac, KOMMaHis, sKa crajga CTIHKOw, Oy/1e¢ BU3HABATH, 10 BUHUKAKOThH
300i 1 MOMWIKHK, 1 OyJ€ MaTh KOIITH JUIsl BIJHOBJICHHS HOPMaJIbHOI pOOOTH WLI0J0
3a0e3neueHHs OE3MEeKM aKkTHBIB 1 BIacHy pemyTauiro. KopoTimie kakydw, oprasizamis
3/1aTHA BUWTHU 3 THIUACHTY CHJIBHIIION, 3aCTOCOBYIOYM 3MI1HH, 3/1aTHI U1 MOIMIIATH ii
3axucT[99].

Toxx KIOEpCTIHKICTh BHKJIMKAE JeAail Oulblly CTYpOOBaHICTh YW 1HTEPEC
OpraHi3ailiii, BAKJIMBUX CEKTOPIB iIHPPACTPYKTYPH, PETIOHIB TA AePXKaB[60].

KibepcriiikicTp, sk 1 Oe3neka, € mpodaeMOr0 Ha OaraTb0X PIBHAX B OpraHi3arii.
YoTtupw 11111 o0 KIOEPCTIHKOCTI, SIK1 € CHUIbHUMU JUTsl 0araTh0X BU3HAYECHB CTIHKOCTI,
BKJIFOUEH] Y BH3HAQUEHHS Ta KOHLENTYaJbHY OCHOBY, II00 3a0€3MEUMTH 3B'S30K MIX
PILICHHSMU LIOJ0 YIPABIIHHS PU3MKAMHU Ha PiBHI OI13HEC-MTPOLECY Ta HA CUCTEMHOMY
PiBH1 3 TUM 1 Ha PiBHI opradizauii. Ctparerii ynpaBiiHHs OpraHi3alifHIMUA pU3NKAMHA
MOKYTh BUKOPHUCTOBYBATH W1l KIOEPCTIHKOCTI Ta MOB'SA3aHl 13 HUMM CTparerii Juis
JOCSITHEHHSI KIOEPCTIHKOCTI[95].

30Cepe/UKCHHST yBark Ha pU3MKAax Ta CTIMKOCTI JomoMarae IJlaHyBaTW Ta
NPOrHO3YBAaTH MOKIIMBI MPOOJIEMH, IIBHAKO BHUPILNIYBATH iX Ta PO3BUBATH 3ATHICTH

MPOLBITATH B YMOBax 300iB, Ta 3j10BMUCHUX moa1A[10, 11].
1.1.1 BuzHauyeHHs1 Ki0epCTiiiKOCTi TA if OCHOBHHX NPUHLMIIIB

KiGepcTiiikicTe MOKE PO3MIISIIATUCS HA PI3HUX PIBHAX, BIA LUIMX KpaiH [0
oprasizaiiii, 800 OKpeMHUX MPOLECIB Ta TEXHIYHUX CUCTEM.

B 3anmexHoCT! Bl KOHTEKCTY Ta cutyallli, cioBo «KiGepcTiiikicTe) Mae neKiibKa
KoHenmid. OaHa 3 HUX PO3MJIac TEPMIH K MIPY TOTO Ha CKIUJIbKM J100pe 00’ €KT
(opranizaiisi, cucTeMa, KpaiHa TOIIO) 3MOKE BCTOATH y Pa3l KidepaTaku 1 TPy LbOMY HE
3HM3UBIIM €(EKTUBHICTh Oi3HeC mporeciB[S]. [HIIA, SK CTaH 3aXUIICHOCTI MPH SKOMY
00’€KT 3MOK€ HOPMAIbHO (DYHKIIIOHYBATH y Pa3l 3JIOBMUCHUX KIOEPMOI1i, a00 IBUAKO

BITHOBUTHUCH ITICIIS HUX.



16

VY3arajapHOYM, MOJKHA CKa3aTH, 110 KiOEPCTIHKICTh - 1€ 3/JaTHOCTI MOCTIHHO
OTpUMYBATH NependadyBaHuil Pe3yIbTar, HE3BAXKAKOYN HA HECTIPUSTIUBI KIOSPIO/i.

Y poml HECHpUATIMBUX KIOEPMOAIH MOXYTh BHUCTYNATH sIK MAii CIPUYMHEHI
JTHOABMH Tak 1 mpupoaHuMu (pakropamu. [lo apyroi kareropii OyayTh BXOJUTH SIBUILA
Ha KIITAAT TOXKEXK, MOBIHIB, 3€MJIETPYCIB, 3MuMB Ta yparadiB[l]. Bce une moxe
CIPUYMHUTH MOMIKO/UKEHHS TEXHIYHOTO 00NaAHAHHS Ta/a00 NUISIX1B KOMYHIKALIH, 10 B
CBOKO YEPry CTA€ 3arpo30r0 Ul LUTICHOCTI Ta AOCTYMHOCTI 1H(QOpPMAaLIfHUX pecypcCiB
Ta/ab0 3ac001B iX 0OPOOKH.

3aCTOCOBYIOUM HA MPAKTHI KIOEPCTIMKICTB, 1i CI1J PO3IJSAATH K 3an001KHUIMA
3aci0 s OpOTHAll  JFOACBKMM TNOMMWJIKAM Ta HE3aXWIIEHOMY MPOTrPAMHOMY
3a0e3meueHH0 (Ta anapatHoMmy 3a0e3nedyeHHi0). ToMy MeTOor KiOEpCTIHKOCTI €
AKTUBHUI 3aXUCT BCHOTO MIANMPUEMCTBA, OEPYUM A0 YBArM BCl HE3AXMILEHI KOMIIOHEHTH
1HppacTpyKTypH|[S].

JlokymeHT Po3poOka KIOEPCTIMKMX CHCTEM: IHXKCHECPHUU MIAXiaA 10 O€3NEKH
cucteMm Bia NIST[12, 95] Bu3Hauae rojoBHI 11l KIOEPCTIAOKCTI 3a Yy BUIJISAI TaOJHII
1.1.

Tabmuis 1.1 - [im KidepcTiiikocTi[95]

Llinb Ormmc

[Tependauntn | [ligTpumyiiTe cTaH TOTOBHOCTI A0 1HIMAEHTIB Ta 300iB I'T cuctem.

Burpumaru [TponoBxyiTE MIATPUMKY OCHOBHMX O13HEC (YHKIIi, HE3BAKAKOUM

Ha TPY/IHOIIII.

BignoButucs | BimHoBmOWTE HOpMallbHY poOOTY Oi3HECY Mif 4ac 1 MIC/s Hanamy

a00 30010.

ApanrtyBatu [TpucrocoByiite 6i3HeC (PyHKIII Ta/ab0 MAXOaM A0 iX MIATPUMKHA
mo0u nepeadaYuTH Ta OMEPEIUTH MOXKIWBI 3MIHM Y TEXHIYHOMY,

EKCIUTyaTallliHOMY CEPEAOBUINIAX Ta CEPEIOBUIII 3arpo3.
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o  kiOepcTiiikocTi € 3a0€3MEUeHHsS] HEMEPEPUBHOCTI  OI3HEC MPOILECIB,
HE3BAKAKOYM HA MO>KJIMBI 3aBaJM Y BUTTISAL KIOEP-IHUMACHTIB. ['0JIOBHUI HaAMIp y TOMY
00W NIBUIKO Ta €PEKTUBHO BIHOBUTHCS MICIS IHIIUACHTY, a00 HABITH M1l 4aC HbOTO.

KibepcriiikicTe opieHTOBaHA Ha O13HEC, B TOMY CEHCIl, 110 BOHA CHPSMOBAHA HA
MOCTIMHE JOCATHEHHS 3allJTAHOBAHWX  PE3yJbTaTiB  OI3HECY, HE3BaKaUM Ha
HeCHpUATAMBl  KiOeproaii.  JlaBaiiTe  pPO3IJISHEMO  OCHOBHI  XapaKTEPUCTUKH
KIOEpCTIAKOCTI, 1 TaKOX BHILTUMO BIAMIHHOCTI MDK KIOEpCTIHKICTIO Ta il
Ki0epOe3nekorw. BuAUSIIOTE T SATh BU3HAYAIBHMX XaPaKTEPUCTHK KIOEPCTIHKOCTI
HaBEACHUX HIKYE[1].

O0’ekT xapakTepucTHKa. Xoya 3arajbHON0 METOK KiOepOE3NeKn € 3aXUcCT
mepeskeBux [T Ta 1HQopmamiiHux cuctem, KiOEpPCTIHKICTh 30CepeKeHa Ha CBOii
TOJIOBHIN 111 — 3a0€3MeUeHH] HOPMAIBHOTO (DYHKIIOHYBaHHs1 O13HeCY O13Hecy. [HmmMu
clIoBaMU, 3a0e3neyueHHs poOoTu Oli3Hecy - 1€ nepeadadyBaHuil pe3yabTar As JaHOTO
o0'exta. OTKe, MOKHA CKAa3aTH, L0 CUCTEMA € CTIMKOI, KOJIM BOHA 3/1aTHA MPUHECTH
KOpHCTh OI3HECY HAaBITh B yMOBAaxX HECHPUATIMBUX KIOEPIOAiA, HaNpUKIaa
BUKOPHCTOBYKOUYH AJIbTEPHATUBHI CIIOCOOM BeAEHHs Oi3Hecy. SIK pe3ynbrar, Oylb-sKi
3YCUJUIS, 110 CTOCYHOThCS KIOEPCTIHKOCTI, MOBUHHI COpuiAMarh O13HEC SK BHUXIJIHY
TOUKY, a He 1HQopmaniiHi TexHosorii. Hampuknan, omHuMm 13 crmocoOlB po3novyaTH
OryIsifl KIOEPCTIMKOCTI € YITKE BU3HAYEHHS 3arajibHUX Huieh 013uecy[14].

Ha pucynky 1.1 HamisimHO mokaszaHi pe3ynbTratd onutyBaHHs 2018ro poky,
€BPONEHCHKUX KOMITaHIi Pi13HOTO NPO(LI0 HAampaBiIeHOCTI O13Hecy Ta MacmTaldy[92].
[InTanHs cTOCyBaJIMCs IBUAKOCTI BUSIBJICHHS Ta PearyBaHb HA KidepaTaku Hampukiaa
NPOHUKHEHHS, a00 BUTOKM 1Hpopmanii. Ha cxemi BuaHO, mo y 20% ta 17% onuranux
Ha BUSBJICHHS YCIIIIHO Peali3oBaHoi KibepaTaku B CEPEIHbOMY HAYTh THKHI Ta MICSIL,
BIANOBIAHO, a y OmbIOCTi — 31% KOMMaHii pOKaMH HABUIb HE MIJO3PIOIOTH, MPO
craBulca Hanaa. He MeH 1ikaBl pe3yJIbTaTH MOA0 CTPOKIB CTPUMYBAHHS BUSIBICHUX
aTtak. binplie NOJOBUHI OMATAHWX NOTPIOHO ISl HOTO ACKUIbKA MICALIB, a Ay e 8%

HABITh POKIB.
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Oprasizaiii MOXXyTb CTBOPIOBATHM OKPEMI KOMaHAM O€3MEKH, K1 3aiMarOThbCs JIUIIE
3aXMCTOM CBOIX cucteM. OOHaK Mmiaxia A0 CTIMKOCTI MaB OM Habarato riMOIIniA BIUIMB
HA CUCTEMHU, 11O "3aXUIIAKTHCA", 110 TPU3BEIO0 O 10 HEOOX1AHOCTI JO3BOJIMTH CTIHKOCTI
OyTH BHYTPIIIHLOK 4YacTUHOK [T-cucteM Ta 3arajibHUM (DYHKIIOHYBAHHSM O13HECY.
Crifikicte mpocTo NoOBMHHA OyTH BOYIOBaHOKW, a He HanOyaoBow. Hanpuknan,
lNonaman y cBoili ctarTi[17] mocunaeTbess Ha HEOOXITHICTh BUKOPUCTAHHS JEKUTBKOX
TAKUX AKTUBHHUX METOJIB, SIK aJbTEPHATHBHI Omepauii Ta IMHAMIYHWHA CKiaa (PyHKILH
npu MoOyAOBI CTIHKAX CHCTEM.

APpXITEKTypa Ta OCHOBA KIOEPCTIHKOCTI. APXITEKTYpa CTOCYETbCS BHYTPILIHBOT
CTPYKTYPH CHCTEMH 1 BHPAXKAETHCSA K CKJIQJ0BI MOIYJl CHCTEM Ta iX B3a€EMO3B'SA3KH.
IIlo cToCy€eThes €1aCTUYHUX CUCTEM, APXITEKTypa MOBMHHA OyTH CTPYKTYPOBaHA, 100
3a0e3MmeunT 4acTKoBHA 301i. OTxke, 1e Tak Kpalle po3rsgaTh apXiTeKTypy SK Taky,
110 CKJIAJAEThCA 3 JEKUIbKOX WIAPIB 3aXUCTy, a HE SIBISE COOOK TBEPAY 30BHILIHIO
000510HKY. [10TIM KOKEH MIap MOBMHEH OyTH CHPOCKTOBAHWI TAKMM YMHOM, MO0 BiH
BIJINOBIIAB MPUHLMNY O€3MEYHOr0 BIAMOBH, SIK OMMCAHO PaHilIe. Xo4a Mpu po3podui
3aXMIICHAX CHCTEM 3a3BMYail MPOMOHYETHCS BUKOPUCTAHHS ACKUIBKOX PIBHIB 3aXUCTY,
PI3HULIS TYT MOJIATAE B TOMY, IO apXITEKTypa NOBHHHA OyTH OCOONMBO MPUAATHOIO AJIst
BIJTHOBJIEHHSI KOXKHOTO PiBH:A[ 18].

OOcsr mii/po3nOBCIOMKEHHST KIOEPCTIHKOCTI. OOCAT aHami3y KiOEpCTIHKOCTI HE
MO>KE€ BPaXOBYBATH JIMILIE OJHY CUCTEMY YK OpraHizailito Ta ii 0e3nocepeHeE OTOUEHHSI.
[IpuunHM Ha 1€ JBI: MO-MEPLIE, 3arpo3a MOXE MOXOAUTH BiJ Oyab-sIKOro 3 Oe3midl
B3a€MO3B’S3KIB, K1 cHCTeMa Mae Ta marpumye. [lo-apyre, B3aeMO3B'sI30K 3 IHIIMMHU
CUCTEMaMH (HAMPHKJIA, TOCTAYAIbHUKAMH ) TAKOK MOXKE OyTH MILHUM, KOJIM MOBA iijie
PO 3aTHICTh CUCTEM BIJHOBIIFOBATHCS Bl HECHIPUATIMBHX nonid. Hampuknan, sKuo
MEPEXKI MIAATh CUCTEMY, a0 ii 4acTHHY ypas3JIMBOCTI, TO BOHM TAKOK CTAHOBJISTH
OCHOBY CTIAKOCTI 1€l CHUCTeMH. TakuM YMHOM, BQ)KJIMBO MATH LIMPOKWH CIEKTP 1
OOCTEXKUTHU MEPEKY OpraHizaiiifi Ta CHCTEM, YaCTUHOI SKOi € CHCTEMA, IO

PO3IISIAAOTECS. 30UTBIIEHUI 00CAT € OCHOBOKO SIK JUISl AHATI3Y BPA3JIMBOCTI, TaK 1 SK
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Tabmung 1.2 - [puHUmNmM KiOEpCTIHKOCTI BIANOBIAHO A0 XapakTepUCTUK[20]

Xapakrepuctuka | [I[puHOIMNmM Ki0epeTiiKoCTi
O0’€ekT 3a0e3neyeHHs HOpMaJIbHOT poOOTH O13HECY:
1) CriiikicTh cnpsiMOBaHa Ha 30€peKeHHS LUIEH Ol3HECy, a He
IT-cucrem, mijx yac HECOPUATAMBUX KIOEp-MO1i.
2) Anani3 CTIMKOCTI MOBMHEH MaTH 3a MOYaTKOBY TOYKY CaMme
notpedu O13Hecy, a He [T-cucrem.
Hawmip dopMyBaHHS CUCTEMH O€3MEYHOT TSl BiIMOBH:
3) Criiiki cucTeMH NOBHHHI OyTH CIIPOEKTOBAHI TAKUM YHWHOM,
100 MaTh MOXJIMBICTH KOHTPOJIbOBAHOIO BUXOAY 3 JIaay, a
HEe OyTH CHOPOCKTOBAHMMHU BHKJIIOYHO JJIsi 3aXUCTY BIJ
BIJIMOB.
[Tiaxin [ToOynyBaHHs OE3MEKH 3CEPEAVHH:
4) CTIAKICT,  Tepel  3JOBMUCHUMHU  KiOep-momisiMM  Ta
BOy/IOBaHa B CTPYKTYpy opranizauii ta ii IT-cucremu, a He
JNOJAETHCSl OKPEMHUMH (PyHKIIIMHA a00 rpynamH.
ApXiTeKTypa 3axXuCT CKJIAICHUH 3 IEKIJIBKOX CTYIICHIB!
5) Criiika apxITEKTypa MICTUTh KIJIbKA CTYIIEHIB, KOXKEH 3 SKUX
3aTHUH 3aXHCTUTU Ta BIAHOBUTH POOOTHM CUCTEMH, a HE
OIMH PIBEHb 3aXHCTy Ha SKUH NOKJIAJAIOTBCA BCI
CHO/I1BAHHSI.
O0csr LlimicHa Mepeska oprasizaiii:

6) ns ynpaeminHg criikicTio Oi3Hec 1 IT-cuctemu ciin
PO3IJISAATH SIK B3AEMOIOB'SI3aHY MEPEXKY, & HE SK OKpemi
OJIMHUIII aHAJII3Y 13 CEPEOBUIIIEM.

7) CTIHKICTh pO3IIIAJaE MEPEKEBl B3a€MO3B’SI3KM OpraHi3ariiii

Ta CUCTEM SIK CHJIM Ta CJIA0KOCTI, a JIMIIIE SIK JIPKEPEIIO 3arpo3.
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8. HenocTiliHicTh: TeHEpPYHTE Ta yTPUMYHTE pecypcu 3a mnotpedu ado
OPOTATOM OOMEKEHOTO Yacy;

9. OOMe)keHHsT TMpUBLIEIB. OOMEXKTEe TpUBUIEI HA OCHOBI arpuOyTIB
KOPHUCTYBAUIB Ta €JIEMEHTIB CHCTEMH,

10. TlepeOynoBa: HAUUIMTH CUCTEMHI PECYpPCHM Ha MOTOYHY OpraHi3amiiHy
Micir0 abo (pyHKIIi G13HECY, 00 3MEHIIMTH PU3UK;

11.  HaamipHICTB: MaiiTe KUTbKA 3aXUIICHAX CK3EMILISPIB KPUTHYHUX PECYPCIB;

12.  CerMeHramis: BHM3HAUTE€ Ta BIJOKPEMTE EJIEMEHTH CHUCTEMH HAa OCHOBI
KPUTHUYHOCTI Ta HAAIHHOCTI,

13. OOrpyHTOBaHa UUTICHICTh: 3’SCYBAaTHM, YW HE TMOLIKOIKEHI KPUTHYHI
€JIECMECHTH CUCTEMH,

14. HenepenbadyBaHiCTh: BHOCITh 3MIHM BUNIAAKOBO a00 HENepeadavyyBaHo.

KoxxHa TexHIKa XapakTepu3yeTbCs SK CBOIMM  MOJIMBOCTAMH, TakK 1
nependadyBaHUMM HACHIAKAMU BUKOPUCTaHHS TEXHOJOTIH a00 MpoLEciB, SIKI BOHA
BKIItOUae. Meronm KiOepCTIHKOCTI  BiIOOpaKarOTh PO3YMIHHS 3arpo3, a TaKoX
TEXHOJIOT1i, MPOIECIB Ta KOHIICMIIA, MOB’SI3aHUX 3 MIABUIICHHSIM KIOEPCTIHKOCTI JI0
BUPILIECHHS 3arpo3. [H>keHepHa cucTeMa KIOEpCTIMKOCTI mepeadadae, 10 METOAUKH
KiOepcTiiikocTi OyayTh BHMOIPKOBO 3aCTOCOBYBATHCS [0 APXITEKTYpH ab0 au3aiiHy
OpraHizaiifHoi mMicii i AUTOBUX (YHKI[I Ta JOMOMIKHUX CUCTEMHUX pecypciB|[77, 78,
95].

O4iKy€eTBCS, OO0 METOMMKHA KIOEPCTIHKOCTI 3MIHIOBATUMYTHCS 3 4acOM y MIpY
PO3BUTKY 3arpo3, JOCATHEHHS HA OCHOBI JIOCIIIPKEHb, PO3BUTKY OE3MEKH Ta MOSBH
HOBHX 1JCH.

MeToam ToCSArHEHHST KIOEPCTIMKOCTI TakoK B3aeMo3anekHi. Hanpuknan, TexHika
AQHAJIITUYHOTO MOHITOPUHTY MIATPUMYE KOHTEKCTHY OO013HaHICTh. OJHAK TEXHIKA
Henepea0auyyBaHOCTI  BIAPIZHSAEThCS BIJ 1HIIAX TEXHIK THM, M0 BOHA 3aBXKIU

3aCTOCOBYETBCS Yy TOEJHAHHI 3 SIKOKOCh I1HIIOK TEXHIKOKW (Hampukiana, pobora 3
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ICHYFOUMX Ta HEOOX1THUX 3aC001B KOHTPOJIKO, TAK 1 TOMOMOTH Ay AUTOPCBKOMY KOMITETY

Ta MPABJIIHHIO 3pO3YMITH Ta BUPILIMTH PI3HOMAHITHI PU3UKHK LU(POBOTO CBITY[36].
1.1.2.1 BianoBiaHICTh CTAHAAPTAM, IK METOA JOCSATHEHHS Ki0OepPCTIHKOCTI

GDPR (General Data Protection Regulation)[40] - 3aranbHuii perjameHT Mpo
3aXUCT JAHUX L€ 3arajIbHOEBPONEUCHKUIN 3aKOH IPO 3aXUCT NAHUX, AKAW BCTYIHUB Y
cuity 25 tpasus 2018 poky[38, 44].

GDPR, B nepmry 4epry HaniieHuil Ha 3axucT (PIBMYHUX OCIO mOA0 00POOKHM iX
NEPCOHAIBHAX JAHWX Ta € iX OCHOBHUM MPaBOM. J[OKYMEHT PO3KPHBAE MPHHLMIU Ta
npaBujia MO0 3aXUCTy 00poOkM ocoOuctux AaHux ¢izuunux ocid. lleii Permament
NPU3HAYCHUH CIIPHUSTH TOCATHEHHIO MPOCTOPY CBOOOAM, OE3MEKHN Ta CIPABEIIMBOCTI Ta
€KOHOMIYHOTO COKO3Y, E€KOHOMIYHOMY Ta COLIAJIbHOMY MPOrpecy, 3MILHEHHIO Ta
30MM>KEHHIO €KOHOMIK BHYTPINIHBOTO PUHKY Ta A00PoOyTY (piznunmx ocid [39].

3naunuii 3a o6csarom, GDPR mnepenbavae miaxig 21-ro CTOMITTS A0 3aXUCTY
nanux. lle po3mmproe mpaBa MPUBATHUX OCIO KOHTPOJIFOBATH CHOCIO 30MpaHHS Ta
00poOKM iXHIX MEPCOHAIBHUX JAHUX, 4 TAKOXK MOKIAAA€E NI psil HOBUX 3000B's13aHb
Ha opradizaii (SK KOHTPOJEPH, TaK 1 0OpoOHUKH), 0O BOHM OUIbIIE BIANOBIAATA 3a
3axuCT AaHuXx.[38, 41-43]

GDPR nepeniuye miicTh NpUHLOUIIB OOPOOKHA JaHWX, SKUM MOBUHHI BIANOBIAATH
KOHTPOJICpH NaHuX. [lepcoHanbH1 1aH1 TOBUHHI OyTH:

1. OOpoOnsSETHCSA 3aKOHHO, CITPABETUBO Ta MPO30PO.
30upaeTbes MUIIE AJI1 KOHKPETHUX 3aKOHHUX LIJIEH.
AJeKBaTHHM, BIATOBIHM 1 0OMEKEHUH HEOOX1THUM.

Touni Ta, ¢ 1€ HEOOX1THO, TOCTIMHO OHOBJIIOIOTHC.

AN

30epiraeTbCs JIMUIE CTIIbKU, CKITbKA TOTPIOHO.
6. OOpoOIEHO TaKUM YMHOM, 110 3a0e3neuye BiAnoBiaHy 0e3neky[38, 40].
Cnin takox 3BepHyTH yBary Ha DPIA (Data protection impact assessment)[49] e

OpoUEeaAypa, METOK SIKOi € BU3HAYCHHS MO>KJIMBOIO BIUIMBY OOPOOKH MEPCOHABHUX
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a)  BCTAHOBJICHHS HAJICKHOTO YIPABJIIHHS,

b)  BH3HAUCHHS Ta BU3HAYCHHS MPIOPUTETIB PU3HKIB,

C)  BUKOPHMCTaHHS BCTAHOBJICHUX PaAMOK;

d)  pH3MK, TNOB'A3aHUIl 3 TPETIMM CTOPOHAMHM Ta HOBHMH TEXHOJIOTISIMM,

NOBHHEH OyTH BU3HAUEHUI Ta KEpOBaHUt[97].

1.2 AyauT sIK OJHH i3 METOIIB JOCATHEHHSI Ki0epcTiiikocTi

3a Cy0’€eKTOM BHKOHAHHS PO3PI3HSAIOTh BHYTPINIHIA 1 30BHIIOHIA ayauTH
iHpopMaLIiHUX TeXHONOTIH. ¥ moaarky B, Tabmuui B.1 HarmsgHO moka3aHa pi3HUALS
IMX BaplaHTIB 32 OCHOBHUMU O3HAKamMu ayauty|[67, 73, 74, 76].

HuHi HalOUIbIl PO3MOBCIOJUKEHMMH € JBa OCHOBHI CIOCOOM 3aCTOCYBaHHS
30BHIIIHBOrO0 IT-aynuTy B CHCTEM1 YOPABIIHHS OPraHi3ali€rd. SK CaMOCTIHHOT
KOHCAQJITMHTOBOI  (ayIMTOPCHKOi) mocayrd; abo y CKIaal IHIMMX BHAIB ayJIUTy
opraizaiiii (KoMOIHOBaHHIA ay InT).

Sk camocCTiiiHa KOHCAQJITWHIOBA TNOCAYyra 3O0BHIIIHIA ayauT 1HQOpMaiiHIX
TEXHOJIOTI 3aCTOCOBYETHCA 3 METOK OTPUMAHHS AyAMTOPCHKOIO BHCHOBKY WIOJIO
MOTOYHOrO CTaHy 00’ekTa ayauTty)[67]. SIKmio roBOpUTH Npo MjlaH MIJBUILIECHHS PIBHS
kiOepcriiikocti [T cTpykTypu opradizamii — 30BHIIIHIA KOHCAITUHTOBUN 30BHILIHIN
ayJIuT MOKE CTaTh TOOPOIO BIAMPABHO TOUYKOI U 3HA4HO aonomoske [T ta Ib Bigauiam
OLIHUTH PU3WKH, BUSBUTH MPOTAJIMHW Ta OTPUMATH KOPUCHI PEKOMEHJIAIli MO0 iX
YCYHEHHS.

AJie 0THOPA30BOT0 30BHIIIHBOIO ayauTy OyJe HE AocTaTHO. 1100 omiHKUTH BIIUB
BITPOBA/DKEHHUX 3aC001B, MOMIMIEHNX MTPOLECIB, TPOLEAYP TOLIO, HEOOX1JHO TPOBOAUTH
ayJIuTH 3 TIEBHOKO MEPIOAVYHICTIO, HAMpUKIaA pa3 Ha pik. C KOXKHOK 1TEpaLI€ro
MOBUHHA TMPOBOJMTUCS OIIHKA MPOBEAECHOT PoOOTH Ta PO3POOJSTHUCS HOBI IUIAHH
nojinueHHs Kidepceriiikocti IT cuctem. 3aMOBIEHHS MOCIYT 30BHILIHBOTO ayIUTY
KOXKEH pIK BOYEBHIb OyJe KOWITYBaTH Ha Oarato OUIbIIE, HIK NPOBEACHHS

BHYTPILIHBOTO ayAUTy CHJIAMH CAMOi OpraHi3arii.
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Baytpiwnii [T-aynuT, 3a3Buyaii, MpOBOAWTBECS HA TMOCTIHHIA OCHOBI 3 METOH)
HENMEPEPBHOrO yaockoHaneHHs1 [T-cepemoBuina, miaBuuieHHs 3putocti IT-mporecis,
rapaHTYBAaHHS HAMIAHOCTI Ta €EKTUBHOCTI 3aXOIIB PU3UK-MEHEMKMEHTY [T, a Takox
OOrpyHTYBaHHsI BIAMOBIJHUX IHBECTHIlIH opraHizamii Tomo[67-68]. Illo € iacanibHUM

BaplaHTOM AJis1 O€3NEPEPBHOTO MPOLECY YAOCKOHAICHHS KIOEPCTIHKOCT1 CHCTEMMU.

1.2.2 OcHoBHi icHyrwui crangaptu IT ayaury

OCHOBHI J1F041 CTaHIAPTH AyAATY 1HPOPMALIIHHUX CUCTEM Ta OE3NEKN:

1. KonuentyaneHi 3acagu  ymnpaeiaiHHS —pusukamu  opradizaunii  ERM
COSQOJ26, 27, 29];

2. Crangapt CoBiT Big ISACA[30, 83, 81]

3 Cepis cranpaptiB AS PCAOB[24, 25];

4. Cepis cranmapris ISO27000;

5 Cepis nokymentiB NIST SP 800 (3oxkpema gokyment NIST SP 800-53)[12,
23,28,77,78, 94].

1.2.2.1 ERM COSO

ERM COSO 0ysio 3amiaHOBaHO SIK CTPYKTYPY, SKa JIETKO BUKOPUCTOBYBajlacs O
KEPIBHULTBOM [UIsl OLIIHKK Ta BAOCKOHAJICHHS YIPABIIHHSA KOPHOPATUBHUMH PU3NKAMHU
B CBOiX Oprasizamisix. Y CBIii 4ac KOHLENTyaJlbHI 3aCaJd YOPABIIHHS PU3AKAMH
opranizauiii Big COSO naOynm 3Ha4HOT MONyASPHOCTI[27].

YopaBiiHHS pUu3MKaMH Ha TIAOPUEMCTBI, 3riIHO 10 ERM cknagaeTbcs 3 BOCBMU
B3aEMOINOB’A3aHUX KOMIOHEHTIB. 11 KOMIOHEHTH ONKUCaHI HIXKYE.

BuyTpiniHe cepenosuine. BHyTpilHE cepenoBulie siBisie coOor armochepy B
Oprasizamii 1 BHM3HAYae, SKUM YHHOM PHU3MK CHOPUWMAETBCS CHIBPOOITHUKAMHU
Oprasizaiii, 1 sSK BOHA Ha HBOIO pEArylOTb. BHYTPIIIHE CEPEOOBHILNE BKIFOYAE
(b110co(diro ynpaB/IiHHS PU3UKAMU 1 PU3UK-AMETUT, YECHICTD 1 €THUYHI IIIHHOCTI, a TAKOX

TE€ CEPEIOBHILE, B SIKIH BOHH 1CHYIOTb.
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[TocranoBka nuiei. Llumi maroTe OyTH BU3HAYEH] 0 TOTO, K KEPIBHULITBO MOYHE
BUSBIIATH TMOAll, fKI MOTCHLIHHO MOXXYTh BIUIMHYTH Ha iX npocsrHeHHs. [Ipomec
YIPABJIIHHS PU3MKAMU HAIA€ «PO3YMHY» FAPAHTIIO TOTO, IO KEPIBHULITBO KOMMIAHI1 Ma€e
NPABHJIBHO OPraHi30BaHMi mpouec BUOOPy 1 (hopMyBaHHS LUIEH, 1 11 11l BIANOBIIAOTH
MICIi Oprasizarii 1 piBHIO i1 pU3MK-aNETUTY.

BusnaueHHsa noaii. BHyTpilIHI 1 30BHILIHI MOAli, OO0 BIUIMBAKOTh HA JOCATHEHHS
LUICH OpraHi3arii, MOBUHHI BH3HAYATHCA 3 YpPaxXyBaHHSAM iX MOAUIYy HAa PU3HKU a00
MOKJIMBOCTI. MOXKITMBOCTI TOBHHHI BPaxOBYBaTUCS KEPIBHULTBOM B MPOLECI
(opMyBaHHsI CTpATETrii 1 TOCTAHOBKHU I[LICH.

OwiHka pu3KKiB. Pu3MKM aHami3yrOThCS 3 YpaxyBaHHSM MMOBIpHOCTI iX
BUHUKHCHHS Ta BIUIMBY 3 METOK BHM3HAUCHHS TOro, sKi Aii IIOAO HUX HEOOXITHO
3poOUTH. PU3MKH OLIIHIOKOTHCS 3 TOUKH 30PY BJACTHBOTO 1 3AJTMIIKOBOTO PU3UKY.

PearyBanns Ha pusuk. KepiBHMUTBO BUOMpae METOJ pearyBaHHS Ha PU3HK -
VXWICHHS BiJA PH3UKY, OPHHHATTSA, CKOPOYEHHsS ab0 Mepepo3NOAlT PU3HKY, -
pO3pO0stOUM  psA 3aXOMIB, SIKI  JO3BOJISIFOTH TPHUBECTH  BUSIBICHUM PU3UK Y
BIJINOBIIHICTB 3 TOMYCTUMHUM PIBHEM PH3UKY 1 PU3HMK-ANETUTOM OpraHizaiii.

3acobu koHTpomro. [lomiTukm 1 mpoueaypu po3poOsieHI 1 BCTAHOBJIEHI TAKUM
YMHOM, 11100 3a0e3neuyBaTi «PO3YMHY» TapaHTIIO TOT0, IO PEaryBaHHs HA 10 BUHUKAE
PH3UK BiAOYBaETHCS €PEKTUBHO 1 CBOEYACHO.

[npopmaris Ta komyHikamii. HeoOxiaHa iHpopMalis BU3HAYAETHCS, PIKCYEThCA 1
NEPEAAETbC B Takid (opMi 1 B Taki TEPMIHM, SIKI JO3BOJISIKOTH CHIBPOOITHUKAM
BUKOHYBAaTH iX (PyHKIIOH&IBbHI OOOB'S3KM. TakokK 3A1HCHIOETBCS €PEKTUBHUI OOMIH
1H(pOpMaIIIEr0 B paMKaxX OpraHizailii sk mo BEPTHKAJIl 3BEPXy BHHU3 1 3HU3Y Bropy, TakK 1
10 TOPU3OHTAJI.

MomnitopuHr. Beck mpouec ynpasiiiHHS PU3MKAMU OpraHizauii BiICTEXKYEThCS 1 B
pa3i noTpeOu KOPUTYEThCsl. MOHITOPUHT 3/1IHCHIOETHCS B PAMKAX MOTOYHOI JISIbHOCTI

KEPIBHUITBA a00 IIJITXOM TPOBEACHHS MEPIOAUYHUX OLIHOK.
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Opnak, ERM Big COSO He 30BCIM PO ayaMT, aje BlH LIMPOKO PO3KPUBAE OAY 13
HOro 4aCcTWMH — aHalli3 Ta OLIHKY PHU3MKIB, TOMY TaK [IUPOKO BHKOPUCTOBYKOTHCS
ayJIMTOPCHKOIO MPAKTUKO0. OCOOIMBO LE CTOCYETHCS PU3UK-OPIEHTOBHOIO ayUTy MPO
KW OyJie cKa3aHo 3roJoM. PO3MIsiHYTI, KOHIENTYaIbH 3aCad YIIPABIIHHS PU3AKAMU
Opraizaiiiii po3noBiAAr0Th Ta PO3KPUBAKOTH HACTYTHI TEMHU:

1. BusBJICHHS Ta OLIHKA KIIFOUOBUX PU3HUKIB,;

2. Po3poOka Ta BIpoBaLKEHHS MPOILIECIB, 3a JOTMOMOTOI0 SKUX MOKHA YITPABJISITH

UMH PU3HKAMU;
3. TligTpuMaHHs 3aIUIIKOBUX PU3KMKIB HA PIBHI, MPUHHATHOMY ISl OpraHi3ailii,

4. TloB’s13aHHs PU3MKIB 13 OpPraHizauiiHuMuU HUIIMH[29].
1.2.2.2 CoBiT Big ISACA

CoBIiT - ne Binkputuii ctanaapt. Bnepuie BiapenaroBanuii y 1996 poui, BiH
nosiermvB poboty npodeciitnux [T ayaurtopis. Lleid cranmapt - e cnocid moaonaaTu
po3puB y KomyHikamii MK [T-QyHkuissmu, Oi3HECOM Ta ayaWTOpaMHu, a TaKOXK
00’emHaTh O€3MiY IHIOWX CTAHAAPTIB Ta KPUTEPIIB B €IMHUI pecype, MO T03BOJISIE
OTpUMATH TIEBHE YSABIEHHS MPO 3aBaaHHs Ta 1un [C Ta kepyBaTM HUMH. HA CYYaCHOMY
piBHl. CoBiT BpaxoBye mnpaktmuHo Bci 0coOmmBOCTI IC Oyab-gKOi CKIIQAHOCTI Ta
po3MIpYy.

[Tpu po3pobui 3aranbHOTO MaHy ayauty [T ciaig oTpuMyBaTHCS BIAMOBIAHOTO
MIX0Ay A0 OIIIHKKA PU3MKIB, OJWH 13 BapiaHTiB - BukopuctoByBatd COBIT ansa 1mei
metu. Konmeniisi od0epraeTbes HaBkojgo kackany iuie COBIT, skuit nemoHCTpye
3B'I30K MDK PYyIIISIMH Ta MOTpeOaMy 3alliKaBJICHUX CTOPIH Ta LUISIMHA YIPABIIHHS Ta
ynpaeiiHHs. Kackaa wisiell miarpuMye BCTAHOBIICHHS MMPIOPUTETIB YIIPABIIHHS Ta LIICH
VIPaBIiHHS Ha OCHOBI1 MPIOPUTETHOCTI Luied mianpuemctBa[31]. Hwxye HaBeneHi
komroHenTu COBIT.

Crpyktypa. OpranizoBye i ynpaiaiHas [T ta Halikpann npaktuku [T-goMeH1B

Ta MPOLIECIB TA MOB'A3YE iX 13 BUMOraMu O13HECY.
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Onucu mporeciB. J[oBiIKOBA MOJEAb MPOLECY Ta 3arajibHa MOBa JJIs BCIX B
opranizamii. [Ipouecn BigoOpakaroThes y cepax BIAMOBIIATBHOCTI TUIAHYBAHHS,
noOyI0BH, 3ayCKY Ta MOHITOPUHTY.

[{im xoHTpomo. Hamae mnoBHMI HAOIp BUMOT BHCOKOTO PIBHS, SKI CIIiJ
BpPaxOBYBAaTH KEPIBHULTBY AJisl €(DEKTUBHOIO KOHTPOJIKO KOXHOTO IT-mpouecy.

KepiBHi mpuHIMNUM yhpaBiiHHS. Jlomomarae po3MOAUTATH BIANOBIJAIBHICTD,
Y3rOAUTH [iJl, BUMIPIATH PE3YJIbTaTUBHICTh Ta MNPOUIFOCTPYBAaTH B3aEMO3B'A30K 3
THILAMHA TPOLECAMMU.

Mogpeni 3puUTOCTI. OILIHIKOE 3PUIICTh Ta MOXKIMBOCTI JUIsl KOKHOTO MPOIIECY Ta
JIOTIOMArae yCyHyTH nporamuuu[32, 33].

Hesiki nepesarn COBIT naBeneni nuxue[83].

1. COBIT y3romkyerbcss 3 1HIIAMH CTaHJApTaMM Ta HaMKpalluMu
NPAKTUKAMU 1 TOBUHEH BUKOPUCTOBYBATHCS Pa30M 13 HUMM.

2. L{s cTpykTypa Ta MiATPUMKa HAMKpamux MPAKTHK 3a0e3MeuyroTh A00pe
KEepoBaHe Ta THy4ke [T-cepenoBuine B oprasizarii.

3. COBIT 3abe3neuye cepenoBUIIE YIPaBIIHHS, SKE BIAMOBIIAE MOTpeOam
O13HECY Ta CITY>KUTh YIIPABIIHHIO Ta Ay AUTOPCHK1 (PYHKIIi 3 TOUKK 30PY iX KOHTPOJIBHHUX
000B's13KIB[81].

4. Bin Hagae iHCTpyMEHTH Asist yripaBiaiHHs [T-AisIbHICTIO.

COBIT O6araro B uwomy cnpusie I[T-aynutTy, ane BaKIMBO 3a3HAYUTH, MO LE
IHCTPYKIIsA, 10 BUMAarae IHAWBIAYAIbHUX HAJAITyBaHb I KOXKHOI Oprasizauii.

COBIT - ue He yHiBepcanbHE pilicHHS, a GpperMBOpK[31].
1.2.2.3 Cepis cranpapris AS PCAOB

Cepis cranmaptiB AS PCAOB, mo orpuMap HailOinblie pO3MOBCIOLKCHHS 1
HIMPOKO BHKOPHCTOBYKOTBCS Yy KOMMaHisX «Bemukoi ueTBipkm»[34], BCTaHOBIIOE
BUMOIH Ta HAJA€ BKA31BKU J0 ayJIuTy SK (PIHAHCOBOI 3BITHOCTI KOMMAHIi, TaK 1 OLIHKH

KEPIBHUUTBOM €(PEKTHMBHOCTI BHYTPIIIHBOIO KOHTPOJIIO 32 (PIHAHCOBOK) 3BITHICTHO[24,
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25]. Tak, Ha BiAMIHY BiA 1HIIKMX O(IMIHHUX CTaHAAPTIB WOA0 Oe3nekn 1H(opManiiHuX
cucteM uu BHYTpimHIX KoHTposmiB [T, crammaptm PCAOB B nepury uepry Oy
po3po0seH] s MPOBEACHHS 30BHIMIHIX ayAWTIB (PIHAHCOBOI 3BITHOCTI Y MYOJIIYHUX
KomnaHisx. OnHaK, I[IBUAKE PO3BUHEHHS 1H(OPMALIHHUX TEXHOJIOTIi, PIBHS
KIOEP3JI0YMHHOCTI Ta CTYNEHIO MoKnanaHHs komnadii Ha [T mpouecm 3 mpuBogy
(dopMyBaHHs (HIHAHCOBOiI 3BITHOCTI, OYKBAJIbHO 3MYCHJIO OparaHizailiro BKIOYUTH [T
ayJuT K 000B’SI3KOBY CKJIANOBY (PiHAHCOBOro ayauTy. Tak ayauTOPCHKUN CTaHIApT S,
ony0OmikoBaHui Panoro 3 Harsiay 3a oOmKoM B myOmiyHMX KommaHisx (anrn. Public
Company Accounting Oversight Board), Bumarae Biji ayIuTOpiB BUKOPUCTOBYBATH IS
BUKOHAHHSI ayJUTy CHCTEMH BHYTPILIHBOTO KOHTPOIK 3a MiArOTOBKOI (PIHAHCOBOT
3BITHOCTI TaKy->K MIAXOMAAILY 1 3aralbHOBA3HAHY MOJENb KOHTPOIIIO, IKY MEHEIKMEHT
BUKOPHCTOBYE JUIsl CBO€i LIOPIYHOI OLIHKM €(PEKTUBHOCTI BHYTPILIHBOTO KOHTPOJIO
ToBapucTBa 3a MArOTOBKOK (PiHAHCOBOT 3BITHOCTI.

Takuii ayqut Oyje BOEPIIE 3a BCE OPIEHTOBAHUI HA OCHOBHI CUCTEMHU T'e€HEpaIlii
Ta 30epiraHHs () IHAHCOBOI 3BITHOCTI, Ta JOMOMDKHI OMNEpalliHI CUCTEMH, CHUCTEMH

KepyBaHHs 0a3aMu JaHWX, MPOTPaMH1 IHCTPYMEHTH Pi3HOTO THITY.
1.2.2.4 Cepis noxymentis NIST SP 800

NIST Special Publication 800-53 “Security and Privacy Controls for Federal
Information Systems and Organizations” - KoHTponi 6e€3ne4HoCTi Ta MPpUBATHOCTI ISt
(denepanbHux HPOPMALIHHAX cUCTEM 1 opradizauiil. CyTh JOKYMEHTA MOJISATAE B OMUC]
KOHTPOJTIB O€3MEKH, a TAKOK IHCTPYKLISIX NP0 TE, IK HAMU TPAMOTHO KOPHCTYBATHCS.
Bapro 3ayBakutH, 110 JOKYMEHT Ay>K€ 00'€MHUI 1 OMUC KOHTPOJIIB 3aiiMae maiixe 250
CTOPIHOK, a 3arajibHa iX KUIBKICTh HAJIIYY€ KiJIbKa COTeHb[77, 78, 94].

s myOmikamis MIiCTUTh KaTajaor KOHTPOJK O€3MeKH Ta KOH(QIACHIIHHOCTI AJist
1HpOpMaLIHHUX CUCTEM Ta OpraHizamii A 3axXHCTy OpraHi3auifiHux omepamiid Ta
aKTHUBIB, OCIO, THIIMX OpraHizamii Ta Hamii BiJl PI3HOMAHITHOrO HAOOpPy 3arpo3 Ta

PHM3MKIB, BKJIIOYAKOUM BOPOXKI HAMAIM, JIFOACHKI MOMUWJIKH, CTUXIHHI JINXA, CTPYKTYPHI
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3001, cy0'ekTH 30BHINIHBOI PO3BIAKM Ta PU3AKM KOH(pineHuiiHOCTI. EnemeHtH
KCPYBaHHs € THYYKMMH Ta BIAKPHTAMH JJIs TEPCOHAIBHOTO HAJIAro/KEHHS Ta
BIPOBAUKYIOTBCSI  SIK YaCTHMHA 3arajlLHOOPTraHI3alliifHOrO MPOLECY  YIPABIIIHHS
pu3uKaMu. EIEMEHTH KOHTPOJIIO BPAXOBYOTh PI3HOMAHITHI BUMOTH, 1110 BUIUIMBAIOTH 13
notped Micli Ta O13HECy, 3aKOHIB, PO3MOPSKEHb, JUPEKTHUB, MOJOKECHb, MOJITHK,
CTAaHJIAPTIB Ta KEPIBHUX NPHHLMINB. HapemTi, 3BeAcHHMI KaTajor yHpaBiHHS
PO3IJsiIae€ MUATaHHS O€3MeKW Ta KOH(IAECHIIHHOCTI 3 TOYKM 30pY (YHKIIOHATBHOCTI
(ToOTO crii (PyHKIIHA Ta MEXAHI3MIB, IO 3a0€3NEUYIOThCS CIEMEHTAMU KEPYBaHHS), a
TAKOX 3 TOYKM 30py BIEBHEHOCTI (TOOTO MIPH BIEBHEHOCTI Y MOKIIMBOCTSX O€3MEKU
a0 KOH(DIIECHIIAHOCTI, MO HAJAKTHCS 3aco00aMW  YOPABIIHHA ). 3BEPHEHHS [0
(YHKIIOHATBHUX MOKJIMBOCTEH Ta TapaHTiii jgonoMarae 3a0e3MeunTH  AOCTATHEO
HAJIAHICTh NPOAYKTIB 1H(QOPMAIITHUX TEXHOJIOTIA Ta CUCTEM, K1 MOKJIAAat0ThCsl HA 111
npoaykrTu|24].

VY nopiBasHHI 3 THM ke [SO 27001[85], NIST SP 800-53[28] mo KOHTpOJiB
Oe3nekn Mae OulblIE 3a KUIBKICTIO Ta OUIBIN ACTaIi30BaHI KOMICHCYHOUl 3aXO[M,
ockutbkn ISO Bce x Oulble OpieHTOBaHWI Ha ynpaBiiHHS 1B, a HE Ha KOHKpETHI
KOMITEHCY1041 3axoau[24, 77].

CraHapTt BKJIIOYAE B c€0€ Takl Ipyny KOHTPOJIB:

1. OO13HaHICThH 1 HABYAHHS,
. AYIWT 1 3BITHICTB,
. ABTOpU3allis Ta OI[IHKa O€3MEKH,

YnpaeiiHHS KOH(pITYyparli€ero;

2
3
4
5. IlnanyBaHHs O€3MEPEPBHOCTI OI3HECY;
6. Inentuikariis Ta ayreHTH(IKALIS,

7. PearyBaHHsI Ha IHIIUJICHTH,

8. OOcmyroByBaHHs / TEXHIYHA MIATPUMKA,
9. 3axuct HocIiB iH(popMaLii,

10.3axucT BiJ cTUX1HKUX JIUX 1 (i3uyHa Oe3Meka;
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11.IlnanyBaHHs;

12.be3neka nepcoHaiy;,

13.O11iHKa PU3HUKIB;

14.TTpuOaHHs CUCTEM 1 CEPBICIB;

15.3axucT CUCTEM 1 KOMYHIKAII1H;
16.L{i1icHICTE CHCTEM Ta 3aXUCTY 1H(pOpMAaLii,

17.Ynpasninus nporpamoto [5[23, 28, 77, 78].
1.2.2.5 Cepis crangapris 1SO27000

CimelictBo crangaptie [SO 27000 - nme Hu3ka craHgapTiB iH(OpMaLiiHOT
Oe3nekn, o 3a0e3MeuyroTh TIJ00ANBHY OCHOBY JUIsl TMPAKTHKH  YIPABIIHHS
iH(popmartiitHoro  Oe3nekoro. BoHum onyOmikoBaHi Ta po3podseHi  International
Organization for Standardization (ISO) - MiKHapOAHOW OpraHizamiero 31
cranaaptuzaiii[92] Tta International Electrotechnical Commission (IEC) -
MUiKHapOAHOK0 ENEKTPOTEXHIYHOK KOMICIEO.

ISO / IEC 27000: 2018 3ocepemxyeTbcsi Ha 1HQOPMALIAHUX TEXHOJIOTIAX,
METO/IIB Ta CUCTEMAX YIPaBIiHHA 1H(POpMaLiifHo0 6e3nekoro[90].

ISO/IEC 27001 Bu3Hauae BUMOTH 0 BIPOBAIKEHHS 3aCO01B KOHTPOJIKO OE3MEKH,
MPUCTOCOBAHUX JI0 MOTPeO OKpeMux opraHizamiid ado ix wactuH. CYIb npusHayeHmid
uis 3a0e3neueHHss BUOOPY AaICKBAaTHHX Ta MPOMOPUIAHHMX 3ac00IB KOHTPOJIO, SIKi
3aXMIIAK0Th AKTH 1HQOpMalii Ta HAAAIOTh BICBHEHICTh 3alliIKABICHHM CTOPOHAM.
3anpornoHOBaH1 BUMOTH CTPYKTYpOBaHi B kiacu(ikaiii 3 11 mMyHKTIB, sKI BKJIKOYAOThH
39 mneit, cnpsmoBanux Ha 133 3acoOu KOHTpoJTHO [85-87].

ISO/IEC 27001 Bu3Haydae, SK KOMMAaHIS TOBHHHA BIANOBIAATH BUMOTaMm
KOH(IACHIIMHOCTI, LUTICHOCTI Ta JOCTYNMHOCTI CBOiX 1H()OpPMALIHUX AaKTHWBIB, Ta
BKJIFOYATH 1€ B Cuctemy ynpaiiHHs iHQopmaiiinoto 6e3nekoro (CYIb) [88, 89]. Lleit
CTaHJapPT BUKOPHCTOBYETHCA B YCbOMY CBITI OpPraHizamisiMH, K KOMEPLIHHUMH, TaK 1

JIEp’)KaBHUMM, SIK OCHOBA JUIs YIPABJIHHS TOJITAKOK OpraHizaifili Ta peajizaii
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iHpopmaniiiHoi Oe3neku. BiH BHKOPUCTOBYETBCS MAIMMH, CEPEAHIMUA Ta BEIIMKAMHU
opraHizauisiMu y pizHux cdepax 0i3Hecy. HacnpaBai cranmapT po3poOieHHA HACTIIbKA
THYYKO, 1100 HOro MoskHa OyJio BAKOPUCTOBYBATH B YCIX TMNaxX oprasizamii. Cranmapt
(PaKTUYHO CTaB ,,3araJIbHOMOBHOKO™ JJIsl yNPaBiHHA 1H(opManiiHow Oe3nekor [84,
86, 87].

Jotpumanns cranpaptie cepii ISO 27000 mae psn xopucHuX mnepesar. Jlis
MOYATKIBIIIB 1€ TO3BOJISIE OpraHi3allii 3aXuiiaTi KpUTUYHO BAKIIUBI JUTsl O13HECY AaHi, a
TAKOX J0MOMarae 3aXWCTUTH JaHl Mpo CHiBPOOITHHKIB Ta KiieHTIB. Lle moxe
JIOTIOMOI'TH HAJaTH BAlllUM KJIIEHTaM Ta CMiBPOOITHUKAM OUIbIIE BIpW Yy Balll MPOLECH,
KapAMHAJIBHO MOKPAIIMBIIM Bally PEMYTALll0 Ta MOTCHLIHHO YHUKHYBIIN OYJb-SKHAX
BPaKEHb IIOJI0 TOrO, HACKUTLKK BU HAJ1MHI B 04ax ayuTOPIi.

[TopylIeHHST TaHUX TAKOK MOKE CIPUYMHUTH JOPOri mTpadu, 0COOIUBO SKILIO
BU MOPYIIUTE TaKl CTAHIAPTH, K 3arajbHUil perjiaMeHT mpo 3axucT aAanux. Lli mopori
mrtpadyu MOXKYTh HEWMOBIPHO 3aBAaTH WIKOAW HE JIMINE BamoMy (IHAHCOBOMY
cTaHoBuUly, ae ¥ penyTtauii. [lItpadHi caHknii MOXKYTh TaKOX 3yMAHATH Baml Oi3HEC,
10 MOKe OyTH PYHHIBHMM, 4acTO JAOCTaTHBO, 10O MOBHICTIO 3pyHHYBaTH Bam Oi3HEC.
Hapemwri, norpumanns crangaptie cepii [SO 27001 ta orpumanHs ceptu(ikaTy Ha
BIMOBIHICTE cTaHAapTy ISO 27001 o3Haudae, mo BH MIABUUIMTE JOBIPY KIIEHTIB 1
OPOACMOHCTPYETE, IO Balla KOMIIAHIS 3JaTHA JOTPUMYBATUCS HAWCyBOPIIIMX Ta
HAWBIPOrAHIMMX MPpakTUK Oe3neku[90, 93].

Takoxx Bapto BigmiTHTH 1O opraHizamis ISACA wmae nyOmikamiro m0po
BiINMOBITHICTH(MAPPING) CobiT no ISO27001[80] ta NIST nmepenucytots aesiki cepii
SP 800, o0 Bonu Bianosiaanu 1ISO27001[24].

1.2.2 3aranbuuii onuc ta eranu I'T Ayaurty

IT Aynuat mianpueMcTBa — 1€ KOMIIEKC MIP Ta KOHTPOJIIB JUIsl 3arajbHOT OI[IHKH,
crany IT cepenoBuina KOMIaHii, MPOLECIB, CHCTEM TOIIO, a00 OLIIHKK BiANOBIAHOCTI 10

NEBHUX HOPM, CTaHIapTIB, a00 KpUTepiiB[27].
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PO3MOJIJIEHHSIM HA KaTeropii: HE 3HAUHIN, 3HAUHIM, Ty>kKe 3HaUHM, a00 1HII1, CKIaAHIIII
anroputMu[21].

[Tix yac momepeaAHBOro Ay AMTOPCHKOro onuTyBaHHs [T ayIMuTOpy BU3HAYAKOTH Ta
B 17cajll BCTAHOBJIIOKOTh KOHTAKTH 3 OCHOBHMUMM 3al[IKABICHUMHU CTOPOHAMH IO
00CIyroByrOTh Ta MATPUMYIOTH [T, HECyTh BIAMOBIAAJBHICTH 3a CUCTEM Ta I1HII
POOITHHKH, 110 MOKYTh OyTH 3afisiH1 Y mpoueci ayanuty. Lle MoxyTe OyTH MEHEHKEPH 3
ylnpaeiiHHS 1HQOpPMALIHHAMU pu3nKaMu Ta Oe3nekoro kepiBHukH Biaauie IT Ta Ib, a
TAKOK THIMMHU TpodecioHaiaMy, TAaKUMH SIK THXKEHEpl O€3MEKH Ta aJMIHICTPaTOpH
Oe3neku; T miarpumka, KaapoBHil mepcoHan, BiAAUT (13udHOi O€3MEKH, PO3POOHUKH Ta
BIJIMOBIJIAJIbHI 32 BIPOBALKEHHST OHOBJICHD y T cTpyKTYypI, abo ii enemenTax.

Ha npomy erari Tako 3anMTyeThCS BIANOBIAHA TOKYMEHTALI, sika Oyae 3aisHa
Ta TIEPEBIpEHa MMiJ1 Yac ayanTy.

3a3BUyaili  KEPIBHMLITBO TNPHU3HAYaE OAHOrO ab0  KUIbKOX  ayJWTOPIB
«CYMPOBOIKYIOUHX» - 0CI0, SIKI BIAMOBINAOTH 3a Te, W00 ayIMTOPA MOIJIA BUIBHO
NEPECYBATUCS OPraHizali€ld Ta I[MBUAKO 3HAXOAWTH JOAEH, 1H(OpMaLID TOWIO,
HEOOX1/IH1 711 BEICHHS iX poOOTH, BUKOHYIOUM (PYHKIII KEPIBHUUTBA, (hacuiitaropa Ta
NYHKTIB 3B 3Ky KepiBHHLTBA[21].

Ha npoMy >k etanmi BHU3HA4YarOTBCS KPUTEPli ayauTy, 3a SIKUMH OyJe OLIHEHO
oTpuMmani pe3ynabTatd. Kpurepii aymauty — ne npuHouna  (a00 HOpMH), SKI
BUKOPHCTOBYIOTBCS /ISl OLIIHKHM YW TECTYBaHHS 00’ €kTa ayauty[27].

JUta  owiHku iHQopMamiifHOi O€3MeKM YacTo BUKOPHCTOBYKOTH KPUTEPIi
OLIIHIOBAHHS 3aXMUICHOCT1 iH(opmanii Ta 1HpopMauiiHux TexHonorid (Common
Criteria), 110 (paKTMYHO BU3HAYAOTH COOOK0 METOI0JIOTIIO, IO JOMOMAararTh BU3HAYATH
YiTKI BAMOTH Ta MOKA3HUKKW PIBHS 3aXWUICHOCTI KOMITKOTEPHUX CHCTEM. TakMM YMHOM
KpUTEPIi TNEPETBOPIOKOTE A0CTpPakTHE MOHATTS KiOepOe3neku abo iH(opMariitHoi
O€3MeKn 10 YITKAX MOKA3HHUKIB Y BUTJISAI BU3HAYEHUX PIBHIB a00 YMCEIIBHUX 3HAYCHb.
Taki MOKa3HUKK, BU3HAYCHI 33 OJHAKOBHUMH KPUTEPISIMUA MO>KHA MMOPIBHIOBATH HA €Talll

NEPIOMYHOT TIEPEOIIHKN CTaHy 3axUIICHOCTI 00°ekTy. [lokazHuk Oyae 3MIHIOBATHCS
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BINOBIIHO MO MPOBEACHUX POOIT, MOKPALYBATHCA, SKIIO OyJd MPUCYTHI €IEMEHTH
BJIOCKOHAJICHHSI, Ta HABIAKH, 32 YMOB BTpPAaTH PAHILIE MPUCYTHIX KOHTPOJIB 1/a00
CYTTEBUX 3MiH Y MEPENIKY KPUTHUHUX CKIAA0BUX. OKPIM TOTO TaKl MOKA3HUKH HAOYHO
300paXXyIOTh PI3HUIIO €(DEKTUBHOCTI PI3HUX METOIB, 3aCO0IB Ta CTPATEr1d TOCSTHEHHS
1HpopmaniiiHoi 3axuuieHocTi|7, 14, 22].

OCHOBHOK 0a30K0 XapaKTCPUCTHKM OCHOBHHMX KPHUTEPIiB, MOA0 1HPOPMALIHHOT
Oe3nexn BUKOpUCTOBYIOTH Tpiany CIA. Mogaens Tpiamgum CIA (Confidentiality, Integrity,
Availability) 3BoguTe BCHO iH(pOpManiiiHy O€3lneKy B TPU OCHOBHHMX KPHUTEPII:
KOH (P1ICHIIHICT, LIUTICHICTh Ta TOCTYMHICTH[ 14].

[Tix OWIHKY KPUTEPISIMU [0 aHATI3YBaHHS MOTPAIUISIFOTH TPW TOJIOBHI CKJIAJOBI
Oyab-skoi 1H(OpMAIIIiiHI CUCTEMU, 1€ TEXHIYHI 3acO0M, MporpamMHe 3a0e3MEUYEHHS 1
KOMYHIiKalii. TakoX BH3HAUAIOTh TPWU OCHOBHI PiBHI: (I3W4yHMA, OcOOHMCTMH Ta
opraHizauiiauii[ 14, 96].

Common Criteria 3arajlbHUX KpUTEPIiB - L€ MDKHAPOJAHO BHU3HAHA OLIHKA
(QyHKLI Oe3mekn, a TaKoXK NPOLECIB PO3pOOKM Ta TECTYBaHHs, IMOB'SI3aHUX 3
OPOAYKTaMH 1H(POPMALIAHAX TEXHOJOTIH[ 8].

VY cdepl yKpaiHCHKHMX JAEPKABHO 3aTBEP/UKCHMX CTaHAAPTIB, TAaKOXX MOXKHA
3HAWTH JOKYMEHTH, SIKI MOXHA aJanTyBaTH 1 3aCTOCOBYBAaTH JJsl JOCSATHEHHS
kiOepcriiikocti. Hanpuknaa noxkymeHT: Kputepii OIHKM 3aXWIICHOCTI 1H(oOpManii B
KOMIT IOTEPHUX CHUCTeMaxX BIJl HecaHkiioHoBaHoro poctymy HJI T3I 2.5-004-99[6].
BHKOpUCTOBYIOUM OMUCaHY y JOKYMEHTY CTPYKTYPY KPUTEPIiB 1 poOisiuM aKLEHT Ha
TaKUX NYHKTaxX SK. CTIMKICTb JO BIJIMOB, BIJHOBJICHHS Mmicjisi 300iB, rops4a 3amiHa,
CaMOTECTYBAHHS TOHIO, JOKYMEHT MOXKe OYTH 3aCTOCOBHMM JI0 OIIIHKOBAHHS
kiOepcriiikocti y I'T cucremi manpuemMcTsa.

OCHOBHHMM pE3YJIBTATOM LIOTO €Taly € BU3HAYCHHS IMEPENTIKIB 00 €KTIB ayAHTY,
CTaTyT, JUCT MNPO 3anyycHHs abo mnoaIOHE, Y3ro[KEHI MIXK ayAUTOpPaMH Ta
KEPIBHULTBOM KJII€HTIB. TaKOXX OTPUMYIOTBCS CHUCKM KOHTAKTIB Ta IHINI MOMEPEAHI

JOKYMEHTH, a (ailiim ayauTy BIAKPUBAKOTHCS, OO MICTUTH AOKyMEHTALit0 (podoul
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NPALIOKTE METOAWYHO 3a JOMOMOTOK KOHTPOJIBHOTO CIHCKY ayJuTy, HampUKIa,
OMUTYBAHHS CMIBPOOITHHUKIB, MEHEKEPIB TA 1HINWX 3allIKaBICHUX CTOPIH, OB’ I3aHUX
13 00’€KTOM JOCIIIKCHHS, IEPETIsA JOKYMEHTIB, PO3APYKIBKH Ta JAHHUX (BKIHOYAKYA
3anucn  AisutbHOCTI [T cmerem, TakMX sK SKypHaIW MOAIM), CHOCTEPEKEHHS 3a
npouecamu [T Ta nepepipka KoHPIrypaiiiii 6€3MeKn CUCTEMU TOIIO. AYAUTOPCHKI TECTH
OPOBOASATHCS JJIsl OLIIHKM Ta MEPEBIPKKU A0KA31B y MIpy ix 30upanHs. ['oTyroTeCs podoul
JOKYMEHTH 3 ayIuTy, B SIKMX JOKYMEHTYIOTbCS MPOBEACHI TeCTH, 310paHi AOKa3W Ta
NOYaTKOBI pe3yabTatu[21].

[lepma wyacTuHa MOAKOBUX POOIT, K NPaBWIO, TMepeadadac Mneperisia
JOKYMEHTalli. AyIuTOop 4MTac Ta pOOWUTh NPHUMITKM WHIOA0 JOKYMEHTAUii, Mo
CTOCY€ThCA 1 BUMIMBAE Ha npouecu [T (Hanmpukian, mojiTiKa pe3epBHOTO KOIMIKOBAHHS,
npoueaypa pearyBanHs Ta 0OpoOKH IHIMIEHTIB, TOIO). AyauTop (GopMye ayAUTOPCHKY
JOKYMEHTALI0, L0 CKIIAJA€ThCs 3 AyJAWTOPCHKUX JOKAa3iB Ta MPUMITOK y (dopmi
3aMOBHEHUX KOHTPOJIBHUX NEPETIKIB AyAUTY Ta POOOUMX TOKYMEHTIB.

Pesynbratu orisay MOKyMEHTAIlli YacTO BKA3yKOTh HA HEOOXIJHICTh MPOBEACHHS
cnelM(pIUHUX ayAUTOPCHKUX BUMPOOYBaHb, 100 BU3HAYUTH, HACKITBKA TOYHO ICHYROYI
npouecH [T, mo peanizyroTecs B JaHUN Yac, BIANOBINAOTh. Pe3ybTatn ay IMTOPChKUAX
BUITPOOYBAHb, SIK MPABUJIO, PEECTPYIOTHCS Ay AUTOPAMK B KOHTPOJIBHHUX CIUCKAX, PA30M
13 JOKa3aMu, MPUMITKaMU Ta 1HIIOK JOKYMEHTALIEK y ¢aitm ayauty[21].

TecTn Ha BIANOBIAHICTH TEXHIYHMM BHUMOTaM MOKYTh OyTH HEOOXITHUMH st
MIATBEPKCHHST Toro, 1o IT-cucTtemMu HamamToBaHi BIAMOBIAHO A0 TMOJIITHKH,
CTAaHJAPTIB Ta KEPIBHUX MNpuUHUMMOIB  1H(oOpMaliiHOi Oe3nekn  opradizaii.
ABTOMaTH30BaHa MepeBIpKa KOHDIrypamnii Ta IHCTPYMEHTH OLIHKHA BPa3JIMBOCTI MOXKYTh
NPUCKOPUTH WIBUAKICTh, 3 KO MPOBOAATHCS NEPEBIPKH TEXHIYHOI BiIMOBIAHOCTI, ajie
NOTECHUIHHO MOXYTh CTBOPUTH BJIACHI MnpoOiemMu Oe3meku, sAKi  MNOTPiOHO
BpaxoByBaru[21].

Pe3ynabpTaToM 1poro erany € HAKONMYEHHS ay IMTOPCbKUX POOOUYMX JOKYMEHTIB Ta

JIOKa31B y ayAUTOPCHKUX (haiinax.
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1.4 BUCHOBOK 32 mepIuM po3aLI0M

Y nepwiii wvactuHi KBami(ikamiiiHOi poGoTH OyJI0 MPOBENEHO AOCHIIKECHHS
NIIXOAIB A0 peamizamii  KiOepCTiMkOoCTI  opraHizamid. Po3risHyTo BU3HAYEHHS

Cepen METOMIB JOCSATHEHHS KIOEPCTIMKOCTI OUTbII AETaJbHO OyJi0 PO3IJISIHYTO:
BIJIMOBIIHICTH cTaHaaptam, s came GDPR; DPIA, PCI DSS; ta ayaur.

Byno po3rnsHyTO Ta qoCHiaKeHo BUMOTH Ta ctanaapty moAo [T aynuty. A came:
ERM COSO, CoBiT Bix ISACA, AS PCAOB, NIST SP 800 53 ta ISO 27001.

OnucaHi OCHOBHI €Tany ayauTy Ta MiAXO0IU 0 HOoro peamizanii Ta miaHyBaHHS.

[TocTaBneni 3aiayi A1 MOAANBIIOT POOOTH 3a TEMOIO.
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PO3A1JI 2. CIEHIAJIBHA YACTHUHA

2.1 KoHTpOJIi pU3UK-0OPIEHTOBHOIO ayAUTY Ki0epCTiliKoCTI

Jlnsg TpoBEACHHS ayauTy KiOEpPCTIMKOCTI TPONOHYEThCS HAOlp KOHTPOJIIB
npeactaBieHux y Tabmuni 2.1. Bei 98 KOHTpoiiB yMOBHO MOALIEH HA 7 TPyM:
1. Opranizauis iHpopmaniiHoi 6e3neKu;
YupaBiiHHS aKTUBAMU;

KepyBanHs noctynom;

2
3
4. AyIWT, MOHITOPHHT Ta YIPABIIHHS 1HIMICHTAMH;

5 ®di3uyHa Oe3neka Ta Oe3neKa CEPeI0BUINA;

6 be3neka Ta HuTiCHICTB ONeEpariid, CUCTEM, MEPEXK Ta THPOPMALLi;

7 BigHocuHu 3 mocTavyaibHUKAMHK MOCHYT.

CHnucOoK KOHTPOJIB Ul ayJauTy KIOEPCTIHKOCTI C¢(HOPMOBAHO CHUPAKOUMCH HA
pexomenaarrii cranaaptie iHpopmauiiiHoi 0e3neku [ISO/TEC 27001[80] Ta NIST SP 800-
53[28] Ta npUHIMON KIOEPCTIHKOCTI, K1 OyJIA PO3TJIIHYTI y MEPLIOMY PO3ALT POOOTH.
VY nopansmomMy Juist OUTBII YITKOTO PO3YMIHHS Ta OMKMCY MPOBEACHHS MPOLEAYP ayIuTy
PEKOMEHIy€MO BUKOPHUCTOBYBATH BiINOBIIHI KOHTPOJII 3 BKa3aHUX BULIC JHKEPENAX.

Ha eram mnnanyBaHHs, BIANOBIAHO A0 OCOOMMBOCTEH Opradizauii, ayaur
KIOEPCTIMKOCT1 SIKOi MPOBOAWTHCS, Ti UM I1HIOI KOHTPOJ1 ab0 HaBITh rpyna KOHTPOJIIB
MO>KyTh OyTH BWIIYY€HI 3 TUIany. Lle 1onoMoske yHUKHYTH BUKOHAHHS 3aiiBOT poOOTH Ta
3201 UTh Yac. Hampukian, Ko opraHizailis BUKOPUCTOBYE XMApoOBl CXOBHINA, ado0
MOCJIYyTH OPEHJIN CEPBEPIB Y MOCTAYAIBLHUKIB MOCYT, TO MalkKe BCS rpyna KOHTPOJIIB —
«®DizuyHa Oe3neka Ta Oe3neka cepeoBUIa», OyIe He akTyaibHOK. OIHAK, Y TaKOMY
BUMAJAKY CIIJ TNPUIUIATA 3HA4YHY yBary rpyni KOHTponiB «BigHocuHm 3
NOCTaYaJIbHUKAMHK MTOCITYTY.

TakoX y CHHCKY 3YCTPIYAKOTBCS TOCHTh 3arajibHi KOHTPOJI, SIKI MOTPEOYIOTh
noJanblIoi KOHKpeTh3auii, Hanpukian: «KoHTpom mepexi». BuzHaueHHs, gKi came

KOHTPOJI1 MEpEX1 OyyTh aKTyasIbHI JIJIs ay ATy OpraHizallii, Cjiij BUBHAYUTH BUXOISYH
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Tunu KOHTPOJIIB

2 = = = =
T = = T =
HasBa KOHTpPOJIIO = T z = T 5
= L o Q =
o) T o~ = /M m
= o © e ~ o
= = Q = = T
% a= cl:é = S =
S > S aa A s
Opranizaiis iHpopmaniiHoi 6e3neKku
[Tomituku iHPOpMaLiifHOT Oe3neKn + + + - + +
[lepioquunHnii nEPETIIsIA MOMITHK
‘ ‘ ‘ + | + | + - + | +
tH(popMaIlitHoi O€3NeKH Ha aKTYaIbHICTh
BuszHaueH1 Ta 3aTBEpIKEH] pOJTi Ta OOOB'I3KH
) ) + + + - - -
11010 1H(pOpMaLiiHOT Oe3neKn
VYV IT 1a Ib nnpoueaypax BUKOHY€ETHCSA TPHHLATI
) ) + + + - - -
PO3M0LTy 000B'SI3KIB
HasBHICTb peryJispHUX TPEHIHTY Ta HABYAHHS
‘ ‘ + |+ |+ | + | + -
NEPCOHANY [OA0 1HPOpMaIIHHOT Oe3MEKH
BukopucTtanHs npuHIUMIB iHPOpMALIAHOT
- + + - - -
0e3neKn B YIIPaBIIHHI MPOCKTaMH
YpaBIliHHS aKTHBAMHA
[HBEeHTapU3aLlist AKTHBIB - + + - - +
3aTBEPKEH] BIIMOBIIAIbHI BJACHUKK AKTHBIB - + + + + +
Bu3zHaueHO 10NMyCTUME BUKOPHCTAHHS AKTUBIB - + + - - -
BiaHOBIICHHS aKTUBIB + + - - - -
Busnauena knacugikanis iHpopmartii - + - - - -
BuKkoHy€eThCs MO3HAYEHHS (ailliB B 3aJIEXKHOCTI
‘ ‘ ‘ + - + + - -
BiJ THITY 1H(pOpMaIii
Bukopucranss Ta 30epiraHHst aKkTUBIB + - + + - -
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YnpaeiiHHS 3HIMHAMHA HOCISIMM 1HQOpMartii + + +
Yrumizauist pi3n4HUX HOCIiB 1HPOpMaIli - + +
[lepenaya pi3nyHKMX HOCIiB 1HpOpMaLLii - + +
KepyBaHHs noctynom

[TomTHKH KOHTPOIO AOCTYITY + - +
JloCTyT 10 MEPEK Ta MEPEKEBUX CEPBICIB - + +
CTBOpEHHS Ta BUJAJICHHS O0TIKOBUX 3aIUCIB
KOPHCTYBayiB * ¥ )
Hananns noctyny KopuctyBadam - + +
YnpaeiHHS TPUBUICHOBAHUMHY MTPABAMU
JOCTYIy ) ¥ ¥
[lepernsa mpaB 1OCTyny KOPUCTYBaviB + - +
Bunanenns abo KOpuryBaHHsl IpaB JOCTYIY - + +
[Tpouenypu Oe3meuHoro BXoay y CUCTEMH T

‘ + |+ | +
CepBicH
Bukopucranss ciy>k00BHX porpam
NPUBLUICHOBAHOTO JOCTYITY ) ) *
KoHTpons noctyny 10 BUX1THOTO KOAY
nporpam ) * *
OOMeskeHHs Yacy cecii KopucTyBaya - - +

AyJHT, MOHITOPHHT Ta yIPaBI

1HHS 1HIAAECHTaAMA

Kypuan noniii + - -
3axuct (ailtiB )KypHaIIB MOI1H + + +
Kypnanu niii aaAMiHICTpaTOPiB Ta ONEPATOPIB + - -
MOHITOPHHT TIPOLIECIB BEACHHS Ky PHAIB N N N

MO/l Ta CHCTEMHOTO ayAUTY
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PeaFYBaHHH Ha IMTOMUIJIKH HpOHeCiB BCACHHA

JKYPHAJTIB MOAIM Ta CUCTEMHOTO ayIuTy

OOOB'A3KHM Ta MPOLECAYPH PEaryBaHHs Ha

iHuuaeHTi [T ta Ib

KoHTpons ayauty iHpOopManiiHUX CUCTEM

3BiITYBaHHs PO noii iHpopManiiHoi 6e3neku

3BITYBaHHA PO ci1adKi Micud iH(pOpMaLiifHOi

Oe3nexu

OuiHka Ta NPUAHSATTS PIIICHHS MO0 MO

1H(pOopMaLiHOT Oe3neKu

PearyBaHHs Ha THUMACHTH 1H()OPMALIHHOT

Oe3nexu

BHeceHnHs BIAMOBIIHUX 3aX01B MiC/d

THIUJECHTIB KIOepOE3neKn

30epiraHHs 10Ka3iB

diznuna Oe3neka ta Oe3neka

[Tepumetp G13uuHOi O€3MEKU

KonTponse ¢piznynoro gocrymy

Bbesneka odici, cepBepHUX KIMHAT Ta THIIAX

MPUMIIICHB

3axuCT BiJl 30BHIMIHBOTO BILUTUBY MOTOIHUX

YMOB Ta CTUXIHHHX JINX

CraluibHe 3a0€3MeUeHHs] KOMYHAJIbHUX MOTPED

Po3zratiryBaHHs Ta 3aXUCT TEXHIYHOTO

oOnaaHaHHS

besneka kabeniB

-+ |+
+ - -
+ - -
- + -
+ | - |+
CepeIoBHINA

+ |+ | +
+ |+ |+
+ |+ |+
-+ |+
-+ |+
-+ |+
- - |+
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OO6cyroByBaHHs 00J1aIHAHHS - + + +
BusnydeHHst akTUBIB + + + +
be3neka oOnanHaHHs Ta MaiiHa o3a

- + - -
NPUMIICHHSMHA
KOHTpONb TEXHIYHUX BPA3IUBOCTER - + - -
MOHITOpPHHT (PI3UYHUX AKTHBIB + - - +

be3neka Ta HUTICHICTh Onepaitii, CucTeM, Mepex Ta iHpopmanii
JIOKyMEHTOBaHI onepaniiHi TpoUeaypH - + + -
YnpaBiiHHS 3MIHAMHA + + + -
YTpaBiHHS TOTY>KHOCTIMU - + - -
[Toain cepenoBuiil po3poOKH, TECTYBAaHHS Ta
‘ + |+ | + -

eKcryararii
KOHTponb MpoTH 3TI0BMUCHUX TPOrpam + - + +
BcranoBneHHs MPOrpaMHOTo 3a0e3neYeHHS Y

- + + -
CEPENOBHULIE ONEPpaliifHOT CUCTEMU
[TomiTrka Ta mpoueaypu nepeaadl iHpopmanii - + + -
TectyBaHHs O€3NEKHA CUCTEMH - + + -
ENeKTpOHH1 TMCTYBaHHS + - + -
[Tepesipka QyHKI1# 3a0€3MeUCHHS O€3MEKN
‘ ‘ - + |+ | +
1Hpopmanii
MiHiManbHO HEOOX1/IHI CTPOKH 30€piranHs
. . = = + =
1Hpopmanii
AJBTEpHATUBHI CIOCOOM 30€PEKEHHS
. . = = + =
1Hpopmanii
[lepeBipka iHpOpMAaLi 10 BHOCUTHCS Y

+ - + | +
CUCTEMH
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®parmenTanis iHpopmariii

Pe3epBHe konitoBaHHA iH(pOpMaLii

AHani3 Ta cnienu(pikaiis BAMOT JI0

1H(pOopMaLiHOT Oe3neKu

3axXuCT CIIOMDKHUX TPOrPaMHUX JOJATKIB Y

3araJlbHOAOCTYIIHUX MCPCIKax

3axXuCT TpaH3aKIiid MPOrpaMHUAX TOAATKIB

[TomiTrka Oe3meyHOi MPOrpaMHoOi pPO3pOOKH

[Tporieaypyt KOHTPOJIKO CUCTEMHUX 3MIH

TexHIYHMIA oI mporpam miciis 3MiH

ornepauiifHoi margopmu

[TpyHIMNH GE3M€YHOT CUCTEMHOI THXECHEPTT

besnedne cepenosuiie po3poOKu

+

3axXuCT CHCTEMH Ta MEPEXKI BI aHATI3Y JTaHUX

KonTponi Mepexi

besneka mepekeBrx CEpBICIB

CerMeHTyBaHHS MEPEXKI

3axuCT mam’ aT1 TEXHIYHOTO 00IaHaHHA

+| 4] | |+

KocTtyMizoBani nonpariBaHHs KPUTHYHUAX

KOMITOHEHTIB

[Tporpama 1H(HOPMOBAHOCTI MPO 3arpo3u

(CIBPOOITHUIITBO 3 IHIIIMMK KOMITAHISIMH )

Pozninenns QyHKIIIOHATBHOCTI CUCTEMU Ta

KOPUCTYBa4a

[3omsmis pyHkIii ki6epOe3neku
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[TepeBipka LUTICHOCTI(HE 3MIHHOCTI TaHUX )

Bignocnuu 3 mocTavyaibHAKAMHA

noCyT

[npopmariiitHa Oe3neka y BITHOCHHAX 3

nocradajibHuKaMu 1oCiiyr

+

BupinieHHs nutanb O€3MEKK B paMKax yroj 3

nocradajibHuKaMu 1oCiiyr

Jlanror nocravanHs 1HPOPMAIIHHO-

KOMYHIKAI[IHHUX TEXHOJIOT1i

MOHITOPHHT Ta OIS MOCIYT MOCTAYATbHHUKIB

YHpaBiiHHS 3MiIHAMHA B MOCIYrax

MOCTAYAJIbHUKIB

OOOB'A3KHM Ta MPOLEAYPH Y BIAHOCHHAX

nocradajibHuKaMu 1oCiiyr

PearyBaHHs Ha THUMACHTH KiOepOe3neKku 31

CTOPOHHU MOCTAaYaJIbHUKIB IOCJIyr

KypyBanHs nocTyny nocradajbHUKIB MOCTYT
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HasBHicTb 3ac061B 00poOku 1H(popMartii
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a. pa3 Ha pik, a0o yacTime 3a IJIAHOM Ta TM03aIJIaHOBO Y Pasl
HEOOXITHOCTI, Y BUIMAJIKY BArOMUX 3MIH IO BITHOIICHHI JI0 CUCTEMH a00 MPOLIEAYyPH 11O
OMUCYETHCS Y TOKYMEHTI — JOJA€Thes 2 0al;

b. piAIIE HIXK pa3 Ha PiK, aJie HE PiALIE HIK pa3 HA 4 POKM 3a MJIAHOM Ta

1103aIIaHOBO 32 HEOOXITHICTIO — JToJacThes 1 0ai;

C. TUIBKH 32 HEOOX1THOCTI - Oau HE I0Jal0ThC Ta HE BIAHIMAIOTLCS,
d. BITHIMITh 3 OaJIv SIKINO JOKYMEHTY HEMAE a00 BIH HE aKTYaJIbHUIA.
2. Hopaiite me 1 Oayi, SKIMO AOKYMEHT 3aTBEPIKYETHCS KEPIBHULTBOM

oprai3zaiiii 1/a00 KepiIBHUKaMH BIAMOBIIHUX BIJIIUTIB.

3. BiAnoBigHO 10 TOrO0 HACKIIBKK JETAIBHO OMHMCAHI BUMOTM HAITALITYBaHb,
BIJIMOBIIAJIbHI OCOOMW, aJrOpUTM BHUKOHAHHS MPOLECIB JOpaxyiTe Bia ogHOro jao 4
Oamip. Jlisi mpukiaaay PpO3NOAUICHHS OaiiB BUKOPUCTAEMO NPUKIAA 3 TOJITUKOIO
YIPABJIIHHS 3MIHAMH J€:

a. 1 Gan — mpoleypa onvMcaHa MiHIMaabHO, Ha piBHI: «KOXKHE BHECEHA
y CHCTEMY 3M1HA IOBHHHA TECTYBATUCS Ta 3aTBEPKYBATUCS MEHEIPKMEHTOM

b. 2 0anu — HABOJAWTBLCS 3arajlbHUN OMHC AITOPUTMY [I1H, KOKHOTO
eTary OKpeMo, ajne 0e3 KOHKPETHUX JAeTalICH;

C. 3 Oamu — 100 OMMCIB €TamiB Ta 3arajJlbHOr0 ONUCY JOJAFThCS
YTOUYHEHHS, K TO BU3HAYCHI1 BIANOBIAAJIbHI OCOOM 3a MOCaaMu;

d. 4 6anu — y JOKYMEHTI PO3IJISIal0ThCs PI3H1 BUJIA 3MIH, CXEMATUYHO
ab0o TECTOM OmucaHl eTanu AJisi KOXKHOTO BHAY, BKJIIFOYAKOUM JETall 3 KOHKPETHUMH
NOKa3HWKaMH a00 OMWCOM, HAMPHKJIAA. BU3HAUEH! BIAMOBIJANBHI OCOOHM, KOXKHOTO
eTany NporeaypH, BKa3aHl KOHKPETHI MOCa Iy, IMEHA Ta METO/M 3B’ 3Ky, AJIbTCPHATUBHI
BIJIMOBIJIAIbHI, € MPUKIAA K TOBUHEH BUIJISIATH 3BIT a00 THIUJCHT 3a MPOBEACHOIO
JUEL0, MAE T0JATKOBI IHCTPYKIIIT TOIIIO.

4. SIKI0  AOKYMEHT CyNEpPEeunTh IHIIOMY NPUAHATOMY Y Oprasisamii

JOKYMEHTY BIJTHIMITh 2 OaJtu.
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5. B 3amexnocti  Big  03HAHOMJIEHOCTI  pPOOITHUKIB  HAa  SKHX
PO3MOBCIOLKYETHCS TIOKYMEHT AojaiTe ado BIIHIMITE 1 Oait ae:

a. 1 Ganm BIOHIMAETBCS, SKINO POOITHUKKA HE 3HAKOTH MPO ICHYBAHHS
BIINOBIIHOTO JOKYMEHTY, HE 3HAKOTh J€ HA HHOTO MOKHA MOJUBUTHCS Ta NP0 IO
HOeThCA Y TOKYMEHTI,

b. 1 Oanm AomaeThCs SKMO, POOITHUKKM MICAS KOKHOTO OHOBJICHHS
JOKYMEHTY O3HAHOMIIIOIOTBCS 3 HUM, 3HAIOTh JI€ MOKHA 3 HUM O3HAHOMMTHCS, 3HAIOTh
3arajibHi 1 OCHOBHI BUMOTH OMHUCAHI Y HBOMY;,

C. Oanmu He TOAAKOTHCS Ta HE BIIHIMAKOTHCSA Y BUNAAKY SIKIIO POOITHUKA
3HAKOTh MPO ICHYBAHHS MEBHOTO JOKYMEHTY, 3HAIOTh 1€ 3 HUM O3HAWOMMTHCS, ajic HE
NEPETAAA0Th JOKYMEHT MIC/s OHOBJICHb, SIKIIIO HA 1€ HEMAE HEOOXIJHOCTI, Ta HE
3HAKOTh OCHOBHMX BUMOT OMHMCAHUX Y HBOMY.

JUTs KOHTPOJTIB IO MEPEBIPSAIOTH NPOLEAYPH:

1. Hopaiite 1 Oaim, sKmo A NOPOLECAYPW, IO MNEPEBIPSIETBCA  1CHYE
JOKYMEHTOBAHA 1IHCTPYKILiS, aJITOPATM, METOAOJIOT 1S, MOTITHKA TOLIO.

2. BianoBiiHO A0 CTYMNEHIB BIAMNOBIIHOCTI BUKOHAHHS MPOLEAYP [0
JIOKYMEHTIB JI0TalTe Oanu 1e:

a. 3 Oamu - MOBHA BIANOBIJHICTh HAJIAITYBaHb, 3BITIB a00 I1HIIKX
JI0Ka31B J0 O JETAIbHO OMUCAHOTO JOKYMEHTY,

b. 2 Ganm — OUTBIIICTH JOKA3iB MOBHICTHO BIAMOBIJAKOTH A0 JAETATBHO
OMHUCAHOTO JAOKYMEHTY, ajl€ € JEKUIbKAa BUMAAKIB BIIXWJICHHS, TPUYMHUA BIIXHJICHHS
MO>KJIMBO 3’ICYBaTH 1 BOHM aJIEKBATHO MOSICHIOKOTH BiIXWJICHHS, Ta CTYNIEHb BIAXUIICHHS
HE3HAYHA 1 HE CTAHOBUTHCS NPHYMHOK) BUHUKHEHHS MOTEHUIAHUX PHU3UKIB, abo
OJIMHUYHI CEPHO3H1 BIAXWJICHHS, ajie Ul SKUX OyJM MPOBEACHI BIAMOBIAHI J1i JUIs
3MCHILIEHHS TOTCHIIHHUX PU3UKIB,;

C. 1 6an - OUTBLIICTE AOKA31B MOBHICTIO BIAMOBIAAKOTH A0 AETATLHO abo
3arajlbHO OMUCAHOTO JOKYMEHTY, aj€ € JEKUIbKAa BHIAJKIB BIIXWICHHS, MPUYUHU

BiI[XI/IJ'IeHHH HC MOXKIINBO S’HCYBaTI/I, CTYIICHb BiIlXI/IJ'IeHHH HE3HAYHA 1 HE CTAaHOBHUTHLCS
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NPUYMHOK BUHWUKHEHHS MOTEHIIHHUX PU3MKIB, a00 OJAMHHUYHI CEPHO3HI BIIXHJICHHS,
aje Juis skux OyJIu MPOBEICHI BIAMOBIIHI JIi /ISl 3MEHIIEHHS MOTEHI[IHHUX PU3UKIB,;

d. 1 un Ounble OamiB BIOHIMAETBCS - Y BHMAAKY KOJIM € BUIAAKA
BIIXWJICHHS, IPUYMHKU BIIXWAJICHHS HE MOKJIMBO 3”SICYBATH, JUISl CEPHO3HUX BIIXWUJICHb
HE OyJIu MPOBEICHI BIAMOBIHI JTii /Il 3MEHILIEHHS MOTEHI[IAHUX PU3UKIB,;

3. Jonaiite 1 6ai, ko yci abo OUIBLIICTE POOITHUKIB 3aITHAX Y MPOLEYPI
MaroTh BIJIMOBIAHY 10 CBOiX 00O0B’sI3KIB KBaT(P1KALIFO.
4. BiAnoBigHO 10 akTyaJIbHOCTI ICHYFOUO1 MPOLIEYPU:

a. BIJTHIMITH 3 Oajiu, SKIO NPOLEaypa HE MOBHA, MOTPEOye AOTaTKOBUX
eTamB MIATBEPUKCHHS, TOKYMEHTalli, MEPEBIPKH, TOLMIO, a00 3MIHY Mmiaxoay Ao ii
BUKOHAHHS, Y TOMY BHJIi B SKOMY BOHA ICHY€ 3apa3 BOHA HE ¢(DEKTHBHA,;

b. BIZHIMITE 1 GaJi, SKoo nmpoueaypa norpedye HE3HAYHUX KOPEKTHB
a00 MOKpallcHb;,

C. nonaiTe 2 Oamu, SKOO0 Npoleaypa BIEBHCHO MOKPUBAE OCHOBHI
noTpeOM MOHITOPUHTY, PO3MOJAUTY OOOB’SI3KIB, BIJIHOBJIEHHSI Ta OXOIUTKOE OYIKYBaH1
00’eMU PeCypCiB, KOPUCTYBAUIB TOLIO;

5. BiAmoBigHO A0 TOTO YM 3aJIMIIAE MPOLEAYPa AOKYMEHTALIIHMIA CI1A:

a. nojaiite 1 Oa, AKIIO 3a JOMOMOTOK AOKYMEHTALli, €JIEKTPOHHHUX
3aMuTIB, TOIIO, MOKHA JIETAJILHO BIJHOBUTH MO0, 3a(iKCOBaHI, JAaTH Ta 4ac, 3a1isH1
0co0u, pe3yJabTaTH Ta BACHOBKH, TOLIO,

b. BIZHIMITE 1 Oan, SKIIO AOKYMEHTAIIHHWHA Cliay MOpPOLEaypHd HE
NOBHMWIA, HE Ma€ OYEBUIHOTO ONUCY, PE3YIBTATY, 3aA15THOI OCOOM AT, TOLIO,

C. BIZHIMITE 2 Oanm, SKIOIO TMpOoUeaypa HE 3aIMINAE  HESIKUAX
JOKYMEHTAI[IHUX JTI0Ka31B.

BianoBigHO 10 HABEAEHWX BHILE KPUTEPIIB POPMYETHCS OLIIHKA KOHTPOJIIO, KA

CKJIQIa€ThCS 3 HAKOMMYEHUX OaliB 1 HE MOKE IEPEBUILYBATH 3HAYCHHS 8.
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JIis O1iHKM €(PEKTUBHOCTI KOHTPOJIIB MPOMOHYETHCS MOJAETD 13 TPhOX CTYIEHIB:
MIHIMaIBbHUIA(0 3 GaniB), cepenHii(4-6 6amiB) Ta MAKCUMAJIbHIA CTYNEHb MOBHOTH(7-8
OamB). KpiM TOro, KOHTPOJIb MOXKE OyTH BU3HAYCHUN SIK HE €(DEKTUBHUIA.

Crnupatrounck Ha npodeciiiHe CYDKEHHS Ta KOHKPETHY crnenuiky opraHizamii
JUTsl IKOT MPOBOJMUTHCS ayJUT KIOEPCTIMKOCTI, ayJUTOP MOKE JIOJIaBaTH CBOi J0JIaTKOBI
KpUTEPIi OL[IHIOBAHHS KOHTPOJIB, a00 MOAM(IKYBaTH 3alNpONOHOBaHI. Y TakoMmy pasi
PO3MOAUICHHSI YUCENBHUAX MOKA3HUKIB OL[IHOK KOHTPOJIB 3a CTYNEHSAMHU €(PEKTHUBHOCTI

KOHTPOJTIB TAKOK MOKE OyTH 3MIHEHO.
2.2.2 Bu3Ha4eHHH CTYNECHIO e(eKTHBHOCTI KOHTPOJIIB 32 KATeropisiMu

J10 KO’KHOTO 3amPONOHOBAHOTO JUIsl ayIMTy KiOEPCTIMKOCTI KOHTPOJIIO y TaOJInLi
2.1, HaBEIEHO BIAMOBIAHY KaTE€roOPit0. BIbIIICT KOHTPOIIB BIIHOCATHCS 0 OUTBIIE HIXK
OnHIel Kareropii. SIKIMIO KOHTPOJb BIJHOCHTBCS A0 JABOX THUIIB, BUH Oyjae
BpaxoByBaTHCs [IJisl BH3HAQUEHHsI CTYNEHIO TNOBHOTHM KaTeropii KOHTPOJIB CHiA
BpPaxOBYBaTH CTYNEHI MOBHOTH KOKHOTO KOHTPOJIIO SKMil BIAHOCUTBH JO Kareropii ta
oOpanmii s ayaurty. [IpomoOHyeTbCcsi BHUKOPUCTOBYBATHM CaM€ 3HAUEHHS CTYIICHIB:
MIHIMAJIbHUMA, CEPEAHIN Ta MAKCUMAJILHUHN, @ HE YACETTbHUX MOKA3HUKIB.

MakcuMaabHUM ~ pIBEHb  €()EKTMBHOCTI KOHTPOJIB 3a TECBHHUM  TUIIOM
PEKOMEHY€TbCS BU3HAYaTH Y CHUTyalli KOJIM >KOJACH KOHTPOJIb, IO BIJHOCHUTHCA JIO
bOTO THITY HE OLIHEHWH, K HU3BKOrO CTymneHsl €(heKTUBHOCTI ab0 He e€(PEKTUBHUI Ta
x04a OW MOJIOBMHA KOHTPOJIIB OLIIHEHI, IK KOHTPOJI1 MAaKCUMAJIBHO1T €(DEKTUBHOCTI.

Cepenniii piBeHb €(EKTHUBHOCTI KOHTPOJIIB 3a TEBHUM THUIIOM BU3HAYAETHCS,
Ko He Outbme 10% KOHTPOJIIB, IO BIAHOCATHCS IO LBOTO THIY BH3HAUYEHI, SK
KOHTPOJII MIHIMAJTbHOT €)EKTUBHOCTI 200 HE €(PEKTUBHI.

MiHiMasbHI#i piBEeHb €(PEKTHBHOCTI KOHTPOJIIB 3@ IEBHUM TUIIOM PEKOMEHAYETHCS
BU3HAYATH KOJM OLIBIIICTh KOHTPOJIIB OL[IHEHO MIHIMAJIBHUM CTYMEHEM €()EKTUBHOCTI,

asie He Oinbiie 10% KOHTPOJIIB BU3HAYEH] SIK HE €PEKTUBHI.
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PearyBanHns: cepenniil, BusiBieHHs: cepenHid; YHWUKHEHHs: CEpEAHIN; 3anoOiraHHs:
cepenniii; CTpUMyBaHHS: CEPENHIN.

4 OpranizoBanuii. Ha npomy piBHI oOprasizamisi 3Ha€ CBOi Baiu, MIOAO
KiOepno/iil, Ta 3aCTOCOBYE KOMIUIEKCHE PILIEHHS MIOAO iX yCyHEeHHs. O4viKyBaHi pPiBHI
KOHTPOJIIB 32 TUMaMH: BigHOBICHHS MakcUMalbHWiA, PearyBaHHs: MakCHMaIbHMWIA,
BusiBneHHs: MakCUMaJbHWM, YHHKHEHHS. MaKCUMaJibHWI, 3arnoOiraHHs: CEpeIHIi;
CTpuMyBaHHS: CEPEHINA.

5 KommnekcHuii Ta Oe3nepepBuuil. JlaHuii piBeHb ommcye KiOEPCTIHKICTB
Oprasizaimii SK HaJaro/JUkeHy CHCTeMy, W0 TmepedyBae y CTaHl MOCTIHHOro
OanmaHcyBaHHs. BpaxoByrOThes yC1 acnekTu KidepctiiikocTi. Hamaromkeni npouenypu:
MOHITOPHHTY, BIJTHOBJICHHS, pearyBaHHs Ha KiOepnonii. [IpuiiHATI MpEeBEHTHBHI MipH
311 YHUKHEHHSI MOYIJIMBUX 3JI0BMHUCHHUX J1H Ta 300iB. 3a0€3Me4y€eThCsl MAKCUMAIIBHO
Oe3nepepBHICT, poOoTH Oi3HEeC mporeciB. Ha gaHomy piBHI, MU O4YIKYeEMO OauuTH
KOHTPOJII BCIX THIIB HA MAaKCHUMaJIbHOMY piBHI. OJHAK, HABITh SKINO 3a PE3yJbTaTaMu
aymuty I'T cucremMu Ta mpouecH BIAMOBIIAOTh HAWBHUILOMY PIBHIO, 32 MPEACTABICHO)
rpajiali€ro e He O3HAYae, 1o OopraHizailis Aocdria iaeany KiOepCTIHKOCTI, Ta BCTOITh
nepen Oynb-sKMMH KiOepmoaisMu Ta 300IMH Ta MOXKE 3a0yTH MPO PO3BUTOK LOTO
HanpaeyicHHs. Bi3HeC 1 TEXHOMOTT 3aBKIu PO3BHBAIOTHCS 1 00MaBa i (pakTopu OyIyTh
notpebyBatu 3MiH y [T cepenoBuimi, 1m0 B CBOK 4YEpPry NOPHU3BEAC 0 KOPEKIIA
CTPYKTypH 1 OyJae BUMaraTd OHOBJICHHS Ta akTyali3aili BXKE ICHYHOUHMX 3aXOlIB

KiOEpCTIMKOCTI.
2.3 BUCHOBOK 3a IPYTruM PO31iJI0M

VY apyromy po3aiii kBamigikamiitHoi poOoTy y Bua1 TaduI, O0yJI0 HABEAEHO JIUCT
KOHTPOJIIB IS MPOBEACHHS PU3UK-OPIEHTOBAHOTO ayAMTy KiOEPCTIMKOCTI OpraHi3arii.
Byno HamaHo onuc OpUHOMIY BiAOOPY KOHTPOJIB Ta BUKOPUCTaHI MDKHApPOAHI

cTaHAapTu-kepena. Jlo nporo cnucky OyJio BU3HAYEHO YMOBHI I'PYNM KOHTPOJIB 3a
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TEMOHO. J[0 KOKHOrO KOHTPOJIFO BU3HAYECHO KaTeropli 3a mpuHuMnom Aii. L1 kareropii y
noJanbIIoMy OyyTh BUKOPUCTAHI JUTsl OLIHKH KIOEPCTIMKOCTI.

Takox y ApyroMy pO3AUTI HaJaHl PEKOMEHAAIl WIOA0 TJIaHYBaHHS ayJIuTy
KiIOEpCTIHKOCTI 3a JOMOMOIOK)  3ampONOHOBAHOTO CHMCKY KOHTposiB. HanaHi
pEKOMEHAIIT 100 PO3YMIHHS MPOLEAYP ayAuTy Ta MEPENIYEHl JKepena 10 SIKUX
MO>KHA 3BEPHYTHCS 32 YTOUYHCHHSMH.

Po3pobniena Monenb OMIHKKM €(QEKTUBHOCTI KOHTPOdIB. lledl miaxijg Takox
BUKOPHCTOBYETBCA Yy PO3POONEHI METOAO0JOrT OI[IHKKA KIOEPCTIMKOCTI Oprasizarii
LBIJIOMY. 3anpONOHOBAaHA MOJIEb Tpajalii piBHIB KIOEPCTIMKOCTI Ta OMKMC 0 KOKHOTO 3
HuX. HamaHo pexomeHpamii 1moa0 NPUHHSATTS PIMIEHb MPO OIIHKY €()EKTUBHOCTI

KOHTPOJIIB ayAUTY Ta KIOEPCTIMKOCTI opraHizamii.
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PowerPoint Ti 1HII1) OMIaYyrOTHCS OPraHi3ali€rd HAa BCIX MPALIBHUKIB, Y TOMY YHMCII 1
Ha croeraigicTa 3 ayauTy 1H(GOPMAaIIiHUX TEXHOJIOTIH, B HE 3aJICKHOCTI BIJ TOrO, 4d
OPOBOAMTHCS AyJWT 4YHM HI, TOMY BpPaxyBaHHs BHTpPaT Ha JILECH31i OPOrpamHOro
3a0e3MeueHHs He MOTPEOYETHCS.

3 MOpOBEICHUX BHINE PO3PaXyHKIB OTPUMYEMO BapPTICTh  OJHOPA30BOrO

POBEIACHHS PU3HK-OPIEHTOBHOTO ayauTy Kidepoesneku K,;zs=493417.27TpH.

3.3 BuzHayeHHs1 TPYAOMICTKOCTI NPOBEACHHS ayAuTy iHGopManiiHOT

0€3MeKH 3a CTAHAAPTOM Ki0epcTiiiKkocTi

Jlng  po3paxyHKIB TPYAOMICTKICTb Ta BapTOCTI NPOBEACHHS ayAuTy 3a
npoueaypamu NIST 800-53 BHKOpUCTOBYBaIHMCH Ti K caMmi (OpMynaW, MO 1 JUIs
PO3paxyHKy AHAIOTIYHMUX TNOKA3HWKIB PU3UMK-OPIEHTOBAHOIO AyAUTY KiOEpPCTIMKOCTI.
VYci yMOBH PO3PAaxXyHKIB 1 3HAUEHHS AHAJIOTIYHI, OKPIM 3HA4YeHHS k=322 — KIJIbKICTh
koHTpoJiB 3a NIST 800-53[28].

BHKOpPUCTOBYIOUM HOBE 3HAYEHHS K OTPUMY€EMO TaK1 PO3PaXyHKH:

t=7226,7 - 3arajibHa TPUBATICTh MPOBCIACHHS AyIWTYy 3a MEPEIKOM KOHTPOJIB
NIST 800-53, rogun (po3paxoBaHo 3a ¢popmyiioro 3.1);

3y—16115,54 - BapTicTh MAIIMHHOTO Yacy [uist 00poOKkH 310paHoi iHopmallii Ha
IK cnemanicra 3 ayauTy, rpH. (po3paxoBaHo 3a (popmysiorwo 3.4);

3,,=1589874 - 3apobiTHa muara BHUKOHABUA (3 ypaxyBaHHsIM OCHOBHOI Ta
JOJATKOBY 3apo0iTHY IUIaTy, a TaKoK BIAPAXYBAHHS €IWHOTO COLIAIBHOTO BHECKY
(22%)), rpH. (po3paxoBaHo 3a popmysioro 3.3);

K,ic=1605989,54 - moBHa cyma BUTpPAT 3a OAHOPA30BE MPOBEICHHS AYIUTY 34

nepenikoM kKoHTpoiB NIST 800-53, rpH. (po3paxoBaHo 3a Gopmysioro 3.2).
3.4 Ouinka MoKuBHX 30UTKIB Bia Ki0epinuuaenris Ta IT 300iB

JIsisi BU3HAQYCHHS MOXJIMBUX 30WTKIB B1J KIOCPIHIMJIEHTIB 3a PiK, Oyne
BUKOPDHCTAHA CTaTUCTHKA OMWUTYBaHHS Hiscox s iX [MOPIYHOro 3BITY, IMOJO

kiOeperiiikocTi[91]. [HQopmaniro ans ¢opmyBaHHs 3BiTy 2020 poky Hamanu 1971
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KoMmnaHiii pizHoro macmraly 31 Cnonydyenmx IlratiB Amepuku, Icmanii, benerii,
['epmanii, ®panuii Ta 1HIWMX KpaiH €Bponu. Bubipky mis (opMyBaHHS CTaTHCTUKH
3BITY BBAKAEMO JOCTATHHO MOBHOMO, IIOOW CIIMPATUCS HA ii pe3yJIbTaTH.

Tox 3a nokazaukamu Hiscox, cepeaHi 30uTKM B KIOEPIHIMACHTIB 111 KOMITaHIi
y 2020 poui craHoButh 57 THCcsu nponapiB CIIIA, maibke 1,6 MiNbHOHIB T'PUBCHB.
Bepyun 1o yBarm MHHYJIOPiUHI MOKA3HUKH, JIE CEPEIHS BAPTICTh 30MTKIB ckiaaana 10
tucsiy ponapie CIIA, Oyap-ska HE 3aljlaHOBaHA Ta HE CTAaHAAPTHA CHTyallls, sK
BCECBITHIA KapanTH 2020 poky B pa3u 30UIBINYIOTH 30MTKM YEPE3 1HUMACHTH
kiOepOe3nekn (pucyHok 5 y goxmarky C). Jlo TOro sk 4epe3 BCECBITHBOI MaHAECMIi
3anexkHicTh O13Hecy BiA IT TexHosoriid 3HauyHo 30uTbmIMaca[62]. binbme Toro, as
BEJIMKOMACINITAOHOT OpraHizallii, o OXOIUTIOE ACKIIbKA chep AISUTBHOCTI, 1 CKIIAJaEThCs
3 noHag 1000 cniBpoOITHUKIB, cepeaHl 30MTKM 4epe3 KIOEpIHIMACHTH Ta TEXHIYHI 1
cucteMHi 300i cknagarote 504 Tucsui nponapiB CILIA, mo ckinagae Oubmie 141m
MUJIbIOHIB TPUBEHb. 3a pe3yJbTaTaMu TOro >k onuty Hiscox, OiiblIe MOJOBHHU BCIX
MIOPUEMCTB, 1110 MaroTh oHaA 1000 mpaiiBHUKIB, a came 51%, - 3asdBWIH, 10 Maju
NpPUHAWMHI OWH KIOEPIHUMAEHT. BOHM TakoX MOBIIOMWIM MPO HAWOLIBIIY KUIBKICTB
kiOep-1HuaeHTIB (Meaiana 100) 1 300iB (80).

Omxe neTuiiitHi piuHi 30uTKM Yepe3 KidepiHuuaeHT Ta [T 3001 CTaHOBIATH:

E=BxR=14033000x0,51=7156830rpH.,

(3.6)

ne B=14033000 — 3arayibHuii 30MTOK Bij KiOepiHumaeHTiB Ta [T 3001B 3a piK, I'PH;

R=0,51 — ouikyBaHa iMOBipHICTb peanizaili kideparak Ti/a00 BUHUKHEHHS 300iB

IT, yacTku OUHMIII.
3.5 BHCHOBKH 10 €KOHOMIYHOI YaCTHHH

B ekoHOMIYHOMY PO3171 HABEACHO OOIPYHTYBAaHHS €KOHOMIYHOI AOLIIBHOCTI
NPOBCIACHHS PU3MK-OPIEHTOBHOTO aynuTy KiOepOe3neku. bynmu BHKOHaHI pO3paxyHKH

NOBHOI ~ BApTOCTI  OJHOPA30BOTO0  MPOBEACHHS  PU3HK-OPIEHTOBHOIO  ayJUTy
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kiOepcriiikocti Ta ayauty Oe3nexkm IT 3a mpouenypamu NIST 800-53. Kanmitanbi
CTaHOBJATH NMpuOnu3Ho 493417.27rpH Tta 1605989,54rpH, BianosinHO. [lopiBHIOHOUM
OTPUMaHI1 pPe3yabTaTH pOOMMO BUCHOBKH, 110 MEPIINI BApIaHT ayauTy OyJae KOIITYBaTH
opranizauii Ha 30% HiX APYTUii.

JIjisl MOPIBHSIHHSI €KOHOMIYHOT €()EKTUBHOCTI 000X BapiaHTIB ayJWUTy 3HAHJIEMO

koegiuieaTn ROSI ms o6ox:

ROSI_E_715683O 145 ,
< 93417 ,5, YaCTKM OJIMHMUIII,

(3.7)

ne E=7156830 - neruniiini piuni 30uTkn yepe3 Kibep-iHuuaeHTy ta I'T 300i, rpH;

K=493417,27 Tta 1605989,54 — kamiTajibHl BATPATH Ha ayAWAT KiOepOE3NeKu Ta
ayaut 3a NIST 800-53 BianoBiiHO, TpH. (po3paxoBaHo 3a (popmysioro 3.2).

Omxke, 3HaueHHs  koedimienty ROSI  ama  aymury  kiGepctiiikocTi
3alpPONOHOBAHOTO y POOOTI cTaHOBUTH 14,5 4acTku omuHuLi, a ajas ayauty 3a NIST
800-53 — 4,45 yaCcTKu OAUHUILII.

BuzHauuMo JOMUIBHICTh MOAIOHMX BUTpAT Juisl KoMmadii. [1pyw monyineHi, 1o
KoMOaHis Oyae 3aidCHIOBaTH (PIHAHCYBAHHS KaMITAJIbHUX THBECTHLIA A ayauTy 3a
PaXyHOK pEIHBECTYBAHHs BJIACHUX KOIITIB (YaCTUHM NPUOYTKY Ta aMOPTH3ALISNX
BIpaxyBaHb), TO B SIKOCTI 3Ha4YcHHs Ey mpuiiMaemo OakaHy HOpMY MPUOYTKOBOCTI
AIBTCPHATABHUAX BAPIAHTIB BKIAACHHS KOWTIB K 3 ypaxyBaHHs 1HQIISALI:

— Nz[en'NiH(b — 9,5-4,1

E
H 100 100

=0,054, yacTK1 OAWHUIII,
(3.8)
1€ Nyer=9.,5 — piyHa 1eno3uTHA cTaBKa, %[63];
Niyy=4,1 - piunuii pisers iHdIsmii, %o[64].
Butpatu Ha mnpoBeAcHHS ayauTy OyAyTh BB@KATHCS JOLUIBHUMH, SKIIO

PO3PaxyHKOBUH KOEPIIEHT €PEKTUBHOCTI MEPEBUILYE PIYHUIM PIBEHb MPUOYTKOBOCTI

JIbTEPHATHBHOIO BaplaHTa:



ROSI>Ey
(3.9)

ne ROSI=14,5 Tta 4,45— xoeQiuieHT NOBEPHEHHS IHBECTHIIA UIs ayauTl 3a
MPOCKTOM 3ampornoHoBaHUM y poOoTi Ta 3a NIST 800-53, BIANOBIIHO, YACTKWA OJMHMUIII,

Ep= — Oaxxanuii moka3HUK €(PeKTUBHOCTI, YACTKN OJMHHMILI.

Omxe HepiBHICTh 3.9 BHUKOHY€TbCA s 000X BaplaHTIB ayAMTy 1 iX MOXHA
BBLKATH CKOHOMIYHO €(EKTHBHMMH Ta AOUUIBHMUMH. OJHAK, Y PO3paxyHKax He
nependavaroTbCs MOTCHIIMHI BUTPAaTH HA peali3alild PEeKOMEHJALl ayauTy, sKi
BIUIMHYIHM O Ha koedimieHTn ROSI 3MeHIIMBIIM HOTO B JBA-4OTHPHU pa3u. AJlEC HABIThH
pU TaKWX PO3paxyHKax, oOMABA BaplaHTW ayauTy 30€pIrar0Th 3a CBOK E€KOHOMIYHY
JONUJTBHICTE.

Po3paxyeMo Takok TEPMIH OKYMHOCTI KamiTajJbHUX BHECKIB JUIsi 000X BapiaHTIB
ayJuTy:

1 1 (3.10)
ROSI 145

ne ROSI=14,5 ta 4,45— xoe(ilieHT NMOBEPHEHHS 1HBECTUIINA JUIsl ayAuTi 3a
MPOCKTOM 3apornoHoBaHUM y poOoTi Ta 3a NIST 800-53, BIANOBIAHO, YACTKX OJIMHHUIILI.

TakuM 4MHOM OTPHUMYEMO TEPMIH OKYMHOCTI ISl AyAUTY KIOEPCTIHKOCTI MEHIIIE
HIK Micsiib Ta At ayauty 3a NIST 800-53 — nBa 3 MOJIOBUHOKO MICSII.

Takox anms 000X BapiaHTIB ayauTy, MPOBEACHI PO3PAXYHKH HE BPaxOBYHOTh
JIOJMHO/TOAVMHU TpaliBHUKIB Ta KepiBHUMKIB [T, Ib Ta 1HmmMX BIiIUIIB Oprasizari
3aaiHUX 'y 300p1 cBigonTBAa Ta 1H(OpMAIli JUIsl TPOBEACHHS ayAuTy, a TaKoX
OOrOBOpPEHHI Pe3yNbTAaTIB ayJuTy Ta peKoMeHpaaniid. He BpaxoBaHa BapTiCTh
MaIIUHHOTO Yacy JJisl MEPCOHAIBHUX KOMIT FOTEPIB Ta IHIIUX E€JICKTPOHHUX MPUCTPOIB
3a11sTHUX Y MPOLECT ayAUTY (CKaHEPH, MPOEKTOPH, TOIIIO).

TakuM 4YWHOM, /I8 3MEHIICHHS TPOIIOBUX BUTpPAaT PEKOMEHIYEThCS
BUKOPUCTOBYBAaTH CaM€ 3alpONOHOBAHMA TMEPEIIK KOHTPOJIB I ayJauTy, IO

IPOBOAMTHCA 3 METO BAOCKOHAJIEHHS KIOEPCTIMKOCTI opradizamii. Ake Moro BapTIiCTh



78
MeHIa, a pi3Huans koeginieata ROSI ta Ey y pa3u Ounblia, mo [ae 3anacu rpomoBrAX
PECYPCIB  HA peajizailil0o PEKOMEHJALIA MO MIJBHUIICHHIO PIBHS KIOEPCTIHKOCTI

oprasizailii 3a pe3yJibTaTaMu ayauTy.
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BUCHOBKHI

[Tin yac BuKOHAHHS naHOi KBadi(ikaiiiiHoi poOoTH Oya0 MPOoaHATI30BAHO
OCHOBH1 IPUHLIMITK Ta METOJM JTOCSATHEHHS KIOEPCTIHKOCTI, OCHOBHI etanu [T ayaurty ta
OIAXOAW 10 HOTO BUKOHAHHS. Bynaw pO3MIIHYTI Ta MOPIBHSHI 1CHYFOUl MIKHAPOIHI
CTaHJAPTH 3 PEKOMEHAIISIMH, IIOA0 TPOBEACHHS ayauTy 1H(QOPMALIHHUX TEXHOJIOT1H
Ta OE3MEKN.

B cnemianbHiii yactuHl OynM po3poOsieHl pEeKOMEHJalli M0J0 MPOBEACHHS
ayauty kidepcriiikocTi Oi3Hec opradizaniii. byiao 3anmponoHOBaHO Mepeik KOHTPOJIIB
ayuTy 1 MOJEb OIIHKKA iX €(EeKTHUBHOCTI. TakoXX Po3poOJICHO MOACHb OI[IHKH
3aranbHOi KIOEPCTIAKOCTI OpraHi3anii 3a pe3yapTaTaMy ayIuTy Ta 3alpOIOHOBAaHI PiBHI
rpajartii KiOepCTIHKOCTI sl MOPIBHSIHHS PE3YJIbTaTIB.

B exoHOMIYHOMY pO3Aial po3paxoBaHa BEJIMYMHA KAMITAJbHUX BUTPAT Ha
MPOBEICHHS ayAUTy KIOEPCTIMKOCTI, BW3HAYEHI MOXJIMBI 30MTKW BIJ peamizali
KkiOep3arpo3, OOrpyHTOBaHAa €KOHOMIYHA €(EKTHBHICTh MPOBEACHHS  PU3MK-

OPIEHTOBHOT'O ayIUTY.
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JOJATOK A. Bigomicts MaTepiajiB KBadipikauiinoi podoru.

®opmar | HalimenyBaHHs Kinbkicts mucti | [IpumiTku
A4 Pedepar 3
A4 CIMCOK YMOBHUX CKOPOYEHB 1
A4 3MicT 2
A4 Beryn 2
A4 Cran nuranHs. llocTtaHoBKa 41
3amavl
A4 CremiajibHa YacTUHA 16
A4 ExoHOMIYHA YacTHHA 8
A4 [Tepenik mocuiaHb 11

A4 Jomarok A

A4 Jlomarok B

A4 Homarok C

A4 Jlonarok D

A4 Jlonmarok E

N =] =] B W =

A4 Jonmarok F




JOIJATOK B. doaaTkoBi Ta0auii

TaGnmuns B.1 - BigMiHHOCTI MK 30BHIIIHIM 1 BHYTpiHIM [T-aytutoM[67].
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O3Haka 3oHiwHIA [T-ayauT Baytpiwmniii [T-ayauat
[TocTiiine ynockoHajeHHs IT-
OTpUMaHHs HE3ATIEKHOTO CEPEIOBUILA, M1ABUILEHHS
npodeciitHoro BUCHOBKY 111070 BputocTi [T-nmpoiiecis,
crany IT-cepenoBuila, ioro  [rapaHTyBaHHs HAIIHHOCTI Ta
Mera . : : :
CWJIbHUX 1 CJTa0KMX CTOPIH, @  E(EKTUBHOCTI 3aX0OA1B PU3HK-
TAKOK PEKOMEHAALIA CTOCOBHO MEHEMKMEHTY [T, a Takox
100 TTOKPAILEHHS OOTPYHTYBaHHS BIAMOBIIHUX
IHBECTULII TOLIO
Macmtab  |BubipkoBuid [ ToBHMI1
Buie kepiBHUITBO 00’ €KTa
Ay ATV, KOHTPArcHTH Buie kepiBHULITBO 00’ €KTa
3aMOBHUK YANTY, KOHTP ’ piet
BIIACHUKH, IHBECTOPH, Ay IUTY, aKIOHEPH
PErYJIFOK0Yl OpPraHu TOLIO
. CrieriaibHUM miapo3/ut
[ IpuBaTHa ayaAuTOpChKa QipMa N
Bukonagenp oprauizaiii (ciyx0a

a00 ay IUTOP-MiANPUEMELD

BHYTpituHBOTO [ T-ayaury)

[lizcTaBa mig

JloroBip Mk 3aMOBHUKOM

[ los105KEHHS PO CITy KO0y
BHYTpilHBOTO [ T-ayauTy,
V3rOJDUKEHUI TUIaH ay U TOPChKUX

MPOBEICHHS @YJIUTY 1 BAKOHABIIEM i i
MEPEBIPOK, HAKA3 KEPIBHUIITBA
TOILIO
Tpasose B1iAHOCHHU PETYTIOIOTHCS B1AHOCHHU PETYTIOOTHCS
p FOPUTMTYHUMHU HOPMaMU HOPMaMK 3aKOHOJAaBCTBA MPO
PETYJIFOBAHHS . ,
) . [IMBUIBHOIO 3aKOHOJIABCTBA HA |npaito. HasBHa cyOopauHartis
BIJHOCHH MK  ACaNIaX TADTHEDC .. )
JIaX NapTHEPCTBA 1 PIBHOCTI [BUKOHABIISA NIEPE] BULIIAM
CTOpOHAMH PTHEP p p

CTOPIH

KECPIBHUALITBOM 3aMOBHHKA ayUTY




[TponosxenHs Tabmmui B. 1.
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3aleKHICTE BiJ
HaIllOHAJTLHUX
CTaHJAPTIB
ayJIuTy

OO0B’13KOBE TOTPUMAHHS 1
BUKOPHCTAHHS Yy poOOTi

Ha piBHI pexomeHaarii

Onnara nocnyr

OmaTta KOHCAITUHTOBUX
[TOCIYT 32 YMOBAMH YKJIQJICHOTO
rOCMOIAPCHKOTO JOTOBOPY MPO
[T-aynut

3apo0iTHA TUIaTa 3a TPYAOBOKO
YTOJI010

AyAUTOPCHKHI BACHOBOK 32
(OpMOIO 1 BUMOTaMu

AKTH, 3BITH, PEKOMEHAALIIT TOLIO,
BH3HAYECHI BHYTPILIHIMHA YyTOAAMH

Pesynprar . :
HAIOHATIEHUX CTaH1apTIB (Ionosxenusm po CBA-IT)[71,
ayaAnuTy 72]
Hezanexnicts [Bucoka CepenHs ado HU3bKa
[TepioanyHa - 3aJI€KUTh B1JT
PerynsipHicte |[MOTpeO 3aMOBHHMKA ayIUTY Henepepsuuii mpouec

(3al1KaBJIEHUX CTOPIH)

3HaHHs O13HECY
3aMOBHHKA

Cepenni (e motpeda y
TPUBAJIOMY BHBUYCHHI
0COOMBOCTEH O13HECY
3aMOBHHKQ)

Bucoki (e 00yMOBIEHO
0e3nepPEPBHUM TPOLIECOM Ay IUTY,
CTPYKTYPHOKO MPUHAIEIKHICTIO 10
00’ €KTa ayAUTY)

OO00B’SI3KOBICTH

Hemace

Hemace
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Tabmuns B.2 — KiOepiHIIMAEHTH 3a y4acTIO 3JI0BMUCHOTO MPOTPAMHOT0
3a0e3MeUeHHs Ta BUMAaraHHsaM 3a po30JIOKYBaHHsI PECYPCIB JKePTBH araku 3a 2020

pik[91]

bes Bumaranns | 3 BUMaraHHsm
Kinbkicts arak 173 411
Cepenni 30uTku(tucsyi nonapis CIIA) 492 927
MakcumasbH1 30MTKM OJH1€] KOMITaH1i(MUTBIHOHI 10,1 50.6
nonapis CIIIA)
HaiiGuibmmuii pa3oBuii 30MTOK(MIUJIBHOHH J0JapiB 1,5 7
CIIIA)
3araneHa cyma 30uTKiB(MUIbIOHM aomapis CIIIA) 85 381



















100

JOJATOK E. Biaryk kepiBHHKAa €KOHOMIYHOTO PO3JLITY
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JOJATOK F. Biaryk kepiBHuKa KBaJi(pikaniiiHoi podoTu
Ha KBaji(ikaliifHy poOOTy MaricTpa Ha TeMy: “PU3HMK-OpIEHTOBHUI ayauT
KiOepCTIHKOCTI”,

cTyaeHTKH rpynu 125m-19-1 litininoi [lominan [ropiBHA

MeTta poGoTH — ABUILEHHS PiBHS 3a0€3N€4YEeHHS KiOEPCTIMKOCTI OpraHi3ari.

OOpaHa TeMa € aKTyaJlbHOKW Y 3B’S3KY 31 3HAUYHOK 3aJICKHICTIO CY4acCHOTO
0i3HeCyY BiA 1HPOPMALIIHUX TEXHOIOrIH 1 HEOOX1AHOCTI MIATPUMKH O13HEC (PYHKIIH mia
BIIJIMBOM KIOE€PIHIMACHTIB.

Tema kBamiikamniiftHoi poOoTH O0e3mocepeHBO MOB’A3aHa 3 00’ €KTOM JISJTEHOCTI
daxy 125 “KibepOe3neka™ — aHa3 NPUHIHUITIB KIOEpOE3MEKH Ta METOIIB ii TOCATHEHHS,
po3poOKa peKOMEHJAIId MPOBEACHHS ayauTy KiOepOe3neku Ta OIIHKKA HOro
PE3YbTATIB.

3amaul kBamiikaniitHoi poOOTH: NIABUIICHHSA PIBHA KIOEPCTIHKOCTI Oi13HEC
oprasizaiii, po3poOka PEKOMEHIALIA 00 MPOBEACHHS ayauTy KiO€pCTIHKOCTI, -
BITHECEH1 10 KJIaCy €BPUCTHUYHHUX, BUPIMICHHS SKMX OCHOBAaHE HA 3HAKOBOPO3YMOBHX
YMIHHSX (paxiBus.

OpuUriHaIBbHICTG PIIICHb TOJATAaE y BU3HAYEHHI OCOONMMBOCTEH Ta BHOOPI
METOMKH peajtizallili mpouecy ayauTy KiOEpCTIMKOCTI.

[IpakTi4yHE 3HAYECHHS PE3YJIbTATIB PEKOMEHIALIN MOJATaE y 3ampoNOHYBAaHHI
€(PEKTUBHOTO PILIEHHS [IOA0 MABUILEHHS PiBHS KIOEPCTIHKOCTI 33 JONOMOI OO ay AUTY.

O¢opMmicHHs TOSCHIOBAIBHOI 3aNMCKM BUKOHAHO 3 HE3HAYHUMM BIIXWJICHHSIMU
BIJl CTaHJAPTIB.

[litinina [lonina IropiBHa BusiBuia ceOe QaxiBUeM, 3JaTHUM CaMOCTIHHO, Ha
BUCOKOMY PIBHI1 BUPIIIYBAaTH MMOCTABJICHI 331a4.

B uminomy kBamidikauiiiHa poOoTa BUKOHAHA Yy BIANOBIAHOCTI O BHMOT,

3aCJIYTOBYE OI[IHKA “BIAMIHHO, a iTiniga IlomiHa IropiBHa TIPUCBOEHHIO I
2
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kBamiQikailii marictpa 3a cneniaabHicTio 125 KibepOe3neka 3a 0OCBITHROK MPOrpamMor0
KibepOesneka

PiBeHb 3ano3uueHp y KBamiQikaniiHii podoTi He nepeBuiye BUMOT «IlomoskeHHs
PO CUCTEMY BUSIBJICHHS Ta 3aM00IraHHS Tuiariatryy.

KepiBHuk aunjiomHoi po6ortu,

A.(p.-M.H., ipod, Karaaiii T.C.

KepiBHuK cniewiaibHOT YaCcTUHH,

cT. BUKJ. kKageapu BIT, Tumodees A.C.




