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PE®EPAT

[ToscHroBanbHa 3anucka: 101 c., 24 puc., 10 tadn., 4 nogatku, 25 mrepen.

OO6'exT mocmikeHHs: bioMeTpriHI NEPCOHANIBHI T1aHi.

[TpeameT aoCmiKEHHS: METOIA Ta 3aCO0M 3aXUCTy O10METPUYHUX MEPCO-
HAJIbHUX JaHUX

MeTta poOOTH: MiABALIEHHS PIBHS 3aXUCTy O10METPUYHHUX NEPCOHATBHUX
JAHUX Y KOPMOPATHBHUX CUCTEMAX BIIEOCMOCTEPEKCHHS.

MeToan po3poOKH: CIIOCTEPEKECHHS, MTOPIBHIHHS, aHAI3, OIHKC.

VY nepuioMy po3auti OyJj0 NpoaHai30BaHO BUIM CUCTEM 0OPOOKH O10MET-
PUYHUX TNEPCOHAIIBHUX JaHWX, OCHOBHI 00JAcTi 3aCTOCYBAaHHS O10METPHUYHUX
METOIB 1AcHTH]IKANIT Ta ayTeHTH(DiKalli, HOpMaTUBHO-NpaBoBa 0aza y cdepi
3aXUCTy OIOMETPUYHUX JTaHUX.

Y apyromy po3auil mpoaHaIi30BaHO MPOOJEMHU Yy CUCTEMAX 3axXUCTy O10-
METPUYHUX MEPCOHATBHUX JAHUX, MPOBEACHO aHaJli3 METOIIB Ta 3aC001B MPOTH-
i

VY cnemiagbHOMY pO3aUIl TPOAHATI30BaH1 MOKJTMBI aTaKd HA CUCTEMY Bi-
JIEOCTIOCTEPEIKCHHS, MMPOAHaTI30BaHl METOIM Ta 3aCOO0M MPOTHIl TaHUM aTakam,
po3po0ieHi pekoMeHaalii A Oe3MevHoi nmepeaadl JaHuX y CUCTEMAaX 3aXUCTY
O1OMETPUYHUX MEPCOHAIBHUX JAHUX.

B exoHoMiuHOMY po3aiial Oynau po3paxoBaHl BUTPATH HA pealli3alliio Me-
TOAMK, [0A0 Oe3neyHoro 30epiraHHs Ta nepeaadl iHdopMmalii y cucreMax 3a-
XUCTYy O10METPHYHUX MEPCOHATBHUX JAHUX.

[TpakTiyHe 3HAUECHHS POOOTH MOJIATaEe y MIABUIICHHI €PEKTUBHOCTI MPO-
LECY 3aXUCTy OIOMETPUYHUX NEPCOHAIBHUX JaHUX, 3a PAXYHOK PO3POOKH PEKO-
MEHJAIIN 1)1 O€3MEYHOr0 KOPUCTYBAHHS CUCTEMOIO B1JIEOCTIOCTEPEIKEHHSI.

IHO®OPMALIIMHA BE3IIEKA, BIOMETPUYHI ITEPCOHAJIBHI JIAHI,
KIBEPBE3IIEKA, AYTEHTOIKAILIIA



PE®EPAT

[Toscuurenvhas 3anucka: 101 ¢., 24 puc., 10 Tabin., 4 nonarka, 25 ucTou-
HUKOB,

OOBeKT HccnenoBanus: buoMeTpuyeckue nepCoHAIbHBIC JAHHBIE.

[TpeaMer mccnenoBaHus: METOABI U CPEICTBA 3AUTHl OMOMETPHYECKUAX
NEPCO-HATBHBIX JAHHBIX

Llens paGoTHI: MOBBIICHAE YPOBHS 3aUIUTHl OMOMETPUUECKUX MTEPCOHATb-
HBIX JJAHHBIX B KOPIOPATUBHBIX CUCTEMAaX BUACOHAOTIOACHMUSI.

Mertonsl pa3paboTKu: HAOMIOACHUE, CPABHEHUE, aHAJIU3, ONTUCAHMKE,

B neprom paznene ObuM MpoaHAIM3WPOBAHBI BUJBI CUCTEM 0OpaOOTKH
OMOMETPUYECKUX TEPCOHAJBHBIX JAHHBIX, OCHOBHBIC O0OJIACTU MPUMEHEHUS
OMOMETPUYECKUX METOJIOB MACHTHU(UKAIIMN W ayTEHTU(PUKAIMWA, HOPMATUBHO-
npaBoBas 0a3a B cpepe 3amuThl OMOMETPUUCCKUX TAHHBIX.

Bo BTOpOM paznene mpoaHaM3upOBaHbl MPOOIEMBI B CUCTEMAX 3alUTHI
OMOMETPUYECKUX TIEPCOHANIBHBIX TAHHBIX, TPOBEIECH aHAIN3 METOJIOB U CPEACTB
MIPOTHUBOICCTBU.

B cnennaneHOoM pazzaene mpoaHaIM3UpPOBaHbl BO3MOKHBIC aTaKHd HA CHC-
TEMY BUJCOHAONIOACHUS, TPOAHAIM3UPOBAHBI METOBI U CPEACTBA MPOTUBOICH-
CTBHS JAHHBIM aTakam, pa3padoTaHbl PEKOMEHIAUM [Tl O€30MAaCHOM nepeaadn
JAHHBIX B CUCTEMAX 3alIUThl OMOMETPUUYECKUX EPCOHATILHBIX JAHHBIX.

B skoHOMMUYecKOM pazziene ObUIM pacCUMTaHbl 3aTpaThl HA PEATM3ALMIO
METOJMKH, 0 OE30MacHOMY XPaHCHUIO W Nepenade MHPOpPMAlMKA B CHCTEMAX
3aIUTHl OMOMETPUYECCKUX MEPCOHATBHBIX JAHHBIX.

[TpakTuyeckoe 3HaueHUE PabOThl COCTOUT B MOBBILICHHH 3()(HEKTUBHOCTH
npouecca 3aluThl OMOMETPUYECKHAX MEPCOHATIBHBIX JTAHHBIX, 3a CUET pa3paboT-
KW PEKOMEHauil 17151 6€30MacHOr0 MOJIb30BaHKUS CHCTEMOM BUICOHAOTOCHHSI.

HHOOPMAIITMOHHASA  BE3OITACHOCTL, BHUOMETPHUYECKHE
JIMYHBIE TAHHBIE, KUBEPBEE3OITACHOCTDL, AYTEHTOUKAILIAA



ABSTRACT

Explanatory note: 101 p., 24 pic., 10 tab., 4 annexes, 25 sources.

Research object: Biometric personal data.

Subject of research: methods and means of protecting biometric personal
data.

Purpose: to increase the level of protection of biometric personal data in
corporate video surveillance systems.

Development methods: observation, comparison, analysis, description.

The first section analyzed the types of biometric personal data processing
systems, the main areas of application of biometric methods of identification and
authentication, the regulatory framework in the field of biometric data protection.

The second section analyzes the problems in the protection systems of bio-
metric personal data, analyzes the methods and means of counteraction.

In a special section, possible attacks on the video surveillance system are
analyzed, methods and means of counteracting these attacks are analyzed, and
recommendations for secure data transmission in biometric personal data
protection systems are developed.

In the economic section, the costs of implementing methods for secure
storage and transmission of information in biometric personal data protection
systems were calculated.

The practical significance of the work is to increase the efficiency of the
process of protection of biometric personal data, by developing recomendations
for the safe use of video surveillance.

INFORMATION SECURITY, BIOMETRIC PERSONAL DATA,
CYBER SECURITY, AUTHENTICATION



CITMCOK YMOBHHMX CKOPOUYEHb
[1/1 - nepcoHaNbHI JaHi;
CKVY/]] - cucrema KOHTPOJTHO 1 YIIPABIIHHS TOCTYIIOM;
FAR — (anrn. False Acceptance Rate) koedilieHT TOMHJIKOBOTO MPOMYCKY;
FRR - (anrn. False Rejection Rate) koe(iieHT IOMUIKOBOTO BiIMOBH.
ISO/IEC — International Organization for Standardization/International
Electrotechnical Commission;

HCJI — HecaHKIIOHOBAHMIA TOCTYII.
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BCTVII

3acToCyBaHHs OIOMETPUYHMX TEXHOJIOTIM JOCUTH PI3HOMAHITHE. JOCTYM
J0 poOOUYMX MICIb 1 MEPEXKEBUX PECYPCIB, 3axXucT 1HPopMaIlli, 3a0e3neUCHHS
KOHTPOJIIO JOCTYNY Ha TEPUTOPIO 00 €KTIB, BCTAHOBJICHHS YCTAHOBUMX JaHUX
0c00H TOLLIO.

3riIHO 3 TPOrHO3aMH 0araTb0X €KCHEPTIB y raily3l O10METPHYHUX TEXHO-
JIOT1#, O10OMETpIst € OJHKAM 13 HAAMHAMIYHIIIMX CETMEHTIB CBITOBOIO PHHKY 1H-
(opManiiiHUX TEXHOJOTIH, O MOCUJIEHO PO3BUBAKOTHCI. Y MallOyTHROMY O10-
METPUYHI TEXHOJIOTI] BIIIFPABATUMYTh TOJIOBHY POJIb Y MUTAHHSIX MEPCOHAIBHOT
iaeHTr(dikaiii B Garathox cepax. BukopucToByBaHI OKpeMO ab0 CIUIBHO 31
CMapT-KapTKaMH, TOKCHAMH, PI3HUMU EJICKTPOHHUMU KITIF0UaMu 1 nianucamu, Oi-
oMeTpis Hazani Oynae Bce OublIe 3aCTOCOBYBATHCA Y BCiX c(epax €KOHOMIKH i
0COOMCTOrO JKUTTS.

BioMeTpuuHi nepcoHanbH1 JaHl MPEACTaBIsIIOTE COO00K Oyab-aKy 1H(OpP-
Mallifo, M0 BIHOCUTHCA MNpsAMO ad0 MOOIYHO A0 MEBHOI (Pp13uyHOi ocodu (Cy-
0'€eKTy MEePCOHAIBHUX JaHMX). J[0 O1IOMETPUYHHMX NEPCOHATBLHUX JAaHWUX BIJHO-
CATBCS BIIOMOCTI, SIKI XapakTEpHU3YyrTh (1310J0T14HI Ta O10JI0TT4H1 0COOIMBOCTI
JHOAVHM, HA MiICTaBl SKMX MOXKHA BCTAHOBUTH HOTO OCOOMCTICTH 1 SIKI BUKOPHUC-
TOBYKOTBCSI OMEPATOPOM JUIsi BCTAHOBJICHHSI 0COOM Cy0'€KTa MEPCOHAIBHUX Ja-
HUX.

HaiinommupeHima HWHI OlOMETpUYHA TEXHOJOTIS — 1AeHTU(IKAIlsS 3a
BIIOWTKAMM mayibliB. Llg TEXHONOrIsS MPOJOBXKY€E NOMIHYBATH HAa PUHKY, 3ai-
maroun Mmaixe 50% Bin Horo oOcsry. BoHa BBiOpana BCl Cy4acHi AOCATHEHHS
OiomeTpii 1 3a mpaBoM TMocigae mno3uuii aigepa. Jpyrow 3a CTymnmeHeM
NOLIMPEHOCTI TEXHOJIOTIE0 € 1AeHTrdikaris 3a obmmuusim (15-20% pusky). Bo-
HA aKTHBHO 3aCTOCOBYETHCA B «EJICKTPOHHMX MACMOPTAX» Ta IHIIMX JTOKYMEH-
Tax, Kl 3aCBIAYYOTh 0OCOOy JIFOJAMHM 1 MAa€ TEHACHLIKD A0 HEBIUHHOTO
30uThIIEHHS. TpeTe Mmicie (Makxke 7%) OCHOPIOKOTH TEXHOJIOTIT 1AeHTU (KL 3a

paiiTy>kHOI0 OOOJIOHKOK OKa 1 TEOMETPIi Ta PO3TallyBaHHsS KPOB SHUX CYAWH



pyku ado0 manblls, Xo4a OUIBIIICTh €KCIEPTIB TPETE MICIE BIAAAKOTH TEXHOJIOTI]
paiiTy>kHOT OOOJIOHKH OKa.

3a JOMOMOror Cy4aCHHMX TEXHOJIOTIHA 1 TEXHOJIOTIH MalOyTHBOTO MPaBo
HA MPUBATHE KUTTS Oy€ MOPYIICHO, SKIIO OIOMETPUYHI AaHl HE OyAyTh 3aXu-
LICHI.

[Tporpec y rany3si iHpopMaiiHUX TEXHOIOTH, 30KkpeMa y chepl po3poOKu
Ta BIPOBAIKCHHSI MPOTPAMHOTO 3a0€3MEUEHHs, aKTUBHICTh ¥ (JOpMyBaHHI 0a3
NEPCOHAIBHUX TAHUX HAA3BUYAWHO 3arocTpuiid NpoOaeMy 3axUCTy MPUBATHOTO
JKUTTS PI3MYHHAX 0CIO Ta 3aXMCTY IHIIUX OCHOBHHUX MPAB 1 CBOOO/I JIFOIMHU.

O0'ekT AOCHIHKEHHS: METOAM Ta 3aCO0M 3aXUCTy OIOMETPUYHUX MEPCO-
HAIBHHUX JTAHUX

MeTta poOOTH: NMIABUIICHHS PIBHS 3aXHUCTY O1OMETPUYHUX MEPCOHA-TBHHUX
JAHUX Y KOPMOPATHBHUX CUCTEMAX BIACOCHOCTEPEIKECHHSI.

[TpeaMer gocaiKkeHHsT — O10METPUYHI IEPCOHANIBHI TaH1.

Crpykrypa pobotu. Maricrepcbka IUIUIOMHA po0OTa CKIIAJAETHCS 31
BCTYIY, YOTHPHOX PO3/IIIIB, BACHOBKY, CIMCKY BUKOPUCTAHUX JYKEPEIL

[TpakTiuHe 3HAUECHHS POOOTH MOJIATAE Y MIABUIICHHI €(EKTHBHOCTI MPO-
LECY 3aXUCTy OIOMETPUYHUX NEPCOHAIBHUX JAHUX, 32 PAXYHOK PO3POOKH PEKO-

MEHAALIH U OE3MEYHOr0 KOPUCTYBAHHS CHCTEMOIO BiJIEOCTIOCTEPEIKEHHSI.
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PO3AUT 1. AHAJII3 CUCTEM OBPOBKM BIOMETPUYHHKX
I[TEPCOHAJIBHUX JJAHUX

1.1 OcHoBH1 ~ 00nacTi  3acTOCYBaHHS  OIOMETPUYHHX  METOJIIB
iIeHTU (KLl Ta ayTeHTU(IKaIi

AKTYaJIbHICTh PO3BHTKY OIOMETPUYHMX TEXHOJOTIIH 1AeHTU]IKALlT 0coOH
00yMOBJIeHa 301TBIICHHSIM Yrcaa 00'€KTIB 1 TOTOKIB 1HpOpMaIli, Kl HEOOX1JHO
3aXMIIATH BiJ HECAHKIIIOHOBAHOTO IOCTYIY, & caMe. KPUMIHATICTHKA, CUCTEMH
KOHTPOJIIO JOCTYIY, CUCTEMHU I1AeHTU(IKAIi OCOOU;, CHUCTEMH E€JIEKTPOHHOT
KoMepii; tHdopmarriitna Oe3neka (a1octyn B Mepexky, Bxia Ha [1K); o6k pobo-
YOro 4acy 1 peectpanis BiABIAyBayiB;, CHCTEMH TFOJIOCYBAHHS, TPOBEACHHS CIIEK-
TPOHHUX IJIATEXIB; ayTeHTH(IKaLisl HA web-pecypcax; pi3Hi coliaabHl TPOEKTH,
e moTpidHa iAcHTU(IKAIs JIFOACH, NPOEKTH UMBUIBHOI  1AeHTH (KA
(mepeciueHHs ACpXKaBHUX KOPIOHIB, BHJA4a Bi3 HA BIABIAMHM KpaiHW) 1 T.J.
EnexTponHuii Gi3HEC 1 BIPOBAIKEHHS TEXHOJOTT «EJIEKTPOHHOTO YPSIAY» MOXK-
JUBE TUIBKWA MICHS 3alpOBaKEHHS 1 BHKOHAHHS TEBHUX MPOLEAYP JUIs
iaeHTU(diKaiii ocodu. BioMeTprYHI TEXHOJOTIi 3aCTOCOBYIOTHCS B MACMOPTHO-
BI30BUX JIOKYMEHTaxX HOBOIO MOKOJIIHHS, OXOPOHI1 MPaBOMOPSAIKY, B ramy3i 0e3-
NEKM OaHKIBCHKMX TPAH3aKI1i, IHBECTYBAHHS i 1HIIMX (PIHAHCOBUX MEPEMILLEHD,
po3apiOHIA TOPriBIl, NHUTAHHIX OXOPOHM 3J0pPOB’S, a TAaKOXK Yy cdepax
COLIIAJIBHUX TOCIIYT 1 0COOUCTOrO KUTTSI,

Jliia TexHonorii G10MEeTpUYHOI ayTeHTU(DIKALll y ACpKaBHOMY Ta MPUBAT-
HOMY CEKTOpax MMUPOKO BUKOPHCTOBYIOTh HACTYIHI BUAM. e BITOUTKH MasbIIiB,
reoMETPIsl PyK / Majbl(iB, pO3MI3HABAHHs 0OMUYYsl, PO3IMI3HABAHHS rOJIOCY, CKa-
HYBaHHsI paii{y»KHOi 0OOJOHKH, CKAHYBaHHSI CITKIBKM OKa, JMHAMIYHA NEPEBIpKa
MIJIUCY 1 TMHAMIKA HATUCKAHHSI KJIaBIII.

Jliist Toro, mo0 po3ioparucs 3 yciMa METOJIaMH Ta BHJIAMHU O10METPUYHOI
iaeHTr(dikaiii Ta ayreHtudikarii, Tpeda po3rasHyTH OCHOBHI TEPMIHH:

Biomerpis-ue Oyap-sika cTiiika, BiAMITHA, (pi3nyHa XapakTtepucTuka abo
ocoOucTa prca JIFOJAUHM, KA MOKE BUKOPUCTOBYBATHUCS JUIsl 1IeHTH(IKALIT a00

NEPEBIPKU 3asBICHOI 0COOUCTOCTI IIET JIFOAUHU [3].
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ABTOpH3alLlls - KEPYBAHHS PIBHSAMH Ta 3ac00aMH JOCTYIY JI0 MEBHOTO 3a-
XMIIEHOTO PECYPCY, K Y (PI3MUHOMY PO3YMIHHI (JOCTYN 0 KIMHATH TOTENHO 3a
KapTKOK), TaK 1 B Tainy3l HM(POBUX TEXHOJOTIH (HAMPHUKIIAI, aBTOMATH30BaHA
CUCTEMA KOHTPOIIO AOCTYIY) Ta PECYPCIB CUCTEMM 3AJICKHO Bij 11eHTU(IKATOpa
1 MapoJis KOpUCTyBada ad0 HaJlaHHs NMEBHUX MOBHOBAXKEHB (0C001, Mporpami) Ha
BUKOHAHHS JCIKUX Jiil y cucteMi 0OpoOKHM JaHuX. 3 mo3uuii iHpopMamiiHoi
O€3MeKW aBTOpU3Allisl € YaCTUHOK MPOIEAYPH HAJaHHS JOCTYMY s poOOTH B
1H(pOpMaIIiHIA cUcTeMI, MICHs 1AeHTU(IKALIT 1 ayTeHTA(IKaLi.

Biomerpuuna iaeHTH}IKALISA - 3AICHEHHS MOMIYKY 3a MPUHUMUIOM "OJ1H
10 0ararboX' HUIIXOM PO3IMI3HABAHHS 1 31CTABJIEHHS OAHOTO ab0 IBOX OlOMET-
PUYHUX AAHWUX (mapaMeTpiB) ocoOM 3 OIOMETPUYHMMH AAHUMHU (ITApaAMETPAMM )
0ci0 y BiIOMYKX 1HPOPMALIIHHUX CUCTEMAX CYO'€KTIB HAIOHATBHOI CUCTEMM.

AyTeHTudikanis - TpOLEAyPa BCTAHOBICHHS HAJIEKHOCTI KOPUCTYBAYEBI
1H(popMaIlli B CUCTEMI IPEA'IBJICHOTO0 HUM 1eHTU(]ikaTopa. 3 mo3ulliid iHpopma-
1iAHOT Oe3neku ayTeHTUdIKAIIS € YACTHHOK MPOLEAYPH HAJaHHS JTOCTYIY JJist
poboTr B iH(OpMaILiifHIi cucTEMI, HACTYMHOK MIcHs 1AeHTADIKALIT 1 nepeaye
aBTOpU3ALLIi.

JIBopakTOpHA ayTeHTU(DIKaLisA-1le METON 1AeHTH(IKALII KOpPUCTYBaya 3a
JOMOMOTOK0 3aMUTy ayTeHTH(IKALIHHAX JAHUX JBOX PI3HHUX TUMIB, IO 3a0e3mne-
4ye IBOIIAPOBI, & 3HAUYUTh, OLIbII €(DEKTUBHUN 3aXHUCT AAHWX BiJl HECAHKIIIOHO-
BaHOTO JIOCTYIY.

Biomerpuuna ayrentudikaris, Hanpukian, 3a gonomorow Face 1D, BBa-
YKAETHCS JIMIIE OAHUM €TarnoM ABO(AKTOPHOI ayTeHTH(IKaLli, a B SIKOCTI APYroi
NOBHHEH BHKOPUCTOBYBATUCS MApPOJib, TOKEH a00 OKpEMUI NMPUCTPI HA 3pa3ok
Kapapizaepa.

BioMeTpuyH1 CUCTEMH BKJIFOUAKOTH B ¢€0€ 3 OCHOBHUX E€JIEMEHTH:

1. Peectparis;

2. 1labnoH;

3. 3icraBjicHHA.
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Peectpanis - e npouec 300py OlOMETPUYHMX 3Ppa3KiB Yy JIFOJAUHUA 1 MO-
JAJIbIIOTO0 CTBOPEHHS IIAONOHY. SIK MpaBWiIO, MPUCTPIA MpUiiMae Tpu 3pa3Ku
onHIel 1 Tiei >k OlOMETpPIi 1 MOTIM YCEPEOHIOE iX Uil CTBOPCHHS I[IAOJIOHY
peecTpaiti.

[[TabnoHy - e aaHi, mo MPeACTARIAIOTh O10METPUYHI JaH1 JIFDAWHU. BoHU
CTBOPIOKOTHCSI O10METPUYHHAM MPHUCTPOEM, SIKWH BUKOPHUCTOBYE 3aMaTEHTOBAHUMN
QJITOPUTM ISl BAIYYCHHS O3HAK, 110 MAXOAATh AJIs €T TEXHOOTII.

31CTaBJICHHS - 1€ MPOLEC MOPIBHSHHS NPEACTABICHUX O10METPUYHUX Ja-
HUX 3 OJHHUM (mepeBipka) abo AekuibkoMa (iaeHTudiKkamis) madmoHaMu B 0asi
JAQHUX CUCTEMH.

CucremMa KOHTPOJIIO 1 yHOpaBIiHHS J0CTynoM (ckopoueHo CKVY][ abo
CKJIl) — ue KOMIUIEKC TEXHIYHMX Ta MpOorpaMHUX 3aco0iB O€3MeKd, 110
3AIACHIOE PETYJIIOBAHHS BXOAY / BUXOAY Ta MEPEMILICHb JIFOJCH Y TPAHCIOPT-
HUX OO’€KTIB Ha TEPUTOPISX, SKI 3HAXOAATHCS M1 OXOPOHOK, JUIs
aJMIHICTPATUBHOTO MOHITOPHHIY Ta MONEPEHKEHh HECAHKIIOHOBAHOIO TMPO-
HUKHCHHSI.

CKVY]l 3pyuH1 [uisi KOPUCTYBAviB TUM, IO HOCII 1H(pOpMAILLli 3HAXOAATHCS
3aBKIM MPH HUX, HE MOKYTh OyTH 3aryOiieHi a0o BKpaAcHi. bioMeTpuuHuii KOH-
TPOJb JOCTYMY BBAKAETHCS OLIbII HAAIMHAM, TOMY IO 1AEHTU(IKATOPA HE MO-
JKYTb OYTH mepeaaHi TpeTiM ocodam, CKOMiiOBaHi.

Kpurepii OiomeTpuuHOi 1aeHTADIKALT

Jlnst Bu3HayeHHs1 eexktuBHOCTI CKY ]l Ha OCHOBI G10METPUYHOT 1ICHTH-
(pikanii BAKOPUCTOBYIOTh HACTYIHI OKA3HUKH:

FAR - koe(dii€eHT MOMUIKOBOTO MPOIYCKY;

FMR - iiMOBIpHICTB, II0 CHCTEMA HEBIPHO MOPIBHIOE BXITHUHI 3pa30K 3 He-
BiAMOBIAHUM I1a0JI0HOM B 0a31 JaHUX;

FRR - koedilieHT MOMHIIKOBOTO BIIMOBH,

FNMR - #AMOBIPHICTB TOTO, 110 CUCTEMA MOMUJINTHCS Y BU3HAYCHHI 301T1B

MI3K BX1JTHUM 3Pa3KOM 1 BUIMOBIAHUM [IA0JIOHOM 3 0a3H TaHUX;
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[lepuie i HaliBa)kMBILIE, O NOTPIOHO 3HATH MPO i BA MOKA3HWKH, L€
T€, II0 BOHU HE a0COJIFOTHI, a BIHOCHI, TOOTO BOHM MOKYTh 3MIHIOBATUCS B 3a-
JIEKHOCTI BIJI HAJAIITYBAaHb aJITOPUTMY PO3II3HABAHHS OCI0.

Jlpyre - 1e Te, 10 i TOKa3HUKK B3a€MOIOB'sA3aH1 - uiM MeHIie FAR tum
outbiie FRR.

ImoBIpHICTE JOMyCKy ocoOu, sika He Mae mnpaBa jgoctyny (False
Acceptance Rate - FAR), ne HaifOuibm HeOakaHUil pe3ysibTar, KUl MOBUHEH
OyTH MIHIMI30BaHUM,

ImoBIpHICTE BiAMOBH 0c001, sika Mae npaeo poctyny (False Rejection Rate
- FRR), Takuii IOMUJIKOBHIA pe3yJIbTaT MOYKHA BUIIPABHUTH.

[{i XapakTepUCTUKKA B3A€EMOIIOB’SI3aHI — YMM MEHLIE OJHA, TUM OuIbIIE
apyra. Touka, y sKiii 11 aBi moMwiku piBHi, HazuBaeTbcsi EER (Equal Error

Rates). Unm menma BenmunHa EER, TiM Bunie O0€3MOMMIIKOBICTh CUCTEMH J0C-

Tymy.

1.2. HopmaruBHO-nipaBoBa 0a3a 3aXuUCTy O10METPUYHHX JAHUX

IcTopist popmyBaHHs 3aKOHOJABYOI 0a3u 3axHCTy OIOMETPUYHMX MEPCO-
HAJIBHUX JaHUX Oepe CB1i modatok 3 1948 p., ko B 3aranbHiil nekiaparii npas
JOIUHA OyJI0 TPOTOJIONICHO, IO HIXTO HE MOXKE MIJJIaBaTHCS CBAaBUIBHOMY
BTPYUYaHHIO B OCOOMCTE Ta CIMEMHE JKUATTS, 110 KOYKHA JIFOJMHA MA€e MPaBO HA 3a-
XHUCT 3aKOHY B1JI TAKOTO BTpy4YaHHs. €Bponeiicbka KOHBEHIIS PO 3aXMCT Npas. i
OCHOBHUX CB0OOOJ oauHM BiA 4 muctonaga 1950 p. KOHKpeTu3yBaia e MpaBo
IPOrOJIOCUBIIN, 10 KO>KHA JIFOJMHA MA€E MPaBO HA CBOOOY AOTPUMYBATUCS CBO-
€1 IyMKH, OTPUMYBATH il NOIMPIOBaTH 1HQOpMAaLito Ta i1ei 6e3 BTpyyaHHs 3 00-
Ky JEp>KaBHUX OPTaHiB 1 HE3AJIEXKHO BIJI ICP>KABHUX KOPIOHIB.

Mi>kHapOAHHUM MMAKTOM PO FPOMAASHCHKI Ta MOJITHYHI MMpasa Bijg 16 rpy-
aHs 1966 p. 3a00pOHSETHCS HE JIMINE CBABUIBHE, 4 i HE3aKOHHE BTPYYaHHS B
0CcOOMCTE Ta CIMEHHE KUTTS JTFOAUHH AKTYaJIbHICTh OUTBII JETAIIBHOTO PETYIIHO-

BaHHS 1IbOTO MPaBa 3pOCiia y 3B'I3KY 3 IHTCHCUBHUM PO3BUTKOM KOMITFOTEPHUX
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TEXHOJIOT1H Ta 00poOKOK MEPCOHATBHOT TH(OpMaIlli B aBTOMaTU30BaHUX 1H(O-
pMariiiHux cucTteMax. Y paMKax JIsJIbHOCTI MIDKHAPOJHUX OpraHizamiid Oyio
OPUAHATO HU3KY MDKHAPOAHHUX TOKYMEHTIB, IO PErYJIIOIOTH MPABO HA 3aXUCT
nepcoHalibHOI 1HpopMartii. Y cepeauni 1970-x pp. cTajio 3p03yMUIAM, IO HAlll-
OHAJIbH1 CHCTEMH MPABOBOI0 3aXMCTY AAHMX, 3 MPUYMH HAIBHUX O0COOTMBOCTEH
HaIIOHAJIBHOTO MEHTAJIITETY 1 PO3XO/KCHb 3aKOHOJABUMX CHUCTEM (SIK 3a (op-
MO0, TaK 132 3MICTOM ), HE MOXKYTb 3a0€3MEUNTH TPUHLUIT EKCTEPUTOPIAIBHOCTI
NEPCOHAIBHUX JaHuX. Lle cTpuMyBasio BUPIMIEHHS 0ararb0X MUTaHb PO3BUTKY
MDKHApOJHOTO chiBpoOiTHULTBA. Came ToMY noTpeda B CTBOPEHHI MI>KHAPOIHOT
CUCTEMH MPABOBOTO PEryJIFOBaHHS OOPOOKHM 1 MEPENaBaHHsl JaHUX CTaBajia BCE
OUThII HATATBHOKO.

Jlns posp's3aHHs npodnemu B 1978 p. B Opranizaimii 3 €KOHOMIYHOTO
CHIBPOOITHHUIITBA 1 PO3BUTKY OyJia 3aCHOBAaHA €KCIIEPTHA rPyna 13 3aBAAHHSIM PO-
3poOUTH KOMIUIEKC 0A30BMX MPHUHLIMITB 3aXMCTYy MPUBATHOTO >KUTTS Ta 1HAWBI-
JQyaJbHUX CBOOOJ Yy 3B'3KY 3 00pOOKOI MEPCOHAIBHUX JIAHWX 1 B 3B'3KY 3 Tpa-
HCKOPJOHHMMH MOTOKaMH AaHuX. i mpuHImnu mManu O CiyryBaTv MiATPYHTSIM
JUIS TApMOHI3al(li BIAMOBIIHUX HAlOHAILHUX 3aKOHIB. PO3po0Oka Takux MmpuH-
LIUIIIB 1 TOCATHEHHS KOHCEHCYCY AeprkaB — wicHiB OECP BHSBWIIOCS HENPOCTUM
3aBJIAHHSIM, OCKUIBKM JTOCHTh HEOJHOPIAHWH ii CKITa[ BU3HAYMB HE MEHII HEOJ-
HOPIJTHUH NEPENTIK HAIIOHAJLHUX MIAXOMIB J0 MPABOBOr0 3aXUCTY MEPCOHANb-
HUX AaHuX. Tak, HampuKaa, ASsKi HA[lOHAJIbHI 3aKOHU 3aXWIIAJIA JaHl CTOCOB-
HO TUIbKM (Pi3WYHMX OCI0. [HINI KpaiHW BBaXKajiu HEOOXIAHMM 3axUIIaTH SK
IOPUAMYHUX OC10, Tak 1 pizuyHmux. TpeTi KpaiHu JOTPUMYBAJIUCS 3aXUCTY MEp-
COHAJIbHUX JIaHUX, K1 OOPOOJISIFOTHCS TUTBKM aBTOMATHYHO, BOAHOYAC SIK 1HIII
NOLIMPIOBAINA HOTO TAKOXK HA Py4HI i APYKOBaHi JaH1.

Cepen nepkaB — uneniB OECP Oynu NpUXHIBHUKK BCIX TPHOX MOKITUBUX
N1AX0AIB A0 MOOYAOBH CHCTEMH MPABOBOTO 3aXHMCTY MEPCOHAIBHUX JAHHUX. I'e-
HEPAJIBHOTO, CEKTOPHOTO (rajly3¢BOro) 1 3MIMIAHOT0. 3a MIACYMKaMH JBOPIYHOT
POOOTH EKCIEPTHOI TPYIH, BKITFOYAKOYM MPOLIEC Y3rOKEHHS MPUHLIMITIB 13 yciMa

nepxaBamu-uneHamu, Pana OECP npuiinsna nactanoBu «IIpo 6a30Bi mpuHIMIH
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3aXMCTY HEJOTOPKAHHOCTI MPUBATHOIO JKUTTS 1 TPAHCKOPAOHHUX MOTOKIB MEP-
COHAJIbHUX JAHHUX).

BoHHM CKJTaiar0ThCs 3 N'ATH YaCTHUH:

[lepma yactuHa MICTUTH AcQiHILli 1 BU3Ha4Yae cdepy Ali 6a30BUX MPUH-
[HIIIB;

Jlpyra — BCTaHOBIIOE BICIM 0a30BUX MPUHLMIIB 3aXHCTy «IIpaBecH» y
3B'13KY 3 00pOOKOIO MEPCOHATBHUX JAHUX HA HALIOHAJIBHOMY P1BHI;

Tpers — NpUCBSUYECHA TPUHLMIAM MIKHAPOAHOIO 3aCTOCYBAaHHS, TOOTO
B3aeMoIii MK nepskaBamu — uieHamu OECP;

YerBepTa — BU3HAYAE 3aXOAM AJIs 3A1HCHEHHS HA MPAKTUIl BALIE3raJaHuX
OPUHLHAIIB 1, 30KPEMA, BCTAHOBJIIOE, IO BOHW MAKOTh 3aCTOCOBYBATHCS B «HEU-
CKpUMIHALIIHIA MaHEp1y,

[T'ata — npucBsiueHa oprasizatii cniBpoOITHULTBA Aep:kaB — wieHiB OECP
(3a momomorow oOMiHy iH(popMallii 1 3ano0iraHHs HECYMICHUM HalliOHATLHUM
npoueaypaM JUlsl 3aXUCTy MEPCOHATBHUX JAHUX ).

[TonoxxeHHs 6a30BUX MPUHIUIIB PO3POOJICHI 3 METOIO:

a) Jlocaraenns nepskaBamu — wieHaMu OECP MiHIManbHHX CTAHIAPTIB
3aXUCTY «MPaiBeCH» y 3B'A3KY 3 00POOKOIO MEPCOHATBHUX JAHUX;

0) 3MCEHIIEHHS HOPMATHMBHO-MPABOBHMX PO3XO/UKEHb MIXK BIAMOBIIHAMHA
HOPMaMU HalllOHAJIbHOTO 3aKOHOAABCTBA PI3HUX KPaiH;

B) ["apanTii TOro, n0 B Mpoueci 3aXMCTy MePCOHANBHUX JAHWUX Ha HAIllo0-
HAJIBHOMY PiBHI OyAyTh OpaTucs 00 yBaru IHTEPECH IHIIMX KpaiH, 30KpeMa He
JOIMYCKATUCSl HEHAJICKHE BTPYYAHHS IT1]1 Yac MEePEAABAHHS MEPCOHATBHUX TAHUX
MDK KpaiHaMu,

r) YCYHEHHS IPHYMH, [0 MOITM O COOHYKaTH KpaiHu oOMekuTH ado 3a-
OOPOHUTH TPAHCKOPAOHHI MOTOKH MEPCOHATBHUX JAHUX YEPE3 MOKIIMBI PU3UKH,
acolifOBaH1 3 TAKUMU TOTOKAMMU.

J10 OCHOBHMX MPUHUMMIB 3aXUCTYy HEAOTOPKAHHOCTI MPUBATHOIO YKUTTS 1
MIKHAPOIHOTO OOMiHY nepcoHaibHuMu faHnuMu Paga OECP BITHOCHTS:

1. OOMexeHHs 00CATy MEPCOHAIBHUX JAHUX, 110 30MParOThCS;
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SIKICTh MEPCOHANBHUX JTAHUX;

Konkperusaniro nijeit 300py nepcoHaIbHUX TaHUX,
OOMEKEHHS HA BUKOPUCTAHHSI MEPCOHATIbHUX JAHUX,
3abe3neucHHs 0€3MEKN NEPCOHATbHUX JaHUX;

BiakpuTICTh NOMITUKY 1 MPAKTUKKU TIOJ0 MEPCOHATBHUX JTAHUX,

NS kW

[nnuBinyanbHy y4acTh (IpaBa IHAMBIAYyMa HA CBOi MEPCOHANIBHI Aa-
H1);

8. BianoBigaibHICTh (00OB'SI30K PO3MOPSIHAKA MEPCOHATBHUX JAHUX ).

9. JloTpumaHHS NPUHUMIIB HA HALIOHAJILHOMY PIBHI nependavae Taki
000B's13ku 18 AepxaB — uieHiB OECP, skuMu nepeadadeHo:

10. TlpuitHATH HaNEKH1 HAllIOHAJIbHI 3aKOHU,

11. 3aoxodyBaTH 1 MATPUMYBATH CaMOPETYIIOBAHHS LIISAXOM MPUHHSITTS
KOJIEKCIB TIOBEIIHKU/TIOBO/KCHHS a00 THIINX MPaBUII;

12. 3abe3nedynTH HASIBHICTH PO3YMHHMX MEXaHI3MIB peaii3alii iHAuBiTya-
JBbHUX TPAB,

13. 3acrocyBatu HEOOXI1JHI CAHKI[i Ta 1HIII 3aCO0W 3aXHUCTy MEPCOHAIb-
HUX JAHUX HA BUMAJ0K HEBUKOHAHHS 3aXO[IB, IO MepeadayveHl 3a3HAaYCHUMHA
NPUHLATIAMU;

14. 3abe3neuynTH HEAUCKPUMIHALIAHE CTABICHHS 0 CYO'€KTIB TaHUX.

Kowmitetrom Paam €Bponu 3 nuTtaHb 3axucTy JaHux Oynu c(HOpMyJIbOBaH1
OPUHLANK 3aXUCTY BiJl HENPABOMIPHOTO 30MpaHHs, OOpoOKwM, 30epiraHHs Ta
NOLIMPEHHS MEPCOHANBHUX AaHuX. L1 mpuHumnu 28 ciuns 1981 p. orpumainu 3a-
KPITUICHHS B MEPUIIH 1 €IMHIA HAa CbOroaH1 Mi>kHapoaHiil yroai — Koneenuii Pa-
m €Bponu «IIpo 3axucT 0ci6 y 3B'I3Ky 3 aBTOMATH30BAHOK 0OPOOKOIO MEPCO-
HanbHUX AaHux» (Bimoma sk Konpeniiis Ne 108 Paau €Bponu «IIpo 3axuct ocid
y 3B'S3Ky 3 aBTOMATHU30BaHOK OOPOOKOK MEPCOHANBHUX JAaHWUX» Bi 28 ClUHS
1981 p. Ta Hogarkosuii mporokon 1o Konsennii Ne 108 Bix 8 nucromana 2001 p.
3riIHO 3 TMOPSAKOM y cepii €BpONeChKUX AOrOBOPIB). 3 TOTO Yacy 3aXUCT Mep-

COHAJIbHUX JAHWX BUOKPEMHUBCS B CAMOCTIMHUI BUJ AISUTBHOCTI.



3rigHo 3 Konsenuieto Ne 108 Pagu €Bponu aep:kaBu, Kl Minucad UEH
JOKYMEHT, 3000B'I3YIOThCSI KEPYBATUCH ii TOJOKEHHSAMM MiJ Yac PO3MJsiLy Mu-
TaHb, MOB'A3aHUX 13 3aXMCTOM MEPCOHANTBHUX JAHWX, IO M1UIArat0Th YU HE IiJI-
JSTA0Th ABTOMATU30BaH1il 00poodili, K y CYCHITBHOMY, TaK 1 MPUBATHOMY CEK-
Topax. JlepxkaBa — unen Konsenuii No 108 Pagu €Bponu mMae mpaBo BU3HAYATH
BUJIM MEPCOHATIBHUX JAHUX, K1 MUIArarTh 3axucTy (cT. 3 KoHBeHii).

Kosxna neprkaa — unen Konsennii Ne 108 Pagu €Bponu kopurye Haiio-
HAJIBHE 3aKOHOJABCTBO BTUICHHS ii OCHOBHHMX NPHUHLMIIIB Ta MOCTABICHOI METH
3a0€e3MeUeHHs] Ha TEPUTOPIi JAEPKaBU-YJIE€HA MOBArM OCHOBHUX CBOOOJ KOKHOT
0CcO0OM HE3AIEKHO BiJ if rpoMassHCTBA a00 MICIS MPOKUBaHHS (CT. 4).

JI0 3axMCTy MEPCOHAIBHUX NAaHWUX BHUCYBAKOTHCS MEBHI BUMOTH, MPO IO
UJICTHCS HIDKYC.

OtpumanHst Ta 00pOOKa MEPCOHAIBHUX JAHUX MAKOTh 3/11HCHIOBATHCS 3a-
KOHHUM LIISIXOM.

[lepcoHanbHi JaH1 MarOTh 30€piraTucsl Ta BAKOPUCTOBYBATHCS Y BU3HAYE-
HUX Ta 3aKOHHUX LUISIX, OYTH TOYHMMH Ta NOHOBIIOBAHWMU, NOMYCKATH 1J€H-
Tu(ikamiro (Gi3udHOi 0CO0H.

[lepcoHanbHi AaHi, U0 CBIIYATH PO PACOBY HAJICIKHICTD, MOJIITHYHI, PEi-
TliiH1 YM 1HII EPEKOHAHHS, a TAKOX JIaHl, 0 CTOCYIOThCS 3JJ0pOB'sa ado cTare-
BOT'O KUTTS, HE MOXKYTh MIJAaBaTUCS aBTOMATU30BaH1i 0OpoOIll, SKIIO0 BHYTpI-
ITHE 3aKOHOJABCTBO KpaiHW HE 3a0e3mnedye BiAMOBIIHUX TapaHTid. e mpaBuio
3aCTOCOBYETBCS TAKOK JI0 MEPCOHATIBHUX JAHUX, IO CTOCYIOTHCS 3aCyPKEHHS B
KPUMIHAIBHOMY TOPSAAKY. 3acO0M Ta 3aXOAM, 10 3aCTOCOBYIOTH 0 TaKWX Ja-
HUX, MaKTh nependavyarn Oe3neKy NEPCOHAIBHUX JAHWUX BlJ BUMAJAKOBOIO Ta
HECAHKIIIOHOBAHOTO JIOCTYIY, 3HUIICHHS, MoaudiKkalii, OJJOKyBaHHS, PO3MOBCHO-
JUKCHHS Ta BUNIAQAKOBOT BTpaTH (CT. 5-7).

Koneennisg Ne 108 Pagu €Bponm nependadae ay:Ke BOKIMBHI MOMEHT,
3r1HO 3 SIKAUM 30MPAHHS, HAKOMUYEHHSI, 30€piranHs 1 NOMWPEHHS MEPCOHATBHUX
JAHUX MOXE 3/11HCHIOBATUCS JIMIIE 3 IO3BOY 0COOM, TaH1 MPO SIKY 0OpOOIsSIOTh-

cs. L1t oco01 HagaHo MpaBo 3HATH Micle pOOOTH Ta MPOKUBAHHS PO3MOPSTHUKA

19



0a3u NepcoHANBHUX JAaHUX (BIANOBIIAIBHOTO 3a 00pOOKY JaHWX), a TaKOXK Mpa-
BO OTPUMYBATH BIAMNOBIIHI JaH1 O0€3 3aTPUMKH Ta B 3pO3yMUTIid Gopmi.

TpaHCKOPAOHHI MOTOKM JAHWX MAKOTh 3A1ACHIOBATHCS 3a YMOB 3a0e3me-
YEHHSI 3aXUCTY MEPCOHATBHUX JTAHUX.

JlonmyckaeTbCcsi OOMEXEHHS Li€i BUMOTH y pasl, KOJU HALlOHAJIBHE 3aKO-
HOJIABCTBO Mepeadavyac 0COOMMBUNA MOPSAOK YIOPSAKYBAHHS CYCHIIbHUX TH(O-
PMaLliifHAX BIJTHOCHMH Ta BU3HAYEHHS OKPEMHX BHJIB MEPCOHABHUX JAHUX Y
3B'SI3KY 13 CHEHUPIYHICTIO ACSIKUX BIJOMOCTEH, KpPIM BUMAJKIB, KOJIH 3aKOHO1AB-
CTBO 1HIIIOI ACPKaBU-YICHA MAE€ AHAJIOTTYHUMA CTYMIHB 3axXUCTy (CT. 12).

[Iloxo 3a0e3neueHHs TPaHCKOPAOHHUX MOTOKIB AaHux [IpoTokon Bia3Ha-
Yae, MO KOKHA JACP:KABA-UICH MOKE NO3BOJIMTH TMEPENABAHHS MEPCOHATBHUX
JaHUX:

a) SIKio HalllOHAJTEHE 3aKOHOIaBCTBO 3a0€3MEYYe 1€ B 3B'SI3KY:

— 31 cnenu(pIYHAMH IHTEPECaMu CyO'€KTa JAHUX;

— 3 HEOOXIJHICTIO BpaXyBaHHS 3aKOHHUX CYCIIJIbHUX 1HTEPECIB;

0) SIKmio rapasTii, o, 30KpemMa, MO>KyTh BUIUIMBATH 3 JOTOBIPHHAX 3000-
B'sI3aHb, HAJIaOThCS BIAMOBIIAIBLHOK 32 NMEPEAABAHHS 0COO0K0 1 BU3HAKOTHCS J10-
CTaTHIMH KOMIIETEHTHUM OPraHOM HarJisay 32 3aXMCTOM NMEPCOHATBHUX JAHUX.

27 xBiTHa 2016 p. pimeHHsSM €Bponeicbkoro napiameHnty 1 Pagm Oys
NPUAHATAN HOBUM 3akoH [Ipo 3axucT NEpPCOHAIBPHUX HaHUX - 3arajib-
Huli/[ eHepalbHU perjaMeHT MO0 3aXUCTy NepcoHaabHux naHux (GDPR-
General Data Protection Regulation, nam no tekcry-Pernament GDPR). I1o cyTi
BiH siBJIsiE coO0r0 aBa JokyMeHTH: Permament (EU) 2016/679 €Bponeiicbkoro
napiaMmenty 1 Pagu «I1po 3axuct piznyHux ocid moao oOpoOKK MepCcoHAIbHUX
JAQHKX 1 TPO BIJIbHE TIEPEMILICHHS TAKMX JAHUX 1 CKacyBaHHs JlupexktuBu 95/46 /
EC (3aranmpHi npaBuna 3axucty nanux)» 1 Jupextury (EU) 2016/680 €Bporneii-
cbKoro mapnamenty i Pagu «IIpo 3axuct ¢iznmunnx ocid moao o0poOku nepco-
HAJIbHUX JAHUX KOMIETEHTHUMHU OPraHaMK 3 METOI0 3an00IraHHs, po3CiIiayBaH-

HSl KpUMIHAJIBHUX 3JI0YMHIB, BEACHHS PO3LIYKOBUX a00 CyJIOBHX Al a0 BUKO-
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HAHHS KPUMIHAJIBHUAX TIOKapaHb, 4 TAKOK 3a BUIBHE MEPEMILICHHS TaKUX JTaHUX 1
CKacoOBYyIOUM pamkoBe pitieHHs Paau 2008/977 / JHA».

SKmo nepmmi  TOKyMEHT-PETVIAMEHT, KW € JTOKyMEHTOM MpSMOi mii,
TOOTO BiH CTa€ 3aKOHOM 3 MOMEHTY HOro MPUHHATTS, TO APYTUH NTOKYMEHT —
JUPEKTUBA, TaKOXK. bByayun 0OOB'S3KOBUM JOKYMEHTOM, MOYMHAE AISTH 3 MO-
MEHTY, KOJIA BOHA CTA€ YACTHMHOK HAIIOHAILHOTO 3aKOHOJAABCTBA. [Ipn BHHHUK-
HEHH1 KOH(DIIKTHUX CUTyaliid cyau B aepikaBax-uiaeHax €C KepyrTbCs MOJIO-
JKEHHSIMM PETJIAMEHTIB, SIK MAtOTh OUTbIIY FOPUAMYHY CHITY, HK HALIOHAJIBHI 3a-
KOHU (Y pa3i KOH(IIIKTY PErJIaMEHT CKAaCOBYE 10 HaIlIOHAIBHOTO 3aKOHY). Jlu-
PEKTHBH 3a 3arajlbHUM MPABUAJIOM MOBHHHI MICTUTH BKAa31BKM Ha IMEPION 4acy,
OPOTATOM SIKOTO BOHM MOBUHHI OYTH 3aTBEPIPKEHI B SIKOCTI HALLIOHAIBHOIO 3a-
KOHOJABCTBA JEP>KaB-UJICHIB.

Pernament GDPR HaOyB unHHOCTI 25 TpaBHs 2018 p. y BcixX AepxaBax -
yiieHax €Bponercbkoro Corosy [S].

3 npuiiHarTam perniamenty GDPR BTparuna unHHICTE J(upekTuBa 95/46 /
€C «I1po 3axuct PizuyHux 0cid CTOCOBHO 0OPOOKM MEPCOHATBHUX JAHMWX 1 Bi-
JBHUM PyX TakWX JaHUX» (Jail mo Tekcry - JupextuBa 95/46/€C)2, onHak ro-
JIOBHMIA NTPUHLMIL, SIKWK OyB 3aKJIaJCHUI B JTAHOMY JTOKYMEHTI, — TapaHTii Mpas
($13uyHUX 0CIO MpU JOTPUMAaHHI MyONIYHOrO 1HTEPECY, OTPUMAB 3aKPIMJICHHS 1
NOJaNbIIANA PO3BUTOK B HOBOMY 3aKOHI.

JupektuBa 95/46/€C, mo aisuta padiie, Oyjia NEpPIIAM JOKYMEHTOM, B
SKOMY JIEKJIAPYBAJIOCS MPArHeHHs A0 3a0€3MEYCHHS BIILHOTO MEPEMIIICHHS 1H-
(dopmailii MK KpaiHamu - yieHamu €C, 3 o1HOro OOKy, 1 HaJlaHHs TapaHTiid 3a-
XUCTY OCHOBHHX IMPAaB FPOMASH, B YUCIIO SKHX BXOJUTh MPABO HA HETOTOPKAH-
HICTb OCOOMCTUX JAHMX 1 iX 3aXUCT BIJ TPETIX 0CiO, - 3 THILOTO.

Crarts 7 upexktuBu 95/46 / €C 3000B's13yBasia BCIX ACpKaB-yYaCHHIIb
3a0e3neunT 00poOKY OCOOMCTUX NaHWX BUKIKOYHO Y BUMAAKAX, SKIIO CYO'€KT
HEJIBO3HAYHO BUCJIOBUB HA 1€ CBOIO 3rojly ab0 Taka 00poOka HeoOXiaHA IS YK-
JIaICHHS/BUKOHAHHSI KOHTPAKTY; BUKOHAHHSI FOPUINYHOTO 3000B's3aHHS, CyO'€K-

TOM SIKOTO € KOHTpoJiep a0 BOHA HEOOXI1JHA JJISl 3aXUCTY YKUTTEBHX IHTEPECIB
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cyO'exta nanux. Takoxx Taka 00poOKa BBakajacs JOMYCTUMOLO, KO BOHA OyJia
HEOOX1/IHA 3 METOI0 3a0€3NEUCHHS 3aKOHHUX THTEPECIB KOHTPOJIEpa a00 TPETHOT
CTOPOHM (CTOPIH), IKUM PO3KPUTO AaH1, KPIM BHUIAJKIB, KOJIA TaKi IHTEPECH Te-
PEKPUBAIOTHCS THTEPecaMu (PYHAAMEHTAJIbHUX TpaB 1 CBOOOJ Cy0'€KTa JaHuX,
3aXUCT SKUX BUMAracTbes 3rIHO 31 CT. 1 TUPEKTUBH, IO Mepeadayae, 1o:

1. BignoBigHo A0 wi€i JMPEKTUBH, OEP>KABU-YYACHULI 3aXULIAKOTh (PyH-
JaAMEHTaJIBHI MpaBa 1 cB000 M (PI3UUHUX 0C10, 1, 30KpeMa, iX MpaBo Ha HEJOTOP-
KaHHICTh IPUBATHOT'O KUTTSI CTOCOBHO OOPOOKH MEPCOHATIBHUX JAHHX.

2. Jlep>kaBu-y4yacHUKH HE OyIyTh HI OOMEXYBATH, Hi 3a00POHATH BIJTbHUIA
NOTIK NEPCOHAIBHUAX JAHUX MK JACpKaBaMH-YYaCHUKAMU 3 MPUYHH, MOB'I3aHAX
13 3aXMCTOM, IO JOMYCKAETHCS B 0. 1

Kpim nporo B mupektuBi 95/46 / €C Bnepue Oyyio AaHO BU3HAYCHHS MO~
HATTS «IIEPCOHAIBHI IaH1» CTOCOBHO OOPOOKM MEPCOHAIBHUX NAHUX 1 iX BLIb-
HOTO pyxy. Y MyHKTI @) CT. 2 OyJI0 3aKPIIICHO: IEPCOHANBHI JaH1» 03HAYAI0Th
Oyap-sKy 1H(pOpMAaIlito, MOB'I3aHy 3 1ACHTU(IKOBAHOK a00 1ICHTU(PIKOBAHOIO
($13Uu4HO0 0c00010 («CYO'€KTOM AAHMXY ), 1IEHTH(PIKOBAHOK 0C0000 € 0c00a,
gKa MOke OyTH 11eHTU(IKOBaHA MPsMO ad0 MOOIYHO, 30KPEMA, 3a JOTOMOTO)
NOCHJIaHHS Ha 1neHTU(IKaWiifHuA HOMEp a00 Ha oaMH a0o KuUibKa (PaKTOpiB,
cnenupiuHux Uit Horo (PI3UYHOI, MCUXOJIOTTYHOI, MEHTAJIbHO1, a00 COLIAIbHOI
IIEHTAYIHOCTIY.

3 TOYKHM 30py €BPONECUCHKUX JTOCHIIHUKIB, HA MOMEHT CBO€i MOSIBU 1 MEP-
HIMX POKIB Aii AMPEKTUBA MOTJIA PO3MIISLIATUCS K YHIKAJbHUI HOPUAWYHUIA 1H-
CTPYMEHT. L5 YHIKQJIbHICTh MOJIsArajia B NIATPUMI 3A1HCHEHHS MTpaBa Ha HEO0-
TOPKAHHICTh MPUBATHOTO >KATTS 1 MPABKJI 3aXUCTY MEPCOHATBHUX MaHUX. [[pruH-
LMK, 3aKJIaJICH] B JUPECKTUBI, CTAHOBWJIA 30JI0THIA CTaHIapT ad0 €TajJOHHY MO-
JIeNIb 3aXUCTYy MEPCOHAIBHUX JaHWUX B €Bpori Ta 3a ii mexamu. OgHak, BiA3Ha-
YAr4X THYYKICTh 3aKJIAACHUX Y JIMPEKTHBI NIAXOAIB IO PErYJIFOBAaHHS MPOLIECIB
300py 1 BUKOPUCTAHHSI NEPCOHAJBHUX JTAHWX, OCHIIHUKN aKIEHTYBaJIM yBary
Ha TOMY, IO 3 4acoM €(EeKTUBHICTH ii All cTajla MAPUBATUCS CKIIAJHICTIO KYJIb-

TYPHUX 1 HAIOHAJIbHUX BIJIMIHHOCTEMH, B SIKMX BOHA MOBUHHA OyJia JisITH.

22



3axuct OioMeTpUuYHUX JaHuX B €Bpormi 1 BenukoObpuranii

VY TpaBH1 MUHYJIOTO POKY B €Bpori 1 BennkoOpuTanii HaOyB YMHHOCTI 3a-
koHonaBumii akT General Data Protection Regulation (GDPR).

L{s mocTaHoBa 3a0e3Meuy€e OCHOBY ISl 3aCTOCYBAHHS 3aX0/lIB MIOA0 3aXH-
CTy NEPCOHATBHUX OIOMETPUYHMX JAHWUX HA MPAKTULI: OyJb-IKE BTOPrHCHHS B
NPUBATHE SKUTTS TPOMAJSH, HANPHUKIAJ PO3CIIAYBAHHS JETalcl OCOOMCTOro
JKUTTS 200 J1JIOBUX MOT3/I0K, TATHE 3a COO0K CYBOPI MOKAPAHHSI.

[TpaBuna GDPR 3acHOBaH1 Ha MpuHIMNAX CBOOOIM MPAB JIFOJAWHU PO HA-
JaHHs OyJb-SKAX JaHuX npo ceOe. Hampukiaa, B akTl Ha 3aKOHOIaBUYOMY PIiBHI
IPONUCAHO MPaBo «OyTH 3a0yTUM» 1 TPABO HA 301p MEPCOHATIBHUX TaHUX TUIbKA
3a 3roJI0K0 KOPHCTyBava

J10 mepCOoHaNbHUX JAHUX BITHOCHUTHCS Oyab-sKa iH(popMalis, o sSKii MO-
JKHA BU3HAYUTH JIFOJWHY NPSAMO a00 MOOIYHO: 1M's, aapeca, BIAOMOCTI MPO CTaH
310poB's, Jlorin, EnekTpoHHa moira, ip-aapeca, pemiriiiHa NpUHANEKHICTb, (i-
HAHCOBHWIA CTaH, MCUXIYHE 310POB'a 1 6arato iHmoro. HaeiTe mianucka Ha e-mail
poscunky miananae mig airo GDPR, ockilbky KOMMaHisI-BIIACHUK CalTy 30Mpae
NEPCOHAIBHI JaH1 KOpUCTyBadiB (e-mail agpecn) st moJanbmoi pO3CHIIKH.

GDPR 000B's13k0BHIi 1711 BUKOHAHHS Y BCiX 28 KpaiHax €BpONeichKoro
Coro3y 1 KOMITaHIsIX, MO 3aiiMaroThCs 300pOM AaHuX B €Bpori. PernameHT cro-
CYETHCA 1 POCIMCHKMX KOMIIAHIM, sIKI B3a€EMOAIIOTh 3 THO3EMHUMM TPOMAsTHAMU 1
OTPUMYIOTh JOCTYM JI0 X NEPCOHAIIBHUAX JTAHUX.

3axucT O10METPUYHUX JaHUX B YKpaiHi

Micue 3akony Ykpainu «[Ipo 3axucT mepcoOHaNbHUX JAHUX» Yy CUCTEMI
HAILIOHAJILHOTO 3aKOHOJABCTBA BH3HAUYAECTHCA THM, III0 BIH € 0a30BUM 3aKOHOM
VYkpainu y cepl 3axucTy NEPCOHATBHUX JaHuX (Pi3nuHux ociO B YkpaiHi. [Him
HOPMAaTHBHO-TPABOB1 aKTH MarOTh OYTH MPHUBEACHI y BIANOBIAHICTH 3 MOro mo-
JIOKEHHSIMH.

Kpim 3akony Ykpainu «[Ipo 3axucT mepcoHanbHUX JAHUX», OUTBII HIXK
JIBa JICCATKH 3aKOHIB YKpPaiHH PETYJIIOIOThH CYCIUIbHI BIIHOCHHM, IO MOB'A3aH1 13

30upaHHsIM, 30€piraHHsM, BUKOPUCTAHHSM Ta NOLIMPEHHAM iH(popManii mpo
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0co0y, OJJHAK BCl BOHM HE MAKOTh YITKOTO Ta CKOPEJIBOBAHOIO 3 €BPOMEHCHKAM
3aKOHOJABCTBOM BHM3HAQUEHHS MEPCOHAIBHUX JAHWUX. BITUM3HSIHUM 3aKOHOJAB-
CTBOM HE TOBHICTIO BU3HAUEHO PEXKUM 30MpaHHsl, 30epiraHHsl, BAKOPUCTAHHS Ta
nowmupeHHs iHdopmarii mpo ocoly.

3akoHoM Ykpainu «IIpo 3aXucT NEpCOHATIbHUX JaHWX» YCTAHOBJIEHO J¢-
TaJIBHUIA MOPAIOK peecTpauii 0a3 JaHuX..

UnHHE 3aKOHOJABCTBO YKpPaiHH 100 3aXUCTY MEPCOHATBHUX JAHUX MOT-
peOye BAOCKOHAJICHHS BIAMOBIIHO JIO MOJIOKEHb MDKHAPOJHMX CTaHAAPTIB, 3a
SIKUMU TIEPCOHAJIbHI JIaH1 MaroTh [9]:

1. ByTu oTpuMaHi 3aKOHHUM CIIOCOOOM;

2. OOpoOnsaTHcs 3a 3roJI0k0 Ha 1ie Cy0'eKTa TaHuX 1 B KUIBKOCTI MiHIMa-
JILHO HEOOX1IHO1 AJI BU3HAUYCHOT AISJIBHOCTI,

ByTn TOUHMMM i TOHOBITIOBATHUCS,
BukopucToByBaTuCS TUIBKM B YITKO BU3HAYEHUX LUISIX;

ByTu noctynHumu it cy0'ekTa JaHUX,

S W

ByTu 3axuieHumMu BiJl HECAHKIIIOHOBAHOTO JTOCTYITY.

Jlo 0a30BMX MPUHLMMIB 3aXUCTy MEPCOHATIBHUX JAHWUX B YKpaiHl MarTh
OyTH BIIHECEHI:

*  SIKICTh MEPCOHATBLHUX JAHMX, L0 BKJIIOYAE 3aKOHHICTh iX 30MPaHHS,
00pOOKM 1 MOMPEHHS MO0 HAAMIPHOCTI, BIPOTiJHOCTI T4 AHOHIMHOCTI,

» IlpaBo cy0'ekTa MepCOHATBPHUX JAHMX, IO BKIIFOYAE MPaBO OyTH MO-
BIJIOMJIEHUM IPO MICIE Ta METY OOpPOOKH 1 BIPOTiIHICTh JAaHWX (MOBIJOMJICHHS,
JOCTYTI, BUMPABJICHHS YW 3HUILCHHS ), TPaBO 3rojii Ha OOpOOKy AaHHMX (IpaBoO
KOHTPOJIKO), TPABO CYIOBOTO 3aXUCTY;

»  besneka, mo nepeadavyae BXKMBAHHS 3aXO0/1B 3aXUCTY 3a BUAAMH MEP-
COHAJIBHUX JaHWX, AAPECHY BIAMOBIJAIBHICTH, KOHTPOJIb AOCTYIY J0 3aco0iB
00pOOKHM JaHWX, KOHTPOJb BUKOPUCTAHHS HOCIiB (HAKOMUYYBaviB) JAHUX, KOHT-
POJb BBOJAY, KOPUCTYBAaHHS 1 BUBOJAY (TPAHCHOPTYBAHHS) JAHWX, KOHTPOJIb 00-

pOOKHM TaHWX i OpraHi3aniiHuii KOHTPOJIb [9].
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BianoBigHo mo 3akoHy Ykpainu «I[Ipo 3aXuCT mepCOHAIbHUX JaHUX) 3a-
BJIAHHSIMHU HAL[IOHATBHOTO 3aKOHOJABCTBA € CTBOPEHHS MPaBOBOI 0a3M Acp:KaB-
HOTO PETYJIFOBAHHS CYCHUIBHUX BIJHOCWH JIFOJMHM, CYCIUIBCTBA 1 JACPKaBH 3a
YMOB JII€BOTO 3aXHUCTY FPOMAJSTHCHKUX MPaB y c(hepl NEpCOHATIbHUX JTaHUX.

3riIHO 13 3aKOHOAABCTBOM OLIBIIOCTI €BPONEHCHKUAX AEPYKAB MEPCOHANBHI
JaH1 PO3IUISIOTECS 32 KPUTEPIEM «UyTJIIMBOCTI» Ha JaHI 3arajbHOrO XapaKTepy
(mpizBuLIE, 1M's, O OATHKOBI, AaTa 1 MICIE HAPOKEHHS, TPOMAJTHCTBO, MICIE
NPOKMBAHHSA) 1 «4yTJIMB1Y (Bpa3iuBl) MEPCOHANIbHI JaH1 (J1aHl PO CTaH 340POB's
(icropist XBOpOOM, A1arHO3M, ETHIYHA HAJICKHICTh, CTABJICHHS [0 PEINIrii, 11€HTH-
(ikaniiiHi KOAM Y HOMEPH, BIAOWTKH MaJIbLIB, 3aMUCH TOJIOCY, (oTorpadii,
KPEAMTHA 1CTOPIS, JaHl MPO CYyAUMICTh TOLIO). [ Yy TIIMBUX NEPCOHANBHUX J1a-
HUX MepeadayeHnid OUTbII BUCOKHUI CTyNiHb 3axucTy. Tak, 3a00pOHsAETHCS 30U~
paHHsi, 30€piraHHs, BUKOPUCTAHHS Ta MEpeaaBaHHs O0€3 3rojM Ccy0'€ekTa JaHUX
came YyTIUBUX, & HE BCIX MEPCOHAIBHUAX JIAHUX.

VY pe3yabTari 1bOro Po3NOBCHOKEHHS BCIX 0€3 BUHATKY NEPCOHAIBHUX
JaHKUX, Y TOMY YMCJII HaBITh TPI3BULIA, 1M's, MO OaTbKOB1 0COOH, MOKE 3A1MCHIO-
BaTUCS TUTbKH 3a MOMEPEIHBOIO 3roI0K0 1€l ocodu [14].

Orxe, Oyap-sika 0a3a KIEHTIB, CIIACOK TeNeOHIB Ol13HEC-MAPTHEPIB UM
IPOCTO KYIKa BI3UTOK MiANAAAK0Th M KaTEropiro 0a3u NEPCOHATbHUX AAHHUX Ta
noTpeOyIOTh peecTpaiti.

3akoH Ykpainu «IIpo iHpopMmaliiroy 3aKpirlitoe JIUIIE 3arajibHi TPUHIUIN
JOCTYyNy TPOMaJIsiH 10 1H(GOPMALIii, IO CTOCYETHCS X OCOOUCTO.

Takox y HOpMaTHBHO-NIPABOBI 0a31 Ykpainu mae micue [loctanoBa KM
"[Ipo 3arBepakeHHs [1070KEHHS PO HALIOHAIBHY CUCTEMY OIOMETPUYHOI Be-
pudikanii Ta iaeHTU(IKALI] TPOMaAsSH YKpaiHH, 1HO3eMIIB Ta 0cid 6e3 rpoma-
asHeTBa". Lle monokeHHs Mpo HalIOHAJIBHY CHCTEMY O10METPUYHOI Beprdikartii
Ta 1AeHTU(DIKaLii rpoMaasH YKpaiHu, IHO3eMUIB Ta 0Ci0 6e3 rpoMaasHcTBa. Ta-
KO BOHO PErYJIO€ TOPSAAOK BIPOBAIKECHHS Ta (YHKIIOHYBAHHS HAI[lOHATBHOT

cucremMn OiomMeTpuuHOi Bepudikarii ta iaeHTu(iKamii rpoMaasH YKpaiHu, 1HO-
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3eMIIB Ta 0ci0 0e3 rpoMaJsIHCTBA, A TAKOK BH3HAYAE ii CTPYKTYpy Ta MpPU3HA-

YCHHA.

1.3 Meroau 6G10MEeTpUYHOT 11eHTH (iKaLLi1

[Tpu knacudikanii O10METPUYHUX TEXHOJIOTTH BUAUISIOTH ABl TPy METO-
JIB 32 TUMIOM BHKOPUCTOBYBAaHUX OlOMETPUYHMX MAPaMETPIB. CTATUYHI O10MET-
PHYHI TApaMETPH Ta AUHAMIYHI MApPaMETPH.

CraTtnuH1 METOIN

Crartnyni MeToau OIOMETPUYHOI ayTeHTU(IKALIl TPYHTYIOThCA Ha (i3io-
JIOT1YHIM (CTaTM4HINA) XapaKTEPUCTUL JTIOJUHU, TOOTO YHIKAJIBHIA XapaKTepuc-
TUILL, JaH1# 1ii B1J HAPOHKCHHS.

ABTOMaTHuHUi face-KOHTPOJIb

Makisik, BIKOB1 3MIHM, BXKMBAHHS MIIIHUX HANOiB — BCl Il YHHHHUKH
YTPYIHSAKOTH 11eHTU(IKALIK0 0coOr o obmmyuro. HaiTe Ui ekcnepra 11eHTH-
¢ikauis aroauHA 1o GoTorpadii AECATUPIUYHOT JABHOCTI MOKE BHSBUTHCS Ty>KE
CKJIAHUM 3aBAaHHSAM. BIOMETpHUYHI TE€XHOJIOTII JO3BOJISIIOTH MPOBOAUTH face-
KOHTPOJIb B aBTOMAaTUYHOMY PEXMMI1, BOHU 3BIPSOTH apaMeTpu 00mmyus 00'ek-
Ta, KU 3a(PIKCOBAHMI KaMePOIo, 3 TaHUMU B 0asl. | JOCTOBIPHICTh TAKOTO aHA-
3y cknagae 86-93%. Ile 3HauHO OUIBIIE 3a 3BMYANHI JIIOJICHKI MOKJIUBOCTI.
[Tpore mpobiiema nonsirae B TOMY, IO AJIs 3M1ACHEHHS 1€l (yHKIIT HEOOXiaHE
YCTAaTKYBAaHHS BHCOKOi sikocTi. HaBiTh [uisi MPOBENEHHS BI3yalbHOI 11eHTH(IKA-
11i 0coOM BIJICTAHb MIXK IEHTPAMH 31HUIL Mae OyTH ekBiBaJieHTHO 200 mikce-
asM. Crou BXOJIATh TakKl METOAM, SIK ayTeHTU(IKAIlS JOIuHU 3a (OPMOI0 00-
JUYYsl, TEPMOTPAMOIO 00U

IcHyrOTH JBa OCHOBHHX CHOCOOM peajizailii po3mi3HaBaHHS OCI0 B
BijieocnoctepexxenHs. [Ipu nepuiomy crnoco6i, mpoieaypa po3ni3HaBaHHS 0Ci0
MO>KE 3ilicHIOBarrca "cunamu' camoi [P-kamepuw 1 mepepaBaté BIACOMOTIK, 1
metaaani Ha ceprep (I1K) / BigeopeecTparop. 3 MO3UTUBHUX MOMEHTIB. 10 CEp-
Bepa (I1K) MOKITMBO MIAKITFOYUTH BEJIUKY KIJIBKICTh KaMep, TOMY 110 Ha PECypcH

OPOAYKTHBHOCTI CEPBEPA HE HAJAETBCS BEJIMKOIO HaBaHTaXeHHS. [1]o

26



CTOCY€ThCS HEAOMIKIB JAHOI CUCTEMU. B pa3i PO3LIMPEHHS HEOOXIAHO Oyje 3aB-
JKIM BUKOPHCTOBYBATH KaMEpPH OAHOIO 1 TOTO » BHPOOHUWKA, JUISl Y3rOJUKCHHS
0a3u 1aHuX 1 BAKOPUCTOBYBAHUX AOIOHIB PO3MI3HABAHHS OCI0.

Jlpyruii OCHOBHMIA CrOCIO: 3A1HCHIOBATH PO3MI3HABAHHS OCI0 HA CTOPOHI
cepBepa 3a I0NoMOroro crnenianbHoro 110, a 3 kamepu BiAEOCMOCTEPEKEHHS TIe-
penaBaTy TUIbKKM BiA€ONOTIK. OJHO3HAYHO TAKy CHCTEMY 3PYYHO BUKOPHCTOBY-
BaTH B Pasl, SKIIO BIICOCTIOCTEPEKEHHS BXKE BCTAHOBJICHO HA 00'€KTI, 3aMIHUTH
JIOCUTh CTapuii ceprep / BiaeopeecTpaTop. Yn MoKHA BIAHECTH 10 HEJOJIKIB J10-
POXKHEUY BCTAHOBIIFOBAHOTO CEPBEPA, JILECH31S IKOIO HAa KaHAT KOLITYE HE MAJIo,
4yepe3 BUCOKY MPOJYKTUBHOCTI cepBepa? AJjie 1 caMi KaMepH 3 PO3MI3HABAHHSM
0ci0 Ha OOPTY KOWITYIOTh HE ACUICBO, MJIOC Oyae HEOOXITHUIA TEMOHTAX CTAPUX
KaMep 1 yCTAaHOBKA HOBUX, TOMY MPO IIHY TOTO YM 1HIIOrO PILICHHS TOBOPUTH
CKJIaJHO, HEOOX1JTHO pO3pax0OBYBaTH 1HMBIIYaJIbHO.

3a ¢opMoro 00U

VY nanomy Metodl iaeHTU(IKanii Oyay€eThCsl TPUBUMIPHUA 00pa3 oOmmyaus
moarHu. Ha oO6mnudi BUAUTAIOTECS KOHTYPH OpiB, ouel, Hoca, ry0 1 T.4., o0uuc-
JFOETHCS BIACTaHh MK HUMH 1 OYJy€ThCs HE MpPocTo o0pa3, a me Oe3imy Horo
BaplaHTIB HA BUIMAJKW MMOBOPOTY OCOOM, HAXWiy, 3MIHM Bupazy. KuibkicTe 0Opa-
31B BapPIFOETHCS 3AJICKHO BIJl METH BUKOPUCTAHHS JAHOTO CrocoOy (s ayTeH-
Tu(ikaiii, Bepudikauii, BAIATCHOTO MOIMYKY Ha BEIMKUX TEPUTOPIAX 1 T.11.).

3a TepMOrpaMoro ooImuYs

B ocHoBI gaHoro cnoco0y ayreHTU(IKAaLii JEKUTh YHIKAIbHICTE PO3MOI1-
Jay Ha o0muy4l aprepiid, mo 3a0e3nevyoTh KPOB'KO IKIPY 1 BUAUISIOTH TEILIO.
Jlnsg 3m00yTTs TepMOrpaMu BUKOPUCTOBYIOThCS CHELIANBHI Kameph 1H(ppadep-
BOHOTO Alana3zoHy. Ha BiAMIHY Bij MOMNEPEAHBOTO IEH METO JO3BOJISIE PO3PI3-
HSATU OJIM3HSAT.

3a BIIOUTKOM NAJIBIIA

B OCHOBI IIbOTO METOMY JICKUTh YHIKAIBHICTD ISl KOXKHOI JIFOJUHU Ma-
JHOHKA NanuSIpHUX Y30pIB HA MajblsgX. BigOMTOK, OTpUMaHMi 32 JOMOMOTOKO

CHELIATBHOTO CKaHEpa, NEPETBOPIOETHCS B LH(PPOBHUil KO (3rOPTKY) 1 MOPIBHIO-
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€THCS 3 PaHILIC BBECACHUM ETAJIOHOM. JlaHa TEXHOJIOTIS € HAWPO3MOBCIOIKEHI-
II0K0 B MOPIBHSHHI 3 IHIIAMUA METOAaMK OloMeTpUUYHOT ayTeHTHdiKamii. Cepiio-
3HUI HEJIONIK CKaHYBaHHS 3a BIAOMTKAMH MAJIbIIB — MOKIIUBICTh 1X KPAJIKKH 1
BUKOPHCTAHHS HE TUIBKHM U HECAHKIIIOHOBAHOTO OCTYMY, aje i s danbcudi-
Kauii JoKa3iB.

3a (popMOIO JT0JIOH1

Jlanuii MmeToa noOya0BaHHWIM HA TE€OMETPli PyKU. 3a JOMOMOIOK CHElia-
JBHOTO TMPUCTPORO, IO CKIAAAETHCS 3 KAMEPH 1 JEKIIBKOX MiJACBIYYKOUHX 1O/IB
(BKJIFOYAKOYHCH MO 4Y€P31, BOHW JAKOTh Pi3H1 MPOECKIii JOJIOHI), OYyay€EThCSA TPHU-
BUMIPHUI 00pa3 rpoHa PyKH, 3a SIKUM (POPMYETBCS 3rOPTKA 1 pO3MI3HAETHCS JTHO-
JIHA.

3a po3TalllyBaHHSIM BEH HA JIUIBOBIH CTOPOH1 H0JIOH1

3a 1onoMOTror 1H(PPaYepBOHOI KaMEPU MPOUYUTYETHCS MAITIOHOK BEH HA
JIMILOBIHA CTOPOH1 JOJIOH1 200 rpoHa pyku. OTpuMaHa KapTUHKa 00poOJIsI€ThCs, 1
3a CXEMOK PO3TallyBaHHs BeH (opMmyeTbes mu@poBa 3roprtka. Ll TexHonoris
NaJIbLIB MOYKHA TIEPEBIPUTH, YA HE 3HAXOIUTHCS JIFOJAMHA B PO3LIYKY, YA MAE BO-
HA CYJIMMICTb, TO JUIsl TAKUX O10METPUYHUX MAPAMETPIB, SIK BEHO3HUH MATKOHOK,
€IMHOT Oa3U HE ICHYE.

3a CITKIBKOIO OKa

Lle cnoci® ineHTr}iKalii 1O MATKOHKY KPOBOHOCHUX CYAWH OYHOIO JHA.
Jlns Toro, mod nei ManroHOK CTaB BUAHWNA, THOAMHI MOTPIOHO MOMISIHYTH HA BU-
JIAJICHY CBITJIOBY Kpamnky, 1 OYHE JHO, 110 TaKUM YMHOM MIJACBIYYETHCS, CKaHY-
€THC

3a paay>KHOK 000JIOHKOIO OKa

ManroHOK paay»KHOi OOOJOHKH OKa TaKOK € YHIKAJIbHOK XapaTepHCTH-
KO0 IO MHU. [IpruoMy [uis ii CkaHyBaHHsI JOCUTh MOPTATUBHOT KAMEPH 13 Crie-
1TI30BaHUM MPOTPAMHHUM 3a0€3MEUCHHSIM, 10 JO3BOJISE 3aXOIUIFOBAaTH 300pa-
JKEHHSI YaCTUHU JIMILS, 3 SKOTO BHALISETHCS 300paKE€HHS OKa, 3 SIKOTO, Y CBOKO

Yepry, BUALISETHCS MATKOHOK BECEITKOBOT OOOJOHKH, 3a SIKAM 1 OyayeThes nu Q-
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pPOBUIA KOI Juid ineHTU(IKauii JIroauHu. [1pu BUKOpUCTaHH] 1€l TEXHOIIOTT 00'€-
KTa HEOOX1JTHO MO3UIIOHYBATH CBOKO 0CO0Y JUIsl peecTpallii SKICHOTO 300pakeH-
HsI BECEJKOBOI OOOJIOHKM OYEH, 1110, 3BUYAtHO, HE 3aBKIW 3py4HO. Hampuknan,
npu face-KoHTpoi MOAIOHUX BUMOT He icHYe. JltoauHa fiae no Kopuaopy, B TOH
MOMCEHT, KOJIM BOHA TIOMAJE B 30HY HAHKpalioro OaucHHs, KamMepa poOUTh KOHT-
ponbHMiA 3HIMOK. [Tpr 1i1eHTHDiKali 0coOM 3a 300paKEHHSAM 00U 1 PaTy K-
HOi 00OJIOHKHM OKa HEOOX1JHO BPaxOBYBAaTH TAKOXK 1 30BHILNIHI YMOBH. 3aJI€KHO
BiJ (DOHY 1 PiBHS OCBITJIEHOCTI BIPOT1IHICTh PO3Mi3HABAHHS MIHSETHCI. TOMY B
iaeant Tpeda MOMICTUTH JIFOAWHY B CTAHAAPTU30BaHI YMOBH, HATPUKIIAJ, B 130-
JbOBaHY KaOiHY.

OCHOBHE 3amepeyeHHsl MPOTH BUKOPHUCTAHHS METOAY PO3MI3HABAHHS 3a
paii1y>kHOK OOOJOHKOK OKa TMOB’SI3aHE 3 MOMJIMBOCTIMH 1PUAO0IarHOCTUKY
OTPUMAaHHIM THM CAMUM MPUBATHOT 1H(POPMALLI] IIOA0 XBOPOO JIFOIUHU.

3a JJHK

[lepeBarn naHoro crnocoOy OYEBMHI, MPOTE BUKOPHUCTOBYBAHI B JaHWIiA
yac MeToau 3100yTTs 1 00poOku JIHK mparroroTe HACTUIBKU TOBIO, IO TaKi CHU-
CTEMH BUKOPUCTOBYIOTHCS JIUIIE TS CHEIATI30BAHUX €KCIIEPTHS.

JIuHaM14H1 METOIN

JluHaMi4H1 MeToau O10METPUYHOI ayTeHTU(DIKallii TPYHTYIOTECS HA MOBE-
JIHKOBIM (AMHAMIYHIN) XapaKkTEPUCTULI JTOAUHK, TOOTO MOOYA0BaH1 Ha 0COOIu-
BOCTSIX, XapaKTePHUX Ui MIACBIAOMUX PYyXIB Yy MPOLECI BIATBOPEHHS SKOi-
HEOY b 1ii. Po3riisitHEMO METOM ayTeHTU (iKalii i€l rpymnu.

3a moYEPKOM

Sk mpaBwmio, s BOTO BUAY 1ACHTU(IKALIT TOJIMHN BUKOPUCTOBYETHCS
HOro po3nuc (1HKOJM HamMcCaHHS KoJoBOro ciosa). Llndposuii kox iHaeHTH]I-
Kauii GOpMyeEThCS 3al€KHO BiA HEOOXIAHOI MIPH 3aXHCTY 1 HaIBHOCTI YCTaTKYy-
BaHHs (TpaiyHMid MIaHIIET, €EKpaH KapMaHHOro komm'totepa Palm 1 T.1.) nBox
THIIIB:

1. 3a camuMm po3nucoM, TOOTO AJis 1€HTU(IKAIlT BAKOPUCTOBYETHCS MPO-

CTO Mipa 30iry JBOX KapTHHOK.
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2. 3a po3nMCcOM 1 JMHAMIYHUMM XApAaKTEPUCTHKAMHM HAMMCAHHS, TOOTO
i 1aeHTAdIKanli OyAy€eTbCsl 3rOPTKa, B SIKYy BXOAWTH 1H(popMauis mo Oe3noce-
PEIHBOMY MIANUCY, TAMYACOBUM XAPAKTEPUCTHKAM HAHECEHHS PO3MUCY 1 CTaTH-
CTHYHUM XaAPAKTEPUCTUKAM JTUHAMIKA HATHCKY HA TTOBEPXHIO.

3a KJIaBiaTypHAM OYEPKOM

MeTon y HUJIOMY aHAIOTTYHUI OMKUCAHOMY, AJI€ 3aMICTh PO3NUCY BUKOPHC-
TOBY€ETBCS KOJOBE CIOBO (KOMH UIsl [IbOTO BHKOPUCTOBYETBHCS OCOOMCTHH ma-
POJIb KOPUCTYBaya, TaKy ayTEHTU(]IKaIII0 Ha3UBaOTh ABO(AKTOPHOK) 1 HE TOT-
PiOHO KOJHOTO CHELIATIbHOTO YCTATKyBAaHHS, OKPIM CTaHAAPTHOI KJaBlaTypH.
OCHOBHOI XapPaKTEPUCTHKOIO, 3a IKOK OyAYETHCS 3ropTKa IS 11eHTU]IKaIli, €
JMHaMiKa Ha0oOPy KOJOBOTO CJIOBA.

3a roocom

OpnHa 13 crapux TEXHOJOTIH, y AaHWi Yac ii pO3BUTOK MPUCKOPUBCS, OCKI-
JbKU TIepea0avacThes ii IMHUPOKE BUKOPUCTAHHS B NMOOYIOBI «IHTEJICKTYAIbHAX
Oynieenby. IcHye nocuthk Oarato cnoco0iB MoOya0BH 1ACHTU(IKAILIIT 32 TOJIOCOM,
SK MTPABKJIO, 11€ Pi3H1 MOEIHAHHS YACTOTHUX 1 CTATUCTUYHUX XAPAKTEPUCTUK TO-
nocy. Y Pocii B MI'TY imeni H.E. baymana po3po0Onenuii mporpaMHuii MpoIyKT,
KW 32 15CEeKyHIHUM 3BY4YaHHSAM (pa3ul JO3BOJSE 1ICHTHU(PIKYBATH JIOAUHY 3
JOCUTH BUCOKOKO BIPOT1IHICTHO.

[0 MeTom

JIsist JaHOi rpyny METOIB TaKOK OMUCAH1 JIUIIEC HAMMOMUPEHII METOIH.
[cHYrOTh Taki yHIKaJIbHI COOCOOH, SIK 1ACHTU(IKALS 32 PyXOM TI'y0 Mpu BiATBO-
PEHH1 KOJIOBOT'O CJIOBA, 34 AMHAMIKOIO MOBOPOTY KIIOYA B ABEPHOMY 3aMKY 1 T.J.
3aranbHOK XapaKTEPUCTUKOKO, SIKY BUKOPUCTOBYIOThH JUIsl OPIBHSIHHS PI3HUX
METOIB 1 CHOCO0IB OIOMETPUYHOI 1AEHTH(IKALIi, € CTATUCTHYHI MOKA3HUKH:
NOMMJIKA MEPUIOr0 poay (HE MyCTUTH B CHCTEMY «CBOTO») 1 MOMMIIKA APYrOro
poay (MyCTHTH B CUCTEMY 4y>koro). COpTyBaTH 1 MOPIBHIOBATH OMMCAHI BUIIIEC
O10OMETPUYHI METOJM 3a CBIAYEHHSMH MOMUJIOK MEPLIOTO POAY JY>KE CKJIAIHO,
OCKUIbKHA BOHM € PI3HUMU JJI OJTHUX 1 TUX K€ METOJIB Y 3B SI3KY 3 3aJICKHICTIO

BIJl YCTaTKyBaHHsI, HA SKOMY BOHHM peaii3oBaHl. 3a NOKa3HUKAMHU MOMUJIOK JpY-
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roro pojy 3arajbHE COPTYBaHHSI METOJIB OIOMETPUYHOI ayTeHTU(IKALl BUTIIS-
nae mpruOIM3HO Tak (Bl KpalluX 10 TIPIINX ).

« JIHK.

»  PanyxHa 000JI0HKA OKa, CITKIBKA OKa.

»  Bixbutok maneug, Tepmorpama ooauyus, Gopma A0IOHI.

»  ®opma 00nuYYsl, pO3MILICHHS BEH HA JOJIOHI Ta KKCTI PYKH.

*  Posnuc.

»  KuapiarypHuii novepk.

. T'onoc.

1.4 TexHi4Hi onepaniiHi CTaHAAPTH

IcHye Ge3n14 MIKHAPOJHUX, PETIOHAIbHUX 1 HAlllOHAJIIbHUX CTaHAApPTIB,
110 OXOIUIFOKOTh BRKITUBI €NEMEHTH 1 nepudepiitni QyHKIii. BiacHuku, xopuc-
TyBayl 1 CNOKMBayl O10METPUYHUX CUCTEM OPIEHTYIOTHCS HA LI CTAHAAPTH, MO0
3a0€3MeUnTH TapaHTOBAaHO €(EKTUBHY POOOTY iX MOAATKIB MPOTITOM YChOTO
EKCIUTYaTalifHOrO MKy BiAMOBIAHO A0 (PYHKIIOHAIBHUX XAPaKTCPUCTHKAMMU,
3aKJIAICHUIMU BUPOOHUKOM. BOHM Tako>k BUKOPUCTOBYIOThH JAHI CTAHAAPTH JAJIs
3a0e3MeueHHs] HalIHHOCTI TaKUX MPOLECIB, SIK 1 TEXHIYHE 0OCIYTrOBYBaHHS 1 pe-
MOHT OIOMETPUYHOI CHCTEMH, OCOOJIMBO SIKIIO BOHA SIBJSIE COOOK YACTUHY BeE-
JIMKOT HAllIOHAJIBHOT 200 M1KHAPOIHOT MEPEXKI, IO 3M1HCHIOE OOMIH JAHUMH.

OniHKa BIMOBITHOCTI A€ MOTEHIIHHOMY MOKYMIICBI, SKUHA MOXIIMBO HE
JI0 KIHIIS pO30MPAEThCS B TOHKOIIAX CUCTEMH a00 MPOAYKTY, FAPAHTIKO TOTO, IO
JaHW MPOAYKT BIAMOBIAAE TEXHIYHMM CTaHAApTaM 1 ctaHaapram Oe3neku abo
IHIIAM 3a3HAYEHUM KpUTepisM. IcHyroTh Tpu Buau OB. IlocravaibHUK MPOBO-
JIUTH OLIIHKY BIJMNOBIJHOCTI MEPLIOT CTOPOHOK, KOPUCTYBAY - OLIHKY BIJMNOBII-
HOCTI JIPYTOK0 CTOPOHOO, ajie HalOUTBII HAAIHHOK € OLIIHKA BiAMOBIAHOCTI TpE-
THOK CTOPOHORO, IO MPOBOIUTHCS HE3AICKHUMH OPraHaMU.

Lle# mpouec HOCUTH Ha3BY cepTU(diKallii, OCKUTbKH, SIK MTPABKJIO, MICIIS yC-
NIIIHOTO MPOBEACHHS OLIHKM NPOAYKTY a00 MOCAYTHM BHIAETBHCS CEPTU(DIKAT,

KU CITY>)KUTh MIATBEPKCHHIM TOTO, IO MPOAYKT ad0 Mociayra BIAMOBIAAE Me-
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BHIM cnenudikanii ado cranaapty ISO / IEC. PerioHanbH1 OpraHu Takox MO-
JKYThb PO3POOJATH CTAHAAPTH 3 METOK yHI(IKalii CHCTEM 1 METOMIB POOOTH B
rpymi KpaiH.

Hanpuknan, €sponeiicbkuii komiteT 3 crangaptuzaiii (€KP) o0'eanye
HAI[IOHAJIbH1 OPraHy 1o cTaHAapTh3anli 3 34 €eBpONEHChKUX KPaiH.

B pamkax Komitety nie cnemianbia Poboua rpyna 3a 610METPUYHUMH J1a-
HumH (PT'-18), sixa npu3BoauTE PO3p00IEH]1 MI>KHAPOIHUMH a00 HalliOHATBHUMHU
OpraHi3alisiMi CTaHJApPTH Y BIAMOBITHICTh 3 €BPONCHCHKUMHN BUMOTAMU B TAKHX
00nacTax, K HEAOTOPKAHHICTh MPUBATHOTO YHUTTS 1 3AKOHOJABCTBO MPO 3aXHUCT
JaHHX.

Jlesiki cTanaapTH po3poOJISIOTHCS HA HAIIOHAIIBHOMY PI1BHI BIAMOBII-HUMHA
OpraHizaiisiMu Juist CBOiX KpaiH: Hanpukiaa, B CIIA niroTek Taki opradizamii, siK
AMEpUKaHChKHN HalloHanbHUH 1HCTUTYT cTanaapTiB (AHIC) 1 HamionaneHmii
1HCTHTYT cTanAapTiB 1 TexHosorid (HICT), siki po3po0nstoTs cranaapTH, o 3a-
CTOCOBYIOTHCSI B KpUMIHAIICTHIII 1 B TTOB'SI3aHUX 3 HEKO OIOMETPUYHUX JTOAATKAX.

bararo xkpaiH mumpoko 3actocoByroTh ctangaptu HICT B Takux Bax-
JUBUX OOJIaCTAX, K EJIICKTPOHHA Mepeaada BIAOWTKIB MAIbLIB MO MEPEXKAX.
HICT Ttakoxx mpoBOAUTH MOPIBHSUIbHI BUNPOOYBAHHS 1 CTAHOBUTH PEHTHHTH HA-
SBHMX HA PUHKY ITOPUTMIB MOLIYKY 1 31CTABJECHHS OIOMETPUYHUX JAHWUX IS
3aCTOCYBAHHS J0 IHIIMX O10METPUYHMX MOJAIBHOCTEH, TaKMX sIK 0co0a 1 paii-
Jy>’kHa 000JIOHKA OKa. 3aBJSKKU [IbOMY MOTECHI[IHHI MOKYIIII CUCTEM 31CTABJICHHS
O1OMETPAYHUX NaHUX MOXKYTh OTPHMATH OO0'€KTHBHI BiJIOMOCTI MPO BIJHOCHY
€(PEKTUBHOCTI ITOPUTMIB, IO BHKOPHUCTOBYIOTHCS KOHKYPYHOUHMH BUPOOHU-
KaMH HA MDKHAPOJHOMY PHHKY.

BioMeTpuuHi cucTeMu, 10 BUKOPUCTOBYIOTHCS, MOBUHHI BiNOBIAATH CTa-
HIApTaM, SIKi Pe IBJISIOTh 10 O10METPUYHOT 11€HTH (PiKaIli MPOBIIHI MI>KHAPO-
JIH1, Taly3€Bl ¥ pErioHalIbHI OpraHizailii, MDKIEPKaBHI Ta YPSJIOBI CTPYKTYPH.

JlesiKl 3 HUX HaBEACHI HUKYE:
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B10API € cranmaptom BioAPI Consortium po3po0sieHunii cnemiagbHo s
yHi(ikanii nporpaMHUX 1HTEP(HEHCIB MPOrpaMHOro 3a0e3MeYeHHs] PO3POOHUKIB
O10METPUYHUX MPUCTPOIB.

XML Common Biometric Format - ctangapt, po3po0JieHHui TEXHIYHUM
komitetoM OASIS. XCBF, Bu3Hauae HaOip kpunrorpadiuyHuxX MOBIIOMIIEHD,
OpeaCTaBICHUX Y BUMIIsAl XML-TeriB, siki MOKyTh OyTH BUKOpPUCTaH1 ajst Oe3-
NEYHOro 30MpaHHs, 0OpoOKku Ta 30epiraHHs GiomeTpuuHOi 1Hpopmarii. Cymic-
Hul 31 cienudikanismu BioAPI, 1 crangapramu X9.84 1 CBEFF.

AAMVA Fingerprint Minutiaec Format / National Standard for the Driver
License / Identification Card DL / ID-2000 - amepukaHcbkuii cranaapt Ha (op-
MaT MOJaHHs, 30epiraHHs 1 nepenayl BiIOMTKIB MAJbLIB JUIsl BOAIANCHKUX IMPaB.
Cywmichuii 31 cnenmdikanismu BioAPI 1 cranpaprom CBEFF.

CBEFF (Common Biometric Exchange File Format) - eqnnnii popmar ys-
BJICHHS O10METPUYHMX JaHMX, ki OyB 3anpononoBanuii NIST B 2001 poui aist
3aMiHM O10METpUYHUX (HOPMATIB, BAKOPUCTOBYBAHUX BUPOOHUKAMH PI3HUX CET-
MEHTIB O10METPUYHOIO PHHKY B CBOEMY OOJIaJHAHHI 1 MPOrpaMmHOMY 3ade3me-
yeHHi. [Ipu ctBopenni CBEFF Oynu BpaxoBaHi BC1 MOXIIMBI aCMEKTH HOro 3a-
CTOCYBaHHSI, B TOMY uucil kpuntorpadis, 6aratodaktopHa 6Gi0METpUYHA 11EH-
Tu(iKalis 1 IHTerpanis 3 KAPTKOBUMH CUCTEMaMM 11€HTH (KA.

ANSI / NIST-ITL 1-2000 Fingerprint Standard Revision - amepukaHCbKui
CTaHJApPT, KM BU3HAYAE 3arajibHUi (opMaT ySBJICHHS 1 MEpeaadl JaHuX 3 BU-
KOPHCTaHHSM BIAOWTKA Majbls, 0CO01, HATUIBHOKO LIPaMiB 1 TaTyIOBAaHb IS BU-
KOPUCTaHHS B MPaBOOXOPOHHUX opranax CIIIA.

CDSA / HRS (Human Recognition Services) siBnsie co00r0 O10METpUUYHAN
moaynb B apxitektypi Common Data Security Architecture, po3po0nenoi Intel
Architecture Labs 1 cxBasieHoro koncopuiymom Open Group. CDSA - BU3Ha4ae
Ha01p API, mo npeacrapnse codor0 JOrTYHO MOB'sA3aH1 Oe3my (PyHKIIH, 10 0XO0-
TUTFOOTh TaKi KOMIIOHEHTH 3aXUCTY, sIK IHA(pyBaHHs, HUPPOBI cepTU(IKATH, Pi-

3H1 cnocoOM ayTeHTU(iKalli KOPUCTYBayiB, B CIUCOK SIKUX 3a gonomororo HRS
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nonana 1 0iomerpis. CDSA / HRS cymicHuii 31 cneumikanismu BioAPI 1 cran-
naprom CBEFF.

MixkHapoaHa oprasizamis 31 cragaapruzaiii (ISO) Buknana po3poOneHi
HEIO CTAHAAPTH B JOKYMEHTI «FOpuanyH1 Ta COLIONIOTTYHI MIPKyBaHHS LIOJ0 3a-
crocyBaHHs. YactuHa 1. 3aranere kepiBHUITBO »(ISO / IEC TR 24714: 2008) Ta
B KepiBHux BkaziBkax 71 : 2014, ne moBa e mpo €TUYHI ACMEKTH, 4 TAKOXK B
KepiBaux BkaziBkax 71 mpo cTaHmapT 3a0e3n€4YeHHs JOCTYIMHOCTI AJist 0cl0 mo-
XWJIOTO BIKY Ta IHBATIIB.

MixkHapoaHa opranizaiis mo crangaprizamii (ISO) po3poOasie 1 myOmikye
CTaHAAPTH 3 MIMPOKOTO KOJjia Tajly3ei, BKIOYAOUU O10METPI0 1 KPUMIHAIICTH-
Ky. ISO - 1ie BcecBITHE 00'€IHaHHS HALIOHAJBLHUX OPraHiB MO CTaHAApTH3AIli 3
162 kpaiH, skl BHOCSITh BKJIaJ B PO3POOKY CTaHIAPTIB 3a JOMOMOTOK) Y4YacTl B
po6oTI pi3HUX NPODIIPHUX KOMITETIB. [HII KpaiHM MOXKYTb NPHETHATHCS O
ISO B gxocTi aconifioBaHNX WieHIB a00 WICHIB-NICPEANJIATHUKIB ISl OTPUMAHHSI
1H(popMaIli Mpo CTaHJAPTH.

Kpim TOro, icHyroTh ABa cniabHHX KomiTeTy [SO Ta MiKHapOaHOT €1eKT-
porexHiuHoi koMmiccii (MEK), siki po3po0iisitoTh CTaHAAPTH 1 MPOBOASATH OLIHKA
BiAMOBIAHOCTI (OB) st BCl€l €IEKTPUYHOI, €IEKTPOHHOI Ta MOB'I3aHOT 3 UM
MPOTYKIIIA.

Metoau Ta Kiacu(pikaTopy aBTOMATU30BaHOT Kiacu(iKailli BIAOUTKIB Ma-
JIbIIB

[Tpouec knacu@ikaiii noysra€ y HaCTYMMHOMY — CIOYAaTKy BIAOMTOK Ha
OCHOBI BIOBIAHUX O3HAK BIJTHOCHUTHCSA JIO OJHOTO 3 KJIACiB, a MOTIM 3a JIOKaJIb-
HUMU O3HAKaMHU 3IIACHIOETHCS MMOPIBHSHHS BIIOUTKA 3 BIAOUTKAMU, sIK1 € y 0asi
JaHUX, TTOKK He OyJe 3HaWICHO BIAMOBIAHICTh. 3apa3 ICHY€E JIEKUIbKA MiIXO0/1B
JI0 aBTOMATUYHOI Kiacu(ikarlii, yci i MiIxX011 NOAIJIEHO Ha IT°ITh KaTerOpii:

1. Ha ocHOBI Momen — 1eit mijxia 3aCHOBAaHWH HAa BUKOPUCTAHHI MOJEN1
pO3TaulyBaHHs OCOOJIMBHX TOYOK (simep Ta po30vkHocTel). Lled miaxina

BUKOPMCTOBYE 3HAHHS JIFOJMHM-CKCIIEpTa, BiH 3aCTOCOBYE TIpaBWia JUIs
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Kknacudikanii BiTOMTKIB Ha 0a3i CTBOPEHOT BPYUHY MOJEN], TOMY MOTPeOy€e BUB-
YCHHS.

2. Ha oCHOBI CTpyKTypHW — Ll TiAXiJ BUKOPUCTOBYE OLIHKY OpPI€HTALIH-
HOTO MOJsl HA BIAOWTKY, IJsl TOTO OO BIAHECTH MOro 10 BIAMOBIZHOTO KJACY,
Oe3nocepenHs Kiacudikaiiist BiA0yBacThCS HA OCHOBI HEHPOHHOT MEPEKI.

3. Ha ocHOBI 4acTOTM — JaHWil MiAX1J BUKOPUCTOBYE CHEKTP YacTOT
BIIOWTKIB NAJIbLIB Ta Psiad Dyp’e A1 MPOBEACHHS KIach(pikarii.

4. CUHTaKCUYHHNA MiAX11 — BAKOPUCTOBYE (POpMAJIbHY TpaMaTHKy AJIsl MO~
JaHHs Ta Kinacugikali BiIONTKIB MaJIbIIiB.

5. T'iOpuaHl MAXOAM — BUKOPUCTOBYIOTH KOMOIHAIIK ABOX abo Oiiblie
MI1XO/1B JUIsl MPOBECHHS Kilacu(pikaiii BIHOUTKIB MaJIbIIIB.

HaiiGuibr nepcnekTuBHUIN cepell LuX MIAXOAIB OaraTOKaHaIbHUMA T1AXII.
KokeH 13 mux miaxoiB 371HCHIOE Kiacu(ikaiilo BIAOWTKIB CIIHPAKOYUACH HA
CHeliaIbHy METOAOJOrI0, sKa HasuBaeTbess Kiacupikatop. Kiacudikarop
BU3HAYAE KM YMHOM OyJie BCTAHOBIIFOBATHCS MPUHAICKHICTh BIAOUTKA 10 TO-
r0 YM 1HIIOTO KJacy. ICHye aekinbka BUAIB KIacu(ikaTopis:

—  Knacudikarop “K-HaiOnmxumii™ ;

—  Kuacudikarop HelipoHHA MEpEKa;

— JIBoeranHwmii knacugikarop;

—  Kuacu@ikatop Ha OCHOBI Npux0BaHOi MOJIENT MapKoBa;

—  KnacudikaTop Ha OCHOBI «JepeBa PIlIEHBY,

—  T'iOpuani knacudikatopu

Metoau po3mi3HaBaHHS HA OCHOBI PaliTy>kKHOT 00OJIOHKM OKa
IcHye KibKa METOMIB 11eHTU(IKALIT HA OCHOBI paiiAy»KHOi 000JIOHKH OKa.
[Tpote y 3aranbHOMY BHMAAKY BCl BOHH JIFOTh 32 OJHIEIO 1 TIEK) K CAMOKO CXE-

Mo10. Cxema HaBenieHa Ha puc. 1.1.
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EtanonHuii MeToM 3aCHOBAHO Ha MOPIBHSIHHI JAESKUX O3HAK Tojiocy (1€
MOKYTh OyTH K (P1310JI0T14HI, TAK 1 APTUKYJIALIAHI O3HAKK) 3 ACSIKUM €TAIOHOM.
SIK eTaNiOH BUKOPUCTOBYIOTh €KY TPYIY OKPEMUX CIIIB.

DOHEMHO-OPIEHTOBAHMI METOJI 3aCHOBAHO HA BUAUICHHI 3 MOTOKY MOBH
okpemux poHem. He MOkHA cka3aTH, 0 SKMICh 3 MX METOJIB MAa€ MepeRary,
00 KOXHMIA 3 HUX JOLUIBHO BUKOPUCTOBYBATH y NMEBHUX chTyauisx. [Ipore kox-
HUI 3 IUX JBOX METOIB MOXe OyTH 3aCTOCOBAHO ISl CTBOPEHHSI CHCTEM T0JIO-
COBOI 1AcHTH (KA, IKI MO>KHA IOIIJIMTH HA HACTYITHI KJTACH:

—  Texkcro3anexHi,;

—  TexkcroHe3aeKHi,

—  JIMKTOpO3aexKHi,

—  JIuKTOpOHE3aNneKHI

JIMKTOPO3aJIEXKH1 CUCTEMH — 1€ CUCTEMH, SIKI OPIEHTOBAH1 HA O3HAKK MOBH
NEBHOT JTOAWMHKA a00 rpynu 0ci0, TOMy BOHHM MOXKYThb BUKOPHUCTOBYBATHCS JUIs
iaeHTUdIKaLii TUTbKH 1i€i ocodu (rpymu ocid). [Ipm 3Mini qukTopa (ocodu, sika
1ICHTU(DIKYETBCS CUCTEMOK)) HEOOX1AHO HACTPOKOBATH CUCTEMY 3HOBY 3 BUKOPH-
CTaHHSIM F'OJIOCOBHX O3HAK HOBOT'O AUKTOPA.

JIMKTOPOHE3AJIEKH]1 CUCTEMU — 1€ CUCTEMM, SIKI HE MPUB’A3aHi 0 rOJI0COo-
BUX O3HAK MEBHOI 0COOM, Ta MOXYTb BUKOPHUCTOBYBATHCS s 1IE€HTH(IKALI]
Oyab-saKkoi ocobu. Taki cucTeMu caml BHILISIOTH HEOOXITHI O3HAKM TOJIOCY Ta
NOPIBHIOKOTH 1X 3 €TATOHOM 3 0a3H.

TekcTo3aIeKH1 CUCTEMH — LIE CUCTEMH T'OJIOCOBOI 1A€HTU(IKALIT, K1 311~
CHIOKOTH 1IcHTU(DIKALII0 0COOM 3a AOMOMOIOK) MEBHOIO KJIKOYOBOIO CIIOBA a00
KJTIFOYOBOi (hpa3u, Ky MOBMHHA BHUMOBUTH 0C00a, sKa MPOXOAWUTH 1AcHTU(]IKA-
LI0.

TecToHE3aIeKH] CUCTEMU — 1€ CUCTEMH, SIK1 31HCHIOIOTh 1ICHTU(IKALIIO
0Cco0M 3a JOMOMOIOK TOJ0CYy 0€3 MPUB’S3KU 10 OYyb-SIKUX KIIFOUOBHX CJIB. Y
JAHOMY BHIIQJKy BaKJIMBE 3HAYCHHS MAKOTh apTUKYJIALIIHI O3HAKK TOJIOCY JIHO-
JIMHH, CAME BOHU BUKOPUCTOBYIOTHCS SIK TOJIOBHI O3HAKH, a (P1310JIOTIHHI O3HAKH

BUCTYIAKOTH K BTOPUHHI. CxeMa kiacu(ikauii HaBeaeHa Ha pUCyHKy 1.2.

37












Meroaun JIHK-1nenTrdikaii

Ceorogni  mpouec  JIHK-igentHdikamii  yCmiliHO  PO3BUBAETHCH,
30UThIIMIIACS [IBUJKICTh MPOBEACHHS 1ICHTHU]IKAL, 3MEHIIUIACS CKJIAJHICTh
camoro mpolecy 11eHTudiKarii.

Jlns npoenenns JIHK-inenTudikamii BUKOPACTOBYETHCS HU3KA METO/IB,
a came:

1. Meron IT/IP® (nomimopdizm OOBKHAH peECTpUKLiiHUX (PpparMeHTiB (Re-
striction fragment length polymorphism, RFLP) — neit meton inentudikanii 3a-
cHoBaHuii Ha aocaipkeHHl JIHK nuisxom 1i po3pizaHHs 3a JAOMOMOTOK €HJ0-
HYKJI€a3 PECTPUKLII 1 MOAATBIIONO aHAII3y PO3MIPIB OTPUMAHUX (PParMeHTIB
(pectpuktiB) nuisixom JIHK enektpodopesy. 3a aomomororo TIJIPD moxkHa
1AeHTU(IKYBaTH BIAMIHHOCTI y mocaiaoBHOCTI Hykineotuais JHK. TIJIP® Oys
PO3POOJICHUIN K NEPIINHA 1 SUICBUI METOJT JJIsl MACOBOTO 3aCTOCYBAHHSI.

2. Meron TUIP (momimepa3HOi JAHIIOTOBOI peakiii) — ueld MeTon
JHKinentudikamii O6utbm pockoHanmii, Hixk [IJ[PD-meton. Bin po3Bosse no-
MOITUCS 3HAYHOrO 30UTbLICHHS MaJliX KOHILICHTpaliii MeBHUX (PparMeHTiB
HykieiHoBo1 kucnotu (JJHK) y Gionoriynomy marepiam (nmpo6i). lanuwii meton
ChOrOJIHI HANOUIbII TOMYJSPHUM, WOro CYTHICTh MOJIATaE y HACTYIMHOMY:
BuxigHni 3pazok JIHK (cknamaeTeCsi 3 KOMIUIEMEHTApPHUX JIAHLFOKKIB, IO
MICTSTh TOBTOPIOBAHI  MOCHIJOBHOCTI, SIKI I BUKOPUCTOBYIOThCS ISt
iaeHTr(diKalii) HarpiBaroTh 10 Temneparypu 94°C, nonatoTe npaimMep (KOPOTKAM
(parMEHT HYKJIETHOBOT KMCIIOTH — OJIITOHYKJICOTH), IO TPU3BOIUTE 0 MOILITY
naniroxkkiB JIHK Ha oxkpemi pparmentu JIHK. Tlicas nporo Bi0OyBa€eThCS 0XO0-
JIOJKCHHS 1 mpaiMepr NpUKpIorTeesa 10 pparmentis JJHK, motim nopaerses
JIHK nomimepesa, ska 3anyckae mnpoiec amiutigikaiii (po3MHOXKEHHS,
KonitoBaHHs ) (pparmentis JTHK.

3a pomomororo JIHK-enektpodopesy ammmdikoBaHl (QparMeHTH
NOJISIOTECS 32 JOBXHHOIO 1 MOPIBHIOKOTECS 3 KOHTPonbHUM 3paskom JJHK nHa
pe3yabTar BIJIITOBITHOCTI. Meton TJIP JHK-1nenTr dikarii €

HAUMOWIMPEHIIINM, CbOTO/IHI ICHY€ KIIbKA PI3HOBHIB IIbOTO METOAY: — BKJIae-
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Tomy 300paskeHHst 00HAYYs TFOAUHA Mae OyTr O€3 3aBaj, 110 3aBaKAOTh
OPOLECY MOMIYKY KIIFOUOBUX TOUYOK. [0 Takmx 3aBaj BIAHOCATH OKYJIApH, OOPO-
1M, PUKPACH, EJIEMEHTH 3a4iCKH i MakispKy. OCBITIIEHHST O2KaHO PIBHOMIPHE
OJIHAKOBE )1 BCIX 300paxkeHb. Kpim Toro, 300paxkeHHst 00JIMYYSl MOBUHHO MaTH
(pOHTATLHUI PAKYPC, MOXKIIMBO 3 HEBEJIUKUMM BIIXUJICHHIMU. Bupasz oOmuyus
Mae OyTu HEHTpampHUM. Lle MoB'A3aHO 3 THM, 10 y OUTBIIOCTI METOIIB HEMAE
MOJIET BpaxyBaHHsl TakuX 3MiH. TakuM YMHOM, JAHWHA METOJ BHCYBA€E CYBOPI
BUMOTH 10 YMOB 3MOMKH, MOTPeOy€e HANIHHOTO MEXAHI3MY 3HAXO/DKECHHS KITHO-
YOBHX TOYOK Ui 3arajbHOro BUMaaky. KpiMm Toro, moTpiOHE 3acTOCYBaHHs
OUTbLI TOCKOHAIMX METOIB Kiacu(ikalli abo moOyaoBU Mojenl 3MiH. Y 3ara-
JBHOMY BHIAJKY LI METO HE HAHONMTUMAIBHIIINNA, MPOTE I ACSKUAX CIEIH-
(1YHMX 3aBAAHb NEPCICKTUBHAM. [0 TakWx 3aBIaHb MOKHA BIIHECTH JTOKYMECH-
THUH KOHTPOJIb, KOJIM MOTPIOHO MOPIBHATH 300pa’KEHHS 00IMYYsl, OTPUMAHE Y
NOTOYHHUNA MOMEHT 3 (otorpadicto y AokyMeHTI. [Ipn npomy 1HIMX 300pakeHb
LI€T JIIOAUHA HEMAE, 1 OT)KE MEXAHI3MU Kjacu(ikaili, 3aCHOBaHI Ha aHajI131 Tpe-
HYBaJILHOTO HA0OPY, HEAOCTYIIHI.

[TopiBHSIHHS €TAJIOHIB

[TopiBHsHHES etanoHiB (Template Matching) monsirae y BuaiieHHi odnac-
Tel 0coOM Ha 300PaKEHH1, i Y HACTYTHOMY MOPIBHSHHI WX 00J1acTER ISl IBOX
pi3Hux 300paxkeHb. KoxkHa 00acTh, 10 301raeThes, 30UIbIIYE MIPY MOAIOHOCTI
300paxkeHsb. Lle Takok OAMH 13 ICTOPAYHO NEPIIUX METOMIB PO3MI3HABAHHS JIFO-
JMHHA 3a 300pakeHHsAM 0CcoOuW. {11 MOPIBHSIHHS 00JIaCTEl BUKOPHUCTOBYHOTHCS
HANPOCTIL AJITOPUTMH K TMOMIKCEIbHE MOPIBHIAHHI. Heaomik 1poro MeToay
NoJisiraEe 'y TOMy, IO BIH BUMarae 0arato pecypciB K JUis 30epiraHHs AUISHOK,
TaK 1 U1 iX MOPIBHSAHHS. 3 TPAUYMHU TOTO, IO BUKOPUCTOBYETHCS HAMMPOCTIINI
JITOPUTM TMOPIBHSIHHS, 300p&KECHHS MOBHHHI OyTH 3HATI Y CYBOPO BCTaHOBJIE-
HUX YMOBaX. HE JOMYCKAETHCS MOMITHAX 3MIH PaKypcCy, OCBITJIEHHS, €EMOI[IIHO-

ro BUpaxeHHs Ta 1H. [Tpuknan 300paxkeHuii Ha pucyHky 1.7.
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3'sBUJIacd B JaHiil cdepi BIIHOCHO HEAABHO 1 AYKE BIEBHEHO 3aXOIMMJIA YACTKY
Ha pUHKY. TeXHOJIOTisI po3Mi3HABAHHS OCI0 HA OCHOB1 OGlOMETpIi 0coOH € «Bep-
HIMHOKO» BIICOAQHANITUKA. BOHA CTABUTh HAMOLIBII CKJIQJHI 3aBJAHHS 1 3ai€
HIMPOKUH CIIEKTP MAaTEMATHYHUX IHCTPYMEHTIB.

3 oaHOro OOKy, OiOMETPHYHA CHCTEMA peanidye QyHKIII0 PO3IMi3HABAHHS,
BCTAHOBJIFOKOYM BIPOTIHY 3B'SI30K 300paKEHHS 3 1ACHTH(IKATOpaMU JIOAEH,
3apeecTpoBaHUX B 0a3l AaHMX. 3 1HIIOro OOKY, O10METPUYHA CHCTEMA BHMArae
0e310raHHoi poOOTH (PYHKIII BUSBICHHS 1 CTEKCHHSI.

3aBJaHHSAM MOAATIBIIOT pOOOTH €:

1.PO3rIsiHYTH MOHATTS Ta OCHOBHI 00JIaCT1 3aCTOCYBaHHs 010METPIf,

2 IlpoananizyBaTu HOPMAaTUBHO-NPABOBY 0a3y 3axUCTy O1OMETPUYHMX [1a-
HUX;

3. 3poOuTH IOCTIHKEHHS OCOOJMBOCTER 3aXMCTy OIOMETPUYHUX IMEPCO-
HAJIBHUX TAHUX Y KOPITOPATUBHUX CHCTEMAX BiICOCTIOCTEPEKEHHS,

4. TlpoaHamizyBaTu MOKIIMBI aTakKd HA CHUCTEMY, PO3POOJIEHI METOAMKH
3aXMCTY BIJ JaHWX aTaK, CTBOPEHI METOAMKM O€3MEeYHOi nepenadi JaHuX y Cuc-
TEMaX 3aXUCTy O10METPUYHUX NMEPCOHATIBHUX JaHUX;

5. Po3paxyBard BUTpATH Ha peai3aiilo METOAWK, MIOA0 O€3MeUHOro
30epiranHs Ta nepegadi iHpopManii y cucTeMax 3axucTy O10METPUYHUX MEPCO-

HaJIbHUX JAHUX.
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BHUCHOBOK

VY pozaiii 0yJio PO3rasiHyTO OCHOBHI 00J1aCT1 3aCTOCYBAHHS O10METPUYHUX
METOIB ineHTU(iIKalii Ta ayreHu@ikalii, HopMaTuBHO-NIpaBoBa 0a3a y cdepi
3aXUCTy OIOMETPUYHMX JMaHMX, Kiacudikamiss cucteM OOpoOKM O10METPUYHMX
NEPCOHAIBHUX TAHUX Ta METOIU O10METPUYHOT 11EHTH(IKALL.

JIBoBuMipHa QoTorpadiss 00JmMyYs IHAUBIAYYMA € HAWOUIBII MPUIAHATHOO
JUIS CYCIIJIBCTBA, OCKUIBKM € O€3KOHTAKTHHUM 1 HAWTPATULIHAHIIIKAM CIOCOOOM
iaeHTr(dikaiii ocobu. TpuBumipHa nmdpposa Gororpadis y UbOMYy CEHCI HIYMM
HE BIAPI3HSETHCS Bl 3BUYAMHOI, ajie HA0araTo MmiJBULIY€E TOYHICTh aBTOMATHY-
HOi 11eHTU(iKawii. 30BHIMIHICTb JKOAWHA, HA BIAMIHY BiJ IHIINX XapaKTCPUCTHK,
— ii HaHOLIBII MPUPOAHKINA 1ICHTU(DIKATOP, SIKUH MOKE BUKOPUCTOBYBATHCS OTIE-
PaTOPOM-JIFOIMHOO /ISl IEPEBIPKH PILICHHS, YXBAJICHOTO KOMIT FOTEPOM.

Ockinpku cepell METOIB O10METPUYHOI 1AeHTHDIKALIT OJHUM 3 HaAO1LI
e(peKTUBHUX METOMIB OyB METOJ iAeHTH(IKaLIi 32 GOpMOKO 00MMYYs, Y HACTY -
HUX po3auiax Oyae OuTbIl AETAIBHO AOCTIPKEHO [IEH METOJ, B TOMY YMCJII aHa-

13 apXITEKTypyu Ha 0a3i TUIIOBOTO MiITPUEMCTBA, IKE BUKOPUCTOBYE LEH METO/I.
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[lepeBaHTa)KEHHS TPUCTPOIB. BIOKYBaHHS 3TOBMUCHHKOM JOCTYIY [0
iHpopMalIiHUX OO €KTIB YW CEPBICIB LUISIXOM TNEPEBAHTAXKCHHS CUCTEMH
VIPAaBIiHHS AOCTYNOM 3alMuTaMu 3 BUKOPHCTAHHSM aTaK TUMY «CIPSIMOBAHMIA
mropm» (Syn Flood), aHOHIMHO €TIEKTPOHHOI MOMITH (Spam), YM BIPyCHHMX aTak
CHELIATBHOTO THITY.

SYN Flood - oaHa 3 pi3HOBUAIB MEPEKEBUX aTaK THITYy BIAMOBA BiJ 00-
CJIyTOBYBaHHS, sIKa MOJISITa€ y BIANMPABIN BETUKOI KUTbKOCTI S YN-3anuTiB (3amnu-
TIB Ha MiakatodeHHs no npotokony TCP) B gocute kopotkuilt Tepmin (RFC
4987).

2. OOpoOka curHanmy

3arpo3a:

1. BHeceHHs JaHUX NOPYIIHUKA
2. 3amiHa KOMIIOHEHTIB

BHeceHHs AaHMX MOpYyIIHWKA - migMiHa (IMITalis) JOBIpeHOro o0’ekTa
a00 cy0’ekTa 13 MAPOOKOI MEPEKHUX aIPEC TUX 00 €KTIB, IO aATAKYIOTh.

3aMiHa KOMIIOHEHTIB - 3M1HA MapaMeTpiB MApIpyTH3aLii i 3MICTy 1HOP-
Mauli, Mo NEPEIAETHCS, BHACTIIOK BIACYTHOCTI KOHTPOJIIO 32 MapIIPyTOM MOBI-
JOMJIEHB UM BIACYTHOCTI (PUIbTpALlii MAKETIB 13 HEBIPHOKO aAPECOI0

3. IlopiBHSIHHS

3arpoza

1. BHeCEeHHs JaHUX NOPYIIHUKA

2. 3amiHa KOMIIOHEHTIB

3. Branysauns/ nepeOip (FAR araka)

4. ManinyJsuis pe3yjbTataMu (PEUTHHIOM ) TOPIBHSIHHS
5. Hill-climbing

FAR araka - ataka metogom nepedopy (miadopy 3HA4€Hb). ATaka METO-
JIOM nepedopy 0a3yeThCcsi HA OHOWMEHHOMY MaTEMaTUYHOMY METO/l, B SIKOMY
NPABWIIBHE PIIIEHHS (KIHIIEBE YMCIIO, 00 CUMBOJIbHA KOMOIHALIS) 3HAXOUTHCS

3a JOMOMOTOK Mepedopy pi3HUX BapiaHTIB. DAKTUYHO KOKHE 3HAYECHHS 3 3a]1a-
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HOI MHOXXMHM TOTEHI[IAHUX BIAMOBIACH (PIMIEHB) MEPEBIPAETHCS HA MPABUIIb-
HICTb.

ATaku METOIO0M Nepedopy - THI aTaKu HA MPUCTPIH, TPH AKOMY aTaKyro-
yuii nepeGopom 3HaueHb (OOMIKOBUX 3aMMUCIB, MAPOJIIB, CECIHHMX JAaHMX) Hama-
racTbCs OTPUMATH JOCTYN 10 MPUCTPORO, 00 TAHUX.

Hill-climbing - BiampaBka 3reHEpOBaHMX IIAOJIOHIB 1, HA OCHOBI OTpUMa-
HOTO BEPAMKTY Bl MOJYJI MOPIBHSHHS, TeHepaliss MOAU(PIKOBaHUX IIA0IOHIB
JUTS TPOXOLKEHHSI YCIIIHOT EPEBIPKH )

4. TTpuiHATTS pILICHHS

3arpo3a:

1. Hill-climbing
2. MaHinymsuis HajlallTyBaHHIMH MOPOrOBUX 3HAYECHb
3. Maninynsuis TpUHHATTSIM PILICHHS
4. 3amiHa KOMIIOHEHTIB
5. onarok (Bepudikartis)
3arpo3a:
1. [IkigmuBuii KO

[IxigmuBuii kKoa - Moaudikallis 4d MiAMiHA MPOTPAMHUX KOAIB, UM IXHIX
YACTHH LIISXOM BIOPOBALKEHHS PYHHYIOUMX MPOrPaMHUX 3acO01B YM 3MIHU JIO-
riKd poOOTH MporpaMHOro (ainy 13 BUKOPUCTAHHIM CIICHIATbHUX THIIB BIpyC-
HUX aTaK, CIPOMOKHUX 3M1HCHUTH T€ UM 1HIIE TOPYIIEHHS LITICHOCTI.

6. 30epiraHHs

3arpo3a:

1. Kommpomeranis 0a3u qaHuX (YUTaHHS OlOMETPUYHOIO IIAOJIOHY,
3aMiHa WadOHy, 3M1HA 3B'SI3KH )

Kommpomeranis 6a3u jaHUX - MOJOJIAHHS KPpUNTOrpadiuHOi 3aXMIIEHOCT]
iH(popmMarliitHux 00’ekTiB poOouMX cTaHiii. HecaHKIIOHOBaHW AOCTYN 10 1H-
(dopmaniitHux 00’€KTIB 13 BUKOPUCTAHHSAM HEIOJIKIB CHCTEM 1AcHTU(]IKALII Ta
aBTeHTH(IKaLli, 3aCHOBAaHWX Ha aTpuOyTax KopucTyBaya (1AcHTU(]IKATOPH, Na-

pouni, G10METPUYHI JaH1 Ta T.1H.) 13 PO3KPUTTSM KIIFOUOBUX HaOOPIB.
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7. Ilepenayva “cupux’ naHux, nepenada 0OpoOICHUX TaHUX
3arpo3a:
1. Ilepexsar
2. TloBTOp
3. “JlIronuHa mocepenuHi”
4. ThipGip / nepedip (FAR araka)

[Tepexsar - po3Bijaka, aHani3 Tpadika. [lepexonneHus iHpopMmallii, 1o ne-
PECUIIAETHCA, Y He3aM()POBAHOMY BUTJIS/II B IIMPOKOMOBHOMY CEPEIOBHIIII ME-
penavi 1aHuX, BIACYTHICTh BUAUICHOTO KaHATY 3B 3Ky MK 00”€KTaMH.

Ataka “JlroguiHa mocepeauHi” - CENEKIls MOTOKY iHdopMallii Ta 30epe-
JKEHHS ii IUISIXOM BIPOBADKEHHS B PO3MOIITIEHY OOUMCIIOBAIBHY CUCTEMY XU O-
HUX 00’€KTiB. BUKOpUCTaHHS HEOMIKIB AJITOPUTMIB BIIIAJICHOTO OINYKY.

8. Ilomyk GiomeTpuyHOro madjaoHy

3arpo3a:

1. Ilepexsar
2. TloBTOp
3. “JlronuHa nmocepenuHi”

9. Ilepenava pe3ynbTaTy MOPIBHSIHHS

3arpo3a:
1. Hill-climbing
2. Maninymsuis pe3yjabTataMmu (PEUTHHIOM ) TOPIBHSIHHS
3. 3amiHa KOMIIOHEHTIB

10. B3aemonist 3 10JaTKOM (BEPUPIKATOPOM )

3arpo3a:
1. Ilepexsar

2. MaHinyssinist 3 MIPUAHATHAM PILIEHHSIM 10 MOPIBHSHHEIO

2.2 AHam3 METOMIB Ta 3aco0iB MNPOTHAlI 3arpo3aM Ha CUCTEMHU

O1OMETPUYHUX MEPCOHAIBHUX JaHUX



[TpoananizyBaBIIM BUAM aTaKk Ta 3arpo3, Oyau po3poOJicHI Mipu
HENTpai3anli qux 3arpo3 Ha KOKHOMY 3 €TalliB.

[Tix «oKBaBICTIO» PO3YMIETHCS:

1) Panomizaris

Bunaakosi ¢pasu, BunaakoBi KOMOIHAIIT 5KE€CTIB, BUMAAKOBI KOMOIHAIIli
MaJbIIB

2) KomOiHartist 610METpUYHUX METO/IIB

3) AHaji3 TuHaMIKA

BzaemHa ayrentu@ikamis (anria. mutual authentication) - BapiaHT
ayTeHTU(IKAaLlii CTOPIH, MPH SKOMY KOKHA 31 CTOPIH NEPEBIPSE, IO B3AEMOJIIE 3
HEI0 CTOpPOHA - caMme Ta, 3a sKy ceOec Buaae. B3aemHa ayreHTu(ikaiis
peATI3yeThCsl TAKUM MPOTOKOJIOM 1ACHTU(DIKALL], B IKOMY KOKEH 3 YYaCHHKIB €
OJTHOYACHO 1 TUM, IO JOBOJUTH CBOK CIPABXKHICTh, 1 MEpeBipsitounM. lle
J03BOJISIE 32 OAVH CEAHC BUKOHAHHS MPOTOKONY KOXXHUM 3 YYaCHHKIB JOBECTH

HILIOMY YYAaCHUKY CBOKO 1ICHTUYHICTb.

Tabmuug 2.1 — 3arpo3u Ta METOIM MPOTH LT eTany 300py JaHUX

Enement cucremu 3arposa Mipa HelTpami3arii

30ip naHux [Tigmina Busienenus “xBaBocTi”

3ammt / Biamosigb

Bukopucransas B3aemna aytenTHdiKanis
HEJIOBIPEHHUX
npUCTPOiB (MmiAa-

M1HA IPUCTPOIB)

IlepeBantaxkeHHs | [IpucTpoi B 3aXUILIEHOMY
OPUCTPOiB (BU- | BUKOHAHHI

BEJICHHS 3 JIajy)
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Tabmung 2.2 — 3arpo3u Ta METOIM MPOTHLT eTamy OOpOOKH CUTHAITY

Enement cuc- 3arposa Mipa HelTpami3arii

TEMU

OO6poOka cur- Buecenns nanux nopy- | [lepeBipeHi anroputMu

HaTy IIHAKA

3aMiHa KOMITOHEHTIB “ITianurcani” KOMIIOHEHTH
Tabnmung 2.3 — 3arpo3u Ta METOAM MPOTUALT €Tay MOPIBHAHHS

Enement 3arposa Mipa HelTpasi3anii
CUCTEMH
[TopiBHsIHHS BHeceHHs JaHnx nmopyuIHuKa [lepeBipeHi anropur-

MH

3aMiHa KOMIIOHEHTIB

“Tligmcanl’” KoMmo-

HCHTH

Branysanusi/ nepe6ip (FAR araka)

[lepeBipeHi airopur-
MU

KOMOTHAI1s
O10METPUYHUX

METO/IB

MaHinynsuis pe3yapTaTaMu

(pEHTUHIOM ) MOPIBHSHHS

3axucT BiJ OTJIAAKU

Hill-climbing (BinnpaBka
3reHEePOBaHUX IIA0JIOHIB 1, HA
OCHOBI OTPUMAHOTO BEPAMKTY BiJl
MOJIyJIsl TOPIBHSIHHS, TEHEPpaLis
MOAU(DIKOBAHUX MAOIOHIB JIs

NPOXOKEHHS YCIIIIHOT MEPEBIPKH )

3axuineHnii KaHa
JloBipeHHUi1 CEHCOP
(B3aeMHa ayTEHTH (1~

Karist)




Tabmuus 2.4 — 3arpo3u, METOAM MPOTUILT €Taly NPUAHATTS PILICHHS

EnemenT cucremn

3arpoza

Mipa HelTpami3arnii

[Tpuiindarrs pi-

MICHHA

Hill-climbing

3axuIneHnii KaHa
JloBIpeHHMIA CEHCOP (B3aEMHA

ayTeHTU (KAL)

MaHinyJsiis Hajam-
TYBaHHSIMH TOPOTrOBUX

3HA4YCHb

KonTpons gocrymny

3axucT gaHnux

MaHimyJisiiis npHiiH-

ATTSM PILICHHS

3axucCT BiJ OTJIAAKU

3amMiHa KOMIIOHEHTIB

“TTignucani” KOMIIOHEHTH

Tabmuus 2.5 — 3arpo3u, METOIM NPOTH T eTany Bepr(ikamii

Enement cucre- | 3arposa Mipa HelTpam3arii

MH

Jomarok HIk1mmBWii KO BianoBigHIicTh CTaHAapTaM
(Bepudikaiiis) (BioAPI, CBEFF)

[TinnucanHs Koxy)

Bi10API - cranpapt BioAPI Consortium.

yHi(ikauii nporpaMHUX 1HTEP(PEHCIB MPOrpaMHOro 3a0e3NeYeHHs PO3POOHUKIB

O10METPUYHUX MTPUCTPOIB.

CBEFF (anrn. Common Biometric Exchange File Format) - equnuii gop-
MaT YSBJICHHS OIOMETPUYHMX JaHUX, skuil OyB 3anpononoBanuii NIST B 2001
poul it 3aMiHA O10METPUYHKX (POPMATIB, BAKOPUCTOBYBAHUX BUPOOHUKAMH Pi-
3HUX CETMEHTIB O10METPUYHOTO PUHKY B CBOEMY OOJIaJIHAHHI 1 MPOTPAMHOMY
3abe3neueHHl. [Ipu ctBopenni CBEFF Oynm BpaxoBaHi BCi MOMJIMBI aCIEKTH

HOro 3aCTOCYyBaHHs, B TOMY uncil kpuntorpadis, 6ararodakropHa OioMeTpuyHA

1AeHTU(]IKALLIS 1 THTErpaLis 3 KAPTKOBUMH CUCTEMAMM 11EHTH (DIKALLii.

Po3pobniennii cnemiansHO st
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Tabnmuug 2.6 — 3arpo3u, METOIU MPOTHIIT eTammy 30epiranHs

EnemenT cucremn

3arpoza

Mipa HelTpam3arii

30epiraHHs

Kommnpomeraris
0a3u maHux (4u-
TaHHs O10METpHY-
HOTO 11a0JIOHY,
3aMiHa madJIoHy,

3M1Ha 3B'A3KH)

3axucT cepBepiB

Kontposs moctyny a0 6a3 qaHux
[[InpyBaHHs Ta €ICKPOHUIA TIMTUC
010METPUYHOrO MAOIOHY
30epiranHsa mabaoHIB HA CMapPT-

KapTax a0 1HIIKNX OPUCTPOIX

Tabmuus 2.7 — 3arpo3u, METOAM MPOTHIIT eTamy nepeaadi 0opooie-

HUX JTAHUX
Enement cucremu 3arposa Mipa HelTpami3arnii
ITepenaua “cupux” | Ilepexsar 3axullcHUi KaHal nepeaayl
JaHUX, epeaayda
00poOJEHUX TaHUX
[ToBTOP B3aemna aytentudikaris
[TignucH1 naxi
BukopucTanHs THMYaCOBHX
MiTOK / Time-to-live
“JIronuHa nocepeanHi” 3axuILEHUI KaHal
[Tpup’sa3ka G10METPIi 10 cep-
TU(DIKaTy BIAKPUTOTO KIHOYA
[Tin6ip / mepedip TaiimayTtu / biokyBaHHs
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Tabmuus 2.8 — 3arpo3u, METOM MPOTHIT €Tamy MoyKy 010-

METPUYHOTO MAOIOHY

Enement cucremu 3arposa Mipa HelTpami3arii
[Tomyk GioMmerpuyHoro mad- | [lepexsar 3axuIlcHUNA KaHaJl epeaayl
JIOHY

[ToBTOP B3aemna aytenTH}iKaALISA

[TiamucH1 nax1
BukopucTaHHs TAMYacO-BUX

MiToK / Time-to-live

“JIromnHa 3axuIeHii Kasai

nocepeauni” | [IpuB’s3ka OGiomeTpii A0 cepTH-

(ikary BIAKPUTOTO KIKOYA

Tabmuus 2.9 — 3arpo3u, METOIM TPOTUIT €Tanmy mnepeaadi pe3ysibrary

NOPIBHSHHS
Enement cuc- | 3arposa Mipa HelTpami3arii
TEMU
[lepenaua pe- | Hill-climbing 3axyILECHUNA KaHAT
3ylbTaTy JloBipeHHUi1 ceHCOp (B3a-€MHA
NOPIBHSIHHS ayTeHTHU (Dikais)

MaHinynsumig pe3yapTa- | 3axXUIICHUN KaHal
Tamu (pEHTUHIOM) MopiB- | B3aemHa ayreHTH(ikaiis

HAHHSA

3aMiHa KOMIIOHEHTIB 3amMiHa KOMIIOHEHTIB
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Tabmuus 2.10 — 3arpo3u, METOAN MPOTUIII €Tany B3aEMOJIS 3 J0JaTKOM

(BepudikaTopom)
Enement cucremu | 3arposa Mipa HelTpami3arii
Bzaemonis 3 nona- | [lepexsar 3axuIlcHUNA KaHaT

TKOM (Bepudikaro-

pom)

MaHinynsuis 3 npuitHs-
TUM PILIEHHSM MO TOPIB-

HAHHIO

3axuineHnii KaHa
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64
BHUCHOBOK

VY po3auti Oyji0 poO3rISIHYyTO BUJM aTaK HA CUCTEMH O1OMETPHYHUX

NEPCOHAIBHUX JTAHUX Ta aHAJ3 METOJIB Ta 3aco01B mpoTtuaii. Byno 3Haii-

JIEHO CHIJIbHI €Tanu y PI3HUX cucTemMax O10oMETpii, Ta MpoaHai3yBaBIIN

BUJIM aTaK Ta 3arpo3u, Oysm po3poOieH] Mipy HERTpasi3alii IuX 3arpo3 Ha

KO>KHOMY 3 €TalliB:

I.

NS R W

8.
9.

3arpo3u Ta METOIM MPOTHIT eTanmy 0OpOOKK CUTHAITY

3arpo3u Ta METOIM MPOTHIT eTanmy 0OpOOKH CUTHAITY

3arpo3u Ta METOIM MPOTHIIT €Tay NOPIBHIHHS

3arpo3u, METOIM POTHAIT eTaIy MPUAHATTS PILICHHS

3arpo3u, METOIM POTHAIL eTamy Bepudikariii

3arposu, METoIM MpOTHAIi eTany 30epiraHHs

3arpo3u, METOAM MPOTUAll eTamy mnepenadi 0OpoOIeHux aa-

HUX

3arpo3u, METOIM POTUAIL eTany MOUIyKy O10METPUYHOTO AaOI0Hy

3arpo3u, METOIM TPOTHIL eTamy nepeaadl pe3yabTary NOPIBHSHHS

10.3arpo3u, METOaM MPOTUAl €Tamy B3AEMOMIA 3 AOJATKOM

(BepudikaTopom)

BioMeTpuuHi cucTeMu po3Mi3HABAHHS MPEACTABISIOTH 3PYyYHUI 1H-

CTPYMEHT 1aeHTU(dIKaIli JroauHu. OQHaK TOCTPO MOCTAaE MUTAHHS JOBIPH

JI0 HUX; HEBIJIOMO, HACKIJIbKK JOOPE BOHU 3aXMIIICHI.






APXITEKTypa CKJIAJAEThCs 3 IEKUTBKOX PIBHIB:

PiBeHb cepBepa
VSM cepsep

[TotokoBuit cepBep

[Tpu3HayeHnii Jyisi KOPUCTYBaya P1BEHb:

Beb-kmient
KitienT ynpasiiHHs

MoO1IpHAM / TIJIAHIIETHAMN KJIIEHT

PiBeHb npucTporo:

[TinTpumka kamep, NVR / DVR

3ale3neueHHsT UEHTPAII30BaHOTO 30epiraHHs 3 pStor / riOpuaHUX

CI'J] / xMapHICTb cepBEPOM 30€piranHs

[TinTpuMKa ynpaBiliHHS ACKOAEPaMHK / BIIEO CTIHU / KJIaBlaTypaMu

[TinTpuMKa KOHTPOJIEPIB ABEPEH 1 KEpyBaHHS ABEPUMA / TEPMIHAJIB

po3mizHaBaHHs 0ci0 / TypHikeTiB Hikvision

KITUKY

[TinTprMKa naHenel 0XOPOHHOI CUrHami3alli 1 KOJIOH €KCTPEHOTO BU-

Crpykrypa “TOB FITHAUS cknanaeTbes 3 IEKUTBKOX MiPO3ALTIB:

FitPRO

Cucrema Oe3neku

Cucrema B1ACOCIOCTEPEKECHHS
CucremMa OXOpOHHOI cUTHaI3aIii
CucremMa KOHTPOIIIO TOCTYITY

Bigmin nponax mopiBHSHHS / po3Mi3HAaBaHHS 0C10

Cucrema Oe3rneKkn BKIO4YaE B ceOe:

Cucrema B1ICOCIIOCTEPEIKECHHS B YCIX KTy0ax
CHcTeMy KOHTOIIFO TOCTYITY

Cucrema 0e3Mneku 3 TAKIFYCHHSIM Ha MyJIbT OXOPOHHOTO arcHCTBa

Besneka: Bci kaMepu B yCix KyOax NAKIKOYEHI 0 BiIEOPEriCTPaTOpIB.
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3 BigeopericTparopiB (1Mo (pakTy 3BEPHEHHS MPUCTPOIB) YEPE3 IHTEPHET
nepenacTbes iHGopMallis Ha MEBHI MPUCTPOI, a came:

Cucrema BIJICOCIIOCTEPEKEHHS MOKE OYTH MPOTJISIHYTa PI3HUMH MPOrpa-
mamu Bia HickVision (IVMS 4200, IVMS 4500). Born MaroTh neBHI 0OMEKEH-
Hsl IO KUTBKOCTI Kamep, Ta MIJAKI0YEHb. BpaxoByroun 3akiafcHy €MHICTh KITy-
Oy, IIbOT0 HE JOCTaHBO.

Came Tomy mianpueMcTBO BuUKOpHUCTOBYe cuctemy HickCentral, sika B
3M031 30epiraty Outblie, Hixk 10000 kmieHTiB. JJocTyn 10 BIACOCHCTEMH OTPH-
MYIOTh Ti, KOMY HQJa€ThCs AOCTYI Yepe3 MOOUIbHMM noaaTok. Ciyxba Oe3neku
Ma€ 3MOTY CIIOCTEPIraTH 4epe3 BIACOCTIHY. Y CIY>KOM OXOPOHU OKPIM B1ACOCTI-
HU € TPUBOYKHA CTaHLisA. B 3aJIe)KHOCTI BiA CUTYaLlli CIpalbOBYyE CUCTEMA TA BU-
KJIMKAETHCS MOTPiOHA cirysx0a.

Bigain npopax Mae 10CTym J10:

»  CucTeMu NOPIBHAHHS/ PO3MI3HABAHHS 001

»  CHCTEeMH 3UNTYBAHHS KapTOK

»  KonTponepy nBepeii (TYpHIKETIB)

AJKe came BOHH IPU PeecTpallii HOBOrO KIIEHTA JOJA0Th HOro 10 CHC-
temu Face 1d, [1pu peectpanii kimienta y Face id BiH Mae 3mMory 06e3nepenikoaHo
MaTH IOCTYN A0 BXOAY Y MPUMILICHHS Y€PE3 TYPHIKET CUCTEMH PO3MI3HABAHHS
o0ymu.

Cucrema po3mnizHaBaHHs 00JIHY

Tepminan po3nizHaBaHHS OCIO cepii € BapiaHTOM MPUCTPOKD KOHTPOJIEO
JOCTYNy JUIsl PO3IMI3HAaBaHHS OCIO.

Oco6muBocTi npoaykTy (TepmiHan po3mi3HaBaHHS OOJIMY)

»  7-mroiiMoBuii ceHcopHuii PK-ekpaH 13 CriBBiIHOIIEHHSIM CTOPiH 16: 9
1 po3AUTbHOKO 3aaTHICTIO 1024 x 600 mikceniB sl BIAOOPAKEHHS THTEPQEICY,
BUSIBJICHHS 0C10 B PEXKHUMI PEAJTBHOTO Yacy, MEPErisily BIACO B PEKUMI PEAJTIbHO-
rovacy iT. Jl.

»  IlIupokokyTHu#i 00'ekTUB 3 103B0JIOM 2 000 000 mikcemiB

»  PyudHe a0 aBTOMaTH4YHE PEryIHOBAHHS ICKPABOCTI IMiCBIYYBAHHS
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»  Ayrenrupikarnis no QR-koay

»  Biacrane posmizHaBanHs oci6: 0,3 ... 1M

+ TlepenbavyyBana BucoTa po3mnizHaBaHHs oci0: 1.4 ... 1,9 m

*  Bussnenns xuBux oci0: BHUsBJICHHS Ta po3IMi3HABAHHS BiI0YBAEThCS
TUIBKH JUISl 5KMBUX OC10

*  AJrOpUTM IMUOMHHOIO HABYAHHSI

»  30epiranns He Outbme 10 000 300paxkeHsb 0cid

»  TpuBamcTe posmizHaBaHHs 0C10 cTaHOBUTH <0,5 ¢ / KOpPUCTYBay; TO-
YHICTh PO3Mi3HABAHHSA 0Ci0 - >99%

*  YnopaBIiHHS NapaMeTpamMu MPUCTPOIO, MOMIYK 1 HATAIITyBaHHS

»  Imnoprye npu3HaueH1 Anas KOPUCTyBaya JaHl 1 JaHl KapTh Ha OpH-
ctpiit uepes nmporokosn TCP / IP abo USB-HakonuuyBau

*  ABTOHOMHA poOoTa

» Ilepenaua naHux (pe3yJsibTaTiB MEPEBIPKH ABTEHTHYHOCTI 1 3aXOIe-
HUX 300paKEHb) B KIIEHTChKE Mporpamue 3abe3neueHus uepe3 TCP / IP 1 30e-
PEKEHHS JAHUX B KIIEHTCHKOMY MPOrpaMHOMY 3a0€3MeUeHH1

»  IlpuB's3ka 1 30epeKeHHS 3aXOTUIEHUX 300PAKEHD

»  Imnopr panux (3006paxkeHp 00aWY 1 WabMOHIB 0C10) HA MPUCTPIH 3a
nonomororo USB HakonuuyBada abo 3 KJIIEHTCHKOrO MPOrpaMHOro 3a0e3neyeH-
HSl

»  Ekcnopr nanux (300pakeHb 00/MY, MOMAINA 1 3HIMKIB) 3 MPUCTPOKO 32
nonomororo USB HakonuuyBaya

*  YnOpaBIiHHS, NOMIYK 1 YCTAHOBKA JAHUX MPUCTPORO MICHs peecTpaii
Ha cepBepl cucteMu * [[IAKITFOUYEHHST A0 OAHOTO 30BHIIIHBOTO MPUCTPOIO IS
3UMTYBaHHs KapT a00 KOHTPoJIepa I0CTyNy Mo NpoTokoiny RS-485

*  IliaxmtoueHHs 10 KOHTPOJEPA 30BHIIIHLOTO TOCTYIy a0 1HTEpQEicy
Wiegand depes nporokon Wiegand

»  IligknroueHHs 10 OJIOKY yHpaBiIiHHS ABEpUMA MO MpOoToKoay RS-485,

100 YHUKHYTH BIAKPUTTS ABEPEH B pa3l 3HUIICHHS TEPMIHATY
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Hazsa

Onuc cucteMu TEpMIHAITY PO3Mi3HABAHHS 004

[naukarop

be3nepepBHE CBIUEHHS YEPBOHUM KOJBLOPOM: Pexkum
OUlKyBaHHs. MUTOTIHHS 4e€pBOHUM KoyibopoM: [lo-
MUJIKa npu ayTteHTu(ikamii. be3nepepBHe CBIYCHHS
3€JIEHUM KOJIbOpOM: AyTeHTH(IKalls MpoiiacHa yc-
NINHO. bIMMaHHA 3€I€HUM KOJIbOPOM: AYTEHTH(I-

Kauist (KOMOTHOBAHA).

Pos'em miis PSAM-

KapTH

BceraBka PSAM-kaptu. PSAM-kapra siBiisie co00r0
KapTy 3 MOJyJieM O€3MeUHOro JOCTYMyY, SKAi miaT-
PUMY€E KUTbKA METOIB O€3NEYHOTO HAJaHHS JOCTYITY
1 7103BOJIIB. BOHa Takok 3a0e3nedye BCTAHOBICHHS

0€3Me4YHOTO 3B'A3KY.

Knemn

[TigKIFOYEeHHS 10 THIIMX 30BHIMIHIX MPUCTPOIB,
BKJIOYAKOYM 3UMTYBa4 KapT RS-485, 3untyBay kapt
Wiegand, nBepHuii 3aMOK, BX1J1 / BUX1]l CUTHAIY TPH-

BOIW 1 T.]I.

Crnot miga Micro SIM-

KapTH

3abe3neuye MOKIUBICTh BUKOpUCTaHHs SIM kapr.

MepexeBuii iHTepdeiic

[Tinknrouenns 1o mepexi Ethernet.

[HTepdeiic nogayi >kuB-

JICHHA

[TigKIrO4YeHHS 10 JDKEPENa >KUBJICHHSI.

CnineHo 3 1HTENnekTyansHuMu npuctposimu Hikvision, HikCentral nagae

NOTY>KHI (PyHKIII:

¢ 3axOIUICHHS 1 MOPIBHSAHHSA 0Ci0;

e BigoOpakeHHs 3aXOIMJIEHOTO 300paKEHHsI 0COOU B peajbHOMY Hacl

(BKJTIOYAKOYM KaMEPH, SIK1 HE [0 3HAXOAATHCS B PEKUMI PEATBHOTO

qacy);
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*  TexHiyHMMU KaHajaMU, IO BKJIKOYAKOTh KaHAIW MOOTYHHMX EJICKTPO-
MarHiTHAX BUIIPOMIHIOBaHb 1 HABOJOK, aKyCTUYHI1, ONTHYHI, Palio- Ta PaloTeX-
HIYHI1, XIMIYHI Ta 1HII KAHAJIH;

» Kananamu crnemiajibHOTO BIJIMBY LIISXOM (DOPMYBaHHS IMOJIIB 1 CUT-
HAJIIB 3 METOK PYHHYBAHHS CUCTEMM 3axXMCTy a00 MOPYIICHHS LUTICHOCTI 1H(DO-
pmMariii;

*  HecankuioHOBaHMM JOCTYIOM LUIIXOM MIAKIKOYECHHS 0 anaparypu
Ta JIHIA 3B’SI3KYy, MAaCKyBaHHS IiJl 3apEECTPOBAHOIO KOPUCTyBaya, MO0JIAHHS
3aXO0JIIB 3aXUCTy 3 METOK BUKOPHUCTAaHHS 1H(opManii ado HaB’sa3yBaHHs XHMOHOT
1H(popMallli, 3aCTOCYBaHHs 3aKJIAJHUX NPUCTPOIB YA MPOrpaM Ta BKOPIHCHHS
KOMII'FOTEPHUX BIPYCIB.

[Tepuni nBa cnocoOu 3a MPUHLIMIIOM BIAHOCATHCSA A0 (PISUUHOTO JOCTYILY,
OCTaHHIH — 10 JOTTYHOTO AOCTYITY.

Moaene nopylmmHUKa— e BCeOIYHA CTPYKTYpPOBAaHA XAPAKTEPHCTHKA MO-
PYLIHHKA, IKa BAKOPUCTOBYETHCS CYMICHO 3 MOACIIIO 3arpo3 AJisi pO3poOKH Mo-
miTuky Oesnekn iHGopmanii. B Ykpaini npuiiHsTa Taka CTPYKTypa MOJEN TO-
PYILIHUKA:

Kareropis oci0, 10 K0T MOKE HAJIEKATH MOPYIIHUK:

*  BHyTpilIHI NOPYIIHUKY,

»  Kopucrysaui,

e ImxenepHuil ckian,

*  CmiBpOOITHUKHM BIAJLIIB, IO CYMPOBOIKYIOTH [13,

»  CniBpOOITHHKM CITy>KOM O€3MEKH,

»  KepiBHuky;

*  3OBHILIHI NOPYIIHUKH.

Mera nopyiHuka:

»  OrpumanHs HEOOX1AHOI 1H(pOpMAaNii;

*  OTpuMaHHsS MOKJIMBOCTI BHOCHUTH 3MIHU B 1H(OpMAaLiiiHI TIOTOKH Y

BIJIMOBITHOCTI 31 CBOIMH HaMIpaMH,
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»  HaHeceHHs 30MTKIB LIISAXOM 3HHINEHHS MareplaibHUX Ta iH(oOpMa-

IAHUX IITHHOCTEN.

TEMU,

3 TEXHIYHUMU 3ac00aMU CUCTEMH Ta iX 0OCITYrOBYBAHHS

JIKH.

TEMHE MporpamMHe 3a0€3MeUEHHS Ta HOTO HE TOKYMEHTOBAH1 MOKJIMBOCTI.

XUCTY 200 CUCTEMHOI0 MPOTrPaMHOT0 3a0€3MEUYCHHSI.

[ToBHOBa)keHHA nopymHUKa B AC:
*  3amyck (pikcoBaHOro HaOOPY 3aaa4 (Iporpam);
»  CTBOpEHHS 1 3aIMyCK BIIACHUX MTPOrPAMHUX 3aCO0IB;

»  KepyBanHs (pyHKIIOHYBAHHSM 1 BHECEHHS 3MiH Y KOH(Irypamito cuc-

»  IligknroueHHs 4M 3MiHA KOHQIrypauii amapaTHUX 3aco0iB.

TexHIYHa OCHAIEHICTh NOPYIIIHUKA:

*  Anaparsi 3aco0u;
»  Ilporpamui 3aco0wu;
+  CoemwanabHi 3ac00u.

Mogaenb NOpyLIHUKA:

1) MosxnuBuii mopymHuk — CriiBpOOITHHK

MoKMBHIA MOTHB:
*  Be3BIanoOBIAATLHICTH
»  CaM03aTBepLKEHHS

*  Kopucausuit MOTHB

OO013HaHICTB, K1 (HE) MA€ MOPYIIHUK:

*  3Hae (PyHKIIOHATBHI OCOOJMBOCTI CHCTEMHU

*  Bonopaie BUCOKMM PIBHEM 3HAHb TA MPAKTHYHUMHU HAaBHYKAMU pOOOTH
*  3Hae CTpyKTypy, QyHKII i MEXaHI3MH 1T 3aC001B 3aXUCTy, iX HEMO-
*  3Ha€ HEJOMIKK Ta “Bain’ MEXAHI3MIB 3aXMCTY, K1 BOYJOBaHl y CHC-

* € PO3pOOHMKOM MPOrpPaMHMX Ta MPOrpaMHO-amapaTHUX 3aco0iB 3a-

2) MosxnuBuii mopymHuk — Halimanuii xakep

MoKMBHIA MOTHB:
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*  Kopucnausuii MOTHB

OO013HaHICTB, K1 (HE) MAE MOPYLIHUK:

*  Bonopaie BUCOKMM PIBHEM 3HAHb TA MPAKTUYHUMHA HaBUYKaMU poOOTH
3 TEXHIYHUMU 32c00aMU CUCTEMH Ta iX 0OCITYrOBYBAHHS

»  Bonopaie BUCOKMM pIBHEM 3HaHb Yy Trajly3l MPOrpaMyBaHHs Ta OOYHC-
JTHOBAJIBHOI TEXHIKH, MPOCKTYBAHHS Ta €KCIUTyaTAallli CHCTEM BIJEO HATJISATY.

*  Bonopaie BUCOKMM PIBHEM 3HAHb TA MPAKTHYHUMHU HABHYKAMHU POOOTH
3 TEXHIYHUMU 32c00aMU CUCTEMH Ta iX 0OCITYrOBYBAHHSI

3) MoxnuBHil MOPYHUIHUK — XaKep

MO>XTMBHUIA MOTHB:

»  CaM03aTBEepKEHHS

*  Kopucnausuit MOTHB

OO013HaHICTb, K1 (HE) MAE MOPYIIHUK:

*  Bonoaie BUCOKMM PIBHEM 3HAHb T MPAKTUYHUMHU HaBUYKaMU POOOTH
3 TEXHIYHUMU 3aC00aMU CUCTEMM Ta iX 0OCTYrOBYBAHHS

*  Bonoaie BUCOKMM PIBHEM 3HAHb TA MPAKTUYHUMHU HaBUYKaMU POOOTH
3 TEXHIYHUMU 32c00aMU CUCTEMH Ta iX 0OCITYrOBYBAHHSI

» Bonopaie BUCOKMM pIBHEM 3HaHb Yy Tajly3l MPOrpaMyBaHHs Ta OOYHC-

JTHOBAJIBHOI TEXHIKH, MPOCKTYBAHHS Ta €KCIUTyaTallii CHCTEM BiJI€O HATJISITY.

3.3 Po3po0ka KOHTP3axo/1iB

B xoa1 poGotn Oynu mpeAcTaBiieH] pi3HI aTakd Ha O10METPUYHI NEPCOHA-
JIbHI JaH1 Yy KOPMOPATUBHUX CUCTEMAX BiICOCMIOCTEPEKHHS. Y OUTBIIOCTI BUMA-
JIKIB MOB'SI3aHUX 3 aTakaMH Ha CUCTEMM HE BIAETHCS BUSBHTH INAXPAiB TaK SIK
BOHM BUKOPUCTOBYIOTh IIM()PYBaHHS JaHHX.

JlocuTh 4acTo MpW MIAKIKOYECHHI CUCTEM Ta MPH MiA €AHAHHI XMApHOTO
HOCIsl CIIBPOOITHUKM HEXTYIOTh TAKAM BAXIIMBUM (PAKTOPOM sIK IKA(pPyBaHHS

0€3pOTOBOTO 3’ €THAHHSI.
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TakuMm YMHOM Ha JaHWK 4Yac OJHHMM 3 KJIFOUOBUX (DaKTOPIB OOPOTHOM 3
aTaKkaMu Ha CUCTEMM BIJEOCIHOCTEPEKCHHS B MEPIILY YEPry € KOMIUIEKCHA CHC-
TEMa 3aXUCTy THHOpMAIIii.

CucremMa KOMIUIEKCHOTO 3aXUCTY 3a0e3nevye BUKOHAHHS TaKUX (PYHKITIHA:

1. 3axucT BiJ HE3AXMIICHUX KaHAMIB nepeaadl iHdopmanii

2. Po3po0ka 1 Biyta[uKeHHS MOPSAKY 00poOKku iHpopmartii

3. 3axuCT Bl HECAHKLIOHOBAHOTO AOCTYIY 0 XMAapHOTO CXOBHINA

4. CroevacHa nepeaayda iHdopmaritii uist 30€pesKeHHS

5. TTocTiitH1 3aX0/11 3 MPOBEICHHS HABYAHHSI 00CIYTOBYIOUOTO EPCOHATY

6. CBO€YACHE OHOBJICHHS MPOTPAMHOT0 3a0€3MEUYCHHS CHCTEMHU

7. TTocTiiiH1 OHOBJICHHSI KOJIIB OCTYIY JIO CUCTEM.

3.4 Po3po0Oka METOAMKY NPOTHII THIOBUM aTakam

[Tpotuais atakam cry(diHry

[ToTeHuiiiHy 3arpo3y NpeACTaBIISIFOTE aTaku cnyiHry (spoofing).

Cnypiar - ne oOmaH OIOMETPUYHMX CHUCTEM UUISIXOM HaJaHHS
O10METPUYHOrO CeHCopa Komii, MyJisbkiB, (ortorpadiid, Biapi3aHMX NaJIbLIB,
3a37aJIeriib 3anMCcaHnX 3BYKIB 1 T. . MeTta araku cny@uHry ayTteHTudikarii -
VSBJICHHS HE3aKOHHOTO KOPUCTYBaua B CHCTEMI $K 3aKOHHOIO, a MpH
IICHTU(IKAIT — JOMOTTUCS HEBHSIBJCHHS 1HAMBIAyyMa, 110 MICTUThCA B 0asi
nanux (bJ1).

3axoau aHTUCHY(PIHTY B O10METPUYHUX CUCTEMAX BKJIIOYAIOTH TaKl METO-
U

1) Panomizaiiist nJanux Bepudikartii

Cucrema MOXKE paHIOMI3yBaTH BiAOMTKHM NajibLiB a00 BUpa3u 00au4, 3a-
NUTYBaHUX Ui Bepu(ikarii. 1le 3MeHImye WMOBIPHICTh HaJAaHHS (aIbLIMBUX
O10METPUYHUX 3Pa3KiB Ui Bepu(iKartii.

2) BukopucTaHHs JEKUTBKOX O10METPUYHUX 3Pa3KiB

VY mporeci peectpariii B CHCTEM1 HA KOKHOTO KOPHCTYBa4a PEECTPYETHCH,

HANPUKIIAJ, KUTbKa BIIOMTKIB nayibLiB (B ixeani Bci 10). [Ticns uporo B mpoueci
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ayTeHTH(]IKAI] Yy KOPUCTYyBaya 3alUTYIOThCS /I NEPEBIPKU KIJIbKA MajbI(IB B
JIO-BUTbHIM MOCIIOBHOCTI, 10 3HAYHO YCKJIAJHIOE BX1J B CHCTEMY 3a (paibIlIK-
BUMU NAJIBLISX.

3) MynunimonansHa O10MeTpis.

JUis  BUSBICHHS  SKMBYYOCTI MOXKHA  BHKOPHCTOBYBAaTHM  KUIbKa
O10METPUYHUX XAPAKTEPUCTHK OJHOYACHO, HANPHUKIIAA BIAOMTOK manbus 1 Gop-
Ma ocobu abo paiiayxHa 000JOHKA OKa 1 T. A. Lle CTBOpro€ Ajis 3JJOBMUCHUKA
TpyAHOWl c(hanbCu(iKyBaTH KiJIbKa O10METPHUYHUX XAPAKTEPUCTUK OJHOYACHO,
HIK UAM OJTHY XapaKTCPUCTHKY.

4) MyneTu(akTopHa ayTeHTUDIKaLs.

MynetudakropHa ayTeHTH(IKALIs, SKa BUKOPUCTOBYE TMOPSA 3
O1OMETPIEID CMAPT-KapTH, TOKEHW ad0 maposii, MOXKE 3MEHIIMTH HWMOBIPHICTH
oOMaHy OIOMETPUYHHMX CHCTeM. B nbomy BHManky aas OOMaHy OCTaHHBO{
3JIOBMUCHUKOBI pa3oM 3 (QaJblIMBUMU OIOMETPUYHMMH JaHUMH TOTPIOHI
JNOJATKOBl 11EHTU(IKATOPHA. aje MyJbTH(QAKTOPHA ayTeHTH(]IKAIIsd TaKOXK
3MEHIIY€ OCHOBHA NiepeBara 010METPUYHUX CUCTEM — 3PYUYHICTh BUKOPUCTAHHSI.

5) Konrtposib Haa npouecom ayTreHTU(IKanii (10eHTI(iKari1).

Kontponbe Hag omnepaiisiMa OIOMETPUYHHMX CHCTEM MOKE IMIJBUIIUTH
pIBEHb OE3MEeKN CHUCTEMM. 3PO3YyMIJIO, IO 3POOUTH araky chny(UHry MNpPOTH
KOHTPOJIbOBAHOT O10METPUYHOI CUCTEMU B [IBOMY BHUIAJIKY BAXKYE.

6) 3anurt - BIAMOBIIb.

VY MeToAl 3amMT - BIAMOBIIb KOPUCTYBa4a MPOCATH MOJUBUTUCS HA IIOCH,
npociyxard abo BIAYYTH HIOCh, & TIOTIM Y BINOBIAL 3pOOUTH IOCh. 3aIHUT, MO
BUMAra€ OJIMH BIAMOBIJb 3 JEKUIBKOX MOKITMBUX, MOYKE YCKIQIHUTH MPOCTE
BIJITBOPEHHSI CHTHAIIB, 3a3Jaj]€riib 3alMUCAHUX 3JIOBMUCHUKOM. SIK TpUKIan
MO>KHA TPUBECTH 3MiHY BUPa3y 00arM4Ust (MOCMIXHYTUCS 00 XMYPHUTHUCS )

7) BUSIBIIEHHS ’KMBYYOCTI.

MeTta BUSBICHHS >KABYYOCTI B OIOMETPUYHUX CHCTEMAX MOJSATAE B TOMY,
o0 MEepeKOHATHCS, W0 JUIsl peecTpauli, Ta iAeHTU(IKALil BUKOPHCTOBYIOTHCS

TUTBKHM "CIpaBXH1" O1I0METPUYHI IaHl. Y METO/aX BUSBJICHHS )KUBYYOCTI B SIKOC-
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Tl O3HAK >KUTTS BUKOPUCTOBYETHCS (Pi31070r14HA a00 MOBEAIHKOBA 1H(pOPMALIis
abo 1H(opmarlis, o MICTUTECS B O10METpUYHMN 3pa3Ky. B chcremax po3misHa-
BaHHs BIJOWTKIB MAJBLIB JJIsl BUSBICHHS >KHBYYOCTI BUKOPUCTOBYIOTHCS BUMIP
TEMIEPATYPHU, MYJbCY, AIETEKTPUYHOTO ONOPY, BUSBICHHS MiAMIKIPHUX O3HAK,
NOPIBHSHHS MOCIJOBHO MPUWHATUX O10METPUYHHX 3Pa3KiB 1 T. .

JUts 1HIMX O10METPUYHUX XAPAKTEPUCTHK METOIN BHSIBIICHHS KUBYYOCTI,
SK MPaBWJIO, IPYHTYKOThCS HA aHATI31 JOBUIBHOTO 1 MEMOBUIBHOTO MOBEHIHKH.
Cucremu po3mizHaBaHHs OOJIMYYS MO>KYTh BUMAaratd BijJ KOPACTyBa4a pyxy ro-
JIOBH, Iy0, o4eid ado 3MIHM BHpa3zy 00JuYYsl.

[Tporuais atakam SYN-Flood

Sk Bxe Oyno 3a3naueHo Buie araka SYN-Flood € ogniero 3 TMMOBMX aTtak
IPA BUKOPUCTAHHI CUCTEM OOPOOKM O10METPUYHUX NEPCOHAIBHUX TaHUX.

SYN-(ayn - oHa 3 pi3HOBUIIB MEPEKEBUX aTaK TUIY BIAMOBA BiJl 00CHy-
TOBYBaHHS, SIKa IMOJISITA€ y BIANMPABLI BETUMKOI KUIBKOCTI SYN-3amuTIB (3aMuTIB
Ha MAKII0YEHHS 10 npoTokoiy TCP) B JOCHTh KOPOTKUH TEPMIH.

3riIHO MPOLIECY «TPUPA30BOro pykoctuckanus» TCP, KilieHT mocuiiae na-
KET 31 BcTaHoBJICHUM npanopoM SYN (synchronize). V BiAnoBiae Ha HBOTO cep-
BEp NMOBUHEH BiANMOBICTH KoMmOiHaler mpanopiB SYN + ACK (acknowledges).
[Ticast npOro KINEHT NOBHHEH BIAMOBICTH MakeToM 3 nmpanopom ACK, micis 4yoro
3'€THAHHS BBAXKAECTHCS BCTAHOBIICHUM.

ATaka TPYHTY€TbCS Ha BPA3IMBOCTI OOMEXEHHS PECYpPCIB OmepauiiHoOl
CUCTEMH JIJIsl HAMIBBIAKPUTHX 3'€HaHb, onucaHoi B 1996 poui rpynoro CERT,
3riHO 3 AKOK Yepry Uisl TAKUX MIAKIIOYEHb OyJia Qy»Ke KOPOTKO (HApPHUKIA,
B Solaris gonyckaiocst He OlIblle BOCbMH MIAKIFOYEHb ), 4 TAHM-ayT MiIKITFOUYEHb
- mocuth TpuBauM (o RFC oauH Tucsya cTo 1BaausaTh JBI - 3 XBUJIMHU).

3anponoHoBaHUM pieHHsM Oyj10 BukopuctanHs SYN cookie, abo oOMe-
JKEHHSI 3alMUTIB HA HOBI MiJKIFOUYEHHS BlJ KOHKPETHOrO JDKEpENia 3a TMEBHUIA
OPOMDKOK 4acy. MepexkeBuid mpoTokon TpancnoptHoro piBHsS SCTP, sikwmii €
Outb cyyacHuM nopiBHsHO 3 TCP, BukopuctoBye SYN cookie 1 HE CXUIbHAN

10 SYN-¢nya-atakam.

80



SYN cookie - texnika npotumii SYN-(nyn-arami. BUHaxigHAK TEXHIKA
Daniel J. Bernstein. BuznaunB SYN cookie sik «OcobnuBuii BUG1p mo4aTKkoBOi
TCP-nocnigoBHOCTI 3 00Ky cepBepa».. Bukopuctanas SYN cookie mo3Bonsie
CEPBEPY YHUKATH CKUJIAHHSI HOBHX 3'€/THAaHb, KOoju yepra TCP-3'eqHanb nepeno-
BHeHA. CepBep BiAMpaBisie Ha3aj] KIIEHTY MPAaBHIbHY MOCHIAOBHICTE SYN +
ACK, ane He 30epirac HOBE 3'€lHAHHS B 4ep3l. SIKIIO CEPBEP MOTIM OTPUMAE
ACK BiInmoBiap Bif KII€HTA, TO BIH 3MO3KE BIAHOBUTH CBO€ 3HaYeHHS SYN T0OC-
J1A0BHOCTI 3@ MPUAHATUM B1J KITIEHTA 3HAYCHHSIM.

[TpocTi MDKMEPEKEBI EKPaHU, K1 JO3BOJISIFOTh OyAb-SIKUH BUXIIHUH Tpa-
(1K 1 TO3BOJISIFOTH BXIAHUN Tpadik TUIBKK 10 MEBHUX IMOPTIB, OJOKYBAaTHMYTh
SYN-3anutu Tuibku A0 3akpuTX NOpTiB. Skmo SYN cookie BkmtoueHi, TO He-
OOX1JTHO 3BEPHYTH yBary, IO 3JJOBMUCHHUK HE MOKE OOIATH Takl MIKMEPEKEBI
exkpanu BiyInpaBkoto ACK-makeTiB 3 JOBUIBHUM HOMEPOM MOCIIIOBHOCTI MOKH
He miaoepe npaBuiabHUil. SYN cookies moTpiOHO BKITIOYATH TUIBKW 1S Ty OJ14-

HO JOCTYIHHX MOPTIB.

3.5 Pexomenpaiiii mo10 0€3MeYHOro KOPUCTYBaHHS CHCTEMaMu 0OpOOKH
O10METPUYHUX MEPCOHATBHUX JAHUX

Pexomenpaaiii mono O€3MEYHOr0 KOPUCTYBAHHS CUCTEMaMHM OOPOOKH
O10OMETPUYHUX NMEPCOHAIBHUX JAHUX

1. BukopucrtoByBatn 3aco0M 3axucTy 1H(OpMalii CydyacHMX KJaciB Ta
cepTu(ikoBaHi,

2. Buxknmrountn 30epiraHHsi O10METPUYHUX AAHUX HA aBTOMATH30BAHOMY
poboyoMy MicLl, TPU3HAYCHOMY JUTst 300py 1 00poOKM OioMeTpii, micis
3aBEPIICHHS PEECTpallli JTaHKUX;

3. 3ale3neunTH peecTpario JOCTYMY YIOBHOBAKEHUX CIIBPOOITHUKIB 0
00'exTIB cucTteMH 300py OIOMETPIi , PEECTpaLiI0 MEepeaayl eIEKTPOH-
HUX MMOBIJAOMJIEHb 3 OIOMETPUYHUMHU JAHUMH MIK CTPYKTYPHUMU IIi -

PO3LTaAMH MIAMPUEMCTBA Ta THIIIE,

g1



BHUCHOBOK

VY pozaiai Oya0 po3risiHyTO aHaJli3 apXITEKTYpUA CUCTEMHU BIJIEOCTOCTEPE-
JKEHHS TUIIOBOTO MIANPUEMCTBA, MOACIb NOPYIIHUKA (PYHKIIIOHYBAHHS CHCTEMU,
PO3poOKa KOHTP3axXOA1B, PO3pOOKa METOJAUKH MPOTU/IIT TUITOBAM aTakam, PEeKo-
MeHAalii o0 O0€3MeYHOr0 KOPUCTYBAHHS CHCTEMaMU OOPOOKH O10METPHYHUX
NEPCOHAIBHUX JaHUX. By/b-sIKi MEpCOHANBH1 JaH1, B TOMY 4KCH1 1 O10METPUYHI,
HE MOXYTbh OyTH MOBHICTIO 3aXMILEHI BlJ PO3KpaJaHHs. MakCUMyM, 110 MOKHA
3poOUTH - [I€ TPOEKTYBATH CUCTEMH, SIKI 3HECLIHIOKOTh BKPAJICHI JaHi.

Psn GiomeTpruHMX XapakTepuCTUK € myOmiunumu. Hanpuknan, Hame 00-
anqus MoxkHa cotorpadyBaTH, a rojloc - 3aucaTi Ha AUKTO(OH.

Jliisa 3a0e3neueHHs 1OBIpH KOPUCTYBAdiB 10 O10METPUYHOI 11eHTH(IKAL]

HEOOX11HO 3a0€3MeUnTH HAAIHHICTh 1 0€3MEKY BUKOPUCTOBYBAHUX CHCTEM.
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PO3JI1JT 4. EKOHOMIYHWH PO3/11I

Mertoro po3auty € OOIPpyHTYBaHHS €KOHOMIYHOI JOIUIBHOCTI CTBOPCHHS
METOJIMK MPOTH/Ili TUITOBUM aTakaM Ha CUCTEMH OOPOOKM O10METPUYHHX MEPCO-
HajbHUX JaHux. [1100 BU3HAUMTH €PEKTBHICTH HEOOXIHO PO3PAXyBATH:

— KanitaneHi BUTpaTH Ha po3poOKy, BIPOBAIKEHHS Ta MIATPUMKY METO-

AWK,

— TpynoMiCTKICT BATpPaTH Ha pO3pOOKY,BIPOBAIKEHHS Ta MiATPHMKY
METOJIMK, a TaKOX TPYJOMICTKICTh HA MIATPUMKY 3aXHUCTy OlOMETpH-
YeUX NEPCOHAIBHUX JTAHUX;

— Pi4uH1 ekcrmyaraniiiHi BUTPATH HA BIPOBAIKCHHS Ta NIATPUMKY 3axXHC-
Ty O10METPUYHUX EPCOHABHUX JTAHUX;

— Iloka3HMKM €KOHOMIYHOI €(PEKTHBHOCTI.

4.1 Po3paxyHOK (()1KCOBAHUX ) KA TATBHUX BATPAT
KanitaneHi 1HBECTHLIT:
1. Bapricte po3poOku mpoekTy iH(popmaniiiHoi Oe3neku (po3podka cxem
OPUCTPOIB, MOITUKHA (PYHKIIOHYBAHHS CHCTEMH TOLIO ),
2. BapricTe CTBOpPEHHsSI OCHOBHOIO i JOJATKOBOTO MPOTrPaMHOro 3abesmne-
yenHs (113);
3. BurpaTtu Ha NEPBICHI 3aKyMiBJII ATAPATHOrO 3a0€3MECYCHHS,
4. BuTpaTu Ha HaBYaHHS TEXHIYHUX (axiBIIB 1 00CIYrOBYKOYOr0 MEPCOHATY.

Crepiy po3paxyeMo vac, ikaid OyJie BATpa4eHO Ha CTBOPeHHs [13:

I =tmz T te Vta T tnp T tonp T to, TOMUH, (3.1)

1€ {3 — TPMBAIICTD CKJIQJaHHsI TEXHIYHOTO 3aBJaHHs Ha Po3poOky [13;
{¢— TPUBAJIICTh BUBYCHHS T3, MITEPATypHUX [HKEPEN 3a TEMOO TOLIO;
{a — TPUBAICTH PO3POOKH OJIOK-CXEMHU AITOPUTMY;,

{np— TPUBATICTH IIPOTPaMyBaHHSI 32 TOTOBOKO OJIOK-CXEMOIO;
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tonp — TPMBANIICTH OMpAIfOBaHHs nporpamu Ha [1K;

{0— TPUBATICTh MIATOTOBKM TEXHIYHOI JOKyMeHTanli Ha [13.

YMOBHA KUIbKICTh OMEPAHTIB Y MpOrpami:

Q=q ¢ (1+p), mryk, (3.2)

1€ ( — O4IKYBaHa KUIbKICTh OMEPATOPIB - 4; ¢ — KOS(PILIEHT CKIaAHOCTI
POrpamu - 2;
P — Koe(imIeHT KOPEKLIi mporpaMu B mpoueci ii omparoBanHs - 0.05.
Q=4 -2(1+0.05)=8.,4, myk.
O1iHKa TPUBAJIOCTI CKJIaJaHHsl TEXHIYHOTO 3aBAaHHs Ha po3poOKy [13 tT3—
3 roa. TpuBaNICTh BABYEHHS TEXHIYHOTO 3aBIAHHS:

o = Q+*b __ 8.4x1.2
B ™ (75..85)+k ~ 75+0.8

= 0.168, roavH (3.3)

ne B — xoedinieHT 301bIICHHS TPUBAJIOCTI €Tany BHACIIAOK HEAOCTAT-
HBOrO onucy 3apaanHs, B = 1,2...1,5; k — koediuienT, mo BpaxoBye kBajidika-
1110 MPOTrpaMicTa 1 BU3HAYAETHCS CTakeM poOoTH 3a (paxom: 10 2 pokiB — 1,0;

TpuBamicTe PO3pOOKH OJIOK-CXEMH AJITOPHTMY

b= Q 84
@ (20..25)xk  20%0.8

= 0.525, roauH (3.4)

TpuBaticTh CKIaJaHHs MPOrpPaMM 32 TOTOBOKO OJIOK-CXEMOKO:

tnp = C _ 84 _ 0.525, romun.  (3.5)

(20..25)-k 20-0.8

TpuBasicte onmparroBanHs nporpamu Ha [1K:
20 2-84
tonp = =
4.5k 4-0.8

=5.25, romuH.  (3.6)
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€ tonp — TPYAOMICTKICTh HaJIAroiskeHHs nporpamu Ha [1K, ronuH;
tp— TPYJOMICTKICTh MIATOTOBKU JoKyMeHTailli Ha [1K, roauH;

C yy — BapTicTh 1 roguan MammHHOTO Yacy 1K, rpH./roauHa.

Bapricts 1 rogunu manmmHHoro dacy [1K Bu3HavaeThes 3a popmyIioro:

Cuy=P 'tHaﬂ'Ce+'CD san Ha : Koanz " H ans

I'p I'p
Corg=0.5.2.14 0001 800-0.5 4 46 rpmron. (3.12)
1920 1920

ne P — BcranosnieHa noTykHicThb [1K, 0.5 kBT;

C. — Tapud Ha eNeKTpUUHY eHeprito, 2. Irpa/kBrroguna; @.,,— 3anmumkoBa
BapticTh [1K Ha moTounwmii pik, 4000 rpH.; H, — piuna Hopma amoptu3auii Ha [1K,
0.1 yacTKH OIUHHAIL,

H.—plyHa HOpMa amopTH3allli Ha JIIECH31HHE MporpaMHe 3a0e3MeYCHHS,
YaCTKW OJMHUIIL,

Kim; — BapTICTh JIEH31HHOTO MPOrPaMHOI0 3a0€3NEYCHHS, IPH. |

F,— piunuii pona podouoro yacy (3a 40-roguHHOr0 podo4oro TwxHa F,=

1920 rox).
Ku, = 251.359+ 8.6415= 224 rpH. (3.8)

Takum YMHOM, KamiTajabHl ((IiKCOBaHI) BUTpPaTH Ha MPOCKTYBAHHS Ta

BIPOBAIPKEHHS MPOCKTHOTO BapiaHTa CUCTEMU 1H(OpMaLIHHOT OE3MEKHN CKIAAAk0Th:

K=Ky, + Kyasy + Ky, THC. TPH. (3.13)

ne K; — BapTicTh CTBOPEHHS MTPOTrPAMHOTO MPOAYKTY, TUC. TPH;
Kiape — BUTpaTH HA HAaBYaHHS TeXHIYHUX (axiBIiB 1 00CHyro-
BYIOUOTO MIEPCOHAY, TUC. TPH;

KH — BHTPATH Ha BCTAHOBJICHHA O6J'IaI[HaHH$I Ta HaJIaroJ:K€CHHA CHUCTCMU
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87
1H(popManiiHOT O€3MEKH, TUC. TPH.

Butparu Ha HaBYaHHS TEXHIYHUX (PAXIBIIB 1 0OCIYTrOBYIOUOIrO NEPCOHATY,
1€ € MArOTOBYI KYpPCH 3 aJAMIHICTPYBaHHS Ta OOCIYTrOBYBAHHS CHCTEMHU BHSIB-
JIEHHS] BTOPTHEHb, 110 CKJIAJAI0Th 3 TUC. TPH;

Kijapy = 3 THC. TPH.
Butparu Ha BCTaHOBJIEHHS OOJNaJIHAHHS Ta HAJIArO/LKCHHS CUCTEMH THHOP-

MalliifHOi Oe3nekn ckiaaarTh, 0.8 TUC. TpH.

Ky = 0.8 Trc. rpH.

K=02+3+0.8= 4 Tuc. rpH. (3.13)

4.2 ExcrutyartatiiiiHi BUTpaTH:

Ci=Cu+C+C+ Cyt Co + Coy + Cre (3.14)

Jie BUTPATHU HA HABYAHHS NEPCOHANY M KiHIEBMX KopucTyBauiB (Cy). BH-
3HAYAKOThCS 34 JAHWMMH Opradizaiii 3 MPOBEICHHS TPEHIHIB MEPCOHAY, KYPCIB
MIJBUINEHHS KBaTi(ikailli — 1Tuc. rpH.

Piunuii Gona amopruzaniinux BiapaxyBaHb (C,) BUBHAYAETHCS Y BIJICOT-
Kax Bl CyMH KamiTaJIbHUX 1HBECTHUI[1/A 3a BUIaMH OCHOBHMX (POHIIB 1 HEMATEpla-
neHuX akTuBiB (I13) —20% abo1317 rph.

Piunuii goHa 3apoOITHOI AT 1HKEHEPHO-TEXHIYHOTO MEPCOHATY, IO

o0cnyroBye cuctemy iH(popmaiiiHoi 6e3neku (C,), cknanae:
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Cy = Boen + 3= 3723-12 +3723:0.22 .12 =54504,72 rpu. (3.15)

ne  3oems 3pon— OCHOBHA MiHIMaJbHAa 3apo0iTHAa IMjaTa Ha PIK

01.01.2019, rpH Ha € auHMi comiaibHUil BHECOK — 0.22, 4aCTKK OJMHMILI,

BaprticTe enexkTpoeHeprii, Mo CMOKUBAETECS aNapaTypor0 CUCTEMOKO

1H(opmaniiinoi 6e3neku npotiaroM poky (C.), BU3HAYAETHCS 3a (HOPMYJIOLO:

Cer =P F, - 11,=0.5 36524 - 2.1 =9 198rp, (3.16)

e P — BCTaHOBNIEHA MOTYKHICTh amapatypu 1HQopManiiHOi Oe3MnekKw,
KBT;

F, — piunnii pona podo4oro yacy cucremu iHpopmaniinoi Oe3nexku (Bu-
3HAYAETHCS BUXOASMUHU 3 PEXKAMY pOOOTH CHCTEMH TH(HOPMALIITHOT Oe3NEKN );

L. — Tapud Ha eNEKTPOEHEPTI0, TPH/KBT roauH

Butparu Ha TexHiuHE ¥ OprasizailiifHe agMIHICTPYBaHHS Ta CEPBIC CHC-
TEMU BHSBIICHHSI BTOPTHEHb BH3HAYAKOTHCA Y BIICOTKAX Bl BApPTOCTI KariTa-
neHuX BUTpar 20%. A came:

Croe=K-02=0.8rpnH

Ck=1+1.317 +54.504 + 9.198 + 0.8 = 66,819 , THC. IpH. (3.14)

43  OuiHKa MOXJIMBOTO 30WUTKY Bl aTaku (3JI0MY) Ha BY30JI KOPIIO-
PATHBHOI MEPEXKI

KiHneBuM pe3ynabTaroM BIPOBAIKEHHS W MPOBEICHHS 3aX0/IIB MO0 3a-
Oe3neucHHs iHPOopMaliitHOT OE3MEKH € BEIMYMHA BIABEPHEHUX BTPAT, IO PO3-
PAXOBYETHCS, BUXOYM 3 IMOBIPHOCTI BHHUKHEHHSI THIMACHTY 1H(OpMAaLiiHOT
0e3neKn W MOMUJIMBHX €KOHOMIYHHMX BTpar Bil HbOro. [1o cyTi, 1 BenmmynHa

BIIOOpakae Ty YaCTUHY MPUOYTKY, IO MOryia OyTH BTpayeHa.



3arajnoM MOIJIMBO BUIUIMTH TakKl BUAM 30MTKY, 110 MOXYTh BIUIMHYTH HA €(EK-

THUBHICTh KOMI'tIOTEpHOT cuctemu 1HdopmairiitHoi 6e3neku (KCIB):

1. mopyweHHs koH(iaeHUiiHHOCTI pecypciB KCIb (To0TO0 HEMOXKIH-
BICTb JOCTYIy 0 HUX HEABTOPU30BaHUX CYO'€KTIB a00 HECAHKIIO-
HOBAHOTI'O0 BUKOPHCTAHHS KAHAJIB 3B'SI3KY);

2. nopymeHHs: goctynHocti pecypciB KCIb (TOOTO MOKITMBICTH JOCTY-
Ny 0 HAX aBTOPU30BaHUX CYO'€KTIB (3aB>KIH, KOJH 1M 1€ TOTPIOHO);

3.mopymenHs uuricHocTi pecypciB KCIb (To0TO iXHS HEyMIKOIKe-
HICTB),

4. mopyweHHst aBTeHTHYHOCTI pecypciB KCIb (To0TO iXHBOI MiHCHOCTI,

HEMAPOOIEHOCTI).

BuxiaHi nani:

ty =72 rOIMH — 4ac MPOCTOKO By3J1a a00 cerMeHTa KOpnoOpaTUBHOT MEPEkK1 BHACITI-
JIOK aTaku, TOJVH,

t;=12roIMH — yac BIJHOBJICHHS MICJISl ATAKW MEPCOHATIOM, IO 00CITYTrOBY€E KOPMO-
pPaTHBHY MEPEXKY, TOJMH;

o0 FOJMH — 4Yac TMOBTOPHOTO BBEACHHA 3aryOsicHoi 1H(popmauii
CHiBPOOITHUKAMHU aTAKOBAHOTO By3Jia 00 CETMEHTa KOPHNOPATHUBHOI MEPEXKI,

T'OJIVH;

3,=3723rpH — MicsiuHa 3apo0iTHA y1aTa 00CIYTrOBYHOUOTO MEPCOHANY (aIMIHICT-
paTopiB Ta 1H.) 3 HAPAXyBaHHSIM €IMHOTO COLIIAJIBHOTO BHECKY, IPH HA MICSIIb;

3.~4300 rpH — micsyHa 3apo0iTHA TUIaTa CiBPOOITHHKA aTAKOBAHOTO BY3J1a KOP-
MOPATUBHOT MEPEXKI 3 HAPAXYBAHHAM €IMHOTO COI1AJIbHOTO BHECKY, T'PH HA MICSIIb;,

Y,=2 — 4nCeNbHICTh 00CIYTOBYIOUOTO MEPCOHATY (aAMIHICTPATOPIB Ta iH. ), 0Ci0.;

Y,=3 — 4KiCEeNbHICTh CMIBPOOITHUKIB aTaKOBAHOTO By3j1a a00 CErMEHTa KOpHopa-
TUBHOI MEPEXKI, 0C10.;

O = 30 000 rpH — o0csar yrcToro MpuOYTKY/MOX1A BiJ peatizaiii/ aTakoBaHOTO
By3J1a a00 CETMEHTa KOPNOPaTUBHOI MEPEXKI, TPH Y PIK, a00 OMOAATKOBAHUN MPUOYTOK

aTakoBaHOTro By3Ja ad0 cerMeHTa KOpMopaTUBHOT MEPEXKI,
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I,y = 4000 rpH — BapTIiCTh 3aMIHHM BCTATKyBaHHS a00 3aMaCHUX YaCTHH, I'PH;

[=1 — yncno aTakoBaHKWX BY3J11B a00 CETMEHTIB KOPNOpaTuBHOi Mepexi;, N = 40 —
CEPEHE YMCIIO MOKITMBUX aTaK Ha PiK.
VYnymena BUroja BiJl MPOCTOK aTaKOBAHOIO BY3J1a a00 CErMEHTa KOPIOPAaTUBHOT

MEPEKI CTAHOBUTD:

U =1l +IL+ V, rpH. (3.15)

ne I, — omnadyBaHi BTpatu poO0OYOro 4acy Ta MpocToi CiBPOOITHUKIB aTAKOBAHOTO
By371a a00 CErMEHTa KOPNOPATUBHOT MEPEXI, TPH;

IT; — BapTICTh BITHOBJIEHHS MPAIE3AaTHOCTI By3/ia a00 CErMEHTAa KOPHOPATUBHOI Me-
pexi (MEPEYCTAHOBIEHHS! CHCTEMU, 3M1HA KOH(ITypaLii Ta 1H.), TPH;

V — BTpaTH BiJ 3HWKEHHS 00CATy MPOAAXKIB 32 4ac MPOCTOK aTaKOBAHOTO By3Ja adbo
CErMEHTa KOPIOPATUBHOI MEPEXKI, TPH.

Brpatu Bia 3HMKEHHSI TPOAYKTHBHOCTI CIIIBPOOITHUKIB aTAaKOBAHOTO By3ia ado cer-
MEHTa KOPIMOPATUBHOI MEPEXI SBIISIOTH COOOK BTPATH iXHBOI 3apoOITHOI muarth (oriara

HEMPOAYKTHBHOI mpaiti) 3a 60 roAuH MPOCTOK BHACIIIOK ATAKH:

[y =2, (3.16)

ne F — micsunnii pona pobovoro yvacy (mpu 40-a roAMHHOMY poOOYOMY THKHI

CcTaHOBHUTH 160-176 u).

4300-3
- 23 48— 3870 ,IpH.

n 160

Butpatn Ha BIZHOBIICHHS MPaLE3aTHOCTI By3/a a00 CErMEHTa KOPIOPATUBHOI

MEPEKI BKIIFOUAKOTh KUTbKA CKIIAJOBHX:

[T, = Iy, + T + Iy, TpH. (3.17)



ne [, — BUTpaTu Ha MOBTOPHE YBEAEHHS 1H(pOpMALLli, TPH;

[1;;— BUTpaTH Ha BIAHOBJICHHS By3J1a 400 CETMEHTAa KOPIOPATUBHOI MEPEXKI, TPH;

I1,, — BapTICTh 3aMiHM YCTAaTKYBaHHs a00 3aACHUX YACTHH, IPH.

Burpatn Ha nmoBTropHE BBeneHHs iH(popmanii [1;; po3paxoBYrOTECS BUXOASYU 3
po3mipy 3apoOiTHOI maty 4300 rpH 3 cHiBpOOITHUKIB aTaKOBAHOTO BY3Jia 00 CErMEH-
Ta KOPIMOPATUBHOT MEPEXI 3¢, K1 3aiHATI TOBTOPHUM BBEICHHSM BTpaudeHOi 1HpOpMA-

11i, 3 ypaxyBaHHSIM HEOOX1AHOTO JUIs [IbOTO Yacy t,,=o:

=20 16125, rpu. (3.18)

G 160

Burtpatn Ha BIAHOBIEHHS By3na ad0 CErMEHTA KOPHOparuBHOI Mepexi Il BH-
3HAYAKOTHCS YaCOM BIJTHOBJICHHS IMICJIs aTaku t; = 12 1 po3MIpOM CEPEIHBbOIOIMHHOI 3a-

POOITHOI TUIaTH O0OCITYTOBYIOUOTO MEPCOHANTY (aAMIHICTPATOPIB):

~ 2318 15 979225 rp. (3.19)
ne
160
g = 16125 + 279.225 + 4000 = 4440.51 rp. (3.17)

BrpaTtu Bia 3HMWKEHHST 04iKyBaHOTO 00csary npoaax B 200 000 rpH 3a 90 roaun
IPOCTOK0 aTAKOBAHOTO By3J1a 00 CErMEHTA KOPIOPATUBHOT MEPEXKI BUXOJISUYH 13 CEPEI-
HBOTOJJMHHOTO 00CSTY MPOAAXIB 1 CYMApHOIO 4acy MPOCTOK aTakOBaHOIO By3yia ado

CEerMEHTa KOPIOPATUBHOT MEPEIXKI:

vV _Q (t,+tg+igy) = 30000 (72+12+6)=289.08, TpH (3.20)
Fe 9340

ne F. — piunmii ¢ponna yacy poOoTu oprasizaiii CTaHOBUTh O1M3bK0 9340 v,

U =TI, + 1, + V= 3870 + 4440.51 + 289.08 =8599.59 rpn.  (3.15)

Takum YUHOM, 3arajbHUii 30MTOK BIJ aTaku Ha BYy301 ado

CETMEHT KOPNOPAaTUBHOI MEPEKI OpraHizaiii CKiaae
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peatizanilo CTBOPEHHS OCHOBHOIO i JOJATKOBOrO MPOrPAMHOrO 3a0€3MEUEHHS, pO3-
poOKH TpoekTy 1H(opmMarriiiHoi Oe3neku, Oyjia T0BeIcHA €KOHOMIYHA €(PEKTUBHICTD 1
nePioJ OKYIHOCTI BUTPAT.

Po3paxyHok ((pikcoBaHWX) KaniTaIbHUX BUTPAT:

1) Butpatm Ha BCTAHOBIICHHsA OOJIAJHAHHS Ta HAJIATOKCHHS CHCTEMHU
1H(popMaLiiHOT O€3MEeKH CKIIaAatoTh 4 TUC.TPH

2) Butpatu Ha HaBYaHHS TEXHIYHMX (PaxiBIIB 1 0OCTYrOBYKOYOro MEPCOHANY, 1€
€ MATOTOBY1 KyPCH 3 aAMIHICTPYBaHHS Ta OOCIyTOBYBAaHHSI CUCTEMU BUSIBJIEHHS! BTOPT-
HEHb CKJIQJAKTh 3 TUC. TPH;

3) BapricTe MalIMHHOTO 4acy AJig HajaropkeHHs mporpamu Ha [1K ckiapae
8.6415,rpH.

Excrnyaraniiini BuTparu:

Burtpartn Ha TexHiuHE il opraHizauiiHe agMiHICTPYBaHHS Ta CEPBIC CUCTEMHU BH-
SIBJICHHSI BTOPTHEHBb CTAHOBJIATH 06,819 | THC. TPH.

O1iHKa MOKIMBOTO 30MTKY B1J] aTakH (3JI0MY) HA By30JI KOPIOPATHBHOI MEPEKI

3aranbHuid 30MTOK BiJl aTaku Ha BY30J1, a00 CETMEHT KOPIOPATUBHOT MEPEXKI CTa-
HOBUTH 300985.65 TpH.

3aranbHuid €(PEKT Bi BIPOBAKEHHS CHCTEMU TH(HOPMALIHHOT OE3MEKH

3aranbHuid eEKT Bi BIPOBAIPKEHHS CUCTEMU 1HPOPMALIifHOT Oe3MeKkr BU3Hava-
€TbCS 3 YPAaXyBaHHSIM PHU3UKIB TOPYIIEHHS 1H(QOpMaLiifHOi Oe3MneKkn 1 CTAHOBHUTH
180524.57 rpH,

Bu3HaueHHs Ta aHa/li3 MOKA3HUKIB €KOHOMIYHOI €(DEKTUBHOCTI CUCTEMH 1H(OP-
MaliiHoi Oe3MeKu

Tepwmin okynHocTi: 80 mHIB

[TpoeKT €KOHOMIYHO JAOUIIBHWA Ta HOro MOKHO BHKOPUCTOBYBATH HA

1 ITPUEMCTBI.
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BHUCHOBOK KBAHICDIKAL[H\/JIHOT POBOTHU

[Tpobnema 3axucTy OIOMETPUYHMX MEPCOHATBHUX JAaHUX HA JaHUA MO-
MEHT € OJTHIEI0 3 KITFOUOBUX MPOOJIEM.

Sk 3BMYaliHI KOPUCTYBa4l HE XOUYTh BTPATUTH CBOi O10METPUYHI MEPCO-
HAJIBbHI JTaH1 1 HE CTATW XEPTBOK LIaXpaiicTBa, Tak 1 MiAMPHEMCTBA OAKAKOTh
30€perTy CBOKO PEMyTalllo.

3 KOKHUM JHEM 3'SBJISIOTHCS BCE HOBI1, OUIBII BIOCKOHAJICHI aTaKH Ha CH-
cTeMH 00pOOKH O10METPUYHHX NEPCOHAILHUX, B OCHOBHOMY BOHU 0a3YHOThCS Ha
BXKE ICHYFOUMX BHJIAX aTaK.

[cHyrOTH PpI3HI TOpPUYMHHU, 3a SAKUMH 301p 1 30epiraHHs TEBHUX
O10METPUYHUX XaPAKTEPUCTUK MOXKE CTATH HENPUWHATHUM IJIs1 CYCHIJIBbCTBA.

Hanpuknan, 38T BIAOWTKIB NAIbLIB HA MANepPOBHA HOCIH TPaauLIAHO
ACOLIFOKOTBCS 3 PO3CIIAYBAHHSIM 3JI0UMHIB.

Jjist 6aratb0X ICTOTHUM € 1 T€, 0 PO3MI3HABAHHS 3a NANUISPHUMU y30pa-
MU MaJbLIB (KOHTAKTHUH CMOCIO) BUMArae AOTHUKY 1O KOHTAKTOrO MICLs CKaHe-
pa, IKOro nepe]l TUM TOPKAJIACS 1HII OCOOH.

CyTTeBHi aCMIEKT — HACKUIBKKM NPOCTa («KOM(OPTHAY ) KOYKHA TEXHOJIOT S
[Tpouec moBuHEH OyTWM IBUAKAM 1 OPOCTUM, HANPUKIAA, BCTaTH TNEPEN
BIJICOKAMEPOIO, CKa3aTu JEKUIbKa CIIB y MIKpOoQoH ado AOTOPKHYTHUCS [0
BIJIBEICHOTO MICIS Y CKaHEP1 BIIOUTKIB MAJIbIIIB.

['0710BHOKO BHMOIrOK 10 OIOMETPHYHMX TEXHOJOTIH, SIKa 1 € iXHBOKO
CYTTEBOKO TEPEBArOl0, € IIBHAKA 1 MpocTa iaeHTH(IKalis Oe3 CIPUYHMHECHHS
AKUX-HEOYAb HE3PYUYHOCTEH JTFOUHI.

BincoananiTika B cuctemMax BIJCOCIOCTEPEIKECHHSI HE CTOITh HA MICIIl, Ta-
KAM (DYHKIIOHAIOM, SIK BUXIJ 3 MEPUMETPA, Mponaxka nmpeamera 3 oonacti, ae-
TEKI[Us TIIIOXO/IIB Ta 1HIIE, BXKE HIKOTO HE 3IMBYBATH.

Ha 3MiHy npuxoasTh Bce OUTbLI IHTEEKTYATbH1 CLeHAp1i 1 (PyHKILI.

Jliisa 3a0e3meueHHst JOBIpH KOPUCTYBaviB A0 O10METPHYHOT 1AeHTU(DIKALIT

HEOOX11HO 3a0€3NeUnNTH HAAIHHICTD 1 0€3NEKY BUKOPUCTOBYBAHUX CHCTEM.



95

[I{o6 cTaBieHHS KOPHCTYBaYiB 10 CHCTEM OIOMETPUYHOI 1AcHTU(DIKAIi
CTAJI0O  JOBIPJIMBIIIAM, Kpaule MNPOMOHYBAaTH PIMIEHHS, B SKUX JUId
NIATBEPLKCHHS 0coOM Tpeba, Hampukiaa, MOAMBUTHCS OE€3MOCEPEIHBO B
00'ekTUB Kamepu abo Ha MEBHY MITKY. Lle ycyHe moOGOrOBaHHS HAa paxyHOK MpH-

XOBaHOTO CTEKEHHS 1 HECAHKI[IOHOBAHOT'O KOHTPOJIIO.
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JOJJATOK A. BigoMicTe MarepialiB TMIUIOMHOTO MPOEKTY
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KinbkicTs

Ne | dopmar HaiimenyBanHst . Hpumirka
1 A4 Pedepar 3
2 | A4 | 3Bmicr 2
3 A4 Beryn 2
4 | A4 | 1Posgin 42
5 A4 2 Pozmin 11
6 | A4 |3 Posmin 17
7 A4 ExonomiuHuMi po3ain 10
8 A4 BucHoBkun 2
9 A4 [lepenik mocuianp 3

10 A4 Homatok A 1

11 A4 Jlomarok b 1

12 A4 Jlomarok B 1

13 A4 Jomarok I’ 1
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JIOJJATOK b. Tlepenik ¢aiiniB Ha €IEKTPOHHOMY HOCIHT

1. ITossicaroBasibHA 3amnucka.docx

2. llpe3enTarris Jlummom. ptt
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JIOJJATOK B. Biaryk kepiBHHUKa €KOHOMIYHOTO PO3ALITY

KepiBHuK: K.¢.H, nou. [Tinosa /1. I1.
(Imiarmec)
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JOJJATOKTI'. Biaryk kepiBHuKa kBami(ikariitnoi podotu

BIAT' VK
Ha KBami(ikaliiftHy poOOTy CTyIeHTKH rpynu 125m-19-2
Kyuyrypnoi Banepii AnapiiBau
Ha TeMY: «3axucT O10METPUYHUX MEPCOHATBHUX JaHUX
y KOPIOPaTUBHUX CUCTEMAX
B1JICOMOCTEPEKEHHS»

[TosicHIOBasIbHA 3aMUCKA CKIIAAETHCS 31 BCTYMY, YOTUPHOX PO3JLIIB
1 BACHOBKIB, BUKJIaAcHUX Ha 108 cTopiHkax.

Mertoro kBasiikamiiinoi poOOTH € yAOCKOHAJICHHS 3aXHUCTy 1H)OP-
Malli y CUCTEMaX 3axXUCTy O1OMETPUYHUX MEPCOHATBHUX JaHUX.

Tema kBamdikaniiitHoi poOoTH Oe3MocepeHbO MOB’sA3aHa 3
00’€KTOM AISUTBHOCTI MaricTpa cnerjaibHocTi 125 «Kibepbesnekay. s
JOCATHEHHSI TIOCTABJICHOI METH B KBali(ikaliiiHiii poOOTI BUPIIIYIOTHCS
HACTYMHI 3a7a4l: aHajI13 HOPMAaTHUBHO-MPaBOBOi 0a3u y cepi 3a0e3neueH-
Hsl KiOepOe3neku, aHami3 METOAIB O1OMETPUYHOI 1AeHTH(IKAIli, BH3HAa-
YEeHHsI OCHOBHHMX 3arpo3 Ta arak Ha CUCTEMHU O010METPHYHOI 1aeHTH(IKAL]
Ta PO3pOOJICHI METOAMKH MPOTUTIT TUTTOBUM aTakaMm Ha HHX.

[TpakTiyHe 3HAUECHHS Pe3yJIbTaTIB KBaMiPikaliiHOT poOOTH NMOJISATaE
y NABUIICHHI €()EKTUBHOCTI MPOLECY 3aXUCTy OIOMETPUUYHMX MEPCOHATb-
HUX JAHKX, 32 PAXYHOK PO3POOIEHNX PEKOMEH TALIH.

OQopMIEHHS MOSCHIOBAILHOT 3aMCKX A0 KBammi(pikamiifHoi podoTu
BUKOHAHO 3 HE3HAYHUMU BIIXUJICHHIMHU BiJ CTAHAAPTIB.

Henonikom po0oTH BIACYTHICTH JOCTATHBO apPryMEHTOBAHUX BU-
CHOBKIB B MIAPO3/I1jIaX Ta PO3ALIax POOOTH.

B minomy 3a yac mumnomyBaHHst KyuyrypHa B.A. nmposiBuna cebe
(paxiBLEM, 3AATHAM BHPINIYBATH MOCTABJICHI 33/a4l Ta 3aCIYrOBY€ MPHC-
BOEHHs KBami(ikarii Marictp 3a cneuianbHicTio 125 KibepOesneka, OCBIT-
HbO-Tpodeciiinoi mporpamu «Kibepbesnekay.

PiBeHb 3amo3nueHb y KBami(ikaiiitHiii poOOTI HE MEPEBUIILYE BUMOT
“TlonoskeHHs PO CHCTEMY BHSIBIICHHS Ta 3aM00iralHs mariatry”.

Kpanmidikamiiina podoTa 3aciyroBye OLIHKHA «3a00BUTbHO»/700.

KepiBauk kBasidikailiiinoi podotu T.C. Karanii

KepiBuuk cnen. Pozaity 1O. A. MiniHuyk



