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«TposiHCKMII KOHB» — 3TO NPOrpamMMma, KOTOpasi
UMeeT TNPHBJICKATEJIbHbIi BHEIIHWHA BHJ, HO
BBINOJIHAET Bpe/HbIe, O4YeHb 4acTo -
paspymnTejabHble GyHknuu. IIpumepoM THNHYHOIrO
"TPOSIHCKOro KOHA'" fIBJIsIeTCH NMPOrpamMma, KoTopas
BBIIVISIINT, KaK MPOCTAasi UIpa Ajs padouyed CTaHUMHU
noJib30Baresi. OHAKO MOKa MOJb30BaTe]b UTPaeT B
Urpy, NporpamMma oOTHpAaBJsieT CBOI0 KONMIO IO
3JIEKTPOHHOM noyre KAXKIAOMY a0oHeHTY,
3aHeCEHHOMY B a/IpeCHYI0 KHUTY 3TOTI0 I0JIb30BaTeJIsl.
Bce a00HeHTHI MOJIY4al0T M0 MOYTE UIPY, BbI3bIBAS ee
JalibHeiillee pacnpocTpaHeHHe.

Knrwueevte cnoea — «TposHCKHHA KOHBY, «SpY
Sheriffy, «Trojan Hunter»
BCTYIUIEHUE
Pabora  mocBsmeHa ~ W3YYEHHIO  BPEIOHOCHOM

nporpaMmsl Buja « TpOSHCKHUM KOHbY». DTH BPEJOHOCHbBIE
MIPOrPaMMBbl SIBISIOTCS, HA CETONHSALIHUMA J€Hb, OAHUMU
H3 caMBIX MOMYJISIPHBIX. Onu IIOCTOSIHHO
YCOBEPUIEHCTBYIOTCS U IOJI30BATEIN IIOJIKHBI CYMETb
3alIUTUTh CBOM WH(POPMAIUIO M JaHHBIC OT TAKOTO THIIA
BpPEIOHOCHBIX mporpamMm. Kiaccuueckuit «TposiHCKHIA
KOHb» He HMeeT (YHKIUH JAOCTaBKH MPOrPaMMbl Ha
KOMITBIOTEP-)KEPTBY, OJJHAKO €ro 3aJaHhe — O0paTUTh Ha
ceOs1 BHHUMAaHHE IIOJL30BaTelId M  3aCTaBUTh €TI0
3ammyCTUTh ATy mporpamMmy. Kakue Obl MephI IS 3aIIUTHI
HU NPUHHUMAJINCh, HUKAKYIO CEThb HEBO3MOXHO OrpaluTh
OT OJHOM CEpbe3HON OMACHOCTH — YEJIOBEYECKOM
JIOBEPUYUBOCTH. Benn eclM  TmporpamMma  Oblia
YCTaHOBIIEHA MO TOOpOIi BOJe, OHA MOXET MPEOJO0JIETh
moObIle  OpaHAMAaydpBl, CHCTEMBl AayTCHTU(QHUKAIMA U
CKaHEepbl BUPYCOB.

BU/IbI TPOAHCKNX BUPYCOB U BAPUAHTHI UX
PACITPOCTPAHEHU A

[Iporpammsl Buna «TpostHCKUH KOHB» OTJIMYAKOTCS
IpyT OT Jpyra BpPEIOHOCHBIMH IEHCTBUSAMH, KOTOpHIE
OHM BBIIOJIHAIOT, OKa3aBIIMCh B KomnbloTepe. Ho camoii
0OJBIION TPOOJIEMO SIBIAETCS TO, YTO JAHHBIA BHT
MIPOTPaMM MOXET NMPHUBECTH K YHUYTOKEHHUIO JaHHBIX Ha
IUCKe ¥ Topue oOopymoBaHus. HekoTopbie BHIBI
TPOSHCKUX KOHEH», OOBEIUHMBIINCHE C BHPYyCaMH,
PacIpoCTPaHSIOTCS MEXKIY CUCTEMAMU IO AJIEKTPOHHON
HouTe.

BapuanTs! pacnpocTpaHeHUs JaHHBIX IPOrpaMM:

®  (TPOSHCKUIl  KOHB»  MpPEACTaBIsETCA  Kak
OOHOBJICHHE, OT/IEIbHO MOCTABISIEMOE IPOTPAMMHOE
CPEACTBO, HCIOJb3yeMOe JUIsl YCTpaHeHHs IpolieM B
MPOTPAMMHOM  OOECIIEYeHHH WM W3MEHEHHsS ero
¢yHKunoHana. VMcnpaBieHne MOXKET IPUMEHATHCS K yXKe

YCTaHOBJICHHOW IIporpamme, JuO0 K €€ HCXOTHBIM
komaM. Croia BXOIUT UCHPABICHUE OMNOOK, H3MEHEHHE
BHEITHETO BHIA, YJIy4IICHHE SPrOHOMHYHOCTH HWIH
MPOMU3BOIUTENBEHOCTH MPOTPaMM, a TAKXKe JIIOObIC IpyTrue
W3MEHEHHS, KOTOpPBIE pa3pabOTIHNK MOXKETaN CleNaTh.

®  «TPOSHCKMH KOHB»  TPEICTaBIAIOT  coOoi
CaMOCTOSATENbHBIA apXUB H T.]I.

«TpOsSHCKHX KOHEH» OOBIYHO KJIACCH(DUIIUPYIOT,
HCXOJs U3 NEUCTBUN, KOTOPBIE OHU OCYIIECTBIISIOT!

® IIMHOHCKHE POTPaAMMBbI;

® TPOSHCKHE IPOKCH-CEPBEPHI;

® UHTCPHET-KJINKEPHI;

e «OoMOBI» B apXUBax;

® UWHCTAJUIALHNS BPEAOHOCHBIX IPOTPaMM;

e J10CTaBKa BPEJOHOCHBIX NPOTPAMM,

e omnoBelcHKue 00 aTake;

® TPOSIHCKHE YTHIIUTHI
aJIMUHUCTPHUPOBAHUS;

e 1nouroBbie «TpOsSHCKHE KOHIY;

® TpOrpamMMBbl — IYTKH.

Hcxonst w3 moCiHeTHUX HWCCICJOBAaHHUH, BBIICISIOT
Takoi TH «TposTHCKUX KOHEW», kak Spy Sheriff.

OTOT TpPOSIHCKMH BHUpYC KiIacCHUIMPYETCS Kak
«malware» (31moBpeqHOEe MHpOrpaMMHOE OOecredYeHue).
Kak Tompko Spy Sheriff momamaer Ha KOMIBIOTED
MOJNB30BATeNs, €ro OdYeHb TPYAHO yJanuTh. Ecinm
nornpoOoBaTh yAATUTh €ro OOBIYHBIM CHOCOOOM, TO OH
MPOCTO 3aHOBO YCTAaHOBHUTBHCS C MOMOUIBIO CKPBITBIX
(haiinoB, KOTOPHIMHU OH 3apa3uil cHUcTeMy. BoNbIIMHCTBO
AHTHBUPYCHBIX W «antispyware» mporpamm He CMOTYT
OOHapyXUTh 3TOT BHUpYyC. Takke ero HEBO3MOXXHO
yIAIUTh, C TIOMOIIbIO (YHKIHMH BOCCTAHOBJICHUS
CHCTEMBI, TOCKOJBKY OH KOHTPOJIUPYET KOMIIOHEHTBI,

OTJAJICHHOI'O

KOTOpBIC YIPaBISAIOT ATOH ocoberHOocTEiO B OC
Windows.
IToMmuMo XakepcTBa «TPOSHCKHE KOHM» MOTYT

HCIOJIB30BAaThCA  JJIA INIIHOHAXa 3a JIOJABMH U
JIGHCTBOBAaTh KaK HACTOSUIME MPECTYNHUKH, XOTS H
BUpTyaibHble. OIHAKO €CTh HECKOJbKO CIoco00B
MUHUMHU3UPOBATh  PHUCK: peryjisipHOE  pe3epBHOE
KOITUPOBAHUE SIBIISIETCSI HEOOXOMUMOM TPOIEAYypOr IS
BOCCTAHOBJICHUsI MH(DOpPMAIMK TOCIEe BO3ISHCTBUS TeX
«TpOHHCKI/IX KOHCﬁ», BMCIIATECIBCTBO KOTOpBIX
OFpaHI/I‘II/IBaCTCﬂ yHI/I‘{TO)KeHI/IeM JTAaHHBIX.
Hcnonp3oBanue NOMHOT0 HabOpa MPOrpaMMHBIX CPEICTB
3alIWTHI, TAKUX, KaK OpaHIMay3pbl U CKaHEPHI BUPYCOB,
MOXKET IIOMOYb  BBIIBHUTH  HEKOTOphIE  Hambolee
u3BecTHble BuJbl Hapymwurened. [lpu  3apaxenun
KOMIIBIOTEpPa BUPYCOM BaXKHO €r0 OBICTPO OOHAPYKHTE.
Jnst aToro crnemyeT 3HaTh 00 OCHOBHBIX TNpHU3HAKAX



NpOsIBICHUST BHPycOB. K HHM MOXXHO OTHECTH
CIIEAYIOLIHE:

e  MpekpamieHHEe paboThl WM HENpaBWIbHAS
pabora  paHee  yCHENIHO (YHKINOHHUPOBABIINX
pOrpamm;

e  MemneHHas paboTa KOMIBIOTEPA,

®  HEBO3MOXXHOCTH  3arpy3Kd  OINEpalMOHHOU
CHCTEMBI;

e  U3MEHeHHEe pa3MepoB (aiios,;

®  HEOXMJAHHOE  3HAYMTEIFHOE  YBEJIIMUCHHE
KosmyecTBa (aityioB Ha AuCKe;

®  CYIIECTBCHHOE YMEHBIIECHHUE pa3mepa
cBOOOTHOM OTIEPaTUBHON MAMSTH,;

e BBIBOA HAa  O9KpaH  HENPEIYCMOTPEHHBIX

COOOIICHAN FITH H300paskeHHil;

CIIOCOBBI 3AIMTHI KOMITBIOTEPA OT
TPOSHCKHNX BUPYCOB

IToutn Bce TpPOSIHCKHE TIPOrpaMMbI IONAIAOT B
KOMITBIOTEp 4Yepe3 VHTepHeT, BMECTe C KapTHHKAaMH H
nHopmanme, KOTOpyio 3arpyxaer Opay3ep B KOII.
MHorue  mporpaMMbl  H3BECTHBIX  Pa3pabOTIMKOB
coJepkar B cebe MHOXKECTBO OLIMOOK M HEAOPabOTOK,
3JI0YMBIIIJICHHUKH, TEM CaMbIM, MOTYT HCIIOJB30BaTh UX
B CBOMX ILIEJIAX, @ IMEHHO: 0OMaHyTh (Ipock0a OIIaTUTh
porpamMmy), YKpacTb Kakue-muOo BaKHbIE IaHHBIE C
KOMIIbIOTEpA, WM 3apa3uTh ero «TposHCKUM KoHeM». B
JTAaHHOW CHTyaIlid MOXHO CHH3HMTh pPHUCK. JlocTaTodHO
CBOEBPEMEHHOE OOHOBJICHHE OIIEPAL[MOHHONW CHCTEMBI
gepe3 BcTpoeHHyto yrimty Windows Update.

Jnst 3ammTel  KOMIIbIOTEpa depe3 IHTepHeT, Ha
KOMITBIOTEPE JOJDKEH OBITh YCTaHOBJICH aHTUBHPYC C
3alIUTOW OT HEHANCKHBIX CaHTOB. AHTHBUpYC OynmeT
npoBepsiTh Bce (Gaiiibl M JMCKH, a TaKkkKe CIEAUTh 3a
¢aiinamy, KOTOpbIE TONAJAlOT B KOMIIBIOTED U3
WNHTepHeTa WM CheMHBIX HOCUTENEH. AHTHUBHpYCHAS
0a3a JI0/HKHA TTOCTOSIHHO OOHOBIIATHCS, HEOOXOJIHUMO 3TO

JUIL TOTO, 4TOOBI AHTHUBHPYC MOT OOHOBISATH  BHIBI
BUPYCOB. B ciydae He cBOEBPEMEHHOTO OOHOBIICHHS.

CyIIecTBYIOT BHPYCBI, KOTOpbIE BHEIPEHBl B
UCTIONHSAEMBIH (alin, W aHTUBHUPYC HE CMOXET ero
pacmio3Hatb. [loaToMy Hammune aHTHBHPYCHOW 0asbl,
KOJIMYEeCTBO  3apaXeHHBIX  (aiiloB  mporpaMmoit
«TpostHCKMX ~ KOHel» Oynger Bbllle, TEM CaMbIM
MOJIb30BaHUE ceThlo MIHTepHeT OyneT pUCKOBaHHEH.

Ha ceropnsamHuil OeHb CYLIECTBYIOT HPOTPaMMBI,
HalleJICHHble CIELUAJbHO Ha JIeU€HHE OT TPOSHCKUX
BUpYCOB, Hanpumep nporpamma Trojan Hunter.

BBIBOJIbI

Takum o6pa3oM, ciieayeT KOHTPOJIMPOBATH 3aIyCK
3aJjau U CEepBUCOB B cucTeMe. [louTu Bo Bcex ciydasx
3apa’keHHs TPOSTHCKHM BHPYCOM, €T0 3aIlyCK MIPOUCXOIUT
BMECTE C 3aITyCKOM CHUCTEMBI U MPSUETCS B 3aMYIIEHHBIX
npoueccax. Takum 00pa3oM, MOXKHO BBIYUCIHTE BUPYC U
ynamuth ero. s mpaBWIbHOTO H  3()QEKTUBHOTO
yAaJeHUs HY)KHO CHayalla yAaduTb COOTBETCTBYIOIIYIO
3alUCb B peecTpe, 3aTeM Mocie  Iepe3arpys3ku
KOMITBIOTEpA YOaIuTh (paiisl « TpOSTHCKOTO KOHS».

Jlnist coxpaHeHus: BakHOM MH(OPMAaLUK WK TIapoJieH,
HEOOX0MMO HUX colepkaTh Ha JUCKax W APYIHX
HocuTeNsiX  MHpopManmu. B cimywae  3apakeHus
KOMIIBIOTEPa, BUPYCY HE OYAYT IOCTYIHBI 3TH JaHHBIE.
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