CEKLIA 3 Komn’rtomepHi HayKu ma rnpoepamHa iHxceHepia

YIIK 004

MEPEBAI'Y TA HEJOJIKHU 3ACTOCYBAHHS MIKPOCEPBICHOI
APXITEKTYPH HA IIVIAT®OPMI .NET CORE

Kucenesnu B.B., ctynent, v.kyselevych@proton.me, XXKJ1V imeni IBana ®@panka
¥Yeara O.10., k. 1. H., 1o1eHT, 0.y.Usata@gmail.com, XKJ1VY imeni IBana ®panka

MoHomiTHa apxiTeKTypa € TPaJULIMHUM TPOCTUM PIIICHHIM PO3POOKHU
nporpaMHoro 3abesneueHHs. J{onaTok MiCTUTh B co01 yBech HEOOX1AHMA (yHKIIIOHAI
B OJIHIM KO/OBIH 0a3i, MPU3HAYCHUN ISl OJJHOTO CepBepa, HAIPHUKIAI, TOCTYTH IS
MOKYIIOK, KepyBaHHS OOJIIKOBHUMHM 3allMCaMU Ta HaBiTh pekiamMu. Po3poOka B boMy
CTHJI1, X0Y 1 MPOCTA, aJie MOXKE MaTH Psii HEIOMIKIB. BUKOpUCTaHHS TAaKOTO MiIXOAY
MOK€ 00OMEXYBaTH IIBUJIKICTh Ta THYYKICTb PO3POOKH MPOrpamMu, OCKUIbKM 3MIHH B
OJIHOMY MOJYJIl MOXYTb BIJIUBATH Ha BCIO CUCTEMY, HOTPEOYIOUH OLIBII 1€TaIbHOTO
MJIaHYBaHHS Ta KepyBaHHS 3MiHaAMU. Y pa3i MOMUIKH a00 BIIMOBU B OJJHOMY MOJYII,
11€ MOKE€ IPU3BECTH J10 3yNHHKHU BCI€T CUCTEMHU, OCKIIIBKU BC1 KOMIIOHEHTH MIPOrpaMu
3ayie’aTh B OJHOTO cepBepa. ICHye i psjl 1HIIUX HETOJIKIB, SKI MPOSBISIOTHCS B
AeTansiX. YHHUKHYTH HEJOJIIKIB MOHOJITHOI apXiTEeKTYpH MOKHA, 3aCTOCYBaBIIU
MIKPOCEPBICHY apXiTeKTypy, $Ka CTa€ BC€ OUIbII TMOMYJSIPHOIO B po3poOIli
IIPOrPaMHOT0 3a0€3MEUEHHS.

MikpocepBicHa apXiTeKTypa € OJHMM 3 HaWOUIbII €(PEeKTUBHUX CIIOCOOIB
PO3pOOKH MpOTpaMHOTO 3a0e3neueHHs. BukopucTanHs MIKpOCEpBICHOT apXiTEKTypH
J03BOJISIE  PO3POOHMKAM TOOYAyBaTH CHUCTEMY, sIKa JIETKO MaclITa0yeTbesl Ta
MIATPUMYETBCS, JO3BOJIAE PO3pOOIJATH HOBI (DYHKINT MIBHAIIE, 3MEHIIYE 4Yac Ha
BUIIPABIICHHS TIOMHJIOK Ta 3a0e3neuye Ouiblny rHydkicTb. Kpim Toro, MikpocepBicHa
apxiTEeKTypa MOXE JOMOMOTTH 3MEHIIUTH PHU3UK PO3POOKH TMPOTPAMHOTO
3a0e3MeyeH s, OCKUTbKM BOHA J03BOJIAE PO3POOHMKAM JIETKO BIIOKPEMHUTH Ta
130JTFOBaTH KOMITOHEHTH cucTeMu. lle 3MeHIIye BIIIMB MOMIJIOK Ha 1HINI YaCTHHU
CUCTEMH Ta J03BOJISIE MIBUIKO JIOKANI3yBaTH Ta BUMIPABIIATH TPOOIEMHU.

MikpocepBiCHa apXITEKTypa — pO3IIJIEHHS KOJOBOi 0a3u Ha KiJIbKa MEHILIUX
aBTOHOMHMX Tiporpam [1]. KoxkHa nporpama aie sk okpema MajleHbKa CIIyk0a, 3BIIKA
i Ha3Ba Mikpocepsic. KoxHHUII MIKpOCEpBIC BUKOHYE MEBHY, YITKO BH3HAYEHY
¢byHKIII0, Ma€e BIacHy KOJIOBYy 0a3y, cepBep i 1Hoai Oa3zy mganux. Lli cepsicu
moOy10BaH1 HaBKOJIO O13HEC-TTOTPeO (KOKEH BiIMOBIIATLHUM 32 KOHKPETHUM TPOIIEC),
PO3pOOIISAIOTHCS, PO3TOPTAIOTHCS W MacITaOyIOThCS HE3AJIEKHO 3 BUKOPUCTAHHSIM
MOBHICTIO aBTOMAaTU30BAaHOToO cepenoBuina. Cami mo cobi cepBicM MOXYTb OyTu
HaIMCaHi Ha PI3HUX MOBAaX NPOTPAMyBaHHS 1 BHUKOPUCTOBYBATH Pi3HI TEXHOJOTI]
30epiraHHs TaHUX.

[lepeBaru BUKOpUCTaHHSI MIKpPOCEPBICHOT apXITEKTypH [2]:

. MacmraboBanicte. Jlerko macmrabyBaTH OKpeMi MIKPOCEpBICH, IO
BUKOHYIOThCSI Ha OKpeMux cepBepax. lLle 1mo3Bosise 3abe3neuntu  OUIbIILY
MPOJYKTUBHICTh Ta €(PEKTUBHE BUKOPUCTAHHS PECYPCIB.
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. ['myudkictb. MOXKIIUBICTh JIETKO 3MIHIOBATH OKpeMi MiKpocepBicu 0e3
BILTUBY Ha pemTy cuctemu. L{e 103Bosie koMaH 11 po3pOOHUKIB MIBUAKO BHECTH 3MIHU
Ta MOKPAIEHHs, HE TYpOYIOYHUCH MPO BIJACYTHICTh CYMICHOCTI 3 1HIITUMHU YaCTHHAMHU
CUCTEMHU.

. Hezanexnicts. KoxxeHn MikpocepBic Moxke OyTH po3po0IeHU Ha PI3HUX
MOBaX IMPOTrpaMyBaHHs, BUKOPHCTOBYBATH P13H1 TEXHOJIOT1 Ta 30epiraTu JaH1 B pI3HUX
dopmarax. lle mo3Bossie PO3pOOHMKAM BUKOPHUCTOBYBATH HAMOLIBI ITiIXOISIII
TEXHOJIOT1] A7l KOKHOTO MIKPOCEPBICY Ta BIIbHO KOMOIHYBATH iX.

. Pecypcu. Koxken MikpocepBic Mae CBO€E BIIACHE CEPEIOBUIIC BUKOHAHHS,
IO JT03BOJISIE O1bIN €EKTUBHO BUKOPHCTOBYBATH pecypcu cepBepa. Hampuknan,
SKIIIO OJJUH MIKpOcepBic MOTpelye O1IbIIOT KITBKOCTI PECYPCiB, TO MOKHA 3aITyCTUTH
OlbllIe KOMIM LBOrO CEPBICY HA OKPEMHUX CEpBEpax, 3aMiCTh TOTO, 00 3aIllycKaTu
OLIBIINIA cepBep ISl BCbOIO MPOrpaMHOro 3a0e3MeueHHH.

. PosmuproBanicte.  MikpocepBiCHa — apXiTEKTypa JO3BOJSE  JIETKO
701aBaTH HOBI (DYHKIIIT IO MpOrpaMHOTo 3a0e3nedeHHs, 0€3 He0O0X1JHOCT1 3MIHIOBaTH
BECh KOJI.

. Menuri pusukd. BukopuctanHs MIKpOCEPBICHOT apXITEKTypH J03BOJISIE
3MEHIIUTH PU3UK I BCI€T CHUCTEMH y pa3l BUHUKHEHHS MpPOOJEM y OJHOTO 3
MIKPOCEPBICIB. SIKIIIO OJMH 3 MIKPOCEPBICIB MEpECTaHe MPAIfOBATH, TO 1€ HE BIUIUHE
Ha 1HII1 MIKpPOCEPBICH.

. Jlerkicte posropraHHsa. KoxkeH MikpocepBic MOxe OyTH PO3rOpHYTHIA
HE3aJIeKHO BiJ pemTH cuctemu. Lle M03BoIiss€e 3MEHIIMTH Yac Ha PO3TOpTaHHS Ta
CIIPOCTUTH MPOIIEC PO3POOKH HOBUX BEPCIH MPOTPaMHOIO 3a0€3MeUCHHS.

MikpocepBicHa apXiTeKTypa Mae 0araTo CUJIbHUX CTOPOHHU, IPOTE, ICHYIOTh i
JesIK1 HEeJTOJTIKHU:

. Cknannictb. MikpocepBiCHA apxiTeKTypa 3a3BUYail NPU3BOAMUTH 10
OUIBIII CKIIQJHOI CUCTEMH, OCKUIBKH MOTPIOHO KEPYBATH O1IBIIOI0 KUTBKICTIO OKPEMHUX
CepBICIB Ta B3aeMOAiil Mk HUMHU. KpiM TOro, BUHHUKAE MpoOiiemMa pO3MOIIICHOT
CUCTEMH, JI€ KOXXEH MIKPOCEpPBIC MOKE€ BHUKOPHUCTOBYBATH Pi3HI TEXHOJOTIi Ta
0167110TeKH, 110 POOUTH CUCTEMY I11€ CKJIATHIIIOO.

. Butparu. Po3pobka Ta migTpuMKa MIKPOCEPBICHOI apXiTEKTypH MOXeE
OyTH BUTPATHOIO Y TJIaHI Yacy Ta KOIITIB, OCKIJILKUA MOTPIOHO 3a0e31euyBaTh KOKEH
OKpPEMHUM MIKPOCEPBIC, a TAKOX B3a€EMOJIII0 MK HUMH. Jl0 TOrO K, IJis MIATPUMKH
TaKoi CHUCTEMHU MOTPIOHI CHEIaliCTH, SIKI PO3YMIIOTh apXITEKTYpy Ta MOXKYTb
BUKOHYBATH BIAMOBIIHI 3aBJaHHS.

. Huspka mnpoaykTtuBHICTE. MikpocepBicHa apXITEKTypa MOXE MaTu
HU3BKY MPOYKTUBHICTH YEpE3 T€, [0 MIKPOCEPBICH MAIOTh B3AEMOJIISITH Mik COOOIO
yepe3 Mepexy, M0 MOXKE MPU3BOAWTH JI0 3aTPUMOK y BIJAMOBIJI Ta 3aBUCAHHS
cuctemMu. KokeH OKpeMuidl MIKpOCEpBIC MOXE MaTH CBOi BJAcHI MTpoOseMH 3
MPOTyKTUBHICTIO, 110 MOKE BILUIUBATH HA BCIO CUCTEMY.

. Koopnunaitisi. ¥ MiKpoCepBiCHIN apXiTEKTypl Ba)JIMBO 3a0€3MEUYUTH
KOOpPJIMHAIII0 MK pi3HUMHU cepBicamu. lle mMoke OyTH CKJIaaHO, 0COOJIMBO KOJIU
CEPBICH PO3POOIISIOTHCS Ta MATPUMYIOTHCS PI3HUMHU PO3POOHUKAMH.
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. [Tpobnemu 3 6e3nekoro. MikpocepBicHa apXiTEKTypa MOXKE CTBOPIOBATH
npoOjieMu 3 O€3IeKor0, 0COOJHMBO KOJIM CEPBICH 3ajieXKaTh BiJI IHIIMX CTOPOHHIX
cepaiciB. I{e Moxe 30UIbIIIyBaTH pU3UK KiOepaTak Ta 3J0My.

CxI1aIoBUMH MIKPOCEPBICHOI apXITEKTYpH €:

. MikpocepBicu. OCHOBHUM KOMIIOHEHTOM apXITEKTYpPH MIKPOCEPBICIB €
aBTOHOMHI cepBicu. BoHM MOXKyTh OyTH HamucaHi Oyab-sIKOK MOBOIO TPOTrpaMyBaHHS
Ta (PYHKIIOHYBaTH OKPEMO OJIUH BiJ OJTHOTO.

. Konrelinepu. KoHTeliHepr € BaXJIMBOIO CKJIAJIOBOIO MIKPOCEPBICHOI
apXiTEeKTypH, OCKIIBKU JIO3BOJISIIOTh YMAKOBYBAaTH Ta PO3TOPTaTH MIKpOCEpBICH 31
BCIMa HEOOXITHUMH 3aJCKHOCTSIMHU Ta CEPENOBHUIIEM, IO J03BOJIsiE€ 3a0e3neuyBaTu
KOHCHUCTEHTHICTh Ta HE3JIC)KHICTh MIKPOCEPBICIB.

. Service Discovery. Y MiKpOCepBICHII apXITEKTYpl, MIKPOCEPBICH MOXKYTh
OyTu nyxe ApiOHMMHU Ta iX Moke OyTu OaraTo. KokeH 3 X MIKpOCEpBICIB MOXeE
3alycKaTHCs Ha PI3HHUX cepBepax abo KoHTeiHepax. Service Discovery € BaKIIMBOIO
CKJIQJIOBOIO ~ MIKPOCEpBICHOI ~ apXiTEKTypH, OCKIJIbKH JO3BOJISIE  3a0€3MEUYUTH
aBTOMATUYHE B1JICTEKEHHS Ta 3HAXOHKEHHS MIKPOCEPBICIB, L0 MPAIIOIOTh Y CUCTEMI,
Ta 3a0e3neuye e(heKTUBHY B3a€EMO/IIIO MK HUMH.

. API Gateway. [laHuii KOMIIOHEHT € Ba)KJIMBOK YAaCTHHOK 3B’A3KY B
CKJIQJHIN PO3MOMAUICHIH apXiTeKTypl MIKPOCEPBICIB, IO PO3TAIIOBAaHUN MIXK
KJIIIEHTCBKUMHU TIporpaMamMu Ta BHYTPIIIHIMH MiKpocepBicamu. bepe Ha cebe
yIpaBJIiHHS BCiMa 30BHINIHIMH 3aITUTAMU JI0 MIKpPOCEPBICIB Ta 3a0e3Mmeuye X 0e3nexKy
1 noctynHicTh. Kepye goctynom 10 MikpocepBiciB, 3a0€3Meuyoun aBTEHTU(DIKALIIO
Ta aBTOPHU3ALIII0 KOPUCTYBaYiB. 3aXHILla€ MIKPOCEPBICH BiJ PI3HUX BHJIIB aTaK, TAKUX
ak DDoS abo SQL-in'ekuii. Kemrye pe3ynbratu 3ammTiB 10 MIKPOCEPBICIB, IO
J03BOJISIE 3SMEHIIUTH Yac BIAMOBI/II Ta 301IBIIUTH TPOAYKTUBHICTh CUCTEMHU.

B ekocucremi C#, mikpocepsicu cTBoprotoThes 3 Bukopuctandsm .NET Core,
KpOCIIaTOpMEHOTO CepeOBUIIIA 1JIs CTBOPEHHS cyyacHuX BeO-noaatkiB. NET Core
Mae OaraTtuii IHCTpyMeHTapiii 1 Halip Oi0MIOTeK AJiT CTBOPEHHS MIKPOCEPBICIB,
BKJIFOYAIOYM BOYJIOBaHUU BeO-cepBep, MIATPUMKY 3aJICKHOCTEH 1 O10J10TeKH IS
pobotn 3 cucremamMu OOMIHY moBigomiieHHsMH. Ha pomarok go 06a3 maHux uIst
MEBHOTO MIKPOCEPBICY, apXITEKTypa MOXKE TaKOK MICTUTH B cO01 CIIUTBHI 0a3M aHUX,
Kl BHUKOPHUCTOBYIOTHCS KUIbKOMa MiKpocepBicamMu oaHo4acHo. Lle MoxyTh OyTH
CXOBHIINIA TAHUX JIJIs1 JIOTYBaHHS, KEUTyBaHHs a00 30epiraHHs CIUIBHUX MMapaMeTpiB
KOH(Dirypaiii Tomio.

[Ipu mnoOyn0oBI MIKPOCEPBICHOI AapXITEKTypH OCOOJMBY YBary HEOOXIJTHO
3BEpHYTHU Ha B3a€EMO/III0 MK MIKpOCEpBICAaMH Ta KOHTEHHEpe3aIlilo.

OanuM 3 HAWOPUMITHBHIIIMX  CHOCOOIB  opraHizaiii  B3aeMOJli  MIX
MmikpocepBicamu € HTTP nporokon. J[auuii npoToKoa € J0CUTh MPOCTUM, TOMY MO0
Iy’K€ JIETKO BUKOPUCTOBYBATH JUIsl 3a0€3MEUEHHS] KOMYHIKAIli M) MIKPOCEPBICAMH.
Jlo Toro %k, € miaTpumka 6aratbox GopmariB manux, Takux sk: JSON, XML, HTML
TOIO, IO JO3BOJISE TEepeAaBaTH JaHI MK MiKpocepBicamMu B pi3HUX (opmarax.
[Ipote, nns BenwKoOi KUTHKOCTI 3amuTiB Ta 00’eMiB iH(MOpMaIli mMoxe OyTH Ierio
MOBLJTLHUM.
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RabbitMq — noknukanwuii ctati edekTrBHOIO anbrepHatuBoo HTTP npoTtokoiy.
RabbitMQ moke 3a6e3neunTH BUCOKY HaIHHICTh, €(PEKTUBHICTh Ta MAaCIITA00BaHICTh
CHUCTEMH MIKPOCEPBICIB, a TAKOX 3a0€3MEeYNTH THYUKICTh Ta MIATPUMKY 0araTb0X MOB
nporpamyBaHHs ¥ nporokomiB [3]. CxeMy poOOTH CHCTEMH pPa3oM 3 TEXHOJIOTIEIO
RabbitMq 306pakxeno Ha Puc. 2. Jlana TeXHOJIOT1s Ma€ HACTYITHI OCOOJIUBOCTI:

. J03BOJISIE  BUKOPHMCTOBYBATH  ACHHXPOHHY  KOMYHIKAIll0  MIX
MIKpOCepBiCaMH, IO J03BOJIs€ 3a0e3MeunTH OLIbIly €(QEeKTHUBHICTh Ta IIBHIKICTDH
00pOoOKM 3aInTIB;

. MO3Ke 30epiraTi MOBIIOMJICHHSI B PEKMMI OYIKyBaHHS, TOMY BiH MOXeE
3a0e3MeYnTH BUCOKY HaIIHHICTh Ta MacIITabOBaHICTh B CUCTEMI MiKPOCEPBICiB;

. HiATpUMy€e 6arato MOB MPOrpaMyBaHHS;

. J03BOJISIE 3a0€3MEYUTH Pi3HI CIOCOOM KOMYHIKAIIli MK MIKpPOCEpPBICAMU;

. MIATPUMY€E PI3HOMaHITHI IPOTOKOJH, Takl ik: AMQP, MQTT, STOMP.
JUis KepyBaHHsS MIKpOCEpBICaMM, 3a3BUYail BHUKOPUCTOBYIOTH TEXHOJIOTIIO
KoHTelHepu3aiii. e q03Bossie ymakoByBaTH KOXKHY CIYKOy 3 11 3aJIe)KHOCTSMU B
JIETKU KOHTEWHEp, SIKUA MOXKHA JIETKO po3ropTaTh Ta maciutadyBatu. OpHiero 3
HaNMONyJISIPHIIIMX TEXHOJIOT1H KoHTelHepe3altii € Docker [4].
Ocob6muBocTti Bukopucranus Docker:

. KOHTEMHepU 3a0e3NeuyloTh 130JIbOBAHE CEPEJOBHILE MAJI KOXXHOIO
MIKpPOCEpBICY, 10 3a0e3neuye OUIblly HalIiMHICTh Ta O€3IEKY y BUNAaIKy BHHUKHEHHS
MMOMUJIOK a00 aTak Ha CUCTEMY;

. J03BOJISIE PO3rOpTaTd Ta MAcIITa0yBaTH MIKPOCEPBICH IIBHUJKO Ta
epexktuBHO. Lle Moxxe OyTH OCOOJIMBO KOPUCHUM Yy BHMAJAKYy, KOJM MOTPIOHO
JIOIATKOBO PO3TOPHYTU €K3EMIUISIPU CEPBICIB /Jig 3a0e3MedyeHHsl OUIbIIOro o0csry
Tpadiky;

. J03BOJISIE PO3POOHMKAM IIBUAKO PO3TOPTaTH Ta BUIPOOOBYBATH PI3HI
Bepcli MIKpOCepBiciB 0Oe3mocepelHb0 Ha CBOEMY JOKajdbHOMY Komm'toTepi. lle
JI03BOJISIE MBUIIIE Ta €PEKTUBHIIIE PO3POOISATH Ta TECTYBATU HOBI (DYHKIIIT;

. HaJa€ MOXKJIMBICTh 3allyCKaTH OILibIlle MIKPOCEPBICIB Ha OJHOMY
(b13UYHOMY CEpBEpI, 110 MOXKE 3HU3UTH BUTPATH HA IHPPACTPYKTYPY;
. 3abe3nedye 3pyuHud 1HTepdelc Mg KepyBaHHS MIKpPOCEpBIiCaMH,

BKJIFOUAIOYH 3aITyCK, 3yNIUHKY Ta MOHITOPUHT.

[HCTpyMEHTH OpKeCTpOBKU KOHTEHHEPIB, Takl sk Kubernetes abo Docker Swarm,
MOXHa BHUKOPHUCTOBYBATH JJIsi KEPyBaHHS pO3TOPTaHHSIM 1 MacmTaOyBaHHSIM
KOHTEWHEPIB Ha KIJIBKOX X0cTax abo KiacTepax.

BucnoBok. TakuM 4YMHOM, MIKpOCEPBICHA apXiTEKTypa IO03BOJISIE PO30OUTH
MOHOJIITHI MPOrpaMU HAa MEHI KOMIIOHEHTH, SIKUMH Jieruie kepyBatu. KiHieBoro
METOI TMEpeXOJy Ha MIKPOCEPBICHY apXITEKTypy € peaizaiis po3MoIiIeHO],
c1a003B’s13aHOT Ta HE3AJIEKHOI CTPYKTYpH. [IpOBiIHI TEXHOJOT14HI KOMMaHii, TaKli 5K:
Amazon, Netflix 1 Uber, BUKOPUCTOBYIOTh MIKpOCEpBICH i €PEKTUBHOI POOOTH,
YHUKAIOYH CEPUO3HHX OMepariiiHux mpoodseM. Xoda MiKpOCEpBICHA apXITEKTypa Mae
YUCJIEHH] NepeBaru BUKOPUCTAHHS, Mepexii MOke OyTH CKJIaJHUM. 3aCTOCYBAaHHS
MIKPOCEPBICHOT apXITeKTYpH B MaJCHBKUX CHUCTEMaX, MOXKE MPU3BETH TUIBKU 0
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