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PE®EPAT

[loscuioBanpHa 3ammcka: 81 c., 3 puc., 12 Taba., 7 mogatkie, 15 mxeper.

O0'exT po3poOku: mnomiTuka Oe3neku 1HQopMmauii  1H(OpPMAaILIHO-
komyHikariitHoi cuctemu TOB «®inTexIIpom».

Merta npoekrty: niABULIEHHS piBHA Oe3neku 1H(opmanii B 1H(oOpMaliiiHO-
komyHikaiiiHii cuctemi TOB «®inTexIIpom», po3poOka pillieHb JJIs1 3aXUCTY Bij
3arpo3 iHGopMaIiiiHoi OE3IIeKH.

VY mepiomMy po3aiii OMUCaHUK 00'€KT: PiJl AISUTBHOCTI, (DI3UYHE CEPEIOBUIIIE,
B SKOMY 3HaXOJUTKLCS 00'€KT, yCTaTKyBaHHs, iH(OpMaIliitHa cuctema, mporpaMmHe
3a0e3neueHHs, 1HdopmaliiiHi noToku. Bukonano knacugikanito iHdopmaiiii, uio
IUPKYJI0€ B 1HGOPMALIHHO-KOMYHIKAI[IHIN CUCTEMI, BU3HAUCHUMN MEpeIliK
JOKEpen 3arpo3, [EpeliK Bpa3MBOCTEH Ta TMEpeliK aKTyalbHUX IS
1H(opMaIIiHO- KOMYHIKAIIHHIA CUCTEMI 3arpo3.

Y JapyroMy po3aull ONMCAaHO HasBHI B  1HPOPMAIIHHO-KOMYHIKAITIHHIHI
cUCTeM] KpuTepli 3axuIIeHOCTI Ta BHUKOHAHO BHOIp HOBHX JOJaTKOBHX
PEKOMEHIOBAHUX KPUTEPIIB 3aXUILECHOCTI, Oyl po3poOeH] pEeKOMEH Ialli 1100
pO3AUTIB MOMITUKK O€3leKku, Mo 3a0e3MeuyloTh pealizallilo PEeKOMEHIOBAaHUX
KPUTEPIIB 3aXHILCHOCTI Ta 3aXUCT BIJ aKTyaJIbHUX JIJIS1 MIATPUEMCTBA 3arpo3.

B tperbomy pozauri Oynu po3paxoBaHl BUTPATH HA BIIPOBAIDKEHHS Ta
IOPIYHY MATPUMKY 3aCO0IB Ta 3aX0JiB, ONMUCAHUX Y 3allPONOHOBAHUX PO3/ITIax
MOTITHKY OE3IMEeKH, OIIHEHO MOKIIMBI 30MTKH BiJ peamizalii akTyalbHUX 3arpos.
byna Bu3HaueHa €KOHOMIYHA JOLLILHICTH BBEJICHHS B €KCITyaTallll0 PEKOMEH 1a1lii
1010 MOJIITUKY OE3MEKH, PO3POOJICHUX B IPYTOMY PO3ILII.

[IpakTHuHE 3HAYEHHS MPOEKTY IMOJIAra€ B MIABUIICHHI 1H(OpMAIIHOL
oesneku TOB «®inTexIIpom».

IIOJITIIKA BE3HEKHM, MOJEJIb 3ATPO3, IH®OPMAIIIMHA
BE3HEKA, BPA3JIMBOCTI.



THE ABSTRACT

Explanatory note: 81 p., 3 fig., 12 tab., 7 appendices, 15 sources.

Object of elaboration: Development of the information security policy of the
information and communication system of Power Systems LLC.

The purpose of the project: increasing the level of information security in
information and communication system of Power Systems LLC, creation of solutions
for protection against threats to information security.

In the first section the object has been described: type of activity, the physical
environment in which the object is located, equipment, information system, software,
information flows. The classification of information that circulates in the information
and communication system has been made, the list of threats sources, the list of
vulnerabilities and the list of threats relevant to ICS have been defined.

In the second section has been described the security criteria available in the
information and communication system and selected new additional recommended
security criteria, have been created recommendations for security policy sections that
ensure the implementation of the recommended security criteria and protection from
current threats.

In the third section, the costs of implementation and annual support of the
means and measures, described in the proposed sections of the security policy, have
been calculated, and possible losses from the realization of relevant threats have been
defined. The economic benefit of safety policy recommendations, developed in the
second section, implementation has been determined.

The practical significance of the project is to increase information security of
Power Systems LLC.

SECURITY POLICY, MODEL OF THREATS, INFORMATION
SECURITY, VULNERABILITIES.



CIIMCOK YMOBHHX CKOPOYEHDL

AC — aBTOMaTH30BaHa CUCTEMA;

IKC  indopmaniiHO-KOMYHIKaIiiiHA CHCTEMA;

KC3I  kommuiekcHa cuctema 3axucty iHpopMmairii;

HJI T3] — nopMaTUBHUI JOKYMEHT B rayry3i TEXHIYHUHN 3aXUCT iHPOpMALii;
OIJ] — o0'exT 1HPOpMaLIHHOI AISUIBHOCTI;

II3  mporpamue 3abe3neUcHHS;

TOB TOBapUCTBO 3 OOMEKEHOIO BIAMOBIIATBHICTIO.
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BCTVII

[ligmpuemHuIbka (KOMEpIiiHA) ISIBHICTH TICHO TIOB'S3aHA 3 OTPUMAHHSM,
HAKOTIMYEHHSAM,  30epiranasM, oOOpoOKOW 1  BHKOPHUCTAHHSIM  PI3HOMaHITHUX
1H(popMaliiiHuX MoToKiB. ONHAK 3aXUCTy MIAJIATaE HE BCA 1HPOpMALlid, a TUIbKH Ta, sKa
MPEACTABISA MIHHICTh JJIA TignpueMcTBa. [Ipyu BU3HA4YEHH! MIHHOCTI MIANPUEMHULIBKOT
1H(popMaIlii HeoOX1AHO KepyBaTUCSA TAKUMU KPUTEPISIMHU (BIACTUBOCTSIMH), K HUTICHICTD,
JOCTYMHICTh Ta KOH(I1ACHIIIHHICTB.

Po3pobky 3axo/iB MO0 30€peKEHHs] KOMEPIIMHOI TaEMHUII MIATPUEMCTBA CIIJT
3MIIMCHIOBATH, JTOTPUMYIOUHCH IPUHIIUITY KOMIICKCHOTO MEPEKPUTTS MOKIMBUX KaHAJIB
BUTOKY 1H(opMalii Ta 3abe3neyeHHs] pIBHO3HAYHOI HAJIWHOCTI 3aXUCTYy BCiX ii HOCIIB.
3arpo3u 30epeKeHHS] KOMEPIIMHOT TAEMHUIII MOXKYTh OyTH 30BHIIIIHIMH 1 BHYTPIIITHIMH.

30BHIIIHI Il MOXKYTh OyTH CHPSIMOBaHI Ha BHUKPAJCHHS JOKYMCHTIB ab0 3HSTTS
KOIIIA, 3HUIIEHHS 1H(OpMaIlii abo TOMIKOMKEHHS HOCIiB, MOHECEHHs iHdopmalii a0
KOHKYPEHTIB.

30BHIIIHI Al TakoX MOXYTh OyTHM CIpsSMOBaHI Ha MEPCOHAT KOMMaHil 1
BUpaXaTUCS MIIKYNOM, IIOTPO3aMM, IIAHTaXXEM, BUBIIYyBaHHSAM 1HQoOpMaIli, Mo
CTAaHOBUTH TAEMHHUITIO.

BHyTpinrHi 3arpo3u  1ie HAWOIMBIII 3arpo3d IS HOBUX KOJIGKTHBIB, abo
KOJIEKTUBIB J€ HE BCTUIVIM CKJIACTHCS Tpaaulii MIATPUMKU BHCOKOI pemyTaril
MIAIPUEMCTBA.

I'moGanpHa KoMIT'IOTepu3allis y 6aratbox cdepax ymnpaBIiHHA Ta BHPOOHUIITBA
CYNPOBO/DKYETHCSI MOSBOIO MPHUHLIMIIOBO HOBHUX 3arpo3 I1HTEpecaM OCOOHCTOCTI,

MIA0PUEMCTBA, CYCIIIBCTBA, JEP/KABH.



PO3JILI 1
CTAH TIUTAHHS. TTIOCTAHOBKA 3AJIAY

1.1 Cran nurtasHs

BypxnuBuit po3BUTOK 1HPOPMALIHHUX TEXHOIOTT HAMPUKIHII XX CT. IPU3BIB 10
3pOCTaHHs BIJIHOCHOT BAKJIMBOCTI OKPEMHUX aCMEKTIB CYCHUILHOTO KUTTs. BHacimok
1H(hOpMAIIIIHOT PEBOMIOLIT OCHOBHOIO IIHHICTIO JJIA CYCIIIbCTBA B3arajii i OKpemMol
JFOJAMHU 30KpeEMa MOCTYIOBO CTar0Th 1H(popMariiiHi pecypcu. Oprasizaliis coliymy
rioyasia TpaHncopMyBaTHCs y HAMIPSIMKY TIepPepO3NOILTY PealbHOl BN BiI TP TUITIMHIX
CTPYKTYp 10 LIEHTPIB YIPABJIHHS iHPOPMALIIMHUMYU [TOTOKAMH, 3pOCIIa BIUIMBOBICTh
3aco01B MacoBoi 1Hpopmarii (3MI). [npopmaTuzaliis Ta kKoMm'roTepu3ais JOKOPIHHO
3MIHIOIOThH O0JINYYS CYCNUIBCTBA. 3a TAKUX 0OCTaBUH 3a0e3rneueHHs 1H(opMaliiiHO
OE3MEKHN MOCTYIIOBO BUXOJAUTH HA MICPUINM TIaH Y IPOOJIEMAaTUIIl KOMEPIIHHOT OC3MEKH.

Yemix BUpoOHHYOI 1 MIJIPUEMHHUIBLKOL JISUIBHOCTI B 4YMMAaJIOMy CTYIIEHI
3aNI€KUTh BIJ YMIHHSA PO3MOPSAKATUCS TAKUM HAWIIHHIIINM TOBApOM, SIK iHpOpMaIis,
aJie BUT1THO BUKOPUCTOBYBATH MOKHA JIUIIE Ty 1HPOPMAIIit0, KA MOTpiOHA PUHKY, alie
HeBioMa Homy. ToMy B yMOBaxX MOCWJICHHS KOHKYPEHIIl yCHiX MiJNPUEMHULTBA,
rapaHTis OTpUMaHHS TMPUOYTKY BCEC OUTBIIOI MIPOI 3ajie)KaTh BiJl 30CPCIKCHHS B
TAa€EMHHIIl CEKPETIB BUPOOHUIITBA, IO CHUPAIOTHCS HA IIEBHUH 1HTEIEKTYalbHHUI
MOTCHIIIAN 1 KOHKPETHY TEXHOJIOT1IO.

[linnpueMHuuIbka (KoMmeplliiiHa) IIsUIBHICTH TICHO IIOB'S3aHa 3 OTPUMAHHSIM,
HAaKOMUYEHHSM, 30epiraHHsaM, oOOpOOKOW 1 BHKOPUCTAHHSIM  PI3HOMAHITHUX
iH(popmaniiinux noTokiB. OJHAK 3aXUCTy MiAJIArae He BCs 1H(OpMallis, a TUIbKU Ta,
fgKa TPEJCTaBJAK I[HHICT, s mignpueMctBa. Ilpu BU3HAYeHHI LIHHOCTI
NiAOpUEMHUIBKOT  1HQOpMaIi  HEOOXIAHO  KepyBaTHUCS  TaKMMU  KPUTCPIsIMU
(BMAaCTUBOCTSIMU), SIK LIUTICHICTD, IOCTYIHICTh Ta KOH(MIACHIIIHHICTb.

Po3pobky 3axoaiB 11040 30epeKeHHs KOMEPIIMHOT TAEMHULIL TIAIPUEMCTBA CII1
3MIMCHIOBAaTH, JOTPUMYIOUHMCH MPUHIMIY KOMIUIEKCHOTO MEPEKPUTTSI MOMKIUBUX
KaHaJiB BUTOKY iH(popMallil Ta 3a0e3MeUeHHs] PIBHO3HAYHOT HAA1MHOCTI 3aXUCTY BCIX 1i
HOCIIB. 3arpo3u 30€peKeHHs KOMEPLIHHOI TAaEMHMIII MOKYThb OYyTH 3OBHIIIHIMH 1

BHYTPIIIHIMHU.
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30BHIMIHI J1i MOXKYTb OYTH COPSIMOBaHI Ha BUKPAJAEHHS JOKYMEHTIB a00 3HATTS
KOTI#, 3HUIICHHS 1H(pOpMaIlli abo MOIIKOMHKCHHS HOCIIB, JOHECEHHs 1HMOopMaiii g0

KOHKYPCHTIB.
30BHIIIHI JI1i TAKOXK MOXXYTh OYTH CIIPSIMOBaHI Ha MEPCOHANT KOMIAHIT 1

BUpaXKATHUCS MKYTIOM, TIOTPO3aMH, [IIAaHTaKeM, BUBITyBaHHIM iH(opMarlii, 1o

CTaHOBUTbH TAEMHULIIO. BHYTpilIHI 3arpos3u e HAWOIbIIl  3arpo3u
TUIA HOBHX KOJIEKTHUBIB, 200 KOJIEKTHBIB e HE
BCTUIJIM CKJIACTHUCS TpaauIli TIATPUMKH  BHCOKOI
pemyTarii
I IPUEMCTBA.

I'mobasnibHa koMIT'roTepH3alia y 0aratbox cdepax ympapiaiHHS Ta BUPOOHUIITBA
CYHpPOBOJIKYETHCSI TOSIBOIO TMPHUHIIMIIOBO HOBHUX 3arpo3 1HTepecaM OCOOMCTOCTI,
HiAIPUEMCTBA, CYCHIbCTBA, ACPHKABU.

[TapanensHo 3 PO3BUTKOM 1 YCKIAJHEHHSIM 3aco0iB, MeETOMiB, Gopm
aBTOMarM3allli mporeciB 00poOkM 1H(OpMAIll MiABUILYEThCS 3aJEKHICTh CYO'€KTIB
NIANPUEMHULITBA BiJl CTYNEHIO O€3MEKW BUKOPUCTOBYBAHUX HUMHU 1H(HOpMaLIHHUAX
TEXHOJOT1H.

1.2 Awnami3z HOpMaTHBHO-IpaBOBOI ©Oasu y cdepi  3axucty

iHpopmauii Tabnuusg 1.1 Ananiz HOpMaTUBHO-PaBOBOI Oa3u

Hasga noxymMeHTy KopoTtkwuii 3micT
3akoH Ykpainu «lIpo VY ubOMy JIOKYMEHTI BU3HAUEHI 3arajibHi
Indbopmartiiro» OJIOXKEHHSI TIpo 1H(OopMaIliio, a TaKoK IIpaBa Ha

iH(popmalrio Ta Ha 3a0€3MEUEeHHS 11 OXOPOHHU

3akoH Ykpainu «lIpo 3axuct VY 11bOMy JOKYMEHTI BU3HAUCHI CyO’CKTH Ta
IICPCOHAIBHUX JaHUX» 00'eKTH MIepCOHATIBHUX JaHUX. A TaKO)K BU3HAUCHI

npaBuiia Ta 0OOB'A3KH MO 3aXUCTy NEPCOHATBHUX

nanux. Takok BH3HaUeHa BIANOBIIAILHICTD 3a 1X

PO3TONOIEHHSI.




[Mponos:kenns Tadmumi 1.1

Hasga noxymenty

Kopotkuit 3micT

3akoH Ykpainu «lIpo 3axuct
iHdopmattii B iHpopmaLiiiHO-

KOMYHIKAIIHHAX CHCTEMAax»

VY 11b0My AOKYMEHTI BU3HAYCHUN MOPSIOK JOCTYITY
1o iadopmanii. Takox y bOMy TOKYMEHTI Oyiu
BU3HAUEH1 YMOBHM 00pOOKHU 1HPOpMALlil B CUCTEMI 1

MOPAAOK 11 3aXUCTY.

HJ1 T3I 1.1-002 3aranbHi
TIOJIOKEHHS 1100 3aXUCTY
iHbopMaIIii B KOMITFOTEPHUX
CUCTEMAX BIJ

HECAHKI[IOHOBAHOTO

JIOCTYITY

Lleii HOpMATHUBHHM JOKYMEHT TEXHIYHOTO

3axucty 1HQpopmanii (HJ T3l) BusHauae

METOJOJIOTIYHI OCHOBH (KOHIICTIIIK0) BUPIIICHHS
3aBJalb 3axMCTy 1HGOpMaIlli B KOMITHOTEPHUX
CUCTEMAX 1 CTBOPEHHS  HOPMATHUBHUX 1
METOJIONOTIYHUX JOKYMCHTIB, PETIaMCHTYIOUUX
NUTaHHS:

BHU3HA4YCHHA BUMOT

MOAO0  3aXHUCTY

KOMITIOTEpPHUX CHCTEM BiJl HECAHKI[IOHOBAHOTO
JOCTYILY;
- CTBOPCHHS 3aXHIICHUX  KOMITIOTCPHUX

CUCTEM 1 3ac001B ix 3aXUCTY B1J]

HECAHKIIIOHOBAHOI'O JJOCTYIY;
- OIIIHKM 3aXUILEHOCTI KOMIT'IOTEPHUX CUCTEM
1 11X M[OpUIATHOCTI

JUIA BI/IpiI_HeHHH 3aBAaHb

CIIOJKMBA4ad.

HJI T31 3.7-001 Metoauuni
BKa31BKH II0JI0 PO3POOKHU
TEXHIYHOTO 3aBJIaHHA HA
CTBOPEHHSI KOMILIEKCHOI1

CUCTEMHM 3aXUCTy 1H(popmaLli

B AaBTOMATHU30BaHII CHCTEMI

Llel HOpMATHBHUM TOKYMEHT BCTaHOBIIIOE€
BUMOTH J0 MOPSAKY PO3POOKHU, CKIIATy 1 3MICTY
TEXHIYHOTO 3aBJaHHS Ha CTBOPCHHS KOMILJICKCHOI
CHUCTEMH 3aXHCTy 1H(pOpMallli B aBTOMAaTU30BaHIN
CUCTEMI, Opu3HayeHi  ans oOpoOJieHHS,
30epiraHHsg 1 miepenadi iHpopMarii 3 oOMexeHUM
JIOCTYNIOM 260 SIKOT

iHpopMmalii,  3axXuCT

rapaHTyeTbCs ACPKABOIO.
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[Mponos:kenns Tadmumi 1.1

Ha3zpa nokymenty

Kopotkuii 3mict

HJI T31 1.4-001 Tunose
IIOJIOXKCHHS TIPO CIYKOy
3axXucTy iHpOopMalii B

ABTOMATU30BaHIN CUCTEMI

[e#t HOpMaTUBHUN JOKYMEHT CHCTEMHU TEXHIYHOTO
3axucty iHpopmaii (H/] T31) BcraHoBII0€ BUMOTH
JI0 CTPYKTYPH Ta 3MICTY HOPMATHUBHOTO JIOKYMCHTY,
0 pPErIaMeHTye AISUIBHICTh  CIYKOM  3aXHCTy
iHbopMalllii B  aBTOMATHU30BaHId  CHUCTEMi
“ITonoxxeHHst mpo cimyk0y 3axucTy iH(opMali B
aBTOMAaTU30BaHIA cHCTEMI”.

HJ T31 npusnaueHuit i cy0'e€KTiB BITHOCHH
(BnacHMKIB ab60 po3nopaaHukiB AC, KOPUCTYBayiB),
JMISTBHICTH  SKMX IIOB'i3aHa 3  O0OpOOKOI B
ABTOMATH30BaHMX CHCTEMax iHdopmalii, 10
M1JISITa€ 3aXUCTY 3T1IHO 3 HOPMATHBHO-TTPABOBUMU
aKTaMH, a TaKOX A PO3POOHUKIB KOMIUIEKCHHX
CHUCTEM 3axucTy I1H(opMailli B aBTOMATHU30BaHUX

CHUCTCMaAX.

HJI T31 2.5-004 Kpurepii
OILIIHKHU 3aXUILIEHOCTI
1H(popmMarlii B KOMITIOTEPHUX
CHUCTEMAX B/

HGC&HKHiOHOBaHOFO HOCTYITY

Ileit HOpMaTUBHUN HOKYMEHT (masi
Kpurepii) —  yCTaHOBIIOE KpUTEpli  OLIHKH
3axuieHocTi  iHgopmarnii, oOpoOmoBaHOi B
KOMM'IOTEPHUX CHUCTEMaX, BiJi HECAHKI[IOHOBAHOTO
JOCTYyTy

Kputepii ¢ MetonmosoriuHoro 6a3on0 i
BHU3HAYE€HHS BUMOT 3 3axXUCTy IHpopMauii B
KOMIT'FOTEPHUX CHCTeMaX BiJl HECAaHKIIIOHOBAHOTO
JIOCTYITy; CTBOPCHHS 3aXHUIICHUX KOMII'TOTCPHUX
CUCTEM 1 3aC001B 3aXUCTy BI1J HECAHKLIIOHOBAHOIO

JOCTYITY

12
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Ha3Ba nokyMeHTy

KopoTtkwuii 3micT

HJI T31 2.5-005
Knacudikaris
aBTOMAaTH30BaHUX CHCTEM
1 cTaHIapTHI
(byHKIIOHANBHI TTpodiT
3aXHIIEHOCTI 00POOIIIOBAHOI
iHdopmaii Bia

HECAHKIIIOHOBAHOTO JIOCTYILY

[le [OKYMEHT yCTAaHOBJIIOE IPUHLKIMN

Kkiacudikaiii  aBTOMAaTH30BaHMX  CHUCTEM 1

YTBOPEHHS CTaHAAPTHUX (dyHKIIOHATBEHUX
npodTiB 3axXUILEHOCTI 00poOIOBaHoi 1H(OopMalii
B1J] HECAHKIIIOHOBAHOI'O JJOCTYILY.

Llen

nocravdaJibHHUKa

HAOKYMCHT HpI/ISHa‘ICHI/If/’I JJIs1

(po3poOHuHKa), CIOKMBAYIB

(3aMOBHHKA, KOPHCTYBadiB) aBTOMAaTH30BaHHX

CUCTEM, K1 BUKOPUCTOBYIOTHCS 11 0OpoOKU ( B
TOMY YHCJTI 30UpaHHsl, 30epiranHs, epeaadi i T. 1H.)
KputuuHoi  1HdopMmamii  (1Hpopmaini,  sgKka
noTpedye 3axucCTy), a TaKOXK IS JEP)KaBHUX
OpraHiB, Kl 3AIHCHIOIOTh (DYHKIIi KOHTPOMIIO 32
00pOOKOIO TaKol
1Hdopmarri.
Meta  mporo  JIOKyMeHTa  — HaJIaHHS
HOPMATHUBHO-METO0JIOTTYHOI 0a3u Aji1 BHOOPY 1
peamizaiii BUMOT 3

3axXUCTy 1HopMalli B

ABTOMATHU30BAHIN CHUCTEMI.

HJI T3I 3.7-003 Ilopsimok
MIPOBEICHHS POOIT 13
CTBOPEHHS KOMIUJIEKCHOT
CUCTEMH 3aXUCTy 1H(popmMarii
B
1H(opMaLIiiHO-
KOMYHIKaIIIHINA cuctemi

[e#i mOKyMEHT BU3HAUA€E OCHOBH OpraHi3allii

Ta TIOPAJIOK BHUKOHAHHS POOIT 13  3aXUCTY

iHpopManii B iH(oOpMaLIHO-KOMYHIKAI[IHHUX
cuctemax (mam - IKC) - mnopsaok NpUHAHSTTS

pilieHb B 3aJ€XHOCTI BiJl YMOB (DYHKI[IOHYBAHHSI

IKC 1 Buaie oOpoOmoBaHOi  1H(OpMaIii,
BU3HAUEHHS 00CIry 1 3MICTy pOOIT, €TamHOCTI
poO0iT, OCHOBHMX 3aBJIaHb Ta IIOPSJKY BUKOHAHHS

pOOIT KOXKHOTO eTary.

13
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Hasga noxkymeHTy KopoTtkuii 3micTt

ISO 27001 et MDKHApOTHUN CTaHJapT OyB
HOiATOTOBIICHMH JIsI  TOro, 100 IpeaCTaBUTH
MOJIEITb TUTST CTBOPEHHS, eKCILTyaTarii,
MOHITOPUHTY, aHaji3y, CynpoBOMKeHHsI CHCTEMOIO
VYrpaniHus [HdopmarriitHoO besnexoro.
[Tpuitnarts CY® mnoBUHHO OYyTH CTpaTeriyHuM
pimeHHsM Juisti opradizamii. Ha npocekryBanHs Ta
BrpoBaKeHHs CY® 37ificHIOIOTh BIUIMB 0i3HEC
Il Ta TOTpeOM opraxi3amii, BHTIKAIOYH 3 HHX

noTpedu Oe3MeKu.

1.3 IlocranoBka 3aga4i

CyuacHi MeToIM 00pOOKH, IIepeaayl Ta HAKOITUUCHHs 1HGOpMallii CIPUSITH MOsIBI
MOTPO3, MOB'I3aHUX 3 MOXJIMBICTIO BTPATH, MEPEKPYUYBAHHS Ta PO3KPUTTSA JaHHX,
aJpecoBaHUX ab60 HAJNEKATh KIHIIEBUM KOPUCTYBa4YaM. ToMy 3a0e3neueHHS
1H(opMaIiitHOT 0€31EKH KOMITFOTCPHUX CUCTEM 1 MEPEIK € OJHUM 3 IIPOBIIHUX HAIIPSIMKIB
po3BUTKY IT. KiabKicTh 3arp0o3 HEMOKIIMBO MOJIYUTH, & CTATUCTHKA JA€ 3pO3YMITH, L0
BHUIIAJIKIB 3 HAHECEHHAM IIKOAX CTAE aeaail OulbIe.

B Vkpaini ¢ nyxe modpa HopMaTUBHO-TIpaBOBa 0a3a, siKa I03BOJIsIE HA KO)KHOMY PiBHI
3axumaTy iHpopmarito. [pu BipHOMY IIAXOA1 A0 3aXUCTY 1HPOPMALIiT, KUTBKICTh 3arpo3

Ta PU3HKIB A1 O€3MEKU NIANPUEMCTB Oy/€ NOCTIHHO 3MEHIITYBATHUCH.

BucHOBKH 70 1IepIIoro po3ainy

B Ham yac HEMOXJIMBO YSBUTH MIANPUEMCTBO Ha sKOMY 6 HE IMpPKyJIrOBajia
iH(DopMalis 3 00MeKEHUM JOCTyIIOM. | 6araro mianpueMCTB y HAIl 9ac HE JIOTPUMYETHCS
INPOCTUX IPAaBUI MO iX 3aXKCTy. X04a y Hallllil AepxaBl ICHy€e JOCTAaTHA MpaBoBa 0asa s

3abe3nedeHns Oe3nexu iHGopmarrii.
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By7no po3rasHyTO CTaTHCTHKY, 3arpo3H Ta PU3HKHU B 1H(GOpMaltiiHii cdepi, Li mani
7l 3pO3yMITH, M0 3aXHCT iH(OpMaIli B CydaCHOMY CBITI ¢ HEOOXITHOIO CKJIQJOBOIO.
Jlst 1bOTO 1CHY€E HOPMAaTHUBHO-MIPaBoOBa 0a3a, sika JOMIOMOXKE Ha BCIX PIBHAX 3a0€3MEUUTH

3axucT 1Hhopmari.
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PO3/ILJ1 2

CIIELIAJIBHA
YACTHUHA

2.1 3aranibHi BIIOMOCTI [IPO MiIIPUEMCTBO

O6’exToM 1H(MOPMAIIMHOL IISTILHOCTI € IpyuBaTHE MAIpueMcTBO «DiaTexIIpomy.
TOB «®iaTexIIpom» e mocTayalbHAKOM MaTepiaiiB Jisl Oy IIBHUIITBA.

Pexxum pobotu

®dipma mpamroe 3 8:00 mo 20:00. I'padix pobdoTH MOCTIHHUN 3 TOHEAUTKA IO
i'sstuio. Iepepsa 3 13:00 go 15:00.

[IpubupanHs IPUMIILLIEHHS IIPOBOAUTHCS pa3 Ha 2 JIHI HICIIs 3aKiHYCHHS poOOTH
0(piCiB 1 KOHTPOIIOETHCS OXOPOHIIEM.

Oxopona 111010008, rpadik MO3MIHHUMA.

[TignpremMcTBO 3aliMae yBECh I'ATHI MOBEPX I ATUIIOBEPXOBOTO OYIMHKY.

[IITaT npaiiBHUKIB
Hupexrop - 1 moauna. KoopauHye poGoTy BCIX JIUTSIHOK.
3acTynHuk aupekropa — | moauHa. BukoHye Ti 5k caMi GYHKINT 1O 1 AUPEKTOP.
byxrantep - 1 moauna. Bene OyxrantepchkKy Ta 1HIIY (DIHAHCOBY JOKYMEHTAIIIIO,
CKOHOMIYHI pO3paxyHKH.
Bigmin npopgaxy - 4 moaudu. IIpuilMaioTh 3aMOBJIEHHS, YKIJIAJAIOTh JIOTOBOPH,
320€3MeYyI0Th IPOCYBaHHS HMPOAYKIITII.
Bignin xagpie — 2 mroauHd. BunucyroTh BIAPSAIKEHHS Ta TMPOBOASTH CHIBOCCIAM 00
npuiioMy Ha poOoTy.
CucteMHUN aAMIHICTpaTOp — 2 JIOAUHU. 3alMarOThCs aJMIHICTPYBaHHIM KOMITIOTCPHOT
Mepexi IMIIIMPUEMCTBA.
Cnyx0a inopMaiiiHOT 0€3MeKr — 2 JIFOMHH.
OxopoHelp - 2 JTI0IUHHU.
[IpubupansHuk — 2 JIHOJUHU.
Bceworo 19 ocib.

KontposnboBana 30Ha (K3) BU3HaucHa Haka3oMm KepiBHHMKA mianpueMmcTtBa Nel Bin

30.01.2005 p. 1 obmexena m'stuM ToBepxoM Oymisii. OIJl obmagHaHO CHCTEMORO
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Ne

HaiimeHyBaHHS

Moaenb

Ceprep (2IIIT.)

HP Proliant DLL380 G7 2U

Komyrarop

D-Link DGS-1-24-222

Hoytbyk (2IIIT.)

ASUS K528

Po6oua Cranmuis (6 IIIT.)

IBM Cartoon W-33-100

MepexeBuid amanrep

Samsung L.-3080

MOHITOJH (611IT.)

Acer Predator K-33-200

Murmika(8IIIT.) A4Tech Bloody V10
Knagiatypa(6IIIT.) Razer Blackwidow

Moy Canon 1-SENSYS MF4410
Tenedon(411IT.) Siemens Gigaset A120 BlackO06B

Tabmums 2.2 — Ilporpamae 3aGe3nedueHHs Mepexi

No
pgp

T {13

HaiiMmenyBanus

Omnepamiiina Cucrema

Windows 10 Ultimate x64 (HK)

Linux R2 Standard Edition VLC (Cepgep)

[Mpuxknagne I13

Microsoft Office 2019

Edge Browser

AVaSt (arTHBIpYC)

7Zip (apxiBaTop)

Thunderbird 24.3.0 (Ilporpama mis pobotu 3

CIICKTPOHHOLO HOHITOIO)

byxranrtep

Odoo Enterprise (ympaBimiHHSA ITiANPHEMCTBOM,

6yx06TiK)

Crnemaneue I13

Cucrema eleKTpoOHHOTO JOKyMeHTo00Iry FossDoc
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[IponoBxenHs Tadmury 2.2

No
Tun I13 HaiimenyBaHHs

File Securer (mpu3nauyena ist 0J10KyBaHHs

HECaHKI[IOHOBAHOT'O JI0CTYyMy A0 (hailiiiB Ta Iporpam)

FileAssurity OpenPGP Lite (mpu3nauena s
0e3reunoro oOMiHy JIaHuMu 4yepe3 [HTepHeT Mk

KOPUCTYBayamH )

Handy Backup Professional (mpusnauena ayis
PE3EPBHOIO KOIIIOBAaHHS JaHMX, 3a0e3Mmeuye Oe3neuHy

nepeaavy JJaHUX Ha BiJJalCHUN cepBep)

2.3 AHani3 py3HKIB

3rizno 3axony Ykpainu «IIpo 3axuct indopmarii» B IKC TOB «®iaTexITpom»
o0pobOuroeTbest 1 30epiraeTbest 1HGOpMalia 3 oOMexeHuMm noctynom. Ha o00'exti
3aXMCTy HEMAE BIIOMOCTEMH, 110 CTAHOBIISTH AE€PKABHY TAEMHULIIO.

3rigzno  3axoHiB  Ykpainu «lIpo 3axuct iHdpopmanii B iHpOpMaLIHO-
KOMYHIKaIIHHUX cucteMax» Ta «I[Ipo 3aXxucT mepcoHaNbHUX JAHUXY» TIOPSIOK TOCTYITY
1o 1Hdopmallii, nepenik KOpUCTyBauiB Ta IX NOBHOBAXEHHSI CTOCOBHO Lii€i 1H(opmartii
BU3HAUAIOThCA BiacHUKOM 1H(popmamii. Bracuuk iHdopmamii Ta iHdopmariitHo
CUCTEMHU CaM MOKe BU3HauuTH HeoOxigHicTh cTBOpeHHs KC3I ta K33, saxmo me He
CYNEepPCYUTh YUHHOMY 3aKOHOJIAaBCTBY.

Ta6murg 2.3. Tlepenik iHdopmaitii, sika pkymoe Ha O6’ekTi THPOPMAITIITHOT JiISTTHHOCTI

No . Pexum IIpaBoBuii | Bun
Hasga Buty iH(pOpMaIiii _ K|H|6
JOCTyNy PEKUM 30epiraHHs

1 | Indopmamis npo craTyr

oprasizarii _ [TanepoBuit Ta + |+
BiIKpUTA .
CIIEKTPOHHUM
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2 | [mpopmamis npo 3aiimadi | 3
nocaau ciBpoOiTHHKIB, | 0OM.qocTyn | Ciayx.aHd. | Enextponnuii
[1® Ta ix poboui TenedoHu | om
3 | Indopmanis moao rpagiky |
o BIZIKpHTA ITaneposuii +
poboTu opranizaiiii
4 | lnpopmaris npo | [TanepoBuii Ta +
. . . BIZIKpHTA
TISITBHICTH TMANPHEMCTBA eNEeKTPOHHUM
J | [npopmarnis mpo  COUCKU
bimianis MANPHUEMCTBA | BIAKPHTA EnexTpoHHuii +
pErioHy, NapTHEpPIB
6 | IlepconainbHi naHi | 3
. . . [laneposuii Ta
crniBpoOiTHHKIB ~ Ta  ix | oom.goctyn | I1]] 5
. . CJICKTPOHHMM
[10CaJI0B1 IHCTPYKIIT oM
7 | lndopmartis po
(1HAHCOBY JUSUTBHICTB
oprasizaiii 3
. _ _ IlanepoBuii  Ta +
(HaKIaaH1,0yXraaTepChKi oom.toctyn | Cyx.iH. .
. CNIEKTPOHHUM
3BITH oM
i 3apo0ITHI TUTATH
CHIBPOOITHUKIB)
8 | Indopmarris po
JOKYMEHTHU 3
L _ _ IlanepoBuii Ta
oprasizaiii(ciayx00Bi ooMm.octyn | Cinyx.iH. .
CJICKTPOHHHMA +
3aITUCKH, Hakasu, | OM

PO3IIOPSIKCHHS, 3BITH)




Tabmunsa 2.4 — Marpuns

JOCTYIy 1o iH(opMaIrii
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ITocana - o
5 % o
= = < o
33 E{ c:)( S =
: o © 3 S e, & =
iHbopMail = s = < = o £
. iz © = = = ==
151 ) S e = = g 9
= @) ) aa m < O
| 2 3 4 J 6 7
1 R,W.D RW R R R R
2 RQW)D R)W R,W R R R
3 R,W.D R.W R R R R
4 R,W.D R,W R,W
5 R,W.D R W :
6 R,W.D R,W R R, A
7 R,W.D 3 RW,D
8 R,W.D R,W R - R
B nmamiit Tabmumii moka3zaHoO TIpaBa JOCTYITY MO BeixX BUAIB IHQopwmalni 3 o6MekeHUM
JOCTYITOM KOPUCTYBaYIB, SKi  TIPAIffOrOTh Ha JOCTIIKYBaHOMY T ATPHEMCTBI.
OC:

- Jlo mpuHTEpY MaroTh AOCTYI yci CIIBPOOITHUKH.

- Jlo iHTepHeTy MpalliBHUKH MaloTh OCTyM, ane Ha TeBHI caliTh MaloTh 0OMEKCHHS(BK,

OJTHOKITACHUKMH, TOIIIO)

- 3oBHimHINA HOCIH (Ppremkn, CD) MarTh AOCTYI TUIBKH THPEKTOP Ta CUCTEMHI aJIMiHICTPATOPH.
3aprata criBpoOITHUKIB.

O6pobkoro iHbOpMaIIil 3apIyiaTi CIIBPOOITHUKIB 3aliMaeThes Oyxrantep. Cnodatky Gyxraatep
peectpye Bcero iHdopMariito Ha KOMIT'IOTepi Mpo KiABKICTH 3MiH, KUTBKICTh TOJMH, KUTBKICTh BHXITHEX.
IMoTiM I KOKHOTO pOOGITHMKa BpaxoBye 3apobiTHY IIaTy y CIelianbHid mnporpami. 3a JIOIIOMOIORO
MEPEUUCIIIOE CYMY 3apIUlaTh Ha

IUIATIKHOTO MNOPYYUYCHHA Ha BHUILUIATH 3apIljiaTh HiI[HpI/IGMCTBO

paxyHok O0aHky. Tomi ©aHK Ha OCHOBI
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PEECTPY PO3MOIIISIE CyMy, sSiKa MOCTYNHIA Ha iXHIH PaxyHOK MO KapTaMm pOOITHHKIB
nignpuemcta. Lls iHpopmanis nepegaeTbes yepes eNeKTPOHHY MOIITY Ta BOHA 3aXUIIeHa
ELII.
OO0O0B's13KM MEepCcCoOHATY.
Hwupekrop:
Kepye BiAMoBiAHO 10 YMHHOTO 3aKOHOJABCTBA TOCMOMAPCHKOI Ta (hiHAHCOBO-
€KOHOMIUHOW  JisibHICTEHO  TOB  «®inTexIIpom», Hecyurn BCHO  TOBHOTY
BUIMOBIAAILHOCTI 3a HACHIAKM MPUUHITUX pilieHb, 30epexeHHs Ta e()EeKTUBHE
BUKOPHUCTAaHHS MaiHa.
3abe3neuye BUKOHAHHS KOMIAHIED BCiX 3000B'i3aHh mepel  CTOPOHHIMHU
OprafizalfisiMd, 3aMOBHHMKAMH IIOCIYT, MOKYMNISIMM, a TaKOX TOCHOJAPChKUX,
TPYJOBHUX JIOrOBOPIB Ta Oi3HEC-TUIAHIB.
Bupinrye mnmraHHS, MO0 CTOCYIOThCS (hIHAHCOBO-CKOHOMIYHOI Ta TI'OCHOJapChKOT
JIATBLHOCTI KOMIIAHII, B MeXax HaJaHUX oMy 3aKOHOJIaBCTBOM IIpaB, J0pyYae
BBE/ICHHS OKPEMHX HAMPSAMKIB MISUTBHOCTI IHIIUM IOC3JI0OBUM 0CO0aM - TOJIOBHOMY
oyxrajirepy.
Posnopsimxaerbest 1HPoOpMalliero mpo JOKYMEHTH opraHizauli (cayXOOB1 3amUCKH,
HaKa3W, pO3MOPAIKCHHS, 3BITH) Ta iHdopMalli€ro Ipo 3aiiMaH1 Mocaau CIiBpOoOITHHKIB,
[1®D Ta ix poboui TenedoHH, MEPCOHATBHUMH TaHUMH CMIBPOOITHUKIB Ta iX MOCA/I0BI
THCTPYKITIT.
— TonoBHutt Gyxrantep:
OpranizoBye po0OOTy 3 IIOCTAHOBKH Ta BEJCHHS OyXTalTepChKOTo OOJIKY KOMITaHIi 3
METOI0 OTPUMAaHHS 3alllKaBJIECHUMH BHYTPIIIHIMU Ta 30BHILIHIMH KOPUCTyBadamH
MOBHOI 1 JOCTOBIpHOI 1H(popMauii npo ii (pIHAHCOBO-rOCHOAAPCHKOI TIAIBHOCTI Ta
(hiHaHCOBOTO CTaHYy.
Odomntoe poOOTy: MO 3a0€3MEeUEHHI0 MOPSAKY MPOBEACHHS IHBEHTapH3alli Ta OLIHKU
MaifHa Ta 3000B'S3aHb, JOKYMEHTAJIBHOTO IATBEPIKCHHS iX HAsSBHOCTI, CTaHy Ta
OIIIHKM; II0 OpraHizamii CHCTEMH BHYTPINIHBOI'O KOHTPOJIO 3a IIPaBHJIBHICTIO

OQOpMIIEHHSI TOCIOAAPCHKUX oOmepaniid, AOTPUMAHHAM MOPSAAKY JTOKYMEHTOOOIrY,
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TeXHOJIOT1i 0OpoOKH 0O0JiIKOBOI 1H(oOpMaIli Ta il 3aXHCTy BiJi HECAHKI[IOHOBAHOIO
JIOCTYIIY.

Kepye dopmyBanusam iHOpMaIiiiHOT crucTeMu OyXraaTepchKoro oOJIKy Ta 3BITHOCTI
BIIMOBIAHO 7O BUMOT  OYXTaJTePChKOTrO, TMOJATKOBOIO, CTaTUCTUYHOTO Ta
YIPaBIIHCHKOIO 00JIIKY, 3a0e3euye HalaHHsI HEOOX1THOT OyXraiTepchbkoi iHpopmarii
BHYTPIIIHIM 1 30BHIIIHIM KOPHUCTyBauaM. 3apaxoBye 3apOOITHY ILIATY.

CucremHuii aamiHicTpaTop:

3Hatu mepemik BcTaHoBieHux B miapo3aini PC (APM) 1 mepemik 3aBaaHb, IO
BUPINITYIOTHCS 33 X BUKOPUCTAHHSIM.

3abe3nedyBaTu MOCTIMHUN KOHTPOJIb 32 BHKOHAHHSM CIIBPOOITHUKAMH ITIPO3ALTY
(OXOpOHIIl) BCTAHOBJICHOTO KOMIUJIEKCY 3aXOAIB 100 3a0e3nedeHHs Oe3MeKu
iHpopmarii B AC;

HeraiiHo mnOBIIOMIATH  KEPIBHUUTBY MIAPO3AIIY 1 CHIBpOOITHUKAM  CHYKOH
3a0e3neuenHs Oeznexku 1HGopmaii (C3b]) npo sxi Manu micue B MiAPO3aLI cripodax
HECaHKI[IOHOBAHOTO J0CTyny A0 iHdopMamii Ta TexHidyHuX 3aco0iB EOM, a takox
BKHBATH HEOOX1THIX 3aX0/IiB MIOJI0 YCYHEHHS TOPYIICHb.

Posmexyto moctyn o indopMmariii, aKa MUPKYIIOE Ha MANPUEMCTBI.

BunasaTtun npocTi mapo:i cniBpoOITHUKAM JUIS BXOIY B CHCTEMY.

Cnyx6a 0e3nexku NANPUEMCTBA BAKOHY€E HACTYITHI 3arajibHi (PyHKIIII:

Kepye poOOoTamMH MO MPaBOBOMY M OpraHi3alliHOMY pPEryJrOBaHHS BIJHOCHH LIOJO
3aXHCTY KOMEPIIHHOT TAEMHHIII;

pOo3po0IIsIe 1 3MIMCHIOE CIIBHO 3 1HIMMMH MAPO3IUIAMH 3aX0I1 IIOAO0 3a0e3ICUCHHS
poOOTH 3 TOKyMEHTaMHU, IO MICTSTh BiJIOMOCTI, IO € KOMEPIIIHHOIO TAEMHHMIICIO, IIPH
BCiX BMAX pobiT, opraHizoBye i KOHTpoioe BukoHaHHS Bumor "THCTPYKIIIL momno
3aXUCTy KOMEPLINHOT TaeMHHLI";

CBOEYACHO BHSBISIE 1 3aTPUMY€E 0CI0, AKI MPOTUNPABHO MPOHUKIHU (K1 HAMararoThCs
IPOHUKHYTH) HA TEPUTOPII K1 OXOPOHSIOTHCS;

HOTICPEIKYE MO1i Ha OXOPOHIOBAHOMY 00'€KTI 1 JIIKBIYC HACIIIJIKH.
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— KOHTPOJIIOE O00'€KT 1 110 OXOPOHAETHCS, 30KPEMA TEPUTOPIL 13 OCOOJIMBUM PEXKUMOM
MPOMYCKYy, 3 METOI BHSBICHHSA U 3amo0iraHHs crnpo0 HECaHKIIOHOBAHOTO
IIPOHUKHEHHS TYJ¥ CTOPOHHIX OC10 (3JIOBMHCHUKIB);
3a0e3neuye KOHPIACHIINHICTE 1 30€pekeHHS TaeMHUX (HaKTiB MPOBEACHHS
3aKpUTHUX 3axOMdIB Ui MmiaAnpueMcTBa (Horo o0'ekTax), OOroBOpIHOBaHHMX abo
PO3TIISLIaI0THCS HUMU MTUTAHb;

— CYNpOBOKYE U OXOpOHsA€ HOCIT KOH(]INEHIIHHOT KOMITIOTepHO1 iH(opmari,
30Kpema Ci1y>k00Bi1 JIOKYMEHTH ITIIPUEMCTBA, 111 MaTepiaibH1 IIHHOCTI;
3axuiae o00'eKTM 1 TepuTopli 13 OCOOJMBHM PEXKHMOM MPOMYCKY  BIJ
HACWJIBHUIILKUX JisTHH Ta 30pOMHMX HamaiB, 10 MOTEHIIIHO MOXYTh 3alIKOIUTH
HiANPUEMCTBY;

— BUKOHY€ Yy HCOOXIIHMX BHUINAJAKaX CHCIlIAbHI 3aBAaHHS I0JI0 3a0e3MeucHHs
OCOOHMCTOI OXOpOHH KEPIBHMIITBA MIANPUEMCTBA 1 IE€PCOHATY MIANPUEMCTBA,

MOMYIIEHOT0 10 KOH(MIIEHIIHHOT KOMIO'FOTEpHOI 1HGOpMALi;
2

Cnyx06a 0e3neku € caMOCTIHHOI OpPraHi3aliiiHO OJUHHIIEIO0, IO MiAKOPSETHCS
Oe3mocepeIHbO  KEpIBHUKY mianpueMcTBa. Odomtoe cayk0y OC3Mekn HadalbHUK
CITyKOH O€3MEKH.
Bigain kaapis:

Mae goctyn 10 nepcoHalbHUX JaHUX YCIX MPAalIBHUKIB Ta pelarye yci 3MiHU.
— BHocuts 70 nepeniky npauiBHUKIB HOBUX CIIBPOOITHHKIB.

3aroBHIOE 1 BUAAE BIAPSIKYBAIbHI JIUCTH.
Monenb 3arpo3
Jlxepena 3arpo3 NOAUISIOTHCS Ha 3 OCHOBHI TPYITH:
I. AHTpOMOreHHI BHUCTYHAalOTh 00’ €KTHU-KOPUCTYBaul, Mii SKUX MOXYyTh OyTH
KBaJi(hiKOBaHI AK YMMCHI Y BUIAJAKOBI 37O0YMHHU. Ll rpyna cTaHoBUTh HaHOUIBIINN
IHTEpEC 3 TOYKH 30py OpraHizailil 3aXHCTy, Tak fK Jii 00'€KTa-KOpUCTYBaUiB 3aBKIU
MO>KHA OI[IHUTH, CIIPOTHO3YBATH 1 BXKUTH aJICKBATHUX 3aXO0/I1B.
2. TexHOreHHi CHPSMOBaHI BiJ TEXHIYHUX 3aco0IB, L0 OTOYYIOTH MEPCOHAI,

kommoneHTH IKC um iHpopmartiitHi pecypcH.
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3. CTuxifiHl  XapaKTepHU3yITLCS THM, IO iX HEMOXKIIMBO MepeI0aunTH, a60 MOKIIUBO
nependaunTy, ajie HEMOXJIMBO YHHMKHYTH. Taki Jokepena 3arpo3 He MIJAIOTHCS
MPOTHO3YBAHHIO Ta 33aXO0JH, 1100 3aXUCTY BiJl HUX TTOBHHHI 3aCTOCOBYBATHUCS 3aBK/IH.

Tabmuns 2.5 Knacudikaiiis mxepen 3arpos

PiBeHb
ITosnauenns | [xepeno 3arpo3u
3arpo3u

1 2 3
AHTpONOTeHHI

OpOCTUIl TEpCcOoHaAN (OMepaTopu, OXOpoHa, BIIALI| 1
[IBHI

OPOJAKY)

npuBUIeHOBaHWH TIepcoHAN (IUpEeKTOp, Oyxrantep,| 2
[1BH2

Ciry>k0a O€3MeKH )
[1BH3 CUCTEMHHUIA aIMIHICTPaTOP 3
11381 byap sx1 ocobwm, 110 3HaX0AAThCA 3a Mexkamu K3 1
11382 BiagigyBaui 2
11383 Konkypentn 3
[1384 KpuminanbHi CTpyKTypHu 3
11385 Xakepu 2
TexnoreHHi
Tl 3aco0u 3B's13Ky (Tenedon, InTepHeT) 1

Mepexki  IHKEHEepHUX  KoMyHikami  (cucrema| 2
T2 OIIaJICHHS, KaHa13anii, BO/IOIIOCTAaYaHHS,

3a3€MJICHHS, BEHTHJIIALIT, KOHIUILIIOHYBAHHS )
3 JIOTIOM1KH1 3acobu (BimeocmocTepeskeHHs,| 2

CUTHAJII3a1lisl, TPOTUTIOKEKHA CHCTEMA)

HESAKICHI TeXHIYHI 3aco0u o0poOku iHpopmartii| 3
T4 (poboui cTaHIlii, CcepBep, KOMYTaToOp, CHCTeMa

Ka0eniB, NPUHTEPH)
T5 HESIKICHI MporpaMHi 3acobu 00poOku iH(popMarIii 3
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Cruxiiini

Cl [Toxexa 3
C2 VYparanu Ta noBeHi 2
C3 [HI1 popc-mMaxopHi 0OCTaBUHU 1
4 [H1m HemepenOavyBaHi 0OCTaBUHU 1
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Monens nopyniHuka — adbcTpakTHUN dopmanizoBaHuil a6o HedopMai3oBaHUM

OIUC JIIA MOPYIIHHUKA, KU BiAOOpaXkae MOT0o MPAaKTHYHI Ta TEOPETUYHI MOMIIMBOCTI,

anpiopH1 3HaHHS, Yac Ta Micile Al i T. iH. [lo BigHomenHo 10 AC MOPYUIHUKH MOXKYTh

OyTH BHYTpIIIHIMU (3 4ucia CIiBPOOITHUKIB, KOPUCTYBaUiB CHCTEMHU) a0 30BHILITHIMU

Tabmnuis 2.6 — Moaenp mopyurHuka

Ilo3sHaueHH4|

O3Haky NOpyUIHUKA

PiBens 3arposu

1 2 3

3a MOTHBaMH

Mrl CaMOCTBEPKECHHA 1

Mrt2 0€3B1IMOBIIATLHICTD 2

M3 KOPHUCITMBHI IHTEpEC 3

3a

kBaTiikarie

10

K1 He Ma€e iH¢opMarii mo/I0 CUCTEMHU 3aXUCTY 1

K2 3HA€ OCOOJIMBOCTI CUCTEM 3aXHCTy Ha 00'EKTI 2
3Ha€ CTPYKTYpY, GYHKIII Ta MEXaHI3MH CHCTEM

KB . con 3
3axucTy 1Hpopmarii

3a yacom

91 B HEpOOOUll yac 1

q2 nia yac (PyHKIIOHYBaHHS MIANPUEMCTBA 2
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[IponoBxenHs Tadbmuii 2.6

1 2 3
q3 B OyJIb-KUI 4ac 3
3a micuem

Ml 0e3 I0CTyIy /10 KOHTPOJIHOBAHO1 30HH 1

M2 3 AOCTYTIOM 10 KOHTPOJIbOBAHO1 30HH, ajie Oe3 A0CTyII )

710 TIPUMIIIICHD

M3 ycepearHi MPUMIILEHb, ane 0e3 noctymy 10 AC 3

M4 Bl poOOYMX CTaHIIIM CMIBPOOITHUKIB KOMIMAHI1 3

Tabmurg 2.7  Crerudikariist TOpyIIHUKIB

3arposa
Crnerudikaris

[1Bul |IIBu2 | IIBe3 | II3B1 |II3B2 |II3B3 |I1I3B4 (II3BS
MOPYIIHUKA
MotuB Mrtl,2 | M12,3 | MT12,3 | MT13 Mt3 Mt3 M13,4 | M13,4

Kganidikaris K1 K2 K2 K1 K1 K1 K1 K23

Yac nii gl q2 q2 43 q2 a3 q3 43
Micue aii M2,3 | M4 M4 MlL,2 |M34 |[M34 (Ml Ml

3rigHo Tabmuii 2.6 Mojenp mOpyIiHKMKA, MOXKHA 3pOOMTH BHCHOBOK, IO
3arpo3u AJiA MiANPUEMCTBA CTAHOBJATH: MPOCTUIM MEpCcOHaN (OmepaTopu, OXOPOHA,
BIIAUT TIPOJAXy), TMPHUBIICHOBAHWN TMeEpCOHaN (AMPEKTOp, OyXranrep, CiIyxoa
O€3MeKH), CUCTCMHUHN aIMIHICTPAaTOpP Ta XaKepu. Y HHUX MiJACYMOK CTaHOBUTH BuIle 10
6amiB. Bei iHOm (BiABiAyBadi, KPUMIHAJIBHI CTPYKTYpH, KOHKYPEHTH) HE CTaHOBJSTH
3arpo3y, Tak SK mijcyMok Menie 10 6ami, ToMy Jaii iX MOKHA He PO3TJISIIaTH.

OCHOBHI Bpa3IHUBOCTI

ITepenik ocHoBHux BpaznuBocteil IKC nHa mignpuemctBi TOB «®inTexIIpom»

BKa3aHa y TaOIuIIl.
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ZanuineHi 6e3 Harlsy TOKYMEHTH Ta He3a0JIOKOBaH! poOOUl CTaHIIi

3anunieni 6e3 HarIsAy MOOUTBHI POOOYl CTaHIIl

Posrosnorniennst, epeiaya aTpuOyTiB PO3MEKYBAHHS JOCTYITY

[Toniko[XKEHHSI MEPEKEBUX KaOeIIiB

Brius Ha criiBpoOITHUKIB (IITAHTaK, MOTPO3U, METOIN COIATbHOI 1HXKCHEPIT)

BumnaaxoBi NOMUIKY CriiBpOOITHUKIB

[MomkopxeHHa HOCIB iH(opMallli BHACTIIOK HOXKapy

Mepexkesi kabei IepeTHHAIOTHCS 3 THIIMMHU IPOBIAHUMHU JIIHISIMH

BigmoBa 30BHIIIHIX HKEPET CICKTPOKUBIICHHS

HecBoeuache onoenenns OC Ta npuknagHoro 110

HecBoeuacHe OHOBIIEHHS CUCTEMH aHTHUBIPYCHOI'O 3aXUCTY

HecBoeuacHa npodinaktika poOoTH poOOUMX CTaHIIIH

[Tomuiku mpy po3MEKyBaHHI JOCTYITY 10 1HPOpMaLii

Hecoeuacue onoiicaas OC

BincytHicte GuibTpyBanHs nakeriB Ta NAT

BukopuctanHas HeHaIMHUX MPOTOKOIIB Mepeaadl JaHUX

Tabmuns 2.9 — Anani3 3arpo3

=

= |2

Jlxepeno . Pecypc, s | £ | | B
BpaznusicTs 3arposa _ 5 |5 |'Q

3arposu MANaCThCS BILIMBY | o |2 | &
Zole | e

E |2 | &

2|2 |8

o |2 |&

1 2 3 4 5 16 |7

AHTpPOIOreHH1
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1 2 3 4 7
BiacytHictb
CUCTEMHU HOPYIICHHS
[1BHI, iHbOpMartis, A0 AKOI
KOHTPOJTIO PCKUMY
[1BH2, CHIBpOOITHUK  Mae B
JOCTYT O3MEKyBaHHS
I11Bn3 T P Y JOCTYII
CHIBPOOITHUKIB 10 | AOCTYIY
qy)KUX  poOoYHX
MICIIb
IIOMUJIKHA MoaudiKaIis
I1BH1, . . . . . iH(opmaris, 1110
CHIBPOOITHHUKIB 1H(popMarlii,
[1BH2, 00poOseEThCS B B
npu  poOOTI 3| 3HULICHHS
I1BH3 JTAHUH MOMEHT
1H(popMaIliero iHbopMartii
MOMMJTKA TIpH | TIOPYIICHHS
_ iHdopmarris, 110
PO3MEKYBaHHI PEXKAMY
HBH#H3 00pobIseETHCS Ha B
JOCTYILY JI0 | PO3MECIKYBaHHSA
. . HOCIT
1HpopMai JOCTYITY
. _ 3HUIICHHS  ycCi€l
BiacyTtHicTh Indopmariis, 10
inpopmarii  6e3
HB#H3 PE3EPBHOTO 30epiraeThCst B B
TOCTYITY .
KOMIFOBAHHS CUCTEMI
MOBEPHEHHS
I1BH1, 3anunieHi oe3
HOPYIICHHS
I1BH2, HarJsay iH(opMaris, 10 AKOi
pEKUMY
I1BH3, JIOKYMECHTH Ta Mae JIOCTYTI B
PO3MEKYBaHHS
11382, HE3a0JI0KOBaHI KOPHCTYyBa4
JTOCTYTTY
[13B3 pobodi cTaHIii
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1 2 3 4 7
HECBOEYACHE
OHOBJICHHS 3HMILIEHHS], BTpaTa | iHpopMalris, 110
HBH#H3 CUCTEMU JOCTYNHOCTI 110 | 0OpOOISETHCS B C
AHTUBIPYCHOTO 1HpopmMarii cucTeMi
3aXUCTY
Kpanixka
I1Bul, - b _
_ HOYTOYKIB [adopmarris, ()
I1BH2, 3anumieHi oe3 ‘
| (Iopywenns 30epiraeTbes Ha
I1BH3, Hariasigy MOOUIBHI . o v
. peXUMY JaH1i MOO1TBHIN
1382 poOouil cTaHIii N
PO3MEKyBAHHS poOouiii cTaHIii
11384
WY)
Ilopyuienns
PEKUMY
Brus Ha _
11383 . . . PO3MEKYBAaHHS Indopmarnis g0 Kol
CHIBPOOITHHUKIB
11384 JIOCTyIy. MaB  JOCTyH ILIeH B
(1anTax, norposu,
11385 . ' ONOKYBaHHA YW | KOPUCTYBay
¢bi13u4dHI po3npaBm) o
MoaudiKailis
indopmarrii
Po3zrosomenns,
ITopymenns . )
nepeada Iadopmaris, mo Axoi
[1BH2, . PEKUMY
aTpuOyTiB MaB JTOCTYT B
HBH#H3 PO3MEXKYBaHHs
PO3MEKYBaHHS KOPHUCTYBaY
JOCTYIy
JIOCTYITy
HecBoeuacna Binmosa B | [H(popmaris 1o
- npodIaKTUKa 00CIIyroByBaHHI | 30epiracTbcs
pobotu  pobouunx | OC |
CTaHIIii npuknaanoro 110
00poOIIOCTHCS

Ha poOOYiil cTaHIi
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1 2 3 4 7
TexHoreHHi|Ta CTHXIHHI
MOIKOIKEHHS OPYIIEHHS . _
e . iH(opMarris,
HOCIiB 1H(OpMaIIii | TOCTYMHOCTI,
T4 o . C
ab0  MEepeXeBOTo | IITICHOCTI
_ 110 TIEPEIAETHCS,
oOJaHaHHA iHpopmaiii .
30epiraeTbest
NEPETHH
MEPEKEBUX KabemiB | MoaupikaLlis, . .
_ iHpOopMAItis, 1o
T1, T2 3 IHIIIMMH | 3HUICHHSA
. _ NEPEIAETHCS
POBITHUMH iHpopmarii
JTHISIMHU
MOPYIIEHHS
pexKUMY
HESIKICHI 1IPOI'PaMHI | pO3MCIKyBaHHSI 1HpopMaris, 1110
TS 3acobu  0OpOOKH | nocTyIy, 0o0poOIseThCSl  Ha H
iHbOopMartii 3HUIICHHSA, BTpaTa | JaHOMY IIPUCTPOL
JOCTYIIHOCT1  JIO
iHpopMalIii
MOPYIIICHHS
PEeEKUMY
HESKICHI TEXHIYHI | PO3MEKYBaHHSA iHhopMallis, 110
T4 3acobu  00poOkwM | mocTymy, o0pobnseTbes  Ha H
iHpopMaii 3HMIIEHHS, BTPATa | JaHOMY IPUCTPOL

JOCTYITHOCTI 70

iHpopMarii
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1 2 3 4 5 (67
3JIEKHICTD BIJI
30BHIITHIX JPKEpeN | MOPYIICHHS iH(hopMmaltis, 1110

T2 CJIEKTPO’KHUBJICHHS | JOCTYIIHOCTI oopobnsietbess  Ha|B | C | B
(BIACYTHICTb iH(popMmalii JaHOMY TIPUCTPOI
oe3nepediitHIKa)
OJU3BKO
po3TaIroBaHi

3HUIIICHHS, BTpata | iHQopMariis, 10

BUPOOHUIITBA, SIKI _
C3 JOCTYITHOCTI 110 | 0Opo0IseThCS H |[H|H
MOXXYTh  HAaHCCTH

iHhopMaii
3arposy .
. B CHCTCMI
HiANPUEMCTBY
MOIIKOKCHHSI . .
NOPYIIEHHS 1HbOopMallis, 110

HOCIIB 1H(opMarii '
Cl1,C2 JOCTYITHOCT1 oopobnsietbess  Ha|C |H | H
abo0  MEpexeBoro | . .
iHpopmarii HOCI1
001aTHaAHHSI

2.4 OOTpyHTYBaHHS ~ HEOOXIJTHOCTI ~ CTBOPEHHS

KC3I 3riguo HJT T31 3.7-003 -2005:

1. [limcraBoto a7 BHU3HAYCHHS HEOOXITHOCTI CTBOpPCHHS
KC3l e HOopMHM Ta BHUMOTM YHMHHOIO 3aKOHOJIABCTBA, SIKI
BCTaHOBJIIOIOTH OOOB'SI3KOBICTH OOMCIKECHHS JTIOCTYIY 10 TICBHUX
BUMIB 1HdopMalii abo 3abe3nedeHHs 1 IUIICHOCTI YH
JOCTYMHOCTI, ab0 MpUHHATE BIACHUKOM 1H(OpMALIl pilIeHHS
MOJI0 IHOTO, SIKI0 HOPMAaTHBHO-TIPABOB1 aKTH HAJAlOTh HOMY
paBo JIATU HA BIACHUN PO3CYI.

2. Buxigai gani s oOrpyHTyBaHHS HeoOximHOCTI ctBopeHHS KC3I y 3arampHOMY

BUITAJIKY OJICP’KYIOTBCS 3a pe3yIbTaTaMu:

- aHaN3y HOPMATHBHO-TIPABOBHX aKTIB (JepKaBHUX, BIIOMYHX Ta TaKWX, 110 JIFOTH B

MEXaxX YCTAaHOBHM, Oprasizamii, MNIAOPUEMCTBA), HA MIJCTaBl  SIKUX  MOXE

BCTAHOBJTIOBAaTUCS OOMCXKCHHS JOCTYMy /A0 TMEBHUX BHAIB 1H(opmarii um 3ab0poHa




TaKOro 0OMeXeHHs, abo

35



36

BU3HAYATHCS HEOOXINHICTh 3a0e3meveHHs 3axucty iHpopmalii 3riiHO 3 I1HIIUMH
KPUTCPISIMH;
- BH3HAUYEHHS HAsBHOCTI y CKJIaJll 1H(pOpMAIlii, sIKa MiAJsArae
aBTOMATU30BaHIM 0O0poOLl, Takux I BUAIB, IO TOTPEOYIOTH
OoOMEXeHHs JOCTyIly JI0 Hei abo 3abe3nedeHHs MUICHOCTI 4u
JOCTYMHOCTI BIANOBITHO JI0 BHUMOI HOPMAaTHBHO-IIPABOBHUX
aKTIB;
- OIL[IHKA MOXJIMBUX mepeBar ((PpiHAHCOBO-€KOHOMIYHUX, COL[aJIbHUX 1 T.IL.)
excruryaraiii IKC y pasi creopenns KC3I.
3. Ha miacTaBi MPOBEACHOTO aHANII3Y MPUIUMAETHCS PILISHHS NP0 HEOOXITHICTh CTBOPEHHS
KC3I.
3rigHo 3akoHiB Ykpainu «IIpo 3axuct iHpopmMaiiii B iHpopMmaliitHo-KOMyHIKaIlIHHAX
cuctemax» Ta «lIpo 3axucT nepcoHanbHUX JaHUX» MOPSAOK AOCTyMy A0 iHpopmariii,
MIepeJIiK KOPUCTYBAYIB Ta iX MOBHOBAKCHHS CTOCOBHO ITi€T iH(pOpMAIIli BU3HAYAKOTHCS
BiacHuKoM iHpopmarii. Brnacauk iHdopmarii Ta iHGOpMaLIiHOI CHCTEMH CaM BU3HAYae

HeoOxiaHicTh cTBOpeHHs KC3I, sK110 11e He cynepeyuTh YHHHOMY 3aKOHOJABCTBY

2.5 Po3po0Oka nonoxens nomituky Oesnexn IKC TOB «®inTexI Ipom»

2.5.1 Bubip npodiiro 3aXuIieHOCTI

Bignosimno g0 gokymentiB:  «HJ T3l  2.5-004-99. Kpurepii o1iHKH
3aXMINEHOCTI 1H(opMaIli B KOMI'IOTEPHUX CHCTEMax BIJ HECAHKI[IOHOBAHOTO
moctynmy» Ta «HJ T3I 2.5-005-99. Kmacudikairis aBTOMaTH30BaHWX CHCTEM 1
CTaHAapTHI (yHKUIOHAIBHI MNpo@uIl 3axUIIEHOCTI 00poOIoBaHOi 1H(OpMaIIi B
HCCAHKIIIOHOBAHOTO JIOCTYIMy» BcTaHOBUMO kiac AC, ¢QyHKIioHaIbHUN npodias
3aXMIIEHOCT] Ta KpUTEPIl OLIHKK 3aXUIICHOCTI 1HpopMallli B KOMIT'IOTEPHUX CUCTEMAX
BiJl HCCAHKI[IOHOBAHOTO JOCTYITY.
Kiac «3» —  pO3MOAUICHUH OaraToManTMHHUN  6araTOKOPUCTYBAUEBUM
KOMILIEKC, sIKUi 00po0Jisie 1H(OpMalIiio p13HUX CTYIIEHIB OOMEXEHHS JIOCTYILY.

CranpnaptHuil npodins 3axunieHocti AC 3. KI/.1 ¢yskuioHanbHuil npodiib
saxuiieHocti B KC, mo Bxoauts 10 ckiaxy AC kiacy 3, 3 MIABUIICHUMHA BUMOTaMU 0

3a0e3I1eUYeHHs BIaCTUBOCTEH 1H(GOpMALIii:
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3 KIYL1 = { KII-2, KO-1, KB-1,
U4-1, UO-i, Y i,
d-1, /D-i,
HP-2, HH-2, HK-1, HO-2, HLI-2, HT-2, HB-1 }

2.5.1.1 Kpurepii koH}IICHIIITHOCTI

Hnst toro, mo6 KC Morna OyTu olliHeHa Ha MPEIMET BIANOBIAHOCTI KPUTEPIIM
koHpiaenmiitHocti, K33 omiHoBanoi KC mnoBuHEH HajaBaTH IMOCIYTHM 3 3aXHCTY
00’€KTIB BIJ, HECAHKI[IOHOBAHOTO O3HAMOMJIEHHS 3 1X 3MICTOM (KOMIpOMETAIlii).
Kondinenmiinicts 3a0e3rneuyeTbcss TaKUMHU TIOCIYTaMH: JOBipYa KOH(IIEHIIMHICTS,
aJAMiHICTpaTUBHA KOHQIAEHUIHHICTb, MOBTOPHE BHUKOPUCTAHHA OO'€KTIB, aHal3
NPUXOBAHUX KaHAIB, KOH(PIACHIIHHICTD TP OOMIHI.

1. JloBipua koH]1AEHIIIHHICTD

s mociyra J103BOJIsIE KOPUCTYBaUy KEpyBaTu MOTOKamu iHGopMallii B
3aXUIICHUX 00'€KTIB, 1[0 HAJICKATh HOTO JJOMCHY, JI0 IHINUX KOpHUcTyBayiB. PiBHI maHOl
MOCJIYTH PaHKYIOTHCS Ha MIJICTaB1 IIOBHOTH 3aXKUCTY 1 BUOIPKOBOCT1 KEPYBAHHSI.

1.1 K/I-2. ba3oBa noBipua KOH(pIAECHIIHHICTD

[lomituka noBipuoi KoH(igeHUiHOCTI, O peam3yerbea K33, noBuHHA
BU3Ha4aTu MHOXKHUHY 00'exTiB KC, 10 IKMX BOHA BIAHOCHUTHCS.

K33 mnoBuHeH 3A1iCHIOBATH PO3MEXKYBaHHS AOCTYNYy Ha MiACTaBl aTpuOyTiB
JIOCTYIly KOPUCTYBaya 1 3aXUILEHOro 00’ €KTa.

3anuTd Ha 3MIHY TpaB JIOCTYMy 10 o00'ekta moBuUHHI 00poOmsaTtucs K33 Ha
nifcTaBl aTpuOyTIB JOCTYIy KOPUCTYBaua, 11O 1HILIIOE 3aMuT, 1 00'€KTa.

K33 nmoBuHEH HalaBaTH KOPUCTYBAuy MOMJIMBICTH ISl KOXHOTO 3aXUICHOTO
00’ekTa, MO0 HAJISKUTH MOTO JIOMEHY, BHU3HAYUTH KOHKPETHHUX KOPHCTYyBauiB i/abo
rpyIiyd KOPUCTYBAYiB, K1 MAaOTh IIPaBO OJIepKyBaTH 1HOOpMaIio Bijl 00’ €KTA.

K33 noBuHEH HamaBaTH KOPUCTYBayy MOXIJIMBICTH JJI KOXKHOTO MpPOLECY, IO
HAJIEXKUTh HOr0 JOMEHY, BHU3HAUWTH KOHKPETHUX KOPUCTyBauiB 1/abo Tpymu

KOPHUCTYBA4iB, K1 MaIOTh IIPaBO 1HIL1IOBATH IIPOIIEC.
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[IpaBa moctymy 0 KOXHOTO 3aXWIIEHOTO 00’€KTa MOBUHHI BCTAHOBIIOBATHUCH B
MOMEHT HOro CTBOpeHHs a6o iHiljami3auii. Kk YacTUHAa MOMITUKUA JOBIPYOI
KOH(IACHUIHHOCTI MOBUHHI OyTH MpEICTaBICHI IpaBUiia 30€peKeHHs aTpUOYTIB JOCTYITY
00'e€KTIB M1J 4ac IX CKCIOPTY Ta IMIIOPTY.

Heo06xiaai ymosu: HU-I.

2. TloBTOpHE BUKOPUCTaHHS 00'€KTIB

s mocnyra n03Bojsie 3a0€3MEYUTH KOPEKTHICTH MOBTOPHOTO BUKOPUCTAHHS
PO3IITIOBAHUX OO0 €KTIB, TapaHTYKOUH, II0 B pas3i, SKIIO PO3ALTIOBAHUM 00’ €KT
BUJISETHCS HOBOMY KOpPHCTYyBauy abo mpouecy, TO BIH HE MICTUTH 1H(dopmallli, gka
3aJTAIITNIACH BiJl TIOTICPSAHBOTO KOPUCTYBayua abo Mporiecy.

2.2 KO-1. IloBTOpHE BUKOpHUCTaHHS 00’ €KTIB

[ToniTika IOBTOPHOTO BUKOPUCTAHHS O0'€KTIB, 110 peanidyerbes K33, moBuHHa
BITHOCUTUCH A0 Bcix 00'exTiB KC.

Ilepm HiX KopHcTyBau abo MpOLIEC 3MOXKE OJCPKATU B CBOE PO3MOPSIKCHHS
3BITBHCHUH IHIIMM KOpUCTyBadueM abo IMporecoM 00'€KT, BCTAHOBICHI JIJis
moTepeTHHOTO KOPUCTYBada abo Mporiecy TpaBa JOCTYITy JI0 TaHOTO 00'€KTa MOBUHHI
OyTH CKacoBaHi.

ITepm Hixk kopucTyBad ab6o TPOIEC 3MOXKE OJIEPKATH B CBOE PO3MOPSHKCHHS
3BUIBHEHUN 1HIIMM KOpHUCTyBadeM abo mpoiiecoM 00'ekT, Bcs iHdoOpmalsa, U0
MICTUTBCS B JAHOMY O0'€KTI, MOBUHHA CTATH HEJOCSIKHOIO.

HeoOxinH1 yMOBU: HEMAE.

3. KongiaeHuiiHicTs npu oOMiHi

Ils mociyra g03BOJsA€ 3a0€3MEUUTH 3aXUCT OO0 €KTIB BiJi HECAHKIIIOHOBAHOTO
o3HailomJicHHS 3 1H(OpMaIli€lo, 0 MICTUTHCA B HUX, MiJ Yac iX CKCHOPTY/IMIOPTY
4yepe3 He3axuIeHe cepeaoBuie. PiBHI maHOI TOCIYyTH PaHXXYIOTHCS Ha TIACTaBi
MOBHOTH 3aXUCTY 1 BUOIPKOBOCTI KEPYBaHHSI.

3.1 KB-1. MinimanisHa KOH(DIACHIIHHICTD TPU 0OMiHI

[TonitTuka koH(IAEHUIMHOCTI Tpu OOMIHI, O peanizyeTbcss K33, moBuHHa

BHU3HAYaTH MHOXKHUHY 00’ €KTIB 1 IHTEpPEHCHUX MPOILIECIB, 10 IKUX BOHA BIJIHOCUTHCS.
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ITonitnka xoHigeHITIHHOCTI TIpH OOMIHI, 10 peamizyeTbcss K33, moBuHHA
BU3HAYaTH PIBEHb 3aXUILEHOCTI, SKUW 3a0€3MeuyeThCs  MEXaHI3MaMH, 110
BUKOPHUCTOBYIOTHCS, 1 CIIPOMOKHICTh KOPUCTYBAYiB 1/a00 MPOLIECIB KEPYBaTU PIBHEM
3aXHUIIEHOCTI.

K33 noBuHeH 3a0e3medyBaTH 3axUCT BiJ 0E3MOCEPETHLOTO O3HAHOMJICHHS 3

1H(pOpMAIIIETO, IO MICTUTHCS B 00'€KTI1, SIKUH NMEPEIAETHCS.
HEOBXI/IHI VMOBH: HEMAC.

2.5.1.2 Kpwurepii niicHOCTI

Hnst toro, o6 KC Morna OyTH olliHeHa HA MpeaMeT BIAMNOBIIHOCTI KPUTEPIIM
uiricHocti, K33 onintoBanoi KC noBrHEH HagaBaTH MOCIYTH 3 3aXUCTY 0OpOOI0OBAHOT
iH(dopmalrii Bil HecaHKIloHOBaHOT Moaudikaiii. [{imicHicTs 3a0e3neuy€eThes TaKUMHU
MOCJIyraMu: JIOBipYa IUTICHICTh, aAMIHICTPaTUBHA IIIICHICTh, BIAKAT, IIJIICHICTh MPHU
OOMIHI.

1. JloBipua 11TICHICTD

Lls mocnmyra mo3BoJIsiE KOPUCTYyBady KEepPyBaTH MOTOKaMH 1H(OpMAIIil BiJl 1HIIUX
KOPHCTYBadiB 70 3axHUIICHUX OO'€KTIB, MIO HaJeKaTh HOro AoMmeHy. PiBHI maHOI
MOCJIYTH PaHXYIOThCS Ha MMiICTaBl TOBHOTH 3aXUCTY 1 BUOIPKOBOCTI KEpyBaHHS.

1.1 II/I-1. MiniMaibHa TOBIpYa MUTICHICTD

[loniTuka nOBipYOi LUIICHOCTI, WO peanizyeTrbea K33, moBuHHA BU3HAYATH
MHOXHUHY 00'exTiB KC, 10 AKHUX BOHA BITHOCUTHCSI.

K33 noBuHeH 3aiMCHIOBATH PO3MEKYBaHHS AOCTYNYy Ha MiACTaBl aTpuOyTIB
JOCTYTy KOPHCTYBava i 3aXHIICHOro 00’ €KTa.

3andtd Ha 3MIHY lIpaB JOCTYIly J10 o0'ekta 1oBuHHI o0OpoOisTucs K33 Ha
nijcTaBi aTpuOyTIB JOCTYIy KOPUCTYBaua, IO IHILIIOE 3aMuT, 1 00'€KTa.

K33 moBuHEH HamaBaTH KOPHUCTYBAuy MOMJIMBICTEH IS KOXXHOTO 3aXHUIIEHOTO
00’€KTa, 10 HAICKHUTh WOr0 JOMEHY, BH3HAUYMTH KOHKPETHHX KOPHCTYBadiB i/abo
rpynu KOPUCTYBAUIB, SKI MAIOTh NPaBo MOAU(DIKYBaTH 00'€KT.

[IpaBa pocTymy A0 KOKHOIO 3aXMILEHOTIO 00'€KTa MOBUHHI BCTAHOBIIIOBATUCSA B

MOMEHT MOro CTBOpCHHS abo iHimiamizamii. Ik yacTuHaA MOMITHKHA JAOBIPYOI MUTICHOCTI
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MaloTh OyTH MpeCTaBIEHI MpaBuiia 30epeKeHHs aTpUOYTIB JOCTYyNy 00'€KTIB IMiJT Yac
X €KCIOPTY 1 IMIIOPTY.

HeoOxiani ymoBu: FO-1.

2. Bigkar

Ils mocnyra 3abe3nedye MOXIUBICTh BIAMIHUTU Olepalio abo MOCTiOBHICTD
oriepalliif 1 TOBEpHYTH (BIIKATUTH) 3aXUIICHUN 00'€KT A0 IMONEpPeIHbOro cTaHy. PiBHI
JaHOT TOCAYTM PAaHXYIOThCS Ha IMIJACTaBl MHOXHHH  ONEpaiii, i SKHX
3a0e3Meuy€eThHCS BIJIKAT.

2.1 HO-1. OOMmexeHumii BiIKaT

[TomiTuka BiAkaTy, o peatizyetbcs K33, moBuHHA BH3HAYaTH MHOXHHY
00’exTiB KC, 10 IKMX BOHA BITHOCUTHCS.

IToBuHHI 1ICHYBaTH aBTOMAaTH30BaH1 3aco0H, 5Kl JIO3BOJISSIIOTH aBTOPH30BAHOMY
KOpUCTYBauy a60 TMpoLecy BIAKATUTH a60 BIAMIHUTH TNEBHUNA HaOIlp (MHOXKHHY)
oriepalliif, BHKOHAHUX HaJl 3aXUIICHUM 00'€KTOM 3a MEBHUN MMPOMIKOK Hacy.

Heo6xiani ymoBu: FO-1.

3. HumcHicTs pu 0OMiHI

st mocityra j03BOJIsi€ 3a0€3l€UUTH 3aXHUCT OO0 €KTIB Bl HECAHKI[IOHOBAHOI
Moaudikamii iHdopMalii, 10 MICTUTBCSA B HHUX, MiJ 4Yac iX €KCHOpPTY/IMIOPTY 4Yepe3
HEe3axulleHe cepeoBuule. PiBHI JaHOT MOCIYTHM pPaHXKYKOThCA Ha MiJICTaBl MOBHOTH
3aXMCTY 1 BUOIPKOBOCTI KCpyBaHHH.

3.1 [IB-1. MinimManbHa HUTICHICTD IPH OOMIHI

[loniTuka uuTicHOCTI mpu 0OMiHI, 1O peanizyeTbess K33, moBHHHA BU3HAYaTH
MHOXHHY 00'ekTiB KC 1 iHTepdelicHUX mpoLEeciB, 10 SKUX BOHA BIAHOCUTHCS, PIBCHb
3aXMIIEHOCTI, 10  3a0€3MeYyeThcsl  BUKOPUCTOBYBAaHUMH  MEXaHI3MaMH, 1
CIIPOMOXHICTh KOPUCTYBaUiB 1/a00 MPOILIECIB KEPYBATU PIBHEM 3aXHUIIICHOCTI.

K33 noBunen 3abe3neuyBaT MOXIIMBICTh BUSBIICHHS IIOPYLIEHHSA LIJIICHOCTI
iH(popMallii, 1110 MICTUTHCSI B 00'€KTI, IKUN MEPEAAETHCSL.

Heobxi1H1 yMOBU: HEMAE.
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2.5.1.3 Kpurepii 10CTyTTHOCT1

Jnst toro, mo6 KC wmorma Oyru oIfiHEHA Ha BIJINOBIIHICTh KPUTEPIIM
noctynHocti, K33 ouintoBanoi KC moBuHeH HajgaBaTh MOCIYTrH MO0 3a0€3M€YEHHs
MOXJIMBOCTI BUKopucTaHHa KC B mimomy, okpemux (yHKIIH abo 00poOioBaHOT
inopMmarii Ha II€EBHOMY IIPOMDKKY dYacy 1 TrapantyBatd crpoMoxHuicte KC
(GYHKLUIOHYBAaTH Y BHUOAQAKYy BIAMOBM i1 KOMIIOHEHTIB. JIOCTYMHICTE MOXKe
3abesneuyBatucss B KC TakuMu mociayraMu: BUKOPHUCTaHHS PECypCiB, CTIHKICTH [0
BIJIMOB, Tapsidya 3aMiHa, BIIHOBJICHHSI MicJisl 3001B.

1. BukopucTanHs pecypciB

Ils mnociyra [03BOJISE KOPUCTYBauaM KEpPyBAaTH BHUKOPUCTAHHAM MOCIYT i
pecypciB. PiBHI 1aHOi MOCIyrd paHXylOThbCs Ha IIJCTaBl IMOBHOTH 3axHUCTy 1
BUOIPKOBOCTI KepyBaHHA 10ocTynHicTio mocayr KC.

1.1 JIP-1. Kot

IToniTika BUKOpPUCTAHHS pecypciB, Mo peamsyeTbes K33, moBuHHA BH3HAYATH
MHOkuHYy 00'ekTiB KC, /10 IKUX BOHA BIJTHOCUTHCS.

[loniTuka BUKOPUCTAaHHS PeCypciB MOBUHHA BU3HAYATH OOMEKEHHS, AKI MOXXHA
HAKJIaJaTH, Ha KIJTBKICTh JaHUX 00'€KTIB (0OCST pecypciB), MO BUALISIOTHCS OKPEMOMY
KOpHCTYBauy.

3anuTH Ha 3MiHY BCTAHOBJICHUX OOMEKeHb MOBUHHI 00podastucsa K33 Tuibku B
TOMY BHIAJKY, SIKIIIO BOHM HQJIXOJAThb BlJl aJMIHICTPATOpiB ab0 Bij KOPUCTYBAyiB,
SIKAM HaJaHl BIAMOBIIHI TOBHOBAXEHHS.

Heo6xinni ymosu: HO-1.

2. BigHoBneHHs micist 3001B

IIs mocnyra 3abe3neuye moBepHeHHss KC y BijoMuil 3axUIIeHUN CTaH MICHA
BIIMOBH ab60 IiepepuBaHHsS OOCIIyroByBaHHs. PiBH1 JJaHOI IIOCIYIM PaHXKYIOTbCS Ha
MiCTaBl MipH aBTOMaTHU3allli OPOLECY B1IHOBJICHHS.

2.1 JIB-1. PyuHe BiTHOBJICHHSI

[lomiTuka BimHOBIEHHS, 110 peamizyeTrbess K33, moBMHHA BH3HAYaTH MHOXHUHY
tuniB BiiMoB KC 1 mepepuBanb 0OCIyTOBYBaHHS, MICIS SKUX MOXKIIUBE MOBEPHEHHS Y

BIIOMHI
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3aXMINeHUN cTaH 0e3 MopyIleHHs MOoMITUKK Oe3neku. [loBuHHI OyTH YiTKO BKa3aHi
piBHI BIZIMOB, y pa3i MEPEBULIICHHS SAKUX HeoOXiaHA nmoBTopHa iHcTassis KC.

ITicns BiamoBu KC a6o mepepuBanHsi oOciyroByBaHHs K33 MOBUHEH MepeBeCcTU
KC 1o crany, 13 SKOro noBEepHyTH ii 10 HOPMAIBHOTO (PYHKIIOHYBAHHS MOXE TUIbKH
aJIMiHICTpaTOp a60 KOPUCTYBayl, SIKUM HaJaHi BIJAMOBIIHI TOBHOBAKCHHSI.

IToBuHHI iCHYBaTH PY4HI OPOIEAYpHU, 3a JOMOMOTOI0 SKUX MOXHAa Oe3MeuHuM
yrHOM 1oBepHYTH KC 10 HOpMabHOTro (hyHKIIOHYBaHHS.

HeoOxiaai ymosu: HO-I.

2.5.1.4 Kpurepii criocTepeKHOCTI

Hnst toro, o6 KC morna OyTu oiliHeHa Ha MpeAMET BiAMOBITHOCTI KPUTEPisIM
cnoctepexeHocTi, K33 onintoBanoi KC noBuHeH HajaBaTu MOCIYrd 3 3a0e3med4eHHs
BIZIMOBITAJILHOCTI KOpHUCTyBada 3a CBOI [IIi 1 3 MIATPUMKH crOpomMokHocTi K33
BUKOHYBatu cBoi (QyHkuii. CnocrtepexeHictb 3abe3neuyerbcss B KC  Takumu
MOCIyraMu: peecTparlis (ayauT), iaeHTudiKamis 1 aBTeHTUdIKALIis, JOCTOBIPHUIN KaHa,
po3nomin  oOoB'sa3kiB, 1umicHiCTs K33, camotecTyBanHs, iAeHTH(IKamisg 1
aBTeHTU(iKaliss [pd OOMIHI, aBTeHTU(IKAIs BIANpaBHHKA, aBTEHTU(]IKAIs
OTpUMYBaua.

1. Peectparis

Peectpairisi j03BoJise koHTpostoBatu Hebesneuni s KC mii. PiBHi gawHoi
MOCIIYTH PAHXXYIOThCS 3aJI€KHO BIJI MOBHOTH 1 BUOIPKOBOCTI KOHTPOJIO, CKJIATHOCTI
3acO0IB aHami3y JaHUX JKypHAJIIB pPEecTpaiii 1 CHPOMOXKHOCTI BHSABY TOTCHIIIHHMX
NOPYILIEHD.

1.1 HP-2. 3axuinenuii sxypHai

ITomiTuka peectpariii, o peamsyeTbes K33, moBHHHA BU3HAYATH TICPEITIK MO,
10 PEECTPYIOTHCS.

K33 noBunen OyTu 37aTHUM 3AIMCHIOBATH PEECTPAII0 MOJIH, IO MAaIOTh
OesrnocepeIHe BIAHOIICHHS 10 O€3MeKH.

XKypHan peectpariii TOBUHEH MICTUTH iH(OpMAIlio Mpo JaTy, 4ac, MICIe, THII 1
VCHILIHICT, YW HEYCHIIIHICTh KOXHOI 3apeectpoBaHol mnomii. XKypHan peectpatii
MOBHHCH MICTHTH 1H(OpMaIliI0, AOCTATHIO JUIsi BCTAHOBJICHHS KOPHUCTyBada, MPOLIECY

1/ab0 00'ekTa, 1110 MAJIM BIJHOIICHHS 10 KOYKHOI 3apeeCTPOBaHOI MO/IIi.
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K33 noBuHeH 3a0e3neuyBaTy 3aXUCT KypHAILy PEECTpallii BiJl HECAHKIIIOHOBAHOT'O
noctymy, moaudikanii abo pyiHyBaHHS.

AJMIHICTpATOpH 1 KOPUCTYBaUl, IKUM HajJaHi BIMOBIAHI MOBHOBAKEHHS, TTOBHUHHI
MaTU B CBOEMY PO3MOPSIKEHH] 3aCO0H TIEPETTIALY 1 aHAMI3Y )KypHATY peecTparlii.

Heo6xinni ymosu: 10-1, HO-1.

2. Inentudikaris 1 aBTeHTUDIKAITIS

Inentudikaiiss 1 aBreHTUdiKaiiss 103BOJsA0Th K33 BU3HAUMTH 1 MEpPEBIpUTH
OCOOHUCTICTh KOpUCTYBaua, 0 HamaraeTbest onepykaru goctyn no KC. PiBHi maHoi
MOCJIYTH PAHXKYIOThCS 3aJIC)KHO B/l YMCIIA 33 ISIHUX MEXaH13MiB aBTeHTH(IKAIT].

2.1 HI-2. Ognuouna ineHTU(IKAITS 1 aBTEHTH(IKAITIS

IMomituka imeHTUdiIKalii 1 aBTeHTHdIKAIII, MO peanidyerbes K33, moBuHHa
BU3HAYATH aTpuOyTH, SAKUMU XapaKTePU3YETbCA KOPUCTYBay, 1 MOCIYrd, s
BUKOPDUCTaHHS SKUX HeoOXximHi w1 arpulOytu. KoXHMH KOpUCTyBau MOBHHEH
o/iHo3HauHO 1eHTudikyBaTucs K33.

[lepm HIX M03BOJUTH OYIb-SIKOMY KOPHUCTYBadyy BHUKOHYBAaTH OyAb-sIKI IHIII,
koHTponwoBaHi K33 gii, K33 noBuHeH ayTeHTH(]IKyBaTH LBOTO KOpPUCTyBaya 3
BUKOPHUCTAHHSM 3aXHILEHOTO MEXAHI3MY.

K33 noBuHeH  3abe3nedyBaTm  3aXWCT  JIaHMX  aBTCHTHdIKAIIl  BiA
HECAHKIIIOHOBAHOTO JIOCTYITy, Mojiu(iKaliii abo pyrHyBaHHS.

Heo0xinni ymosu: HK-1.

3. JlocToBipHUIT KaHa

IIs mociyra MT03BOJISE TApAaHTYBATH KOPUCTYBAUy MOKIUBICTH Oe3MocepeaHnoi
B3aemoyii 3 K33. PiBHI AaHOI MOCIYTH paHKYIOTbCSl 3aJ1€XKHO BiJl THYYKOCTI HaJaHHS
MoxBocTi K33 abo kopucTyBady 1HIIFOBATH 3aXHUIICHUN OOMIH.

3.1 HK-1. OnHoHanpagieHuil 10CTOBIPHUI KaHal

IToniTuka JOCTOBIpHOTO KaHally, 10 peanizyeTrbess K33, moBUHHA BU3HAYATH
MEXaHI3MHU BCTAHOBJIEHHS JOCTOBIPHOTO 3B'A3KY Mk KoprcTyBadeMm 1 K33.

JocToBipHMi1 KaHAJI MTOBUHEH BUKOPUCTOBYBATHUCS VISl MIOYATKOBOI 11€HTU(IKALII]
1 aBTeHTU(]iKaLli. 3B'I30K 3 BUKOPUCTAHHSIM JAHOTO KaHaly MOBUHEH IHILIIOBATUCS

BHKJIIOYHO KOPUCTYBAUYCM.
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HeoOxigHi yMOBU: HEMaE.

4. Pozniogin 00OB'SI3KIB

Ils mocnayra A03BOJIS€ 3MEHIIWTH IOTEHINIHHI 30WTKH BiJl HaBMHCHUX a60
MOMHUJIKOBHUX [IIi KOpPUCTYBada 1 OOMEXUTH aBTOPUTAPHICTh KepyBaHHS. PiBHI maHOI
MOCJIYIH PAHXKYIOTbCSI HA IMIJICTaBl BHUOIPKOBOCTI KEPYBAHHS MOXKIUBOCTIAMHU
KOPHUCTYBaUiB 1 aIMIHICTPATOPIB.

4.1 HO-2. Po3nonin 00OB'S3KIB aqMiHICTPaTOpiB

[lonitTuka po3noauty o0OoB's3KkiB, 10 peanizyetbcss K33, moBMHHA BHU3HAyaTH
pOJIi aAMIHICTPATOPA 1 3BUYANHOI0 KOPUCTYBaya 1 MpUTaMaHHi iM QyHKII.

[lomituka  posmoauly  OOOB'A3KIB  MOBHMHHA  BU3HAYaTH  MIHIMyM  JIBI
aJIMIHICTPATUBHI pOJIi: aaMiHICTpaTopa Oe3MeKkH Ta 1HUIOro aiMmiHicTparopa. DyHKIIII,
MpUTaMaHHI KOKHIH 13 poJield, TOBUHHI OyTH MIHIMI30BaH1 TaK, 00 BKJIHOYATH TIIBKU
Ti PyHKIIII, sIK1 HEOOX1IHI /71T BAKOHAHHS JaHOT POJII.

KopucrtyBau 1noBuHeH MaTH MOMJIMBICTh BUCTYIIATH B IIEBHIN PO TUIBKH MICJIS
TOT0, SIK BIH BUKOHAE TMEBHI [ii, 110 NIATBEPKYIOTh IPUUHATTA iM 11€T poJIi.

HeoOxiani ymoBu; FO-1.

5. LliicHICTh KOMITIEKCY 3aCO0IB 3aXUCTY

s mocnyra BuszHauae mipy 3aatHocti K33 3axumiaru cede 1 rapaHTyBaTu CBOIO
CIIPOMOXHICTh KEPYBATH 3aXHUIICHUMH 00’ €KTaMHU.

5.1 HII-2. K33 3 rapanToBaHOIO TLTICHICTIO

IMomtuka 1umcHocti K33 moBuHHa BusHauatH goMeH K33 Ta 1HIN JOMEHHU, a
TAKOXK MEXaHI3MH 3aXKUCTy, LI0 BUKOPHCTOBYIOTHCS [UIsl peatizallii pO3MOJLIECHHS
JIOMEHIB.

K33 moBuHeH miaTpUMyBaTH JIOMEH JUIsl CBOI'O BJIACHOTO BUKOHAHHA 3 METOIO
3aXHCTY BiJ 30BHINIHIX BIUIMBIB 1 HECAHKI[IOHOBaHOI Mopaudikaiii 1/abo BTpaTu
KEpyBaHHSI.

[ToBuHHI OyTH omHcaHi OOMEKCHHS, JOTPUMAHHS SKUX JO3BOJISE TapaHTYBATH,
1o ociayru 0e3reKu JOCTyIHI TUIbKU dyepe3 inrepderic K33 1 Bci 3anuTu Ha A0CTYII
710 3aXUIIEHNUX 00'€EKTIB KOHTPOIIOOThCA K33.

HeoOxiiH1 yMOBU: HEMaE.

6. CamoTecTyBaHHs
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CamorectyBanHsa fo3Bossie K33 mepeBipuTu 1 Ha OiACTaBl L[bOTO TapaHTyBaTH
MpaBUIBHICTE (PYHKI[IOHYBaHHS 1 IUTICHICTH NeBHOI MHOXMHH ¢yHKUiIH KC. PiBHi
JaHOI MOCIIYTH PaHXXyIOTbCS Ha IIICTaBl MOXJIMBOCTI BUKOHAHHS TECTIB y IPOIECi
3aIycKy abo IITaTHOI POOOTH.

6.1 HT-2. CamotectyBaHHs npu CTapTi

IMomituka camoTecTyBaHus, 1[0 peanizyeTbes K33, MOBUHHA OMHCYBAaTH
Biactuocti KC 1 peanizoBani npoueaypu, ki MOXyTh OyTH BUKOPUCTAHI JIsl OLIHKH
npaBuwibHOCTI PyHKIIOHYBaHHS K33.

K33 mae OyTu 31aTHUM BUKOHYBATHU HAOIp TECTIB 3 METOIO OL[IHKH MPAaBUJIBHOCTI
(GYHKIIOHYBaHHS CBOIX KPUTHYHMX (QYHKIIA. TecTh NOBUHHI BHUKOHYBAaTHCS 3a
3aIIMTOM KOPHUCTYyBaya, 1110 MAa€ BIJIIIOBIJIHI IOBHOBAKEHHSI, ITpH 1Himam3aii K33.

Heobxinni ymoBu: HO-1.

7. Inentudikaris 1 apreHTU(IKALS TPU OOMiHI

L nocayra no3possie onnomy K33 inentudikyBatu inmuid K33 (BcTaHOBUTH 1
NePEeBIpUTH  HWOTO  1ACHTHUYHICTh) 1 3abe3neuntud 1HmOMYy K33  MOXIHBICTH
imeHTu(IKyBaTH MEpUINM, MepHl HDK ModYaTh B3aemoji0. PiBHI maHOi mociyru
PaHXYIOThCS Ha MIJCTaBl MOBHOTHU peastizallii.

7.1 HB-1. ApteHtudikailis By3ia

[Tonituka ineHTUdIKaLli 1 aBTeHTU]IKaLls TpU OOMiHI, 10 peanmizyerbes K33,
IIOBUHHA BH3HAauaTu MHOXUHY arpuOyTiB K33 1 mpomexypu, sSki HEOOXiJH1 s
B3aeMHO{ 11eHTU(IKAI] TpH 1HILIami3auii 0OMiHy JaHuMu 3 iHmuM K33.

K33, nepir Hixk mouatu oOMiH ganum# 3 iHmuM K33, moBuHeH 11eHTUdIKYBaTH 1
aBTeHTU(iKyBaTH 1ei K33 ¢ BUKOpUCTAaHHSIM 3aXHUIIEHOTO MEXaHI3MYy.

[ligTBep/KEHHST 1IGHTUYHOCTI Ma€ BUKOHYBATHCA Ha IIJICTaBl 3aTBEPKEHOIO
MPOTOKOJTy aBTEHTH(IKAIII.

HeoOxijHi yMOBU: HEMAE.

2.5.6 ®izngna Oesneka Ta Oe3neKka HaBKOIMIIIHEOTO CEPEIOBHIIA
3a ansd moKpaiieHHs (PI3UYHOTO 3aXMCTy Ha MIJNPHUEMCTBI MOBHUHHI OyTH BBCHCHI

J0JIaTKOB1 3ac00M (P13UUHOTO 3aXUCTY.
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2.5.6.1 MexaHi3My KOHTPOJTIO (PI3MUHOTO BXOTY
3axumniaemi  oOyiacTi  OyOyTh 3aXUIEHl MeXaHi3MaMW  KOHTPOJIO BXOIy, IO
320e3MeuyIoTh MOXKIIUBICTD JIOCTYIY TUIBKH JUI1 aBTOPU30BaHOro nepconany. Tomy Ha
BxoJ1 10 K3 OynyTh BCTaHOBJIEHI €IEKTPOHHI 3aMKH 13 3UHUTYBAJIbHUM IPUCTPOEM

KOHTPOJIS TOCTYITY.

2.5.6.2 3axuct odici, KIMHAT Ta 00aTHAHHS
Bynu cnpoektoBaHi 1 OyAyTh BUKOPUCTOBYBATHCS MEXaHI3MH 3a0e3meueHHs (h13HIHOT
oe3nexku odiciB, KIMHAT Ta OOJaJHAHHA. 3a JUIi UHOro y odici KomiiaHii HE IIOBUHHO
OyTH
«MEPTBHX 30H», 1€ YHEMOXIUBIIOETHCS KOHTPOIb 32 CTOPOHHIMU 0CO0aMU(OKPIM 30H
yKa3aHUX y 3akoHi). Jlms BUKOHaHHS Ii€l 3amadl OyJne BCTAaHOBJIEHO JOAATKOBI

JaTYUKHU PYXY 1 KAMEPH BHYTPIIIHBOTO CIIOCTCPCIKCHHSI.

2.5.6.3 3axucT BiJl 30BHIITHIX 3arpo3 1 3arpo3 HABKOJUIIIHBOTO CEPEIOBUINA
3a jmns (i3MYHOro 3aXUCTy BiJ CTUXIMHMX HeOe3mek, cTiHu mnignpuemctBa TOB
«DiaTexIIpom» OyayTh MOCHUJICHI apMOBAHOK CITKOK Ta OOIIMTI HETOPIOYHUMHU

OONMIIIOBATBHUMH MaTeplalaMH.

2.5.6.4 JlonmoMikHI cyOH Ta 3aXHCT KaOesiB
3a s 3aXHUCTY BiJ 300iB €JIEKTPOIOCTAYaHHs, a TaKOX 3a0e3NedyeHHs 3aXUCTy Bij
OpOCIyXOBYBaHHS Ta IIONIKO/)KEHHs KabemiB, ycl Kabemi OyayTh 13071b0BaHi
CrieliaIbHUMU OOOJIOHKaMH, a Ha MIANPHUEMCTBI BCTAHOBJICHO JIOJATKOBI MEPEKEBI

(b1TTpU Ta aBBTOHOMHHU €JIEKTPOTeHEPATOP.

2.5.6.5 Kommn'totepHa 0aza

3a ana 3a0e3neueHHd Oe3neku iH(popmallli MOBUHHI BUKOPHUCTOBYBATUCSA SIKICHI
NpUCTPOi. Y OaraThboX MPUCTPOIB HA MIJAMPUEMCTBI BXKE BUMIIIOB TEPMIH iX €KCIUTyaTalii,

a ToMy OyJio BUPIIICHO OOHOBUTH MaTepialibHy 0a3y KOMIT'FOTCPHOI TCXHIKH.
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1 2 3 4 7
I1Bu1, 3anuireHi oe3
MOPYIIIEHHS
I1Bu2, HarJIsy 1H(popmarlis, A0 AKOI
POKAMY
I1BH3, JOKYMEHTHU Ta mae JOCTYT B
PO3MEXyBaHHS
11382, He3a0JI0KOBaHI1 KOPHUCTYBa4
JIOCTYILY
11383 poboul cTaHIii
HECBOEYACHE
3HUIIICHHS,
OHOBJIEHHS 1HbOpMaIIis, 1O
BTpara
HB#H3 CHCTEMU . 00pobIsieThCA C
. JAOCTYITHOCTL 0
AHTUBIPYCHOTO _ _
1HpopMarii .
3aXUCTY B CUCTEMI
Kpanixka
I1BnHl, . b
HOYTOYKIB Indopmans, 110
[1BH2, 3anurieHi 0e3 oy p
| (Hopymenns 30epiraeTbes Ha
I1BH3, HarsiAy MOOUIbHI . . . C
. _ pEeXKAMY JaH1i MOOLTBHIH
11382 podoui cTaHmii _ _
PO3MEKyBaHHS poOouiii cTaiii
11384
WwY)
Ilopymenns
peKUMY
Bruius Ha
16):! PO3MEXKYBaHHS Indopmaitis 10 gxoi
CHIBPOOITHUKIB
31138 JIOCTYILY. MaB JOCTYyH  LEH B
(1l1aHTaX, MOTPO3H,
4 _ . ONOKyBaHHA  YM | KOPHUCTYBa4
(b13U4HI po3IpaBHy) o
113B5 Moaudikaris
1HpopMarii
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| 2 3 4 7
Po3zrojomnienns,
[lopyuienns _ )
nepenava Inpopmaniis, 10 AKOi
I1Bu2, _ peXKUMY
aTpuOyTiB MaB JOCTYTI B
HBH3 PO3MEKYBAHHS
PO3MEKYBaHHS KOpUCTYBay
JOCTYITy
JOCTyIy
HecBoeuacnHa Binmosa B | [Hpopmaiiis, 101(0)
4 npogIaKTUKa oOCIIyroByBaHHI | 30€epiraerbcs Ta
T
podotu  podouux | OC 9H | 0OpOOITIOETHCS Ha
CTaHIIIH npukinaadoro 10 | poGouiii crantii
TexHOreHHl [Ta CTUX1HHI
IOIIKO/KEHHS HOPYIIECHHS ‘ .
s : iH(popMaLtis, o
HOCIIB 1H(opMallii | TOCTYyIMHOCTI,
T4 o . LICPEIAETHCS, C
ab0  MEpEeKEBOro | LIIICHOCTI _
. _ 30epiracTbes
obnagnanus iHbopMarrii
IIEpETUH
MepeKeBHX KabemiB | Moaugikaris, ' '
. 1H(popMaris, 110
T1, T2 3 IHIINMHY | 3HUIIEHHS
. . HIepeIaeThCs
HpPOBIAHUMU iHpopMarrii
JTHISIMA
NOpYILIEHHS
PEKUMY
HESKICHI MPOTPaMHI | PO3MEXKYBaHHS 1Hbopmars, 11
T5 3acobu  00poOKu | JOCTYymy, 00po0IIsteThCS 0 H
iHbopMartii 3HULLIEHHS, BTpaTa | JaHOMY TPUCTPOT H

JOCTYMHOCTI IO

1H(popMarlii

a
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1 2 3 4 5 6|7
3aJIE)KHICTh BIII
30BHIMIHIX JKEPeN | MOPYIICHHS iHpOopMAIIis, 101()

T2 SNCKTPOXKUBJICHHS | JOCTYIHOCTI 00pobaseThCs Ha|C |C|B
(BIACYTHICTD iHpopMartii JAHOMY IPUCTPOT
oe3mnepebiiiHmKa)

OJIU3BKO
po3TanioBaHi
3HHUIICHHS, BTparta | iHpopmarris, 111 (0)

BUPOOHUIITBA, SIKI _
C3 JOCTYMHOCTI A0 | 00po0IiseThCs H |H|H
MOXYTb  HaHECTH

iHpopMartii
3arposy .
B CHCTEMI
MAIPUEMCTBY
HOLIKO/IKEHHS
HOPYIIICHHS iHbOopMarris, 1o

HOCIiB 1H(popMmarii
Cl,C2 JIOCTYTHOCTI 00pobIIIeEThCS ma|C |H|H
ab0  MEpEKEBOrO | .
iHbopMartii HOCI1
obnaananus

3aBI[${KI/I BIIPOBAJ[?KCHHIO TTOJIITUKH O€3IIeKH HaM BAAJIOCA 3HAYHO 3HU3UTU PU3UKA

MaiikKe 3a yciMa ITOKa3HUKaMHU.

BucnoBku 10 1pyroro po3aiiny

B nam yac 3aBAsSikM pO3BHHEHMM TEXHOJIOTISIM 1 MILHIM NpaBoBiil 06a31 MOXHaA 3
JIETKICTIO 3a0€3MeUUTH 3aXMCT Ha MIANpUEMCTBL. Yum s 1 3aliMaBcs y UOMY pO3ALII
HAITMCABIIM PEKOMCH/AI] /10 IOKpAIeHHS CHUCTEMM 3axucTy Ha mianpueMmcTtBi TOB
«DinTexIIpom».

[IpoaHanizyBaBIIM 3arpo3u MICIS BOPOBAIKEHHS MOJITUKU OE3MEKH MU MOXKEMO
3pOOUTU BUCHOBOK, 1110 ii BIPOBAKCHHS 3HAYHO HiABUIIUTH 3aXUCT CUCTEMHU 1 JO3BOJIUTD

HEe XBUJIIOBATUCA 3a Te, 110 1H(opMallist OyJie BTpaueHa.
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PO3/IIT 3
EKOHOMIYHA YACTUHA

MeToo BHUKOHAHHSI E€KOHOMIYHOIO pO3AUTYy € BHU3HAYEHHS TOro, 4u Oyne
BUKOPHUCTaHHS 3alpONOHOBaHUX 3ac00iB Ta 3axo/iB iH(opmarliitHoi 6e3neku B TOB

«DmTexIIpom» BUTIAHUM IS T ATIPUEMCTBA.

3.1 HeoOxiaHICTh OOIpyHTYBaHHSI BUTPAT HA pealizaliio MOMITUKY OE3MEKH.

Jis 1pbOoro BHU3HAYEHO E€KOHOMIYHY €(EKTUBHICTh BHKOPUCTAHHS OCHOBHHX
PE3YNbTATIB, IO OTPHUMaHI B pE3y/IbTaTi BAKOHAHHS pOOOTH.
ExoHoMIYHA JOIUTBHICTS BU3HAYAETHCA PO3PAXYHKAMHU:
- KamiTalbHUX BUTPAT, L0 MOTpedye po3poOiieHa MoMITHKA Oe3NeKu;
- eKCIUTyaTalllfiHUX BUTpAT;
- PIYHOrO E€KOHOMIYHOrO €(eKTy BIJ BIPOBALKEHHS 1H(OPMALIMHOI MOMITUKH
Oe3nexH.
3anporoHoBaHa TOMITHKa 1H(popMamiifHOl Oe3rmeku mependadae HEOOXITHICTD
BUTpAT Ha i peasizaliiro. 3aXo/iaMH, 1110 TOTPeOYIOTh BUTPAT, C:
* OHOBJICHHS JIIIEH31M TporpaMHOTO 3a0€3MEeUeHHS;

* HaBYaHHS TMEPCOHATY B MUTAHHSX 1H(OPMALIITHOT OC3MCKH.

3.2 BuzHaueHHS TPYJOMICTKOCTI pO3pOOKH MOMITHKU OC3MeKH iHpopMariii

t = tr3 + tB + ta + tB3 + t030 + toBp + ta, rox (3.2)

He tr3 = 6 TOJ - TPUBATICTh CKJIaJaHHA TEXHIYHOTO 3aBJaHHSI Ha PO3POOKY
MOJIITUKHU O€3MeKkH 1H(hOopMalii;
tB8 = 4 1O/ - TPUBATICTH PO3POOKHU KOHIIEMIIT Oe3neKky 1HhopMallii y opraHizaiiii;

ta = 2 1roJl — TPUBAIICTb NPOLECY aHAII3Y PU3UKIB;
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tB3 = 4 TOJl — TPUBAIICThL BU3HAYEHHS BUMOT JO 3aXOJ1B, METOIB Ta 3ac00iB
3aXHCTY;

to30 = 3 rog — TpUBAIICT, BUOOPY OCHOBHHUX DIIICHb 3 3a0C3ICUCHHS OC3IeKu
1HbopMaIii;

toBp = 2 TOQ — TPUBAJICTh OpraHizailii BHUKOHAHHS BiJHOBIIOBAILHUX POOIT
3a0€e3MeUeHHs HEEepEepPBHOTO (YHKLIOHYBAHHS OpraHi3allii;

t1 = 4 To.— TPUBANICTh JOKYMCHTATHHOTO O(QOPMIICHHS MOITHKH

oesnexku. t=6ronx+4 rog+2ronx+4roxg+3romg+2rox+4romx=25rox

3.3 Po3paxyHOK BUTpAT HA CTBOPEHHS MOJIITUKH O€3MEKH

Kpn = 33m -1- 3my, (3.3)
ne Kpin — BuTpaT Ha CTBOPCHHS MOJITHKH OC3IICKH;
331m — 3apo0iTHA MJ1aTa crerfiaicta 3 iHhpopMaIliitHoOT 6e3MeKH;
3M4 BapTiCTh BUTpPAT MAIIMHHOTO Yacy, II0 HEOOXiJAHI Il CTBOPCHHS
MOJIITUKH O€3MEKH.
3apo0iTHA IJlaTa BUKOHABIIS BPaXxOBYE OCHOBHY 1 JIOJIATKOBY 3apOOITHY IUIaTy, a
TAaKOX BiJIpaxyBaHHS Ha colliaJibHe MOTpeOu (TeHCIHE CTpaxyBaHHs, CTpaxXyBaHHSA Ha

BUIIQIOK 06e3p00ITTs, colianbHe CTpaxyBaHHs TOIIO) U BU3HAYAETHCS 32 (OPMYJIOIO:
BBo =t 316 =25 200 = 5000 rpu

Je t — 3arajbHa TPUBANICTH PO3POOKH MOMITHKHU OC3MEKH, TOT,

310  cpeaHBOroAMHHA 3apoOITHA TIaTa cremiamicta 3 iHdopmalliitHol Oe3neku
cranoButh 200 rpH/rou.

BapricTs MammHHOTO 4acy i po3poOKd MoyiTHKU Ocsneku iHdopMaii Ha 1K

BHU3HAYAETHCA 32 HOPMYIIOH:

3mu =t Cwmu, I'pH



ae t — TPYJAOMICTKICTh pO3pOOKH MOMITHKM Oe3neku iHpopmanii Ha [1K, rox;

Cmu — BapTicTh 1 rogunan mamuaHOTO0 Yacy [1K, rpu/ro.

Bapticts 1 roguan mammaHOro Yacy 11K Bu3Hauaethbes 3a hopmynoro:

®3an Ha Koz Hams
Cmu =P train
Ce —1— -
Fp Fp
=02 2 1,68 (6000 0,2) 7000 0,2
+ 1920 + 1920 '

= 0,67 —F 0,63 —F 0,73 = 2,03 rpu/rox,

Jle P- BcTaHOBIJIEHA MOTYKHICTH anapatypu iHpopMalliiHoi 6e3nexu, 0.3 kBT -

CepelHs MMOTYXKHICTh OJTHOTO KOMII'IOTEPa;
tHAN — KUTBKICTh MAITMH Ha SKUX PO3POOITIOEThCS TONITHKA OE3MEKH;
Ce — Tapud Ha eneKTpu4Hy eHeprito, 1,68 rpu/kBT-rox;
®d3an — 3amumkoa BapTicTh [1K Ha motounuit pik, 6000
rpH; Ha — piuna Hopma amoptu3arii Ha [1K, 0.2 gactku

OJMHHILIIL,
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Hamz  piuna HopMma amopTH3allii Ha JlleH31iHe nporpaMue 3abe3neueHHs, 0,2

YaCTKH OJJUHMUIII;

K3 — BapTicTh JsinieH31HHOro mporpamMHoro 3abesneuents, 7000 rpH;

Fp — piunuii ¢pona pododoro vacy (3a 40-roguaHoro podouoro TrxHs Fp = 1920

3Mu =t Cmu=25 2,03 = 50,75 rpn

Kpn = 33m -1- 3mu = 5000 —F 50,75 = 5050,75 rpH

3.4Po3paxyHoK ((hIKCOBAHUX) KallITAJILHUX BUTpPAT.

OHOBJICHHS JTIIIEH311 CHCTEMHOI0, MPHKIaAHOro 1 cremiami3oBanoro I13: Avast

Antivirus Pro Plus - 525 rpn (Bapricts minen3ii ais omnoro [1K Ha pik), Windows 11 Pro
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— 1150 rpn Ha pix, MS Office 2019 — 2210 rpu nHa pik, Odoo Enterprise — 1000 rpa Ha
pik. Heo6xigHo ononenns [13 ais 4 koMm'toTepis.

3arajpHa BapTICTh 3aKyIliBelb JiileH3iiHoro I13:
K3m3 = 4 4885 rpu = 19540 rpa 3.4

Takum umHOM, KamiTadbHi  ((ikcoBaHi) BUTpaTH Ha  BIPOBAHKEHHS  CHCTEMHU

1H(pOpMAaLIiitHOT O€311CKH CKIIAIal0Th:
K = Kunp -1- Kzm3 -1- Kpn -1- Ka3 -1- Knasu -1- Ku,

ne Knp BapticTe po3poOku mpoekTy iHdopMalliiHoi Oe3NmeKkd Ta 3aydeHHS s
IILOT'O 30BHIIIHIX KOHCYNbTAHTIB, 9000 rpH;

K3n3 BapTticTh 3akymiBenb JIIEH31IMHOIO OCHOBHOTO U J0JAaTKOBOTO IMPOTrPamMHOrO
3abesneuenns (113), 19540 rpn;

Ka3z BapTicTh 3akymiBenb amapaTHOTo 3abes3leueHHs Ta JOMOMDKHHMX MaTepiaiiB
BIICYTHS, OCKUIBKM 3a PO3POOJICHUMH TIOJITUKM OC3IEKH 3aKyliBJis — alapaTHOro
3a0e31edYeHHsI He € HeOOX1IHOIO.

KnaBu - BuTpatu Ha HaBYaHHS agMiHICTpaTtopa Oe3neku, cTanoBiATs 3000 rpH.

Kpn — BapTicts po3poOku nomiTuku 6e3neku iHpopmanii, 5050,75 rpH;

Ku BurpaTm Ha BCTAaHOBJIEHHS OONagHaHHSA Ta HANIArO/UKEHHS CHUCTEMH

idopmariiiftnoi 0e3neku BIACYTHI, OCKIJIBKM HE 3aKYINOBYETHCS alapaTHe 3a0e3MedeHHs.

K = Kunp -1- K3n3 -1- Kpn -1- Ka3 -1- Knagy -1- Ku =
= 9000 —F 19540 —F 5050,75 —F 3000 = 36590,75 rpu

3.5 Po3paxyHOK MOTOYHUX (EKCIUTyaTalliiHUX) BUTPAT.

* HaBYaHHI MEpPCcOHANY B NUTAHHAX iHdopMalliiiHoi 6e3nexu;

* BUTpATU Ha KepyBaHHs cHCTeMOIo iHdopMaliiiHoi 6e3neku.
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1. Burparn Ha HaBYaHHsA MEPCOHANY B NUTAaHHAX 1HQOpPMALIHOI Oe3nexn
BKJIIOUAIOTH B ce0e MOCIyrd CTOPOHHIX OpraHi3alliif, 10 CTBOPIOIOTH MOJITUKY OC3ICKU
iH(popMarlli Ta BIAMOBIAHO 0 HEi pPO3pOOJAIOTH IHCTPYKLIT [ MEepPCOHaly, IO €
KOPHUCTYBadYaMH CUCTEMH. BapTicTh HaBYaHHS aMIHICTPATUBHOTO MIEPCOHAIY M KIHIIEBHX
KOPUCTYBAYiB PO3IJIAHYTOI CUCTEMHU:

Co = 1300 rpH — BUTpaTH Ha HABYAHHS IIEPCOHAIY.

2. O0OOB'sI3KM 3 KEpyBaHHS CUCTEMOIO 1H(OpMALITHOI OE3MEeKH BUKOHYE KEPIBHUK
Ta agMIHICTpaTOp O€3MeKH (3a BIACYTHOCTI KEPIBHUKA), TOMY pIYHHI (OHI 3apoOITHOI

IUTATH CKJIAJIA€ JOJATKOBY 3apo0iTHY ATy TUPEKTOPA Ta CHCTEMHOTO aJMiHICTpaTopa 3a

C3 = 3k —1—3a6 = 1666,67 —F 1666,67 = 3333,34 rpH (3a | MicALpb) (3.5)

C3=3333,34 12 = 40000,08 rpH (3a 1 pik)

ne 3k — JoaaTkoBa 3apo0iTHa miata kepiBHuka, 20000 rpH Ha pik.
3a0 — noxatkoBa 3apoOiTHA Iata aaMmiHicTparopa oe3neku, 20000 rpH. Ha pIk.
Bapricte  enekTpoeHeprii, [0  CIOXHUBAETbCS  aapaTypord  CUCTEMOIO

1H(DopMaliitHOT 6e3neku npoTarom poky (Ce), BUZHAYAEThCA 3a (HOPMYIION0:

Ce=P Fp le

ne P BcraHOBIEHA MOTYXKHICTH anapaTypu iH(opmauiiiHoi 0e3nexn (0,3 kBr*4
koMI'roTepiB = 1,2 kBT)

Fp =12 mic * 20 pobGounx ni6/mic * 8 podouux roaun * 4 kommn'rotepiB = 7680 rox
— piuHM# (HOHJ PoOOYOTo Yacy CUCTEMH 1HPOpPMaLIHHOT Oe3IeKy;

e = 1,68 rpu 3a 1 kB1/rog — Tapud Ha enekrpoenepriro Ha 01.01.2023 poky.

Ce=12 7680 1,68 = 15482,88 rpH
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Butparn Ha TexHIYHE ¥ oOprasizamiifHe aJaMIHICTPYBaHHS Ta CEPBIC CHCTEMU

iHpopmariiitHoi Oesnexku (CToC) BHU3HAYAKOTBCS Yy BIACOTKAX BiJl BapTOCTI KamiTaJbHUX

BUTpAT (2%).

Croc = K 0,02 = 36590,75

0,02 = 731,82 rpu

Otxe, piuHl NOTOYHI (EKCIUTyaTallliHl) BUTPAaTH Ha (PYHKIIOHYBAaHHS CHCTEMH

iH(bOpMaIIiitHOT Oe3NeKn CKIa/Ial0Th:

C= Co—-|—C3—FCe—-1—Croc =

= 1300 —F 40000,08 —F 15482,88 —F 731,82 = 57514,78 rpH.

Po3paxyHOK OIIHKHA BEJIUYMHU 30UTKY:

Brpatu Big 3HWXKCHHS TPOIYKTUBHOCTI

CHIBPOOITHUKIB  aTaKOBaHOT

CHUCTCMH

MEpexXi SBISIOTH COOOI0 BTpAaTH iXHBOT 3apOOITHOI MJjaTH 3a Yac NPOCTOK BHACIIIOK

ataku (I1n).

Ta6imms 3.1 3apoOiTHI WiaTH MPaIiBHUKIB 32 MICAIb

Ilocaga Poswmip 3ap. | KinskicTh Butpatu Ha 3ap. miaty
JIATH cniBpo0iTHUKIB | HA MiC., TPH
Jupekrtop 30000 1 30000
3acTymHUK JUpPEKTOpa 20000 1 20000
Bbyxranrtep 15000 1 15000
MeHnemxep BIAIUTY TPOOaKy 15000 4 60000
MeHemxep BIAAUTY KaapiB 15000 2 30000
CucteMHHH aIMIHICTpaTOP 14000 2 28000
[IpariBHUK ciy:x0H 15000 2 30000
1H}popMaIriitHol Oe3nexn
Cyma: 213000
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Micaunuii oz podouoro yvacy ckiagae 160 rogun. Piunnii — 1920 rogun. Yac

MPOCTOIO BHACIIJIOK aTakH tim = 4 To/.

IIn = (3c/Up) tB = (213000/160) 4 = 5325 rpu

Butpaty Ha BITHOBIEHHS Mpale3JaTHOCTI CHCTEMH BKJIIOYAIOTh KIIbKa CKIIAJJOBUX:

[IBu — BUTpaTH Ha NMOBTOPHE BBEACHHS 1H(GOPMAIIli, I'PH;

IInB — BUTpaTH HA BiIHOBIEHHS CUCTEMHU, TPH;

[134 — BapTICTh 3aMIHH YaCTHH CUCTEMH, TPH.

Butparty Ha moBTOpHE BBEACHHS 1H(QOpMaIi pO3paxOBYIOTHCS BUXOASYH 3 pO3MIPY
3apo0ITHOI IJIaTH CHIBPOOITHUKIB CUCTeMH 3C, sIKI 3alHSATI MOBTOPHUM BBEICHHSIM

BTpadcHOi iHpopMarii, 3 ypaxyBaHHSIM HEOOX1HOTO IS IILOTO Yacy tBU = 8 ro:

ITen = (213000/160) 8 = 10650 rpH

BI/ITpaTI/I Ha Bi,HHOBJIeHHSI CUCTCMH BU3HAYAIOTHCA 4aCOM Bi}IHOBHCHHH ITICJTIS aTaKH

tB =4 10J1 1 pO3MIPOM CEPEAHBOTOIMHHOI 3apOOITHOT IUIATH aAMIHICTpaTOpa OC3ICKH:

IInB = (14000/160) 4 = 350

BI/ITpaTI/I Ha BiI[HOBJ'IeHH}I HpaHGSILaTHOCTi CHCTCMH.

IIB = IIBH -1- 1B -1- I13y = 10650 —F 350 —F 7000 = 18000 rpH

[13g = 7000 rpH - BapTICTh IS BUTPAT HA 3aMiHYy YaCTHH;

O = 1900000 rpH - obcar unucToro NpuOYTKY 3a PIK.

BrpaTu Big 3HWKEHHS Tparie31aTHOCTI aTAKOBAHOT CHCTEMMU:

V=0OFp (tun-l-ts-l-teu) = 1900 000/1920 (3 —F4—F8) = 14843,75 rpu
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Fr — nie piunwmit hon yacy pobotu BiaaitenHs, 1920 roaux;

tm — 4 TOJIMH MPOCTOXO MICHS aTaKu;

tB — 4 rOJMH BIJHOBJICHHS MICIS aTaKy,

tBM — § TOJJMH MOBTOPHOTO BBEACHHS 3ary0JicHOi iHpopMallii i yac aTtaxw;

Takum ymHOM, 3araapHuM 30MTOK Bij araku Ha IKC BiaaiieHHs nmpu peamizaiii

3arpoO3H CKIIAZC:
U=1IIn-1-IIB -1- V= 5325 —F18000 —F14843,75 = 38168,75 rpH

TakuM yuHOM, 3arajJbHUN 30UTOK BiJ aTak Ha By30Jl b0 CETMEHT KOPHOPAaTUBHOT

MEpEXK1 OpraHi3ailii CKIaje:

B=) > U=3 4 3816875 = 458025 rpu
1 n

Je: 1- YUCII0 aTaKOBAaHUX BY3JIIB, 3
KOMIT'IOTEpPH; T CEPEIIHE YMCIIO aTakK Ha pik, 4

pasu.

3aragpHui  eQeKT BIJ BOPOBAIKCHHS CHUCTEMH 1H(OpMaUIiHOT Oe3meKu
BU3HAYAETHCS 3 ypaxyBaHHsAM B 3aramemoro 30uTKy Bij araku; R odikyBaHO{
HMOBIpHOCT] ataku Ha cucteMy; C — MIOPIYHMX BUTPAT HA EKCIUTyaTallil0o CUCTEMHU
1HpOopMaIiiiHoi Oe3neKu.

Hmogipricts R (0...1). SIkmo peanizamis 3arpo3 HaiiiMoBiprima 1 pa3 Ha 3
Micsi, To0To 4 pa3u Ha pik, To R=0,25.

3aranbHuil eEeKT Bl BIPOBAHKEHHS MOJITHKA OE3MEKU:
E=B R—C=458025 0,25 —57514,78 = 56991,47 rpH

Bu3naueHns Ta aHam3 TOKa3HUKIB €KOHOMIYHOI e(l)eKTI/IBHOCTi CUCTEMHU

1H(popMaliiiHOT Oe3meKu:
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OuiHka eKOHOMIYHOI €(DEeKTUBHOCTI CHUCTEMM 3aXUCTy 1HQOpMaLii, pO3rasHYTOl
y cHellaabHIA YaCTHHI AUILIOMHOTO MPOEKTY, 3A1HCHIOETHCSI HA OCHOBI BU3HAUEHHS Ta
aHai3y HACTYMHUX MOKa3HUKIB:

« xoedimienT noBepHeHHs iHBectuliit (ROI). ¥V cdepi indopmariiiHol
oc3nieku Homy BiamoBigae mokazHUK ROSI (Return om Investment for
Security);

* TEpPMIH OKYIHOCTI KamiTajbHUX iHBecTulii To.

Koedimienr 1noBepuenHa 1iuBectuiiii ROSI  1oka3ye, CKUIbKM TI'PHUBEHb
JIOIATKOBOTO MPUOYTKY MPHUHOCUTH OJHA TPHWBHS KaliTAIbHUX IHBECTHIIHA Ha
BIIPOBAIPKEHHS CUCTEeMH 1H(POpMAIiiTHOT Oe3MeKu.

lono mo indopmaliiiHOi O€3NeKd ToBOPATh HE Npo MNPUOYTOK, a Mpo
3amo0iraHHsl MOXKJIMBUX BTpaT BiJI aTakl Ha CErMEHT ab0 By30J KOPIIOPATHUBHOI
MepexKi.

Koedimient ROSI po3paxoByroTh 3a JONOMOTOI TTOKA3HUKIB:

E — 3aranpHuii epeKT Bl BIPOBAXKEHHSA CUCTEMH 1H()OpMALIHHOT O€3MEKH, TPH;

K — kanitanbH1 1HBECTHIIIT 3a BapiaHTaMH, 110 3a0€3MCUMIIH TICH e(heKT, IPH.

ROSI = E/K = 56991,47/36590,75 = 1,56

TepMmiH OKYMHOCTI KamiTaJIbHUX 1HBECTHIIIM TMOKa3ye, 3a CKUIBKH pPOKIB

1HBCCTUIII] OKYTUISITHCS 3@ PAaXyHOK 3araabHOro eexty Bijg BopoBapkeHHs [1b.

To =K/E = 1/ ROSI = 1/1,56 = 0,64 poxiB = 7,68 Mics1IiB.

BuCHOBKH 10 TPETHOTO PO3ALTY
Po3pobka 1 BOpoBapKeHHS MNOMTHKH 1HGopMamifinoi Oesneku 11 TOB
«DinTexIIpom» MOXHA Ha3BaTH €KOHOMIYHO JOLUIBHUMH, TaK SK BUTpaTU Ha ii
CTBOPEHHsSI 3HAYHO MEHII 3a CyMy 30UTKIB, 3aBASKM HEBEJIMKUN BapTOCTI
KOMIUIEKTYIOUMX, HEOOXIIHHUX [JIi BIJHOBJEHHS CHUCTEeMHM Ta 11 1H(pOpMALIIIHUX
pPECYpCiB y pa3i YCHIIIHUX aTaK MOPYIIHUKIB.

Tomy B pe3ysbTari:
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- KamiTaJbHl BUTpPAaTH Ha BIPOBAKEHHSA 1H(OOPMALIMHOI TOJITUKH Oe3MeKu
cTa”HoBJIATE 36590,75 TpH;

- CKCIUIyaTallliiHl BUTpaTH Ha BIPOBAKCHHS 1H(GOpPMAIIHHOI IOJITHKA OC3ICKH
cTaHOBIATH 57514,78 rpH.;

- 3araJibHU 30MTOK BIJ aTaky Ha By30:1 ckiaaae 458025 rpH;

- edexT Bl BOPOBAKEHHS CHUCTEMHM 1H(POpMaLiifHOi Oe3neku cTaHoBUTh 56991,47
I'PH;

- TE€pMiH OKYITHOCTI KaniTaIbHUX 1HBECTHULIN CKIafaTume 7,68 MICSILIB.
OTxe, eKOHOMIYHA MOIUIBHICT, OOIPYHTOBaHA 1 BIPOBAIKEHHS 1H(POpMAIIHHOT

MOJIITUKY 0€3NeKH MOXKE OyTH €()EKTUBHUM Ta YCIIIIHUM.
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BNCHUBKN

B kBamidikamiitHiii poboTi Oysi0 MpOaHaNI30BaHO PU3MKH Ha MIANPHEMCTBI
Ta MPUBEJCH]I pEKOMEHIAIIlT U010 MOKPAIIEHHS CUCTEMH 3aXHUCTY.

B Ham yac HEMOXIJIMBO YSBUTH MIANPUEMCTBO Ha sKOMYy 6 HE IMpPKYyJIrOBajia
iHDopMalis 3 00MeKeHUM J0CTyIIOM. | 6araro manpueMCTB y HAIl 9ac HE JIOTPUMYETHCS
MPOCTUX IIPABUI MO iX 3aXMCTy. X04a y Hallllil AepxaBl ICHy€e JOCTAaTHA MpaBoBa 0asza s
3abe3nedeHHs Oe3neku iHGopmarrii.

Byno po3rasiHyTo CTaTHCTHKY, 3arpo3H Ta pU3MKHU B 1IHpopMauiiiHii cdepi, Lli gaHi
Jaay 3pO3yMITH, M0 3aXUCT 1HQOpMAIlli B Cy4aCHOMY CBITI C HEOOXIJHOK CKJIaJOBOIO.
JI1s bOTO 1ICHY€ HOpMAaTHBHO-IIpaBOBa 0aza, sfka JOIIOMOXKE Ha BCIX PIBHAX 3a0€3MCUUTH
3axXUCT 1H(hOopMaIi.

B namr gac 3aBmsKu PO3BHHEHHWM TEXHOJOTISIM 1 MIIHIM MpaBoBiil 0a3i MOXKHA 3
JIETKICTIO 3a0e3MmeunTH 3axucT Ha manpueMmcTsl. [llogo nporo Oynv HagaHi peKOMeHaawi
JUIsl IOKpaIeHHs: cucteMu 3axucty Ha mianpueMctBi TOB «®DinTexITpom».

[IpoaHani3yBaBIIM 3arpo3M Iicis BIPOBAKEHHS MONITHKH OE3IEKH MH MOKEMO
3poOHUTH BUCHOBOK, IO 11 BIIPOBAPKEHHS Ma€ €KOHOMIUHY JOIIJIHHICTb.

VY exkoHOMIYHIM YacThHI KBadiQikaliiiHoi poOdOTH Oyna 3ampolOHOBaHA IMOJITHKA
oesnexn 1HQopMmaiii Ta Oyno po3paxoBaHO BUTpaTd Ha ii ctBopeHHs B TOB
«®DinTexIIpom». Takox Oyno po3paxoBaHO 1 OOIPYHTOBAHO €(EKT Bij BNPOBAKEHHS

CHUCTEeMH 1HpOopMaIliiHOT Oe3MeKH Ta TCPMIH OKYITHOCTI KamiTalIbHUX 1HBECTHITIH.









JJOJIATOK A. Criucok daiuniB Ha ONTUYHOMY HOCIT

Toman 125-20-3.docx
Toman 125-20-3.pptx
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JOIOATOK b. Inctpykiiist 3 KOpUCTyBaHHS O€3IPOTOBOIO MEPEKEIO

1 Meta momiTHKH Oe3MeKH

BcranoBuTH mpaBmiIa KOPUCTYBaHHsA O€3IpOTOBOIO Mepexkero mianpueMcTtsa TOB
«DiaTexIIpom», HeoOXigHI BUMOTH i Oe3meyHol poOoTH 3 KOHQIASHIIHHOIO
idopMmaiiero Ta Oe3nedHoi podorm Mepexi B 1uIoMy. Bcl kopucryBadi, 1o
BUKOPUCTOBYIOTH O€3JPOTOBY MEpEeXKY s NOCTYNMy [0 1H(OpMALIIMHUX pECYpCiB
MarOTh BUKOHYBATH BUMOT'Y JAaHOI IHCTPYKIIIl.

2 O06nactp il

OO6nacTp J1i JaHOi IHCTPYKIi € Oe3apoToBa Mepeka IIIPUEMCTBA Ta BCl
KOPHCTYBaul, 1110 KOPUCTYIOTHCS HEIO.

3 BignosiganbHi 0COOM MOMITHKH O€3MEKH

Biamosiganporo 0co00r0 3a BUKOHAHHS 1HCTPYKIIT CUCTCMHHM aJIMIHICTPaTOPOM €
3aCTYIIHUK JIUPEKTOPA.

4 Tnerpykiis

Ilepen migkmodeHHSAM A0 OC3IPOTOBOT MEpEki, HA MOOUTBHINA poOoUiil cTaHIli
MaroTh OyTH BcTaHOBJICHI KpuTHYHI oHOBJICHHS OC T1a T10, 110 BUKOPUCTOBYETHCS IS
00poOKH UM TOCTyNy J0 1H(pOopMaIllii, MaloTh OyTH BCTAHOBJIEHI aKTyallbH1 0a3u JaHUX
AHTHUBIPYCHUX CUCTEM.

IIpu o00poGnenni iHpopMalii, MO € KOHPIACHIIHHOW, KOPHUCTYBad Mae
KOHTPOJIIOBATH 100 CTOPOHHI OCOOH, II0 HE MalTh JOCTYMy A0 Li€i iH(popmarti, He
MaJIK MOKJIMBOCT] HECAHKI[IOHOBAHO O3HAMOMHUTHCS 3 €KPaHy MOHITOPY.

[Ticnst BKTrOUeHHS amantepy 0e3apO0TOBOI MEpEXk1, KOPUCTyBad Mae OyTH BBECTH
CBOi aBTCHTH(DIKAIIMHI JaHI.

[aposm jyia jroctyiry 10 0€3/pOTOBOI MEPEKI BUIAOTHCS aJIMIHICTPATOPOM MEPEXKI.

Ilicnst mMpoXoMKEHHST OpoLeaAypU aBTCHTU(IKaLl KOPUCTYBa4 OTPUMYE IPABO
aocTymy no indopmariii.

MobinspHa poOoua CTaHIlisS, IO BHUKOPUCTOBYEThCS st aoctyny pgo IKC
OiAPUEMCTBA TOBMHHA OYTH TMEpeBipeHAa CUCTEMHHUM aJMIHICTPAaTOpOM Ta Ha Hel
NOBUHHI OyTW BCTAHOBJICHI OOMEKEHHS, II0 3a0€3MeUyl0Th JOCTATHIO OXOPOHY

iHpopMari.
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3a00pOHCHO 3aIMIIIaTH MOOUTEHY po0O0Uy CTaHIlKO 0¢3 HATTISAAY.
ITpu HEOOXiTHOCTI 3AMIIUTH POOOYE MICIIC, MAaIOTh OYTH:
30epeKeH1 BC1 3MIHHU;
3aBEPILCHI BC1 Mporpamu st 00poOKku 1HhopMallii;
3pO0OJICHO BITKIIFOYCHHS BiJ MEPEKi;
3a0JI0KOBaHa MOOLIbHA poOOYa CTAHITIS.
Ilicns BukoHaHHS HEOOXigHOI podoTH 3 iH(DOpMaIE, KOPUCTYBaY Mae
BIIKJIIOUYNTHUCH BiJT 0€31POTOBOT MEpEKi
5 3aTBepMKCHHS TMOJITHKH
[lonitrka Oe3nexu po3poOaSETHCS CUCTEMHUM aJIMIHICTPATOPOM Ta
HAMUCYETHCS TUPECKTOPOM MIAMPUEMCTBA MPU MPUHHATTI YCIX PO3IAUTIB MOMITHKH.
6 [ii 3 BuKOHaHHA IHCTPYKII1 1H(OpMAITIHOI Oe311eKH
CuCTeMHUH aJMIHICTPATOpP KOHTPOJIOE TIIKIIIOUEHHS /10 Oe3IpOTOBOT MEpexi,
Ta Ma€ 3acO0M MOHITOPUHI'Y Ta BUKOHAHHS IOJITHKHU JOCTYIY. 3aCTYITHUK JUPEKTOP
KOHTPOJIO€ BUKOHAHHS 1HCTPYKLIT IIIXOM PErYJISIPHOTO 00X0ly MPUMILLIEHb.
7 BiamnoBigjaJeHICT
CHUCTeMHMU aIMIHICTPAaTOp Ta 3aCTYMHHUK JUPEKTOPY HECYTh BiAMOBIAAIBHICTD

3a BUKOHAHHS IHCTPYKIIi.
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JHOJIATOK B. IloniTika BUKOPUCTaHHS TApOJIIB

1 Onmc

[Taponi — onuH 3 HAWBAXJIMBIIIKMX ACTIEKTIB iHPOPMAIIHOT O€3MeKH, TaK K MOTaHO
niaiOpaHuii Mapojb MIABUINYE MOTCHIIWHUM PU3WUK HECAHKI[IOHOBAHOTO JOCTYIY B
iH(popmartiiiiny cuctemy kommanii. Bei kopuctyBaui IKC TOB «®iTexIIpom»
(BKJIFOUAIOYU MIAPSATHUKIB 1 TPETIO CTOPOHY) HECYTh BIJMOBIJATBHICTH 32 BUKOHAHHS
BHUMOT I11€1 MOJIITUKH.

2 Mera

Mera 11i€1 NOMITHKU BCTAHOBUTH CTAaHIAPTH CTBOPCHHS CHJILHUX MApOJIiB, iX
3aXUCT, 30€peKEeHHS 1 YacTOTYy 3MIHHU.

3 Ob6nacTh 3aCTOCYBaHHS

[{s moiTHKA HAJIEKUTH IO BCHOTO MEPCOHANY, XTO Ma€ abo BIAMOBIAAIBHUM 3a
aocTyn Ao koHdigeHiiHoi iHdopmarlli ycix piBHIB (abo Oyab-ska ¢opMa TOCTYIY,
AKa [MIITPUMYE a60 BUMarae 1apoJisi) Ha Oy/ib-sIKiid cucTeMi, 00JIaHaHH], 1110 Ma€ JIOCTYII
(a6o 110 30epirae koHGpACHUINAHY 1H(OpMaIil0) 10 Bamioi kopnopaTUBHOI MEPExI.

4. IToniTuka

4.1 ITapoii cucreMHHX OOJIIKOBMX 3aIIMCIB (@MIHICTpaTopa JOMEHY, JIOKAJILHOIO
aJMiHICTpaTOpa, root 1 T. /.) MOBUHHI 3MIHIOBATHUCS IIIOKBApPTATY.

4.2 Bcil maponi CHCTEMHHX OOJIIKOBHX 3alHCiB, a TaKOX Mapojl JOAAaTKIB 1
aKTUBHOTO OOJaHaHHS HE0OX1IHO 30epiraTv B 0a3i JaHUX B 3alTM(POBAHOMY
BUTJISAIL, JIOCTYT 10 SIKOi OOMEKEeHHH.

4.3 Tepmin nii mapoiB OOJIKOBHX 3alUCIB JIOMEHY TIOBHHEH CTAaHOBUTH HE
OubiIe 9 MicAliB. PeKoMeH10BaHUM 1HTEpBaJI 3MIHU 11APOJIA 6 MICAIIIB.

4.4 [1aponab OOJNIKOBOrO 3alHMCy KOPUCTYBaya, SKUA Mae€ aJMIHICTPATUBHI
MpUBLICI, OTpUMaHi 3a JIOMOMOIOK YJICHCTBA B Ipymi abo 3a JAOMOMOTOI0 Iporpam,
Takux AK sudo, MOBMHEH OyTW YHIKaJbHHUH IO BIJHOIICHHIO [0 IHIIUX IApOJIB
0OJIIKOBHX 3aIMCIB TAHOTO KOPHCTYyBaya.

4.5 3abopoHsETHCS TIepelaua MmapojIiB KOPUCTyBadyaM 3a JIOTIOMOTOI0 TIOTITOBUX

MOBIIOMJICHB 260 IHIIUM BIJKPUTUM CIIOCOOOM uepe3 [HTepHET.
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4.6 Tlaponb oTprMaHUi KOPUCTyBaueM, HEOOXITHO 3MIHUTH TIPU MEPIIOMY BXO/Ti
B CUCTEMY.

4.7 1lpu Buxopuctanai SNMP mporokoiry, He0OX1THO BUKOPHUCTOBYBATH BIAMIHHI
BiJl CTAaHJIAPTHUX 3HA4YeHb psaKiB miakimoyeHb (Community Name) «publicy, «privatey,
«system» 1 BIIMIHHUMH BiJl apOJisi BAKOPUCTOBYBAHOTO JUTSI BXOJLy B CHCTEMY.

4.8  Beci napoiii KOpUCTYBaviB, a TAKOX CUCTEMHI I1apoJii IIOBUHHI BIAIIOBLIATH
JTAH1U MMOJIITHUI.

5 Incrpykuii

Incrpykuist no creopennio napoiisi. TOB «®iuTexIIpom» BUKOPUCTOBYE Iaposil
s pizHux nuieid. Cepea HUX: JOCTYI 10 OOJIIKOBOrO 3aluCy KOPHUCTyBaua, 10 BeO-
iHTepdeNCiB, 0 ENeKTPOHHOI TMOINTH, IS 3axucTy 30epiraua ekpaHy, Mapoui
roJ0COBOI MOINTH Ta AOCTYH A0 MapHipyTu3aTtopiB. OCKUIbKK Jy’K€ Majlo CUCTEM
NIATPUMYIOTH TOKCHH 3 OJHOPa30BMMH TMapoJisAMU  (JUHAMIYHI Tapoil, skl
BUKOPUCTOBYIOTHCS TIJIbKY OJIMH Pa3), CJIJ1 3HATH K BUOPATH CTIMKHI TapoJib.
[lorani, cnabki maposi BOJOIFOTh HACTYITHUMHU O3HAKaMU:

—  MICTSITH MEHIIIE BOCBMHU CUMBOJIIB;

— € CJIOBOM, SIK€ MICTHTBCS B CIIOBHUKAX (YKpaiHiliB 460 1HO3EMHHUX );

— € HaMOUIBIII B)KUBAHUM CJIOBOM.;

— MICTATh NPI3BUIIE, KIUYKY TBAPUHH, IMEHA JPY31B, CIIBPOOITHUKIB,
BUTAJAHUX MICPCOHAXIB 1 T. 1.;

—MICTATh KOMITIOTEpHI TEPMIHM 1 Ha3BU, KOMaHIM, Ha3BU CaWTIB, KOMIIaH1MH,
o0aiHaHHsA, TPOrPAMHOTr0 3a0€3MECUECHHS],;

— MICTSTh Ha3By Balloi KOMMaHii 1 reorpadiuHi HaMCHYBaHHS, HaIPHUKIA
«MockBa», «CapaToB» ab0 iX MOXI1JIHI;

— MICTATH JIaTH HAPO/PKCHHS Ta 1HITY 0COOMCTY 1H(OpMAIIiFo, HAIIPUKIIA/,
azipecu 1 HoMepu TeacoHiB;

— ¢J0BO ab0 YKCIO 3a MIa0JIOHOM THITY aaab00, qwerty, zyxwvuts, 12345 1

T.[.; TONEPEAHIN MPUKIIAJ, 0 BBOAUTHCSA B 3BOPOTHIM MOCTiTOBHOCTI.
JIBa MonepeaHi mpukiaay 3 uudporo Ha movyarky abo KiHII Naposs

(nanpuknaa, Kuisl, lIlerpo).
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6 IlapameTpy CUJILHUX TIAPOJIIB:

— MICTUTh NO€JHAHHSA OYyKB BEPXHBOI'O Ta HHKHBOI'O PETICTpIB (HampHKian, az,
AZ),

BKJTIOUAE U(ppH 1 3HAKH NMyHKTYyarii, Hanpuknan, 0-9,! @ # 8% " & * () +| -=
VO ;s
CKJIAA€THLCI 3 BOCHBMH 1 O17bIIIE CHMBOJIIB;
HE € CJIOBOM Ha OyAb-sIKIi MOBI, J1aJI€KTI, CIEHTY, )KaproHl 1 T.A.;
HE TPYHTYETbCS Ha MEPCOHAIBbHIN 1H(pOpMalli, HAaNpUKIad Npi3BHILA, ATy
HApOJKEHHS 1 T.JI.;

— HIKOJIM HE 3aITUCY€Thes 1 He 30epiraeTecst on-line.

CrtBOproliTe mapodi, 1o JErko 3amnaM'siToByIThecs. OIHUM 13 COCOOIB CTBOPEHHSI
TaKUX MapojiB, BHUKOPHCTOBYBAaTH IIICHI, BIpII Ta I1HII (pa3d, M0 JIETKO
3anam'aToByroThes. Hanpukian 3 ¢pasu: "This May Be One Way To Remember" moxna
orpuMatu Taki mapomi: "TmB1w2R!" a6o "Tmb1W+r " Ta 1111 BapiaHTH.

VYBara: He BUKOpHUCTOBYHTE 5KOJICH 3 MOTIEPEIHIX IIPUKIAAIB B IKOCTI MapoJis!
7 IlpaBuia mapoJIbHOTO 3aXUCTY
He BUKOpHUCTOBYHTE OJMH 1 TOH K€ Hapoib A TOCTYIMY 10 OOJIKOBHUX 3aIMCIB
TOB «®iaTexIIpom» 1 g0 iHmMHMX pecypciB (HanmpwKiIad, AOCTYH B IHTEPHET 3 JIOMY,
CUCTEM €JIEKTPOHHOI KoMeplii 1 T. 1.). [lo MOKITHUBOCTI HE BUKOPUCTOBYITE OJIUH 1 TOU kKe
napojp sl JOCTyIly JO PpI3HHMX pecypciB  BcepeauHl Kommadii. Hampukiag,
BUKOPUCTOBYMTE OJMH MAPOJb IS MPUKIATHUX MMPOTpaM Ta IHIIOI JUIsl aIMIHICTPYBaHHS
pecypciB. BukopucroByiite pizH1 napodi s o6ikoBux 3anucie Windows 1 Unix-cuctem.
He mnoBigomisaiiTe Baml mnapodb HIKOMY, HaBiThb BallOMy CEKpETapeBl
a6o obciyropyrdomy mepcoHainy. Bei maponi e koHdigeHmiiHO 1HGopManiero TOB
«DinTexITpomy.
Crincok 3a00pOHEHUX JIii:
HE MOBIIOMJISITE HIKOMY CB1il TapoJib 1o Tenedony;
HE BIANPABISAITE CBIM MAapOJb MO €IEKTPOHHIN MOILTL;
HE TOBIIOMJISIATE CBIM MapoJib HAYaNbHUKY;

HE KaXXiTh IIPO CBIH ITApOJIl IOPYY 3 CTOPOHHIMH;
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HE 3ragyiite mnpo BMICT Tnapois (Hanpukiag, "MId J€Hb
HapoJUKeHHs"); He BKa3dylTe CBId mapoib B aHKeTax abo
ONUTYBAJIbHUKAX;

HE MOB1IOMJISIITE CBIM MapoJb WieHaM CBO€I CIM'T;
HE MOBIAOMIISIATE CBIM MHapoib TOBAapHIlIAM MO CHOyXO01 Mepea BIAXOAOM Yy

BIJIITYCTKY;

— YH HE 3alUCYHWTEe Tapofb 1 He 30epiraiite Horo Ha poOOYOMY MICITI;

He 30epiraiite maponi y (aiini Ha KOMI'IOTEpPi, BKIIOYAIOYM TEPEHOCHUH, 0e3
¢ pyBaHHS;
HE BHUKOPUCTOBYHTE (yHKIII0 "3amam'sTaTd Maposb" B TakKUX JOAAaTKax SK

Eudora, Outlook a6o Netscape Messenger.

kim0 xTo-HeOy b BUMAarae moBiJIOMUTH Balll TAPOJIb, MONMLTITHCS HA TEH TOKYMEHT
a60 MomnpociTh 3aTenedoHyBaTU y BT 1H(QOpMaILiiiHOT Oe3meKu.

Skimo BU BBaxkaeTe, 1O OOJIKOBUU 3amuc a60 Mapojb CKOMIPOMETOBAHI,
MOBIIOMTe Mpo Iie cuctemHoro aamidictparopa TOB «®inTexIIpom» 1 3MmiHITE Bei
napoJil.

YnosnoBaxeHnl ocobn TOB «@inTexIIpom» MOKYTh peryjaspHO OPOBOAUTH M1AOIP
a6o crpoOu 37I0MYy TapoJiiB. AKIIO Maposiak Oylae BrajaHuil abo 3imamMaHui Mij 4ac TaKux
3aX0/11B, BAC MOMPOCATH 3MIHUTH I1apOJib.

CrannapT po3poOKH T0aTKIB

Po3poOHUKY 10JaTKIB ITOBHHHI 3a0€3MEUUTH B CBOIX IIporpaMax TaKHX 3aXOjiB
Oe3neku:

JIOJATKUA MOBUHHI MIATPUMYBATH aBTEHTU(DIKALII0 OKPEMUX KOPUCTYBayiB, a HE
rpWi

JIOJIATKW HE MOBHUHHI 30€piratv mapoii y BIAKPHUTOMY BHIJISAL ab0 TaKOMy, IO
JIETKO BIJIKPUBAETHCS;

JOJATKA MOBUMHHI 3a0e3meuyBaTH CBOrO pojay INepenady IMpaB, LI00 OJUH
KOPUCTYBa4 MII' BUKOHYBATH (PYHKIIIT IHIIOT0 HE 3HAIOUYM HOTO MapoJib;

JOJATKU ITOBUHHI IT0 MOKJIMBOCTI 3apxau miarpumyBatud TACACS +, RADIIIS,
Ta / a6o X.509 na ocuoBi LDAP.

9 BukopucTtaHHs MapoJiB 1 maponbHUX (Ppas Ui BIATATEHOTO TOCTYITY
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Jns  koHTpomo BimmaneHoro goctymy 10 Mepex TOB  «®inTexIIpom»
BUKOPUCTOBYHTE a60 OTHOPA30BI Maposti ab0 aCHMETPUYHY KIIFOYOBY CHCTEMY 31 CTIHKOIO
napoJibHOK (hpazoro.

[TaponbHi (hpazu BiAPIZHAOTHCA Bix mapoiiB. [laponsHuil ¢gpaza Outeln 1oBra
Bepcis mapojis 1, TakuM 4YWHOM, Oinbll HagidHa. [laponbHi (dpa3um  3a3Buyaii
BUKOPUCTOBYIOTBCA JUIs aBTCHTU(dIKAII]I B aCHMETPUUHHUX CHCTeMaX MH(pyBaHHS.
AcuMeTpHUYHa KIIIOYOBA CHCTEMa BHM3HAYA€ MATEMATHYHY 3B'S30K MIXK BIJKPUTHM
KJIIOYEM, BIJJOMHUM BCIM 1 3aKpUTHUM KJIIOYE€M, BIJOMUM TUIBKM HOro BiIacHUKY. be3
MapojbHOTrO (pa3u, L0 Aa€ AOCTYN JI0 3aKPUTOrO KIIKOYa, KOPUCTYBay HE OTpUMAE
JIOCTYTI.

[TaponbHa (hpaza 3a3BuUali CKIATAETHCS 3 AEKUTBKOX CIIIB, Oyaydu OUTBII CTIHKOIO
JIO aTak 3a CJIOBHUKOM. Xopollia nmapoibHa ¢paza BIAHOCHO JIOBra 1 MICTUTh KOMOIHAI[IO
OYKB y BEPXHbOMY 1 HWKHBOMY PETICTPI, & TAKOK LU(PPH 1 po3au10oB1 3HaKH. OCh NPUKIIAT
xopomioi naposibHoi dpasu: "The *? #+ * @ TrafficOnThel0OlWas * & #! # ThisMorning"
Bci npaBuiia cTBOpeHHS CTIMKUX TApOIIB BIIHOCATHCS 1 /10 TaposbHUX (Ppas.

BiamnoBitaneHICTE

Bbynp-sikuii CIIiBpOOITHHK, KU IIOPYILIHB CIIPABKHIO TOJIITHKY, MOXKE OyTH

[MUTAHUHA CTSTHEHHIO a)K 10 3BIIbHEHH.
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JOIOATOK I'. Inctpykuist 3 oprasizaiiii aHTUBIPYCHOTO 3aXHCTY

1 Beryn

s IHCTpYyKIIiS BU3HA4Yae BUMOTH JO OpraHizallii aHTuBipycHOTo 3axucty B IKC
TOB «®inTexIIpom» Ta BCTaHOBIIIOE BIANOBIAAIBHICT, KEPIBHHUKIB 1 CIIIBPOOITHHUKIB
TOB «®iuTexIIpom», mo ekcryatytotsh Ta cynpoBomkyrounx IKC, 3a BukoHanHs
BHMOT 11ici IHCTpyKIIii.

2 3aranbHi MOJOXKEHHS

Jnsa 3a0e3nedenHst iHdopmaniiiHoi Oe3neku a0 Bukopuctanus B IKC TOB
«®inTexIIpom»  momyckaioTbes — TIABKM  JTIIEH31MHI  aHTUBIPYCHI  3aco0w,
neHTpanizoBaHo 3akymieHi TOB «®inTexlIlpom» y po3poOHUKIB (mOCTayalbHUKIB)
3a3HaYCHUX KOIITIB, peKoMeH0BaH1 10 3actocyBanHs CIII.

YcraHoBka 3aco0iB aHTUBIpYycHOro kKoHTpoiro Ha [IK 3milicHIOETBCA CHCTEMHUM
aaminictpatopoMm Ha Bci [IK IKC TOB «®iuTexIIpom». HanamryBanHsi napameTpiB
BHKOPHUCTaHHS aHTUBIPYCHOTO 113 BUKOHY€EThCS CUCTEMHUM aIMiIHICTPATOPOM.

3 3acTocyBaHHs 3aC00IB aHTHBIPYCHOTO KOHTPOITIO

OO0O0B'SI3KOBOMY aHTUBIPYCHOMY KOHTpoito miansiraroTe yci 11K, a Takox Oynb-
sika 1H(pOopMallisi, OJCp>KyBaHa 1 MepeaaHa 1Mo TEICKOMYHIKAIMHUM KaHalaM, a TaKoXK
iH(pOpMaIlis Ha 3HIMHUX HOCISX.

AHTuBipycHuld  KoHTpoiab [IK  mnoBuHEH mNpOBOAUTHCS  HIOJCHHO B
aBTOMATUYHOMY PEXHUMI Ipu noyaTkosiil 3aBantaxkeHHi [IK (ns cepsepiB IKC TOB
«DinTexIIpom» - mpu nepes3amycky).

OnHoBiieHHs1 0a3 aHTUBIPYCHUX 3acCOOIB IIOBUHHO IIPOBOJUTHUCSI PErYJIAPHO B
ABTOMATUYHOMY PEXUMI, Il YOrO CHEUIATICTOM CHYKOM TEeXMIATPUMKU MOBHHEH
OyTH HaNalITOBAaHWUW JIOCTYN 1O CEpPBEPIB OHOBICHb PO3POOHHUKA AHTHBIPYCHOIO
3aco0y.

BcranoBnenHss  (3MiHa)  CHCTEMHOIO Ta  MPUKIAAHOTO  MPOTPaMHOTO
3a0e3nevyeHHs] MOBUHHA 3J1MCHIOBATUCS TIIBKM B MPHUCYTHOCTI CHEIliaiicTa CIyKOu
Oe3nexku. BcraHoBiioBaHe (3MIHIOBAaHE) MOpOrpaMHe 3a0e3MedYeHHs MOBUHHE OyTH
NOTICPEIHBO TICPECBIPCHO CHCLIATICTOM CIY>KOM O€3MeKh Ha BIJACYTHICTh BIPYCIB.

besnocepenHpo micis
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BCTAHOBJIEHHs (3MIHM) CHUCTeMHOro mnporpamHoro 3abesnedenHs IKC TOB
«DinTexITpomy.

[Ipy BHHMKHCHHI IIIJO3pH HA HASABHICTH y CHCTEMI KOMII'IOTCPHOTO BIpyCY
(netunoBa poOoTa mporpam, NEPEKPYUEHHs AAHUX, MOCTIHHA MOABAa MOBIIOMIIEHb IPO
CUCTEMHI TIOMHUJIKK TOMIO) criBpoOiTHUKOM Tiapo3auty TOB «®iaTexIIpom» moBuHeH
OyTH MpOBEACHMI Mo3aueproBuil aHTuBipycHUid KoHTpoJib [IK (camocTiitHo abo pasom 3
BIIMOBIAAILHUM 3a 3a0e3nedeHHs Oe3neku iHdopMailii miaposauty ). [Ipu HeoOX11HOCTI
JUIS BU3HAUYCHHS (pakTy HassBHOCTI a60 BIJICYTHOCTI BIPYCY MOXKYTb OyTH 3aiTyucH1 (paxiBIli
cy>k0u Oe3MmeKH.

VY pa3i BUSIBIEHHS NPU MPOBEACHHI aHTHUBIPYCHOI MEPEBIPKU HASBHOCTI B CHUCTEMI
KOMITHOTepHOTO Bipycy criBpobiTHukH TOB «®inTexIIpom» 30008B'13aHi:

HEraifHO MOCTaBUTH A0 BiJOMa aJMIHICTpaTOpa 1 MPUIOUHUTU OyIb-sKi 11 Ha
MEPCOHATLHOMY KOMIM'TOTEP1 TPU3YIUHUTH POOOTY;

VY pasi BUSABJICHHS HAsSBHOCTI B CHCTEMI KOMIT'IOTEPHOTO BIpYCy aAMIHICTpaTOpH
3000B's13aHI:

— CMUIBHO 3 BJACHUKOM 3apakeHHUX BipycoMm ¢ailiaiB MPOBECTH aHaJI3
HEOOX1THOCTI IMOJAJIBIIIOTO X BUKOPUCTAHHS;

MIPOBECTH JIOKAJI3allll0 BIPYCY B CHCTEMI;
3a0€e3MeUnTH BUAATIEHHS BIPYCY 13 CUCTEMH;

— Yy pa3l BUABJICHHA HOBOTO BIpyCy, IO HE TMAJA€TbCI JIKYBaHHIO
3aCTOCOBYBAaHWMH AaHTHBIPYCHUMH 3aC00aMHU, CTICTIAIIICT CITY>KOU TEXTIATPUMKH TTOBUHEH
HAIIPABUTH 3apaXXCHUW BipycoMm halia CHUCTCMHOMY aJAMIHICTPATOpy IS MOAAIBIIOL
nepeaadl Horo B opraHizailito, 3 SKOK YKJIAJIEHO J0roBIp Ha aHTHUBIPYCHY MIATPUMKY;

3a (hakTOM BUSBJICHHSA BIpYCY I[OBHHHA OYyTH CKJaJeHa CilIy:KOoBa 3amucKa
CUCTEMHOMY aAMIHICTpaToOpy, B SKIA TOTPIOHO BKa3zaTh MOXIUBUN JIKEpENo
(BiAmpaBHUKA, BIaCHUKA 1 T.1.) BIpyCy, THI 3apakeHOro (ailiry, XxapakTep MICTUTbCS Y
datin iHpopMalrlii, THII BipyCy 1 BUKOHAHI aHTUBIPYCHI 3aX0/IH.

KopuctyBaueBi  IKC  3a0opoHsieTbcs  0€3  CXBajJeHHS  CHCTEMHOIO

aAMIHICTpaTopa: 3MIHIOBATH HaJalITyBaHHA 1 KoHQIrypario 3aco0iB

AHTUBIPYCHOTO 3aXUCTY;
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— BHJIAJIATH a60 JIoJlaBaTH B CHUCTEMY OY/Ib-iKi 1HII 3aCO0M aHTHBIPYCHOTO
3aXUCTY;

BukopuctoByBath Ha I[IK 3HimMHI Hocil iHpopMmauii 0e3 monepeaHbol
MEPEBIPKHU BCTAHOBJICHUMH 3aC00aMH aHTHBIPYCHOTO 3aXHCTY;

3aITyCcKaTH HEBIIOMI JIOJATKH, SIK1 IPUUAIUIN MO SJICKTPOHHIN TIOIIITI.

Kopucrypau 3060B's13aHui:

— UIOJHS NOpH MOoYaTKOBiM 3aBaHTakeHHl [IK mepekonaTtucs B HasBHOCTI
PE3UAEHTHOTO AHTUBIPYCHOTO MOHITOpA 1 B pa3i HOTro BIJICYTHOCTI MOBIJOMUTH TIPO 11€
CUCTEMHOI0 aIMIHICTpaTOopa;

CaMOCTINHHO 3amycKaTH IM03alUIaHOBY aHTHUBipycHy mepeBipky IIK npu
OTPHUMAaHHI BlJl CUCTEMHOIO aJMIHICTpaTopa MOBIJOMJICHHS PO HAasIBHICTb B CUCTEMI
BIPYCY, @ TAKOK MPH BUHUKHCHHI T1JI03pH HA HAsIBHICTH BIPYCY.

4 Biamos1aiabHICTh

BignoBimanwHICT 3a OpraHizaii0 aHTHUBIpycHoro koHTpomro B TOB
«DiunTexIIpom», mo exciuryarye IKC, BiamoBigHo g0 BuMor i€l IHCTpykiii
nokjagaerbcs Ha kepiBHUKa TOB «®inTexIIpom». BinnoBiganbHICTE 32 NpOBEACHHS
3aXOMIB 3 AHTHUBIPYCHOTO KOHTPOJIO Ta JOTPUMAaHHS BHUMOT IIi€i [HCTpyKIIii
MOKJIAJA€ThCsl HA BIANOBIAANBHOIO 3a 3a0e3nedeHHs iHdopmaniiHol 0e3MneKu 1 BCiX
criBpoOiTHUKIB mijipo3autie TOB «®inTexIIpom», ski ¢ kopuctyBauamu IKC TOB
«DiaTexIIpom».

[lepioauunuii KOHTPOAbL 3a cTaHOM aHTUBIpycHoro 3axucty B IKC TOB
«DiaTexIIpom», a Takok 3a JOTPUMaHHSM BCTAHOBJICHOTO MOPSAIAKY aHTHBIPYCHOTO
KOHTPOJTIO Ta BUKOHAHHAM criBpoOiTHUKamu mijipo3autiB TOB «®inTexIIpom» BuMor
ui€ei [HCTpyKIii 31M1MCHIOETBCA CUCTEMHUM aIMIHICTPATOPOM.

CriBpo6itHuku TOB «®inTexIIpom», ki HOpyIIMIM BUMOTH IILOTO TJOKYMCHTA,
IPUTATYIOTHCS 10 BIZUNOBI 1AJILHOCTI BIZMOBIHO 10 YUHHOTO

3aKOHOABCTBA Y KpPaiHH.



75

JOJATOK f. IncTpykiiisi 3 BUKOPUCTaHHS €IEKTPOHHUX PECYPCIB KOMITIOTEPHOT Mepeki

1 3aranbHi MOJIOKCHHS

1.1 Meroro 111€i IHCTPYKIIiI € PEryIioBaHHsI poOOTH CUCTEMHOTO aJMiHICTpaTopa
1 KOpUCTYBayiB, PO3MNOJLIY MEPEKEBUX PECYpPCIB KOJEKTHBHOTO KOPUCTYBAaHHS Ta
HOiIATPUMKHA HEOOXITHOTO PiBHS 3axUCTy 1H(opmalli, ii 30epekeHHs, 1 JOTPUMaHHS
npaB jgoctyny no iHdopMamii. bimbiml edeKTHUBHOTO BUKOPHUCTAHHS MEPEKEBUX
peCypciB 1 3MCHIICHHS PHU3UKY HABMHCHOTO YM HCHABMUCHOTO HEIPABHIBHOTO iX
BUKOPUCTAHHS.

1.2 Jlo poboTu B cHCTEMI JOIMYCKAalOThCS OCOOHW, MPU3HAYCHI HaYaTbHUKOM
BIJINIOBITHOTO BIAJLTY, SIK1 IPOMIIUIMA IHCTPYKTAXK Ta PEECTPALILO.

1.3 PoGota B cuctemi KOKHOMY MpaIlIBHUKOBI JI03BOJIEHA TUIBKH HAa MEBHUX
KOMIT'IOTepax 1 TUTbKYU 3 JIO3BOJICHUMH MPOTpaMaMu 1 MEpPEeKeBUMHU pecypcamMu. SKiio
NOTPIOHO MpAaIlOBATH HA 1HIIMX KOMM'tOTEpax 1 3 IHIIMMU MpOTrpaMaMH, HEOOXiITHO
OTPUMATH J03BLI CHCTEMHOTO aJIMIHICTpaTOpa.

1.4 3a piegem BignoBimadeHOCTI 1 mnpaB jgocryny n0 KM kopuctysaui
MOJAUISIOTHCS Ha Tall KATEropii: CACTEMHUM aIMIHICTPATOP 1 KOPUCTYBAUI.

1.5 KopuctyBad migKIIO4EeHOTO JO MEpeki KOMM'IoTepa - OOauy4s, 3a SIKUM
3aKpiIUieHa BiAMOBIAAIBHICTh 32 JaHUN KOoMIT'IoTep. KopucTyBau noBUHEH BXKUBATHU BCi
HEOOXIJTHI 3aXO0[M IIOJO0 3aXKCTy iH(OpMalii Ta KOHTPOIIO 3a JAOTPUMAHHSAM MpaB
JOCTYyNy A0 Hel.

1.6 KoxxeH KOpUCTyBad KOPUCTYETHCS 1HIUBIIYATIbHUM 1M'SM KOpUCTyBaya AJis
CBOE€T iJTeHTU(IKAINT B MEPEXK, [0 BUAIOTHCS CUCTEMHUM aJIMiHICTPAaTOPOM.

1.7 KoxxeHn KopHCTyBad CTBOPIOE NApOJb JJIsI BXOAY B KOMII'IOTEPHY MEPEKY.
[Ipu boMy naposab NOBUHEH MICTUTU MIHIMYM 8 CUMBOJIIB, MICTUTH OYKBU 1 LU(DpPH.

1.8 KoxxkeH KopucTyBau TMOBUHEH KOPUCTYBaTUCS JIMUIE CBOIM I1MEHEM
KOpHUCTyBaua Ta TapoyieM Jisl BXOJY B JIOKAJIBHY MEpeKy Ta Mepexy [HTepHer,
nepeaaya ix 0y/Jp-KoMy 3a00pOHEHO.

1.9 Jlns pobGoTM Ha KOMI'IOTEpl OKpIM KOPUCTyBada HCOOXITHHUN JO3BLI
cucteMHoro aamidicrparopa. HixTo He MOXXe JaBaTd JO3BUI Ha HAaBITh TUMYacOBY

po0OOTYy Ha KOMITIOTEpi, 0€3 J03BOIY CHCTCMHOTO aJMIHICTparopa abo HadaabHUKA

BIJILTY.
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1.10 Y pa3t mnopylieHHs TpaBUl KOPUCTYBaHHS MEPEKEI, KOPUCTyBad
MOBIIOMJIIE CUCTEMHOTO aJMIHICTpaTOpa, SIKUH MPOBOJAUTH PO3CIIAYBAHHS MPUYHUH 1
BUSIBJICHHS BHHYBATI[IB TMOPYIICHb 1 BKHUBAE€ 3aXOJd IIOAO MPHUIHUHCHHS TOHIOHUX
nopyuieHb. fKOI0 BUHYBaTLUEM IMOPYIUEHHA € KOPUCTYBady JaHOrO0 KOMIT'HOTEpA,
aJMIHICTPaTOpP Ma€ MPaBO BIJICTOPOHUTH BHUHYBATLS BiJi KOPUCTYBaHHS KOMII'IOTCPOM
a60 BXXUTH 1HIII 3aXO0]IH.

1.11 YV pa3i nosiBu y KopuCTyBaua KOMIT'HOTEpa BIAOMOCTEH abo Mmiio3p Mpo
dakTH TOpyUIeHHS IMX TpaBWi, a OCOOAMBO TNpo (AKTH HECAHKIIIOHOBAHOTO
BIITAJIEHOTO JOCTYyNy 10 1H(opMalli, po3MILIEHOI HAa KOHTPOJIbOBAHOMY HHUM
KOMIT'IOTEpl UM SKOMYCh IHIIOMY, KOPHCTYBay TMOBUHCH HETAHO MOBIAOMUTH TMPO LIE
CHUCTEMHOI'0 aIMIHICTpaTopa.

1.12 CucteMHHMI agMiHICTpaTOp - 0co0a, 10 0OCIYTrOBYy€E CEPBEP 1 CTEXKHUTH 3a
OpaBUWIBHUM (YHKIIIOHYBAaHHAM Mepexi. CHCTeMHUN aJMIHICTPAaTOp Ja€ JO3BUI Ha
MIKTIOYEHHST KOMITIOTEpa 10 Mepexi, Buaac IP-anpeca komm'roTepa, CTBOPIOE
OOJIIKOBUM 3aIUC CJICKTPOHHOT MOIITH AJig KopucTyBaya. CaMOBIIbHE MIAKIIOUCHHS €
CEepHO3HMM IIOPYLICHHSM PABUJI KOPUCTYBAHHS MEPEKELO.

1.13 Cucremuuii aaminictparop iH(QoOpMye KOPHUCTYBaudiB TMPO BCl TUIAHOBI
npodinakTHyHi poOOTH, IO MOXKYTh MPU3BECTH JO YacTKOBOI ab0 MOBHOI
HEIpale3aTHOCTI MEpPeKi Ha OOMEXKEHUM Yac, a TaKOX IpO 3MIHH CEpBICIB Ta
OOMEKEHHSI, 1110 HAKJIaJJal0ThCsl Ha JOCTYII 10 PECYPCIB MEPEKI.

1.14 CucteMHuid  agMiHICTpaTOp Ma€ TMPaBO  BIAKIIOUATH  KOMIT'HOTEP
KOPHCTYBada Bl MEpexXi y BHUNAAKYy, SKIIO 3 JaHOTO KOMIT'IOTEPA IMPOBOAMIIHUCS
CIpoOH HECAHKIIOHOBAHOTO JIOCTYMY /10 iH(pOopMallli Ha THIIKX KOMITI0Tepax, 1y
BUITQ/IKaX 1HIINX CEPUO3HUX MOPYILIEHB i€l THCTPYKIII.

1.15 KopucryBau MNOBHUHEH O3HAHOMHUTHCA 3 IIi€l0 THCTpYKIliew. (OO0B'I30K
03HAMOMIICHHSI KOPUCTYBaya 3 IHCTPYKIIEIO JIEKUTh Ha CHCTEMHOMY aIMIHICTPaTOPi.

2 OO0OB'SI3KM KOPUCTYBAYIB MEPEK1

2.1 JlotpuMyBaTucs MpaBui poOOTH B MEpexki, 0OYMOBJICHI II€I0 THCTPYKIIIEFO.

2.2 Ilpum pocrymi O 30BHINIHIX PECypCiB MEpEexi, AOTPUMYBATHUCS IIPABHUIIL,
BCTAHOBJICHMX CHCTEMHHUMH aIMIHICTpATOPaMH J/Isl BHKOPHCTOBYBAaHUX PECYPCIB.

2.3 HeraiiHo MoBiIOMJIATH CHUCTEMHOTO aJMiHICTpaTopa Mpo BUSBJIEHI MPOOIEMHU

y BUKOPHCTaHHI HaJaHHX PECypCiB, a TaKOkK Ipo (aKTH HOPYIICHHS I€1 THCTPYKIi
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HeOyIb. AJIMIHICTpATOp, TIPH HEOOX1THOCTI, 3a JIOTTIOMOTO0 1HINNX (haxXiBI[IB, TOBUHEH
MIPOBECTH PO3CIIITyBaHHS 3a3HAY€HHUX (PAKTIB 1 BAKUTH BIJIMOBITHUX 3aXO/1B.

2.4 He posrosomyBatu BigoMy iM KoH(iAeHIIHHY i1HpopMamio (iMeHa
KOpHUCTYBaiB, Hapoii), HEOOX1IHY AJiA O€3MeYHOi pOOOTH B MEPEXKI.

2.5 HeraifHo BIAKIIOHWATH B MEPEXKI KOMITIOTEP, SKUM MIJO3PIOETHCS B
3apaxkenni BipycoM. Komi'torep He HOBUMHEH IIJIKJIIOYATHCS JO MEPEXi 0 THX IIip,
MOKHU CUCTEMHHH aJIMIHICTPaTOp HE NMEPEKOHAIOTHCS Yy BUIAAICHHI BIPYCY.

2.6 3abesmneuyBaTH Oe3MEPEITKOIHMN JIOCTYI JI0 MEpPEKEeBOTO OONaaHAHHSA Ta
KOMII'IOTE€P1B KOPUCTYBaYiB.

2.7 BukoHyBaTu IPUITMCH, CIIPAMOBAHI Ha 3a0e3IeueHHs Oe3IeKU MEPEexi.

2.8Y pa3l BUABICHHA HECHPABHOCTI KOMI'IOTEPHOro oOJagHaHHA abo
NpOrpaMHOro 3a0€3MEUCHHs, KOPUCTYBau TMOBUHEH 3BEPHYTUCA JIO CHCTEMHOIO
aJIMIHICTpaTopa.

3 IIpaBa KOpUCTYBaviB MEPEXKI

3.1 BukopuctoByBaTi B poOOTI HaJlaHl iM MEPEKEBI pecypcd B OOYMOBJICHHX Y
i iHCTpyKUil pamkax. CUCTEMHUN aJMIHICTpAaTOp BMOpaBl OOMEXYBAaTH IOCTYI JIO
JEAKUX MEPEKEBUX PECYpPCiB aX J0 iX MOBHOTO OJOKYBaHHS, 3MIHIOBAaTH PO3IMOILT
Tpadiky 1 TPOBOAUTH IHIII 3aXOJHd, COPSIMOBAHI Ha MIABHIIECHHS C(EKTHBHOCTI
BUKOPHCTAHHS MEPEKEBUX PECYPCIB.

3.2 3BepraTHcs 10 aAMIHICTPATOPA 3 MUTaHb, MOB'SI3aHUX 3 PO3MNOLIOM
pecypciB komm'iorepa. byap-siKki 11 KOpHCTyBada, IO BeAYTh 1O 3MIHH OOCATY
BUKOPHCTOBYBAHUX iM pECypciB, ab0 BIUIMBAIOTh HAa 3aBAHTAKEHICTH abo Oe3nexy
CUCTEMU (HAMpPHUKIIAJ, YCTAHOBKA HAa KOMM'IOTEPl KOJIEKTUBHOI'O JOCTYIY), MOBHHHI
CaHKIIIOHYBAaTHUCS CUCTEMHUM aJMIHICTPATOPOM.

3.3 3Beprarucs 3a IONOMOTOI0 JI0 CUCTEMHOIO aJMIHICTpaTopa MpU BUPIIICHHI
3a/1a4 BUKOPUCTAHHS PECYPCIB MEPEKI.

3.4 BHOCUTH MPOIO3HUITii 1010 HOJIIIIIEHHS POOOTH 3 PECypCoM.

4 3abopoHEHO

4.1 J103BOJSITH CTOPOHHIM 0CO0aM KOPUCTYBATUCS JOBIPEHUM 1M KOMITIOTEPOM.

4.2 BUKOpUCTOBYBAaTH MEPEXKEBI MPOrpamMH, HE TMPHU3HAYEHI Ui BHUKOHAHHS

OpSMHUX CTY>KOOBUX 000B'S3KIB 0€3 Y3rOHKEHHS 3 CHCTEMHUM aJMIHICTPaTOPOM.
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4.3 CaMOCTIHHO BCTAHOBIIOBATH a60 BUJIAISITH BCTAHOBJIEHI CUCTEMHHUM
aJMIHICTPAaTOPOM MEPEKEBI MPOrpaMu Ha KOMIT'HOTEPax, 3MIHIOBATH HalallTyBaHHS
OTiepaliifHOT CUCTEMH Ta Mporpam, 10 BILUTUBAIOTH Ha POOOTY MEPEIKEBOTO OOJIaHAHHS
Ta MEPEKEBUX PECYPCIB.

4.4 Tlowko/KyBary, 3HUILYBaTH ab6o (QabcudikyBaru indopmaliio, mo He
HAJIEKUTh KOPUCTYBavy.

4.5 Po3kpuBat  KoMO'tOTepH, MepexeBe 1 mnepudepiiiHe  yCcTaTKyBaHHS,
MIAKTIOYaTH 10 KOMI'IOTepa JoJaTKoBe oOnagHaHHS O3 BioMa CHCTEMHOTO
aZMiHICTpaTropa, 3MiHIOBaTH HanaiityBaHHs BIOS, a Takox poOWTH 3aBaHTaXEHHS
poOOUMX CTaHIIH 3 TUCKET.

4.6 CaMOBUIbHO MIAKIIOUATH KOMITIOTEP JO MEpeXi, a Tako 3miHioBaTu IP-
aZipecy KOMI'I0Tepa, BUIAHUH CUCTEMHUM aJIMIHICTPATOPOM.

4.7 OpepxyBaTu 1 nepeaaBaTH B Mepexy 1HGopMalito, 1O CyNepeuuThb
3aKOHOJAaBCTBY Ta HOpMaM MOpaJi CYCHUIbCTBA, MO MPEACTABISAI0 KOMEPIIHHY abo
JepKaBHY TA€MHULIIO, MOLIMPIOBATH 4Yepe3 MepekKy I1H(opmalliio, 3adinae 4ecTb 1
TTHICTh TPOMaJsH, a TAaKOX pO3CHiIaTH OOMaHHI, 1o TypOylOTh abo 3arpo3jvBi
[IOB1JIOMJICHHS.

4.8 O0X0KeHHS 00I1KOBOI CHCTEMH OS3IEKH, CHCTEMHU CTATUCTHKH, ii
MOIIKOKEHHS 260 Ae3iHhopMaItis.

4.9 BukopuctoByBatu 1HUIl (JOPMHU IOCTYIy A0 MEPEXi IHTEpHET, 3a BUHITKOM
JIO3BOJICHUX CUCTEMHUM aIMIHICTPATOPOM.

4.10 3niiicHioBaTH CpoOM HECAHKIIOHOBAHOTO JOCTYMY JI0 PECYypciB Mepexi,
POBOAUTH 260 OpaTH y4acTh B MEPEKEBUX aTakaxX 1 MEPEKEBOMY 3JIOMi.

4.11 BuKOpHUCTOBYBAaTH MEpPEXKY i 3AIMCHEHHS KOMEpPUIMHUX Yrof,
PO3MOBCIO/KEHHS PEKJIaMU, KOMEPUIMHUX OTOJOIIeHb, MOpHOrpadiyHoi iHpopMallii,
3aKJIMKIB J0 HAaCWJIbCTBA, PO3MAIIOBAHHS HAI[IOHAIBHOI ab0 PEirifHOi BOpPOXKHEUI,
o0pasz, morpo3 TOIIO.

4.12 KopucTtyBaul HOBHHHI OBaKaTH MPABO 1HIIMX KOPUCTYBAYiB HA OCOOUCTY
iHpopMmarito. Ile o3Havae, M0 KOPUCTyBau (CUCTEeMHHUI agMIHICTPATOp) HE Mae TpaBa
KOPUCTYBATUCSA YY)KMUMH IMEHAMHU 1 MApOJSIMH JUIsl BXOAY B MEPEKY, UMTATH UYXKY

TOIITY,
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3aMoJIIOBaTH MIKOAY JaHUMHU (KpiM BHITAJIKIB, 3a3HAYEHUX BHIIIE), IO HaJeXKaTh
THITUM KOPUCTYBaUdaM.

4.13 3a00pOoHSETLCA IMPOBOJMTH Jiii, CIPSMOBAHI Ha 3JI0M (HECAHKIIIOHOBaHE
OTpPUMAaHHSI MPUBLIECHOBAHOTO JOCTYITY) POOOUMX CTAHIIIM 1 cepBepa MEPEXI.

4.14 3axkpuBatu goctyn 10 iHdopmalil napojasiMu 0e3 y3ro/PKeHHS 3 CUCTEMHUM
aJMIHICTPaTOPOM.

5 IlpaBuiia pobotu 3 BeO-pecypcamu

5.1 KopucTtyBadi BUKOPUCTOBYIOTH MIpOrpaMu JiJisl MOMIYKY iHpopMalii TUIbKU Y
BUIIAJIKY, SKIIO 11€ HEOOX1IHO JjIsl BUKOHAHHS CBOIX 110CaJI0BUX OOOB'A3KIB.

5.2 BukopuctaHHs pecypcu Mepexi [HTEepHET A03BONAETHCS TIIBKH B POOOYHMX
LUISIX, BAKOPUCTaHHS ii pecypciB HE MA€ MOTEHIIIMHO 3arpoXKyBaTy MiANPHUEMCTBY.

5.3 Illomo BukopucTanHs [HTEpHET BEACTHCA CTAaTUCTHKA 1 HAJIXOAUTH JI0 apXiBYy
MiAMPUEMCTBA.

5.4 ]Jlii Oynb-sKOTO KOPHUCTyBaua, TI1JO3PIOBAHOTO B TMOPYIICHHI TMPaBUII
KOpPUCTYBaHHS [HTEpHETOM, MOXYTh OyTH 3alpOTOKOJIBOBAaHI 1 BHUKOPUCTOBYBATHUCS
JUISl IPUAHSATTS PILICHHA [IPO 3aCTOCYBaHHS J0 HbOT'O CaHKILIM.

5.5 KopucryBauam opraizailii, ki KOPUCTYIOThCA [HTepHETOM, 3a00pOHEHO
nepeaaBaTd ab0 3aBaHTAXXYyBAaTH Ha KOMM'IOTEp Marepiai, SKUA € HENPUCTONHUM,
nopHorpadiyauM, (HAMMUCTCHKUM YW PACHCTCBKMM 1 HE HajekaTb JI0 JisJIBHOCTI
HiAIPUEMCTBA.

5.6 VYci nporpamu, M0 BUKOPUCTOBYIOTHCS IS JOCTYMy g0 Mepexi Internet,
NOBMHHI OyTH 3aTBEp/KEHI aJAMIHICTPATOPOM 1 HAa HUX MOBUHHI OyTH HalalITOBaHI
HEOOX1/TH1 PiBHI OC3MCKH.

5.7 Yci ¢ainu, SKUMH KOPUCTYIOTHCS 32 JOMOMOIoO0 Mepexki Internet, moBUHHI
MICPEBIPSATHUCS HA BIPYCH 32 JOMIOMOI'OIO 3aTBEPIKEHUX aHTHUBIPYCHUX MPOTPAM.

5.8 B opranizamii mMae BecTHCS CIUCOK 3a00poHeHuX caiitiB. [Iporpamu juis
pobotu 3 Internet moBUHHI OyTH HaJaIITOBaHI Tak, U[00 10 LMUX CalTIB MOXHa OYJIO
OTPUMATH JOCTYII.

5.9 3abopoHeHO po3MilllyBaTh B FOCTHOBUX KHHUTaX, (popymax, KOH(pEepeHLIsx

MOBIAOMJIEHHS, IO MICTATH Ipy0l Ta 00pa3vBi BUpa3H.
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5.10 3aboponeHo oliepkKyBaTH 1 NepeaBaTH yepe3 Mepexy iHdopmaliio, o
CyNepeyuTh 3aKOHOJAABCTBY Ta HOPMaM MOpall CYCHUIbCTBA, IO MPEACTABISAIO
KOMEPIiIHHY TAEMHHUIIIO, MTOUTUPIOBATH 1HPOPMAILIiI0, a TAKOX PO3CUIIAaTH 0OMaHHI, 110
TypOyI0Th 260 3arpo3JMBi MOB1AOMIICHHS.

5.11 3aGopoHEHO OTPUMYBATH AOCTYII A0 1HGOPMAIIIMHUX PECYpPCiB MEpeki abo
Mepexi [aTepHer, ski He e myOmiuHuMU, 6€3 T03BOY iX BIACHUKA.

6 BiamoBiganpHICTE

6.1 KopuctyBau komi'torepa BiJIIOB1JIae 3a 1H(OpMAIIiio, 0 30epiracTbCs Ha
HOro KOMI'IOTEp1, TEXHIYHO CIIPABHUIN CTAH KOMI'IOTEPA 1 BBIPEHIM TEXHIKH.

6.2 CucremHHil agmiHICTpaTop BiAMNOBiAae 3a Oe3nepediiiHe (PYHKIIIOHYBAHHS
MEpPEKI.

6.3 KopucrtyBau Hece 0OCOOMCTY BIAIOBIJAIBHICTh 32 BeCh 1H(OpMaLiHUN
O0OMIH MK HOro KOMI'FOTEPOM Ta IHIIUMHU KOMIT'IOTEpaMH B MEPEXI 1 3a 11 MEXaMHU.

6.4 3a mopyuieHHS 1i€i IHCTPYKIIT KOPUCTYBau MOXKE OyTH BIACTOPOHEHUH BiJl
po0OOTH 3 MEPEKEIO.

6.5 TlopymieHHs AaHO1 1HCTPYKIIi, IO NMPHU3BEIO A0 3HUIINCHHS, OJOKYBaHHS,
Moaudikaiii abo KOIIIOBaHHS OXOPOHSAETHCSA 3aKOHOM KOMITIOTEPHOI 1H(opMaIii,
MOPYIIEHHST POOOTH KOMIT'IOTEPIB KOPUCTYBauiB, CUCTEMU ab0 KOMI'IOTEPIB, MOXKE
COPUYUHUTH AIMIHICTPATUBHY a60 KpUMIHAJIBHY BiANOBIAAIBHICTH BIAMOBIAHO 0O

YHMHHOI'O 3aKOHOJaBCTBA.



JOJATOK /1. BIII'YK KEPIBHUKA EKOHOMIHYHOI'O PO3IUIY

KepiBHUK €KOHOMIYHOTO PO3ALTY K.e.H., noi, [Tinosa J1.IT
.€.H., : 11

Jara: ITignuc:
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JNOJATOK E. BUII'YK KEPIBHUKA KBAJIIDIKAILITHOI POBOTU

«Po3pobka nomitrku 6e3neku iHGopmalii iHpopMaIitHO-KOMYHIKalIHHOT CHCTEMU

TOB «®inTexIIpom» cryaenrta rpynu 125-20-3 Tonan [1.P.

Kganigikamiiina po0ota mpejicTapicHa MOSICHIOBAILHOK 3amuckoro Ha 81 c., 3
puc., 12 tabmn., 7 nogatkis, 15 mxepen.

Merta kBamidikaiiitnoi pobotu miaBUIeHHsS piBHS Oe3rneku iHdopmarlii B IKC
TOB «®inTexIIpom», po3poOka pilieHb Afd 3aXKCTy BiA 3arpo3 iHdopmaniiHol
Oesneku. Tema 1 3MICT JUIUIOMHOI POOOTH TMOBHICTIO BIJANOBIZAE TCXHIYHOMY
3aBJAHHIO HA JUILIOMHY pOOOTY.

VY Xonl BUKOHAaHHS AWUIUIOMHOTO MPOEKTY Oyl BUPIIIEH] HACTYMHI MUTAHHS:
aHaji3 ICHYIOYMX 3arpo3, OOIPyHTYBaHHsS HEOOXIJTHOCTI CTBOPEHHS KOMILJIEKCHOI
cuctemu 3axucty iH@opmauii ang OlJf TOB «®inTexIIpom», mpuBeaeHa Mojaelnb
3arpo3 Ta MOPYUIHUKA Ui MiANPUEMCTBA, MPUHHSTI MPOCKTHI PIICHHS IIOAO0 3aXHUCTYy
iH(popmariii.

Y ckoHOMIYHOMY pO31aUIi Oyfiu po3paxoBaHi BUTpPATHU Ha BIPOBAIKCHHS
MOJIITUKY OC3MCKHU.

Jlo HenomikiB MPOEKTY CIiJI BIJIHECTH OKpEeMl He3HauHl HEBIIMOBIIHOCTI
BHMOTaM O(pOpPMIICHHSI.

B minomMy AMIUIOMHHIT TPOCGKT BHKOHAHO Y BIAMOBIAHOCTI M0 BHUMOT, SKI

npea'siBIAOThC 10 KBamidikamiiiHoi poboTu 0OakanaBpa 1 3aciayroBY€ OIHKU

« », a Toman Jlanwio PomManoBH4 — mpucBOeHHA HoMy KBamidikailii

«baxanaBp 3 KibepOe3neKun».

KepiBHuk kBamigikaiiiHoi podotu CT. BUK, CBsaTomeHko B.O.

Jara: [Tigmmc:
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