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KJIABUATYPHBIE HITITMOHBbI

B oaunnoii pabome npusooumcs 0630p K1a8UAMypHO20 WNUOHANICA KAK OOHO20 U3 2IABHbIX
BUO08 INEKMPOHHO2O MOueHHUYecmea. Onucana e2o «1e2aivbHasy CMOPOHA U PACCMOMPEHbl
cnocobwvl pacnpocmpanenus. Tak oice npueedenvl HeKOMOpbvle PeKOMEHOAYUU 3auumsl KaK om
NPOSPAMMHBIX, MAK U OM ANNAPAMHBIX KIAGUATYDHBIX WUNUOHOS.

KnaBuatypueie mmmonsl  (anri. kKeyloggers — perumcrpaTopsl HakaThi
KJIABUII) 0Opa3yloT KaTeropuio BPEJOHOCHBIX MPOTpamMM, MPEACTaBISIONIYIO
00JBIIYIO Yrpo3y Uil 0€30MacHOCTH Mojb3oBaresi. OHU He SIBIAIOTCS BUPYCAMM,
MOCKOJIbKY HE 001a7aloT CHOCOOHOCTBIO K pa3MHOXeHuio. Kak mnpaBuiio,
COBPEMEHHbIC KJIABHATYPHBIC IIMHOHBI HE IMPOCTO 3aMKUCHIBAET KOl BBOJUMBIX
KJIABUIII - OHM "TPUBS3BIBACT" KJIIABUATYPHBINM BBOJ K TEKYIIEMY OKHY U JJIEMEHTY
BBojla. Kpome TOro, MHoOrme KiIaBHATypHBIE MIMHOHBI OTCJIEKHUBAIOT CIHCOK
3aMyIIEHHBIX MPUIOKEHUN, YMEIT JenaTh "CHUMKH' »SKpaHa 10 3aJlaHHOMY
PaCIUCaHUIO WA COOBITUIO, IIMUOHUTH 3a COJIePKUMbIM Oydepa oOMeHa U peliaTh
pSI 3a/1ay, HAICJICHHBIX Ha CKPBITHOE CIIEKEHHUE 3a MOJb30BaTeieM. 3amuchiBacMast
nH(OpMAITU COXPAHSIETCS Ha JUCKE M OOJBITMHCTBO COBPEMEHHBIX KJIaBUATYPHBIX
IIIITUOHOB MOTYT ()OPMHPOBATh pPa3IUYHBIC OTUYETHI, MOTYT TepenaBaTh WX IIO
aJIeKTpoHHOM Toute wiu http/ftp mporokoiy. [1]

BOBIMHCTBO CyIMIECTBYIOMMUX HA JAaHHBIM MOMEHT KJIABHATYPHBIX IIMTHOHOB
CUMTAIOTCSl <JIETAIbHBIMU» M CBOOOJHO MPOAAIOTCA, TaK KakK pa3padOTUMKU
JEKIAPUPYIOT MHOKECTBO MPUYHUH JJISI UX UCTIOJIb30BAHUS, HATIPUMED:

1. Jlna ponpureneil: oTclexuBaHue JeWcTBUM nered B MHTepHere wu
ONOBEILICHUE POJUTENIEM B CJIydae IMOMNBITOK 3aWTH HA CAWThl «IJIS B3POCIIBIX»
(parental control);

2. Ins  cayxkObl 0€30MacHOCTH OpTaHW3alMU: OTCJIeKHBaHUE  (PAKTOB
HEIIEJIEBOTO KCIOJB30BAHMS TEPCOHAIBHBIX KOMIIBIOTEPOB, WX HCIOJIH30BAHUS B
Hepabouee Bpems, HaOOpa Ha KJIaBUAType KPUTHYHBIX CJIOB M CIIOBOCOYETAHUH,
KOTOpbIE COCTABIISIIOT KOMMEPUECKYIO TallHy OpraHu3alluy, U pas3rialieHue KOTOPhIX

MOJKCT IIPUBCCTHU K MAaTCPUAJIIbHOMY HUJIH UHOMY ymep6y JJIS OpraHu3aliviu,



3. Jlns  pasnuyHBIX  CIy)KO  O€30MacHOCTH: TPOBEACHHWE aHaIW3a W
paccienoBaHHs ~HMHIWIACHTOB, CBSI3aHHBIX C  HCIOJB30BAHHWE IEPCOHAITBLHBIX
KOMITBIOTEPOB U JIp.

B Hacrosiiee BpeMsi KiIaBHAaTypHbIC IIMUOHBI, Hapsay c¢ fishing u meromamu
COLMAIbHOW WH)XCHEPHH, SBJSIFOTCS OJHUM M3 TJAaBHBIX BHJOB 3JICKTPOHHOTO
MolieHHnYecTBa. OHM MOTYT OBITh HWCIOJIB30BAaHBI JUISI KPaXH IEPCOHAIBHON
MH(OPMALIUU TI0JIH30BATENICH U OCYIICCTBICHHS SKOHOMHUYECKOTO M MOJUTHYECKOTO
mmuoHaxa. [2] Omrako ecnm B ciaydae fishing OaurenbHBIA MOJB30BaTEbh MOXKET
cam ce0s 3amuTUTh — WrHopupoBaTh sBHbIE fishing- mmcema, HE BBOIWTH
NIEPCOHATIBbHBIC JIaHHBIC Ha TIOJO03PUTEIBHBIX BEO-CTpaHMIIAX, — TO B Ciydae C
KJIAaBUATYPHBIMH IIITHOHAMH HHKAKUM JPYTHM CIOCOOOM, KPOME HCIIOIb30BaHMSI
CHCIMAIM3UPOBAHHBIX CPECTB 3alTUTHI, 0OHAPYKHUTh (hAKT MIITHOHAYXKA MPAKTHUCCKH
HEBO3MOXHO, TIOCKOJIbKY  KJIaBHATypHBbIC IIMHOHBI  TOJb3ytoTcs  ROOtKIit
TEXHOJIOTHSMHU JIJII MACKUPOBKH CIIEIOB CBOETO MPUCYTCTBUS B CUCTEME.

Bce xiaBuaTypHBIC MIMTMOHBI MOKHO YCJIOBHO pa3leiUTh Ha ammapaTHbIE U
nporpamMMHusble. llepBeie mpeacTaBiIsIOT coOOW HEOOJBIINE YCTPOWCTBA, KOTOPHIE
MOTYT OBITh 3aKpeIUIeHbl Ha KIaBUAType, MPOBOJIE HWJIM B CHCTEMHOM OJIOKe
KOMIIpIOTEpa.  BTOophle — 93TO  CHENMAJIBHO  HANHWCAHHBIE  MPOTPAMMBEI,
npeaHa3HAuYCHHBIE ISl OTCIC)KUBAHMS HAKATHHA KJIABUII HA KJIABUATYPE W BEICHUS
’KypHaJia Ha)KaThIX KJIaBHIIL.

CriocoObI pacrpoCTpaHEHUS KJIIABUATYPHBIX IIMMHOHOB B IIEJIOM HE OTJIMYAKOTCS
OT CIIOCOOOB PaCHpPOCTPAHECHUS IPYTHX BPEIOHOCHBIX MpOrpaMMm. MOXKHO BBIICIHUTH
CIICAYIOIIHE:

1. Tlpu otkpeiTiH (haiina, MPUCOSTUHECHHOTO K AICKTPOHHOMY ITHCHMY;

2. Tlpwu 3amycke (haiina u3 kaTajiora, HaXOASAIIETOCS B OOIIEM JIOCTYIIEC B PEer-
to-peer ceru;

3. C nmoMoumpl CKpUnTa Ha BeO-CTpaHUIIAX, KOTOPBIA  HCMOJB3YyeT
0COOEGHHOCTH HWHTEPHET-Opay3epoB, MO3BOJSIONIME IPOTPaMMaM  3aIlyCKaThCs

ABTOMATHYCCKH IIPH 3aX0JC ITOJIb30BATCIIA HAa JAHHBIC CTPAHUIIBI,



4. C nomomipl0 paHee YCTAHOBJIEHHON BPEAOHOCHOW MpOTrpaMMbl, KOTOpas
yMEEeT CKa4YMBaTh M YCTAHABJIMBATH B CHCTEMY JAPYTUE BPEAOHOCHBIC TPOrpamMMmel. [3]

boapmuHCTBO AHTUBHUPYCHBIX KOMITaHUH I[O6aBJ'I}IIOT N3BCCTHBIC KJIABUATYPHBIC
HIMUOHBI B CBOU 621351, IMO9TOMY MCTO/J 3allIMTHI OT HUX AOBOJIBHO IIPOCT: YCTAHOBKA
AHTUBUPYCHOI'O MPOJYKTA U MOJJEpKaHUE ero 0a3bl B aKTyaJIbHOM COCTOSIHUU. A
4dTO JKC OCJIaTb B TCX ClIy4dadaX, KOI'Jad KHaBI/IaTypHHﬁ IIIMMOH HE H3BECTCH
aHTI/IBHp}ICHOﬁ mporpaMme HMJIN H3IrOTOBJICH CIICHUAJIBHO [JIA AaTaKHu KOHerTHOﬁ
CUCTEMBI? PaSYMHI)IM 6y,Z[CT CJIICOIOBAHNC TAKHUM IIpABHUJIAM:

1. Hcnonb3oBaTh OAHOPA30BbIE MAPOJIU U JBYX(DAKTOPHYIO ayTEHTU(PUKALIHIO;

2. Hcnomnp3oBaTh CHCTEMBI HpO&KTHBHOﬁ 3alllUThI, IIPCAHASHAYCHHBLIC JJIA
0OHapyKeHHsI MPOrPAMMHBIX IIITHOHOB,;

3. Hcnonp3oBaTh BUPTyaIbHbBIE KJIaBHATYPHI.

Ho uto xacaetcs MOCJICAHCIO M3 BLIIICIICPCUYHUCICHHBIX c1oco00B 3allIUThI KaK
OT IMPOIrpaMMHBIX, TaK M OT alIlapaTHbIX KJIABHATYPHBIX IIIIXOHOB, TO CJIICAYCT
OTMCTHUTDB, YTO BCTPOCHHAA B Windows 9KpaHHas KilaBUaTypa IUIOXO IIPUMCHHUMA IJIA
oOMaHa ﬂaHHOﬁ YI'PO3BI. Omna Co3gaBaIaCb HC KaK CPCACTBO 3alllUTHI, a AJIA ITIOMOIIH
JIOIAM C OIrpaHHMYCHHBIMHU BO3MOZKHOCTAMH, M IICpCaada AJAaHHBIX IIOCJIC BBOA4 C
MOMOIIIbIO  JTAHHOW KJIAaBHATyphl MOXET OBITh OYEHb JIETKO IepexBaycHa
BPEJIOHOCHON TpOrpaMMoOil. DJKpaHHasi KJIaBHUATypa, KOTOpass MOXET ObITh
HUCITIOJIb30BaHa AJiA TOTIO, LIT06I>I 060ﬁTH KJIaBHATYPHLIC IIIIMOHBI, AOJIKHA 6I>ITI>
pa3paboTaHa crenuaibHbIM 00pa30M, UCKIIOYAIOIIUM MEPEXBAT BBOAUMBIX JaHHBIX
Ha 1000 CTauu UX BBOJIA U MEPEIayHu.
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